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FOI Admimistrator

May 22, 2013

Ms. Claudia Reis

Green Savits & Lenzo

25 Airport Road, Suite 200
Morristown, NJ 07960

Re: Freedom of Information Reference No. 13605
Dear Ms. Reis:

This 1s a response to your November 30, 2012 request, which has been processed under the Port
Authority’s Freedom of Information Code (the “Code™) for a copy of the contract between the
Port Authority and KratosHBE or Kratos Defense Security Solutions, Inc. on or about November
28, 2007 concerning the installation and maintenance of video surveillance and security systems
on the George Washington Bridge, Holland Tunnel and Lincoln Tunnel.

Material responsive to your request and available under the Code can be found on the Port
Authority’s website at http://www.panynj.gov/corporate-information/foi/13605-C.pdf. Paper
copies of the available records are available upon request.

Certain material responsive to your request is exempt from disclosure pursuant to exemptions (1)
and (4) of the Code.

Please refer to the above FOI reference number in any future correspondence relating to your
request.

Very truly yours,

Daniel D Duffy
FOI Administrator

nFTHY Floos
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THE PORT AUTHORITY OF NY & NJ

November 30, 2007

DHL Overnight Mail - 201 794-6500
Henry Bros. Electronics, Inc.

17-01 Pollitt Drive

Fair Lawn, NJ 07410

Attn: Mr, Ted Gjini, VP. Operations ~ New Jersey Office

RE: REQUEST FOR PROPOSALS (RFP) NO. 13071 MAINTENANCE OF
ACCESS CONTROL SYSTEM AND SYSTEM ADMINISTRATION
SERVICES FOR THE GEORGE WASHINGTON BRIDGE (GWB),
LINCOLN TUNNEL (LT), HOLLAND TUNNEL (HT) AND STATEN
ISLAND TELEPORT - AWARD LETTER PURCHASE ORDER
#4500054655  CONTRACT #4600007087

Dear Mr. Gjini:

The Port Authority of New York and New Jersey (“the Authority”) hereby accepts the
proposal of Henry Bros. Electronic, Inc. (HBE) for Maintenance of Access Control
System and System Administration Services for the George Washington Bridge (GWB),
Lincoln Tunnel (LT), Holland Tunnel (HT) and Staten Island Teleport, with a term
commencing at 12:01 AM on December 8, 2007 and, unless sooner terminated, expiring
at 11:59 PM on/about December 7, 2010 inclusive of a 30 day transition period. During
the transition period, the Authority will waive the Liquidated Damages as set forth in
Section 10, entitled: “Required Service Levels and Damages for Non-Performance” set
forth in the Contract document.  Henry Bros. shall be responsible for rendering the
services required hereunder effective, December 8, 2007. The Authority shall have the
option to extend the Contract for up to two (2) additional two-year periods and one
additional 120-day period.

The Contract between the parties shall consist of the following Items, 1 through 8, in case
of conflict between any of the items, the prior listed item shall take precedence over the
later listed item:

This letter of Acceptance including the following attaéhments:

1. Henry Bros. Electronics Inc. response to question dated September 20, 2007,
including Part III — Cost Proposal Sheets “Exhibit E — Revised June 22, 2007
and Exhibit F.

Procurement Department

One Madison Avenue, 7th Floor
New York NY 10010

70212 435 7000
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THE PORT AUTHORITY OF NY & NJ

2. Henry Bros. Electronics Inc. response to question from meeting held on
September 10, 2007.

3. Henry Bros. Electronics’ Best and Final Offer and Additional Clarifications
response dated September 7, 2007; including Part IIT — Cost Proposal Sheets,
Exhibit A through D; excluding Part III — Cost Proposal Sheets Exhibit #E and
Exhibit F.

4. Henry Bros. Electronics’ response for Questions and Answers dated August 23,
2007, excluding Part III — Cost Proposal Sheets Exhibit A through C and Exhlbit
A Price Summary Sheet.

S. Henry Bros. Electronics Inc. response to Clarifications and Additional
Information dated July 23, 2007.

6. Henry Bros. Electronics Inc. Copy of Presentation dated July 12, 2007,
Response to Request for Clarifications for Questions and Answers dated
July 6, 2007. The Authority’s letter to Henry Bros. for presentation meeting and
additional clarification dated June 28, 2007

7 Henry Bros. Electronics Inc. Proposal dated June 4, 2007, excluding Part I1I -
Cost Proposal Sheets Exhibit A through G.

8. The Authority’s Request for Proposal for Access Control System and System -
Administration Services for the George Washington Bridge (GWB), Lincoln
Tunnel (LT), Holland Tunnel (HT) and Staten Island Teleport Collective #13071,
dated December 2006, as amended by Addendum No. 1 dated April 235, 2007,
Addendum Ne. 2 dated May 9, 2007; Addendum No, 3 dated May 17, 2007,
Addendum No. 4 dated May 25, 2007; Addendum No. 5 dated May 29, 2007.

No other document shall form a part of these agreements.

For payment, invoicing and administrative purposes refer to the Purchase Order
#4500054655. The Contract Manager is Mr. John Garbarini who ¢an be reached at
201 346-6061. ‘

Except for those identified above, no other documents or submissions by the Contractor,
and no oral discussions or statements are to be considered a part of these agreements.
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THE PORT AUTHORITY OF NY & INJ

If you are in agreement with the above, please so indicate by signing at the Jower left and
returning both mgncd originals to the attention of Ms. Jeanette Santos, Procurement
Department, 7" Floor at the above address. The Port Authority will retum one fully
executed original of this letter to you following execution by the Port Authonty If you
have any questions, please contact Ms. Santos at (212) 435-3930.

Very truly yours,

i APPRQVED: ¢
FO TERMS

Agreed:

Henry Bros. Electronics, Inc.

%‘é % Sy
Title: 5/‘4 Wo ﬂ/’lwq Froa s
Date: /2-5" 07

IS

Attachments




HENRY BROS. ELECTRONICS, INC.
17 01 Pollitt Drive Fajr Laws, N 072410
Dhone: 201,784,650 ot dibo-ine.com Fax: 2411, 754,8341

September 20, 2007

Ms Jeanette Santos

Senior Purchasing Manager
Purchasing Services Division
The Port Authority of NY/NJ
1 Madison Avenue

Seventh floor

New York, NY 10010

Re:  Responses to PANYNIJ questions dated September 17, 2007
Dear Ms, Santos:

Enciosed please find HBE's responses to the Port Authority’s questions dated September
17, 2007.

- We trast that this information will prove helpful to the Port Authority.

1f you should have any questions regarding this submittal or need any further information
regarding any aspect of HBE’s proposal, please do not hesitate to contact me,

ARIZONA CALIFORNIA COLORADCO NEW JERSEY NEW YORK TEXAS







Maintenance of Access Control System and System Administration
Services for the George Washington Bridge, Lincoln Tunnel, Holland
Tunnel and Staten Island Teleport

Responsés to PANYNJ questions dated September 17, 2007
Page 1 of 2

Question #1

~ Please confirm that Henry Brothers agrees to a maximum of up to 3% escalation per year
for the option periods exercised for the following areas:

Exhibit A, Preventive and Corrective Maintenance of the ACS System, and Exhibit C,
System Administration.

The following exhibits will not receive additional compensation during any exercised

option period: Exhibit B, Computerized Maintenance Management System, Exhibit D,
Miscellaneous Cost, Exhibit E, Maintenance of Traffic.

HBE Response:

HBE agrees to the limits on escalations during the option periods as listed above,

Question #2

Please resubmit the Exhibit E, Maintenance of Traffic, recalculate and resubmit Exhibit
F, Pricing Summary.

HBE Response:

Please see attached,




Maintenance of Access Control System and System Administration
Services for the George Washington Bridge, Lincoln Tunnel, Holland
Tunnet and Staten Island Teleport

Responses to PANYNJ duestions dated September 17, 2007
Page 2 of 2

uestion #3

If the Authority exercises its right to add Staten Island Bridges (SIB) at anytime during
the term of this contract, it is the Authority’s understanding that the price quoted in
Exhibit G will be Henry Brothers monthly compensation for services described in the
RFP for Staten Island Bridges (SIB).

In addition, escalations for any options exercised for SIB will be adjusted up to 3%
maximum per year for the following: Exhibit A, Preventive and Corrective Maintenance
of the ACS System, and Exhibit C, System Administration Services,

The following exhibits will not receive additional compensation during any exercised

option period; Exhibit B, Computerized Maintenance Management System, Exhibit D, -
Miscellaneous Cost, Exhibit E, Maintenance of Traffic.

HBE Response:

HBE agrees to the limits on escalations during the option periods as listed above.




PART HI - COST PROPOSAL SHEETS

EXHIBIT E - Revised June 22, 2007

Maintenance of Traffic - Three Year Base Term

@) ® ©) ®) E®)
Description Lane Closures |Estimated Price X 12 Months |Estimated Total
per Month |Per Lane Closure Annual Price
George Washington Bridge 3 $1,350.00 |x 12 $48,600.00
Holland Tunnet 2 $1,350.00 ix 12 $32,400.00
Lincoln Tunnel 2 $1,350.00 |x 12 $32.400.00
To;al Estimated Annual Maintenance af Traffic Cost 113,400

Note: Normal working hours are betwaen the hours of 11 PM - 8 PM , unless otherwise directed

by the Contract Manager or Facllity Manager.

{Sum of liem in Column D)

Nota: The Proposer shall refer to the sectlon tiled Malntenance of Traffic Attachment C - Scope of Work.

Note: Work may be requested at the sole discretion of the Contract Manager at any time during the term
of this contract. No work will be started without prior authorization. No work is guaranteed.




PART III - COST PROPOSAL SHEETS
EXHIBIT F

Price Summafy

{A} Estimated Total 3 Year Price - Preventive and Corrective
Maintenance of the Access Controt System

{Multiply total estimated annual price from Exhibit A by 3 years) $ - 2,265,012.00
—(B) Estimated Total 3 Year Price - Computerized Maintenance Management

System _

(Muttiply total estimated annuat price from Exhibit B by 3 years) . % 18,000.00

{C) Estimated Total 3 Year Price - System Adminstration Services
(Muitiply total estimated annual price from Exhibit C by 3 years) b 514,800.00

(D) Esfimated Total 3 Year Price - Miscellanecus Costs
(From Exhibit D} $ 40,870.00

{E) Estimated Total 3 Year Price - Maintenance of Traffic :
{Multiply tolal estimated annual price from Exhibit E by 3 years) $ 340,200.00
(The Proposer shall refer to the Extra Work secfions in Part il for explanation of compensation)

TOTAL ESTIMATED CONTRACT PRICE
(Total items (A), (B), (C), (D) & (E) $ 3,178,682.00
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Santos, Jeanette (Procurement)

From:  Bernie Drury [BDrury@hbe-Inc.com)

Sent: Thursday, September 13, 2007 9:06 AM

To: Santos, Jeanette (Procurement)

Cc: John Batsch; Barbara Campolisto, Bernie Drury

Subject: Answers to questions from meefing on Monday, September 10th
importance: High

Jeanelis,

Altached please find an outline of the Transition Plan that goes into a bit more detall than what
was previously submitted,

Additionally, we have come to an agreement regarding the lssue of escalations dunng the Option Period(s), as
follows:

HBE agrees to a maximum of 3% per year of the PrsvenﬁvelRemedial Maintenance and System
Administration dollars only and

not miscellaneous costs (i.e. Maintenance of Traffic, etc).

We have not yet received the list of references who have been difficull to contact but will respond promptly when
we do get it,

Lastly, we are compiling a list of items that HBE would fike 1o get from the Port Authority to ease the transition
process and will submit it shortly.

Bernie Drury

‘Henry Bros. Electronics, Inc
17-01 Pollitt Drive
Fair Lawn, NJ 07410

~ 201-805-1410 (cell phone)

11/28/2007




HENRY BROS. ELECTRONICS, INC.

1701 Pollitt Dyive Fair Leum, Nf 07410
Phone; 2017346360 sl ing.com Fry: 201.794.8541

INTER-OFFICE MEMO

TO: File P
o
FROM: J. A. Batsch A
SUBJECT: GWB/HT/LT Maintenance Transition Plan Wﬂg%g
A :ﬁ;%l*r
PATE: September 11, 2007 : . . %’(,

As stated in HBE’s “Response to PANYNJ questions detcd Ju'v 3, 007" the Transmon Plan
will commence 60 days prior to the contract taking effect. 1 ‘nrmg this 60 day period, this
Transition Plan would include, but not bB}lmrted to, week [ nicorings with the current service
provider to achieve the following objectivzs:

e Define and capture service routines

» (Conduct an audit of the existing equififnc: <vsicme w becline operation and

functionality
¢ Review routines willi '\ () erations pen nrel 1o impiove processes currently in place
o HBE'shlunagament Staff K

o System Adninistrator T g
. Interv:ew incumbuent ser icefin; ilﬁuggﬂl'lCL it as potential candidates to augment HBE’s
perqrmnc 1%“51"’DCG In pmm B e 2 : ‘
Keq.;uLPAn Pt op e nbents

e Sulunit revised Maintonane e Plan and Organization to PA for review and concurrence 30
\Jiazs wrior to contract tuking uj_'lr'cc{
e Augmen: existing SLi Tuith new gualified personnel
o Complete ail badgmg requirements
O Feview ront IlE:S
o Cowduct oriciiation sessions (familiarization of facilities, equipment, staff, etc.)
o Conduct site visits (utilize HBE consultants and PA)
o Train /«oritify staff on equipment
¢ Meet with PA to review Plan and Organization
o Conduct formal “Hand Off” session from incumbent to HBE

ARIZONA CALIFORNIA COLORADQ NEW JERSEY NEW YORK TEXAS




HENRY BROS. ELECTRONICS, INC. -

17-01 Pollitt Drive Fair Lawn, NJ 07410
Phienie: 201.794.6500 wrnfibe-Inc.com Eax: 201.794.8341

September, 2007

39upym.
07.p 7Pp 200

Ms Jeanette Santos , © Revy
Senior Purchasing Manager
Purchasing Services Division
The Port Authority of NY/NJ
1 Madison Avenue
Seventh floor
New York, NY 10010

Re: BAFO
Project # 13071

Dear Ms. Santos:

Please find the attached answers to the questions posed in your letter dated
September 4, 2007. Additionally, please reference the attached revised pricing
sheets which refiect the HBE Best And Final Offer.

We will see you on Monday, September 10™ at 2:30 to review this information and-
answer any other questions you may have.

If you should have any questions, please contact me at 201-805-1410.

Fair Lawn, NJ 07410

ARIZONA CALIFORNIA COLORADO NEWJERSEY NEW YORK TEXAS




September 7, 2007

Maintenance of Access Control System and System Administration
Services for the George Washington Bridge, Lincoln Tunnel, Holland
Tunnel and Staten Island Teleport

Responses to PANYNJ questions dated September 4, 2007
Page 1 of 3

Question #1

Please provide a breakdown and cost reduction associated with the Maintenance of
Traffic (MOT) per facility. HBE may have overestimated in this area.

HBEE Response:

The pricing for this service is based upon recent experience providing exactly this
service at the Brooklyn Buttery Tunnel. A lane closure would include (1)Arrowed
aftenuator truck, with driver, including tolls during the idenfified time periods. The
number of lane closures per month seems a bit high and that would be the area where
reductions could be available.

Question #2

Please provide a breakdown and cost reduction for the System Administration Services.

HBE Respounse:

The System Administration will consist of an HBE, Lenel Enterprise certified, System
Administrator on site three (3) days per week. Lou Avagnano is identified as the
project System Administrator, His duties consist of: Performing system diagnostics,
maintenance of database, archiving, analysis and integration functions.

Please see revised Exhibit C.




September 7, 2007

Maintenance of Access Control System and System Administration
Services for the George Washington Bridge, Lincoln Tunnel, Holland
Tunnel and Staten Island Teleport

Responses to PANYNJ questions dated September 4, 2007
Page 2 of 3

Question #3

Please provide a breakdown and cost reduction for the Preventative and Corrective
Maintenance.

HBE Response:

The Preventative and Corrective Maintenance service for the facilities will be provided
by three (3) dedicated, certified HBE technicians. The allocation of resources is as
Sollows: '

GWB - One techuician

LT - One technician

HT - One technician

Teleport - This site will be serviced by a rotation of the technicians from the
LT and HT

The Preventative and Corrective Maintenance costs also include 24 hour Software
Support from Lenel and Verint, Finally, the costs include spare parts as directed in the
last communication from the Port Authority.

Please see revised Exhibit A.




September 7, 2007

Maintenance of Access Control System and System Administration
Services for the George Washington Bridge, Lincoln Tunnel, Holland
Tunnel and Staten Island Teleport

Responses to PANYNJ questions dated September 4, 2007
Page 3 of 3 '

Question #4

Confirm the responsibility and duration of individualg as cited in your organization
chart and management plan. Briefly explain the roles and responsibilities of each
individual for the duration of this project.

HBE Response:

Ted Gfini - Overall responsibility for day to day Operations

John Batsch - Responsible for all Port Authorily Service,
Installations and Operations,

Lou Avagnanoe - Lenel Enterprise certified System Administrator.
(see response o question #2)

John Cameron - Directly manages all Service personnel,

Emily Kaneaster . Contract management assistant, including
documentation and service dispatch.

John Marrinan

Dan Hordyszynski - Provide site specific information during transition

Period,




PART I - COST PROPOSAL SHEETS

EXHIBIT A

-09-07-07F02:02

Preventive and Corrective Maintenance of the Access Control System - Three Year Base Term

(A) (B) ©€) @)
Description Monthly Maintenance and X 12 |Estimated Total Annual Price
Corrective Repair Months
: : &

George Washington Bridge R26,167.%2 x12 314 oo & 0

Holland Tunnel %17, 250.= x 12 ¥757 o0, = 0

Lincoln Tunnel ﬁi},ﬁco-"-‘* x 12 #Z10 oo0.= 0

Staten Island Teleport - Servers and Workstations f Zoco. & X 12 2_4: oo, 2 0
3 . _

Total Estimated Annual Maintenance Cost $ ?Db \ e 0

(Sum of Hem in Column D )

REVD

Note: All prices will be inclusive of materials and labor including software patches and replacements parts and components 1f required.

Note: Software updates and new releases for which the sofiware vendor npormally charges will be compensated as Extra Work.
Installation thereof will not be separately compensated. ‘




PART Il - COST PROPOSAL SHEETS

EXHIBIT B

Computerized Maintenance Management System - Three Year Base Term

39-07—07992:03 RCYD

Total Estimated Annual Price for Computerized Maintenance
Management System :

The Contractor's compensation will commence once the Awuthority has accepted the system,

A) (B) <) ®) &) (¥)
Software , Cost per Authority |Estimated |[Monthly Total X 12 Months |Estimated Total Annual
Licensed User Required ’ ' Price

Number of

Authority

Licensed

{sers
Software Licenses (per user) $250.00 2 $5001x 12 $6,000
Other 2 $0jx 12 30]
Other; 2 $ofx 12 . $0.00]
Other: - 2 $oix 12 $0.00
Other: 2] 0% 12 $0.00
Other: . ) 2 $0ix 12 $0.00
Other: 2 $0jx 12 $0.00;

$ $6,000.00

(Sum of ftem in Column F}




PART III - COST PROPOSAL SHEETS 09-07-07p05: g3 R
: CvD

EXHIBIT C

System Adminstration Services - Three Year Base Term

(A) B) () @)
Description Monthly System Adminstration X 12 Months Estimated Total Annual
, Services : Price :

George Washington Bridge T oo, = x 12 ¥(7 200.= 0
Holland Tunnel _ . *32 200.2 %12 $ 20 Aco . = 0
Lincoln Tunnel ®*3oen . T x 12 “H3B Aoo. > 0
Staten Island Teleport ‘ #2 300 . = x 12 ‘ wz7, 0. = 0
Total Estimated Annual System £

Adminstration Cost : s "1F) oo = 0

{Sumof ltem in Column D ) -




PART HI - COST PROPOSAL SHEETS

99-07-07p,.
EXHIBIT D 2703 Revp

Miscellaneous Costs - Three Year Base Term

(A) Cost to add additional operator workstation to the preventive maintenance schedule 3 $250.00
(8) Cost to add door security setup to the preventive maintenance schedule $ $400.00

(for example, inside/reader, strike lock or magnetic lock, audiofvisual device)

{C) Costtoadda camera and PTZ units to the preventive maintenance schedule , $ $400.00
{D) Cost to add motion detector device to the preventive maintenance schedule $ $200.00
(E} Cost to add Access Control Panel cabinet fo the preventive maintenance schedule $ $500.00
*F} Fiber Optic Repair Cost = $180.00 /hr*36 hrs * 4 timesiyr $ $é5,923_60
**(G) Repositioning of Camera during Facility Cleanup = $180.00 /hs* 2 hesfunit * 25 unitsiyr 3 $9,000.00
(H)  Purchase of security ID cards (Quantity of 1000) $ $4,000.00

Total Estimated 3 Year Price $  $40,67000

{Sum of ftemns Rows .

Provide rates as requested above. Work may be requesied at the sole discretion of the Contract Manager at any time during the
term of the Contract. No work will be started without prior authorization.

** Note: Normat working hours are between the hours of 6 AM - 8 PM, unless otherwise directed by the Contract Manage
- or the Facility Manager.,




HENRY BROS. ELECTRONICS, INC.

17-01 Poliitt Drive Fair Lawn, NJ 07410
Phove: 21L794.6500 urwm -t con » Fox: 201.794.8341

August 23, 2007

" Mg Jeanette Santos

Senior Purchasing Manager
Purchasing Services Division
The Port Authority of NY/NJ
1 Madison Avenue

Seventh floor

New York, NY 10010

Re:  Responses to PANYNIJ questions dated Augnst 15, 2007
Dear Ms, Santos:

Enclosed please find HBE’s responses to the Port Authority’s questions dated August 15,
2007. In addition to these submittals [ would like to submit the following information for
consideration: '

1) Maximo MRO — CMMS (Computerized Maintenance Management System)

HBE has purchased the system and has received the software, We are currently in
the process of hiring the administrator for this system.

2) HBE has hired a corporate CIO

I am attaching the professional resume of Christopher Peckham who has recently -
been hired as the CIO for Henry Bros. Electronics, Inc. Mr. Peckham will be
joining HBE on September 10, 2007.

We trust that this information coupled with the responses to your questions will prove
helpful to the Port Authority.

If you should have any questions regarding this submittal or need any further mformanon
regarding any aspect of HBE’s proposal, please do not hesitate to contact me.

Very truly yours,

ARIZONA CALIFORNIA COLORADO NEW]JERSEY NEW YORK TEXAS




Maintenance of Access Control System and System Administration
Services for the George Washington Bridge, Lincoln Tynnel, Holland
Tunnel and Staten Island Teleport

Responses to PANYNJ questions dated August 15, 2007
Pagelof2

Question #1

Regarding Question 2 for HBE's methodology for administering and maintaining the
Lenel System: In ltem 1.1,1 HBE proposes to subcontract Lenel PES (Professional
Engineering Services) to do remote health checks over a WAN. At this time, TB&T and
Public Safety does not encourage remote access. How would HBE perform the task
without remote access capability?

HBE Response:

In the absence of remote capability HBE will collect data from the system during a
regularly scheduled administrative visit (this data will be purged of any PANYNJ
specific, security sensitive data) and will send the scripts to Lenel for analysis.

There will be no change in the HBE pricing for the System Administration,

Question #2

Metcomm, LLC is not currently certified as an M/WBE by the Port Authority. PJS is
certified by the Port Authority, However, no dollar amounts or percentages are shown in
your M/WBE plan. HBE must submit a plan that states the Firm and approximate dollar
value and percentage against the contract. Credit is given only to vendors who are
certified by the Port Authority. Provide an updated M/WBE Participation Plan for
evaluation.

HBE Response:

Please see revised plan.




Maintenance of Access Control System and System Administration
Services for the George Washington Bridge, Lincoln Tunnel, Holland
Tunnel and Staten Island Teleport

Responses to PANYNJ questions dated August 15, 2007
Page 2 of 2

Question #3

Regarding Part III ~ Cost Proposal Sheets — Exhibit A, HBE’s proposal does not include
the price for replacement of parts or equipment. As part of the evaluation, HBE must
incorporate the cost to maintain and supply spare parts as part of the monthly preventive
and corrective maintenance of the Access Control System. HBE must re-price and
resubmit the pricing sheet to include the cost of spare parts replacement. HBE can
replace the sum of the paris (i.e. camera lens, cainera brackets) or the system in whole
(e.g. camera),

HBE Response:

Please see revised Cost Proposal Sheet - Exhibit A.

Question #4

Operational Availability for Type I and Type II failures has been amended, see attached
Amendment #1. Please revise your cost proposal sheets accordingly.

HBE Response:

Please see revised Cost Proposal Sheets.




HENRY BROS. ELECTRONICS, INC.

17-01 Pollitt Drive Fair Lawn, N] 07410
Pl 201.794.6500 wrww.hibe-inc.cont v Fax: 201.794.8341

Port Authority of New York and New Jersey
Request for Proposal

Maintenance of Access Control System and System Administration
Services for the George Washington Bridge, Lincoln Tunnel, Holland
' Tunnel and Staten Island Teleport

MBE/WBE Utilization Plan
August 2007

HBE intends to perform the services of this contract primarily by utilizing
HBE employees who have been trained and certified by Lenel and Verint.

When an opportunity arises, HBE will hire MBE/WBE/DBE Subcontractors
identified on the Port Authority web site as Approved and Certified by the
PANYNJ,

Two Port Authority Certified MBE/WBE/DBE firms who have
worked with HBE on Port Authority projects are:

1) Maureen Data Systems, Inc (WBE & SBE)
Supplier of Cisco and other equipment
500 West 43" Street
New York, NY 10036
212-290-1557
Certificate Number: PA-23100
Anticipated Participation - 5%

2) PJS Electric, Inc. — (Paul Scariano) (WBE & DBE)
Licensed Electrical Contractors
Brooklyn, NY 11232
718-832-9609

Anticipated Participation - 5%

HBE intends to make every "Good Faith Effort" in utilizing
MBE/WBE/DBE firms when practical and has in the past achieved
required goals on other public authority contracts.

ARIZONA CALIFORNIA COLORADO NEWJERSEY NEW YORK TEXAS
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Christopher Peckham
(Ex. 1)

tnformation Technology decision maker at the organizational leve! (C10, VP, Director)

Customer Service « Business Process Improvament  Infrastruciure
Mosting « Interneiworking « Operations » Strategic and Tactical Planning
System Development and Integration » Project Management

Extensive management and technical expertise applied in a wide range of organizations including
higher educafion, Internet service providers, professional services, and outsourcing.

AREAS OF EXPE
+ Demonstrated leadership and proficiency using Information Technology to aid business
processes and improve organizational effectiveness.
+ Ability to position technology to offer information and resources to a wide rangs of users.
»  Successfully develop and Implement system automation and workflow improvements.

+ Abllity to solve complex husiness issues at minimal cost, including the development and ‘
deployment of custom applications or open source packages. Work has included integration
with commercial off the shelf software.

+ Development and |everage of standard operaling procedures and metric reporting across
support functions.

+ Planning and implementing solutions to address business needs, Including the development of
strategic and tactical plans.

+ Management of diverse groups and teams ranging from & to 150 across technical and non-
technical skill sets and geographic locations. : '

+ Effective project management, problem soiving, and demonstrated innovation in collaborative
and dynamic envirahments,

EXPERIENCE

Director of Operations 2003 ~ present
SunGard Higher Education, Mercy College, Dobbs Ferry, NY

Manage a staff of eighteen in the areas of deskiop suppori, helpdesk, natworking, and
telecommunications at a smallimid-size college with six campus locations, serving aver 600 faculty/staff
and 9000 students, with over 1800 servers, desktop, laptops, and compuier laboratory systems.

Systems include Active Directory, Exchange, IS, Apache, DNS, DHCP, MS SQL, Blackbarry Eriterprise :

Server, HEAT, CMS/ plone, academic support systems (Banner, Plus, WebCT, Sakal), tacacs/radius
authentication, nagios/cacti monitoring servers, squid cache server, and wireless access.

+ Re.designed staffing structure, process, and methodolegy to allow for increased support of the

user community. Changes allowed for additional reporiing and improvement of support metrics.
Implemented systams ta reward staff for suggestions and demonstrated improvements.
Corresponding growth of ticket volume of 18% and a reduction In average response time of 50%
over two years with no increased staffing.
Increased service levels to reduce monthly SLA penalties running over $10,000 per month,
Serve on a number of college advisory committess dealing with strategic and support issues,
Worked to develop the technology strategic plan used in accreditation process,

« Successful project management and canfiguration of network and VoIP system for a new

- campus with over 350 systems and capital equipment budget exceeding $1.1 million.

« Creation of technology purchasing and tracking process based oh SQL-Ledger that resulted in a

reduction of like expenditures by 15%. Workflow process improvements allowed for 25%




decrease in hardware installation times.

» Developed MySQL based database system used to track hardware assets. Scripts poll network
devices and SMS to audit the preduction environment.

*+ Integration between Avaya and Cisco {elephone systems using Asterisk PBX and Active
Directory to allow for uniform auto-attendant and ‘dial by name’ capabilities between platform
and campus locations. System generates Excel, PDF, and WWW user directories.

Vice President, Englneering | 2002~ 2003
8SkipJam Corp, Greenwich, CT

Startup company in the consumer elecironics space developing a "mulimedia hub”.
» Schematic design using Orcad and PCB layout using P-CAD. :
+ System benchmarking across linux systems including embedded Lineo and prototype drivers,

VP of Network Engineering & Operations / Senior VP of Information Systems 1999 -~ 2002
Glohix ~ The Global Internet Exchange, New York, NY

Served in a role similar to the Chief Infarmation Officer and managed the staff responsible for
archlteciure and operation of the internal and client facing infrastructure, Groups included network and
system engineering, operations, project management, datacenter, and call centar. Staff ranged In size
from 15 10 150 with annual salary budget up to $9.1 million. Dutles included related capital/operating
budgeting. Infrastructure served over 900 staff and the company’s client base in over 20 US and
intemational locations. '

System development, operation, and integration was performed using a mix commercial and open
source packages including Remedy, HP Openview, Micromuse Netcool, Concord Network Health,
mrtg, cactl, nagios, Aprapos ACD system, and Oracle Financlals.

= Completed the initial network and system build out of three fully-redundant data centers (NYC,
Santa Clara, and London, England). Successfully deployed, configured, and operated a large
number of systems used for monitoring, billing, and support. Created network and system
engineering laboratory modeling network backbone and data centers,

« Involved in the deployment and aperation of Oracle Financials, used for core financial functions.
Developed automated systems used for information Interchange and reporting. Implamented
workflow and integration of auditing and operational support systems. Created systems that
allowed for staff and client access to operational and billing information.

» Led the integration of a number of COTS packages with open source and in-house soflware
systems. These Included billing, monitoring, vendor payment, telecommunication auditing, and
workflow auditing/reporting. Developed “quote to collect” system used to create and approve
sales quotations, orders, and invoicing.

+ Developed systems that aligned data and w orkflow to the business process. Allowed for the
tracking of 1elacommunications charges, billing/metric warnings to clients and trend analysis of
network utllization. Allowed company to reduce telecommunications billing by over 20%.

» Maintained relationships with key vendors. Re-negotiated contracts with software vendors thai
saved aver $3 miliion,

+ Created operations and call center workflow and standard operating procedures that w ere used
by networking and system staff in multiple locations. These served as a basls for uniform
customer service from location to location.

« Supported the creation of sales and marketing materials as well as pre-sales ang post-sales
support, Standardized product codes were developed and used during provisioning and billing.

» Designed and Implemented Apropos/ACD (automatic call distribution) scripts to fulfill
requirements of varlous users. Dellvered reporting and {raining based on relevant metrics.

» Aligned staff with organizational needs and business objectives through various market changes.
Led changes when business and workflow process improvements were needed.

Chris Pechatm resume.doo Z2of3




« implemenied redundancy and dis aster recovery plans that allowed key systems to operate from
muitiple datacenters.

Manager of Network Engineering ' 1997 ~ 1999
Qwest Intemet Solutions / 1Con CMT Corp., Weehawken, NJ

Managed day-io-tay project management, netw ork pianning, network monitoring systems, build-out,
standards, and development of operating procedures.
+ Supervised the redesign of BGP and OSPF configuration on a national multi-POP network
connacting cllents, transit, and major Internel peering locations.
+ Led the design of networks, racks, and cable plant in multiple POPs and data centers.

Director of Network Operations 1995 ~ 1997
Bell Technology Group, New York, NY

Managed the day-1o-day activities and long-term project planning for the technical staff, this included
customer configuration, consulting management, personnel scheduling, telecommunication circuit
provisioning, project management, project budgeting, etc.

+ Developed and Implemented trouble ticket system and standard operailng procedures .

+ Led migration of the production datacenter between two locations with minimal downtime,

Director of Technology - Interactive Media Division 1895
Database America Companies, Mantvale, NJ

« Created a heterogensous netw ork of Unix, Microsoft Windows, and Macintosh systems.'
» Performed analysis of DEC Alpha processor related to data-mining projects.

Systems and Networking Support ~ principal technical consultant to local ISP 1994 - 1996
INTAC Access Cerporation, Pallsades Park, NJ (consurrant)

o+ Installed and managed systems, routers, and switches in multiple points of presence (POPs).
+ Developed WWW programs and scripts for various clients. _

Senior Systems & Networking Administrator - Computing Services Dept. 1990 ~ 1995
New Jersey Institute of Technology, Newark, NJ 1087 — 1995

Management, installation, and support of over one hundred heterogensous Uni x systems.
« Installed and configured various Internet/intranet software systems (cllent and/or servers).
+ Created applications enabling easier access fo resources (e.g. oblaining accounts, class
reglistration, NSF grant Information, backup restores at user request).

EDUCATION

Rutgers  M.B.A. (2007) with concentration in Management & Global Business
NJIT Ph.D. (2000), MS (1989), and BS (1887) all in Electrical Engineering

PROFESSIONAL CERTIFICATIONS, ORGANIZATIONS AND OTHER

+ Member of ihe Advanced Computing Systems Association (USENIX), the System Administrators
Gulld (SAGE), and Instltute of Electrical and Electronics Engineers (IEEE).

» Have participated in EDUCAUSE, the North American Neiwork Operators' Group (NANOG) and
the Internet Engineering Task Force ({ETF) activities,

« Served on the NJIT Electrical and Computer Engineering in dustry Advisory Board (2000 ~ 2006).

« Held Cisco Certified Internstw orking Expert (CCIE #3094).
Held Sun Migrosystems Compstency 2000/Enterprise certification (Examinations in the areas of
Solaris 2.x NIS+, Network, System Administration and Solaris Volumes Management).

Chrig Pecham resume.doc ' . 3of3




v
F Lo
i “x'x:: e . .

Access Control System RFP #13071

Maintenance of Access Control System
| and ‘
System Administration Services

Response to Clarifications
Addltmnal Informtlon

Bubmit @eﬁ Ew |
HENRY BROS. EL ECTRONICS INC

1701 Polliit Drive Fair Lawu, NI 9?410
i :-mxi.‘*nf 7946500 - apteoedre di i . Fay: 201724, 8341

| Eﬁerme ﬂmry (201) ?’Msmﬁﬁm ext, -303?;-__.___._ e

| @*aﬂﬁy 21% 2007




Access Control System RFP # 13071
'Henry_Bros. Electronics, Inc. g' HBE)

Questions based on July 12, 2007 Presentation Qutline Response Tab #
1. For system administration responsibilities, please submit......ovevvniieicanes Tab#1

5!

the following names and resumes:

*  What is the name of the Database Administrator
of Record?

o The name of the person responsible to respond to
server failure?

¢ Is there an overall single point of contact? If so,
please provide their name? If not, picase advise

- how coordination is handled.

Describe HBE’s methodology for administering and...... Vernsssavsrersrsnrnns Tab # 2
maintaining the LENEL system?
Describe what industry best practices you will be applying?

¢ Information Technology Change Management Policy

& Procedure....... cerasaseriaertiraerarrusens veritinsasssiresrernesvone coreansn Lb # 30
¢ Information Technology Security Policy............. cerssanssesenrensnn Tab # 3b
» Logical System Access POlCY..cvvervierivnssanrnasarninines vevrsarens sesesnTab # 3¢
¢ Operations Management Policy.......ccivirvrrivenann. vesesasnses sosvveenn LD # 3d

In the presentation HBE ¢xplained that each preventive...........oeveeeeeee . Tab # 4
maintenance routine is performed four times in a calendar
year, Please confirm this in writing and please provide schedule.

Does HBE understand the response and repair times for......coocciirancaass Tab#5
Type I (2 hours) and Type II (3 hours) failures? Are there any

scenarios under which HBE may not be able to comply with

these performance requirements? If so, what are they and how

will they be addressed.




. 1. For systemi administration responsibilities, please submit the following names
and resumes:

a.  What is the name of the Database Administrator of Record?
i. Tom Shen (resume included in this section.)

ii. Additional database support will be provided by the Gotham
Technology Group. HBE engaged Gotham to assist in the design and
implementation of our infrastructure upgrade to support our corporate
headquarter needs at our new offices in Fair Lawn NJ and local offices
located in eight states. We currently utilizes theit “GothamWatch ™
product offering to supplement our in-house database administration
for our nationwide system. This service combines telephone snpport
with a hosted software-based monitoring solution to provide enhanced
support and service, '

b. The name of the person responsible to respond to server failure?
i. Tom Shen; 201-704-6500 ext 3905; tshen@hbe-inc.com

¢. Is there an overall single point of contact?
i. Lou Avagnano; 201.794-6500 ext 3035; lavagnano@hbe-inc.com




TOM SHEN

(Ex. 1)

e P A

CERTIFIED NEYWORK CONSULTANT & PROJECT MANAGER

Professional Certifications:
Cisco Certified Internetwork Expert #8080 (Routing/Switching)
Cisczt? (gertified Internetwork Expert #8080 (Security)
Mizwggfoﬁ Certified System Engineer 3.X, 4.X, 2000, and 2003 (MCSE)
Ciscf S{};:n'tiﬁed Security Professional (CCSP)
Clscf ?Jirtlﬁed Network Professxonal (CCNP)
HP X)cizedtted Systems Engineer (ASE)
HP :f(:gc:edited Integration Specialist (AIS)
CertiiZi:eé Novell Engineer 3.x 4.x and 5.x (CNE)

Education:
Chen Kong University (Taiwan, MS of Computer Science)
1985

Technical Experience:
Henry Brothers Electrantes 05/2006~Present
Chief Network Engineer
% In charge of JFK Intemational Airport, including SONET and Network Security.
» Network design and project leader for Henry Bros Electronic for the new office in
Fair Lawn, including VPN, PIX, MS servers, MS Exchange, Citrix and switches
Network design for JFK to upgrade SONET from OC3 to OC48
Architecture engineer and project leader for First Aviation to redesign and setup
their new security in NJ
Projects leader for La Guardia Airports Wireless network upgrading arid wireless
security.
Projects leader for MTA/TBTA Bridges and Tunnels to link all Bridges and
Tunnels to 2 Broadway. (MTA HQ)
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Project leader for Long Island Bus.

In charge of projects for AW34 Port Authority of NY and NJ..
Project leader for WTC Building number 7 security.

Project leader for Denver City Security implementation.
Project design and leader for JFK Guard Post Security.

MTM Technelogies 09/2003-04/2006
Architecture Engineer/Design Engineer

»
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Architecture Engineer for NY, NJ, and CT areas with multiple client
engagements.

Design and implement network solutions and network security for clients,

Design Engineer and project leader for Globix relocation project to XO
Communications.

Project manager for Network Audit and Systems Analysis (NASA) project for
GF1 Group.

Network Implementation for TheDeal.com.

Network redesign and implementation for World Learning Training Comclientny.
Security Analyze and implementation for Bank Street Coliege in NYC involving
upgrade switches, firewall, and VPN

Network design for Capital Management involving implementation of Cisco 6500
switch, 7206 VXR routers and network security.

Design Engineer and project manager for the Hospital for Special Surgery, project
involving both an infrastructure upgrade and complete security implementation,
This upgrade included Cisco 7206VXR router, Catalyst 6513, 4507R, and 3750G
switches implementation, ASA 5520 IPS module, MARS, and Ciscoworks 2000
for LMS and VMS configuration.

Design Engineer for Weight Watchers Infernational involving the redesign of
their HQ including LAN, WAN, SAN and network security.

US Army Picatinny Arsenal/Alphalnsight
5/2004-8/2005

Network Manager

>
»
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Project leader to upgraded Picatinny network for VOIP.

Provided architecture leadership and support in migrating ATM based core
network to MPLS technology across the United States and other countries,
Project leader for IAVA, a project initiative which provided level of security
trust to the local switch port. It involved using the new LAN switch platform and
the newer level of IOS code; integration of active directory and e-directory.
Project Team Leader to monitor Network performance and Anti Virus upgrade in
Army network.

Team leader in providing technical support with critical issues, such as virus
attacks, network outages, and in configuring and troubleshooting for groups
issues.

Team leader for Army network monitoring for VOIP and date network security.
Wireless security implementation.

Deployed VOIP for Picatinny Arsenal using a Nortel switch solution.
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Architect, migrated, and implemented Picatinny Arsenal to 1GB for all data
center servers,

Architected and implemented Catalyst 6500 LAN switches in four data centers.
The magnitude of this project directly imclientcted the network infrastructure
throughout the Army Network.

Proactively involved in creating strategic and tactical designs to provide network
connectivity infrastructure for data centers, Army Base Headquarter locations

and Distributed Server Farms.

Interfaced with senior level Management for high level network architecture
plans,

Responsible for lab simulations of all new network infrastructures prior to actual
deployment.

Responsible for running network management Software Comclientny wide, such
as TACACS+, CRM 2000, NetCelera .and Concord network health.

Designed and Testing IPv6 in the Army network for IPv6 deployment.

Computer Service Center Inc, 05/1994 — 04/2004
irector of IT Servic

>
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Designed network infrastructure for many clients, like NYPD, Hudson United
Bank, ABHCT, Ferrari, Midland Clientrk Boarder of Education, Cliffside
Clientrk Board of Education ,B&L........ .

Network security implementation for many clients.

Redundant service design for clients,

Installed Cisco Catalyst 6500, 4500, 3750, 3550 and 2950 Switches for many
clients,

Implemented a considerable amount of VPN connections between client sites on
7500/3640/2640 Routers and Microsoft VPN client PPTP.

‘Configured and performed troubleshooting for all Internet Security, for Gov. and

enterprise comclientnies,

Implemented the Ferrari North America network, including installation of Cisco
6513 switch, PIX Firewalls, VPN Concentrators and URL Filtering devices.
Consolidated the Pepsi Corporation network from four buildings to two bmldmgs
and relocated their Data Center.

Designed a network architecture upgrade for Hudson United Bank afier the
acquisition of 95 branches from First Union in 1998. This involved the redesign
all VLANSs and the installation of all Internet security, as well as the trtunmg of
their security administrators.

Implemented and maintained NYPD network and Internet security from 1994 to
1999.

}mplemented VLAN and ATM links for Cliffside Clientrk Board of Education
including six schools and the BoE. Included in this project was the install of all
Intemet Security mediums including PIX Firewall, URL filtering, and VPN
solutions, _

Implemented inter-site links between all schools for the Midland Clientrk Board
of Education. Configured internet access for all schools via a connection to the




. High School which acted as a main hub. Installed network security with PIX
Firewall, URL/Spyware Filter.
» Upgraded Advance Behaviora] Health (CT public health agency) for GB data
center and VPN for 19 hospitals
» Designed JOBSBL.com network, including Firewall, VPN and Internet Filtering,
also enabling their employees to work at home. '

Xincon Institute in New Jersey

CCIE Routing/Switching and Security Instructor
> Provided CCIE cumiculum, lab scenarios, and consultation,

» Taught numerous CCIE classes with very positive feed back from students.

CCNP, CCSP, Wireless and IPy6 instructor
» Provided CCSP, CCNP curriculum, lab scenarios, and consultation

» Taught COSP, CCNP, and IPv6 classes with very positive feed back from large
number of students.

Hardware:
Very strong knowledge of the following:

Catalyst 65XX, 45XX, 55XX, 37XX, 36XX and 29XX swilches.
Cisco 26XX, 28XX, 36XX, 37XX, 7200VXR, and 7500 Roulers,
MSFC/PFC2, RSM.

Strata-Comm 1GX 8400 WAN swifches.

10/100/1000 Ethernet hardware.

Frame-Relay, ATM, DWDM, ISDN, Data Compression, and MPL.S.

. 2 » » o @

Software and Reouting protoecal
Very strong knowledge of the following routing protocols:

BGP4, OSPF, EIGRP, RIPv2, IS-IS.

MPLS, NLSP, Multicast.

Quality of service, VoIP, Video over IP.

IP/IPX tunneling, VPN,

DLSW+, ASC+, CRM.

CEF, DCEF, HSRP, DSCP, and traffic analyzers.
IPV6

Reference: available upon request




. 2. a. Describe HBE’s methedclogy for administrating and maintaining the
LENEL system?

1. PES Remote System Audit and Health Check (with call)
1.1.  Remote Audit and Health Check

1.1.1. Lenel PES will be provided, with a broadband link to the OnGuard
Enterprise system. Lenel shall dial into the Master Server and each Region
to perform the following system maintenance activities:

1.1.1.1.  Server maintenance shall include the cleanup of failed transactions
within a manageable amount determined by the Supplier (failed
transactions not to exceed 15 per diai-in per server), If the number
of failed transactions exceeds this amount, it shall be determined
that the servers require a more frequent service, or the VAR shall
assist in the maintenance of these transactions, Increasing the
frequency of the server maintenance shall require a change order to
this agreement, with additional costs. Assistance by the VAR will
be billed on a Time and Materials basis '

“To Do transaction monitoring

Hardware events transaction monitoring

Verification of Lenel Replicator service and schedule

Verification of archive/purge completion per system settings

Verification that Legato functionality appears healthy through user -

interface

1.1.1.6.1. Verification of the Legato element in now way implies liability
or support of this configuration

1.1.1.7. - Review of error log and event viewer for potential issues,

notification and tracking of concerns via the audit log and
conference call '

1.1.1.8.  Verification that scheduled backup occurred

1.1.1.8.1. PES can verify that the backup occurred, but will be unable to
test integrity of the backup. It is recommended that this
element occur by the VAR or End User no less than once a
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quarter.
1.1.1.9.  Database size monitoring
1.1.1.10. Database integrity check (DBCC)
1.1.1.11. BHard disk and CPU utilization
1.1.1.12. 30 minutes of event monitoring per Region to evaluate erroneous

alarm concerns
1.1.2." HBE and Lenel shall perform maintenance and corrective actions, and
report to client on all work performed on the schedule allocated by the
service.




. 1.2.  Audit Review and Progress Meeting

1.2.1.

Following the System Audit {on the same day), Lenel will conduct a (1)
hour conference call with HBE and the End User to discuss the findings of
the audit. Topics of discussion that are expected, but are not limited to the
following:

1.2.1.1.  Review of System Audit results

1.2.1.2.  Recommended corrective actions based on audit findings

1.2.1.3.  Critical or Severe issue notice of items critical to system stability
1.2.1.4,  Software development plans, upgrades and updates (bug fixes).
1.2.1.5.  Corrective procedures and planning,

1.2,1.6,  Hardware specifications and procurement instructions,

1.2.1.7.  Software specifications and procurement instructions.

1.2.1.8.  System network environment schemas and requirement

instructions.

1.2.1.9.  Database system layout.
1.2.1.10. Forms design for OnGuard Enterprise system.
1.2.1.11.  Credential design for OnGuard Enterprise system based upon

criteria from Purchaser conforming to system parameters.

1.2.1.12.  Access level configuration for OnGuard Enterprise system.
. : 1.2.1.13.  Alarm configuration for OnGuard Enterprise system.
- 1.2.1.14. Other system configuration instructions, as may be required and

applicable.

1.2.1.15. Field controller and/or device configuration instructions.

1.2.2.

1.2.3.

1.2.4.

1.2.5.

1.2.6.

1.2.7.

A detailed audit log and meeting notes will be distributed following the
call,

Agenda items may be submitted to the PES Team Leader prior to the call
for inclusion as requested.

All technical support issues will be reported to HBE, who will report the
issues to Lenel through the standard Lenel Technical Support Channel.

Performance of Systermn Audit activity implies no liability on the part of
Lenel for system issues that may arise, in particular system issues or
operator error outside of the elements Lenel is auditing,

This contract does not include or imply any Technical Support
components outside of standard Lenel channels

PES does not guarantee a single PES technician will perform all aundits,
which will be determined by scheduling availability. Please see
scheduling section for guidelines and important information.




2. Enterprise System Administration

2.1. HBE will provide an Enterprise System Administrator for the client’s
OnGuard Enterprise system as required during normal business hours, three
days per week. The Enterprise Administrator will be the single point of
contact to HBE and will assure the continued efficiency of the system, its
components, and monitoring including, but not limited to:

2.1.1. A complete survey and inventory of the existing equipment (devices,
servers, software, hardware, etc). . Any defective equipment, dated
sofiware and hardware ~ i.e. servers - should be clearly identified.

2.1.2. Generate reports to determine system deficiencies. Identify system
problems and recommend technical solutions.

2.1.3. Monitor system operator actions and response times. Identify ways to
enhance system operator performance, efficiency and accuracy.

2.1.4. Assure component optimization (including camera views, intrusion device
locations, etc.). Train security staff to monitor camera views and maintain
optimal performance.

2.1.5. Assist security personnel in electronic investigations and audits, Make
sure that records retrieval and other investigative activities are being

' handled consistent with best known practices. '

. 2.1.6. Coordinate system upgrades and fixes.

2.2, Weekly Activities

2.2.1. PIC Data Import. HBE will monitor the import of data from the client
database to ensure that the import is successful. Any problems
encountered will be reported to the Regional Administrator to be
forwarded to the PIC department,

2.2.2. Replication Administration, Replication Administration provides
centralized management and configuration of OnGuard Enterprise
systems. It is used at facilities to manage the iransport of data between the
Master Server and the Regional Servers. The System Diagnostic Tool is
used to check the status of all the machines involved in the OnGuard
Enterprise system. Specific checks to be performed by HBE include, but
are not limited to:

2.2.2.1.  Replicator service is functioning normally

2.2.2.2.  The number of To-do, Hardware, Event and User Transactions and
their earliest timestamp

2.2.2.3.  The number of Failed, Waming, and Successful Transactions

2.2.2.4, The size of the Database and the Database log file

2.2.2.5. The size of the Logs directory in the OnGuard installation

. directory

2.2.2.6. Repair and reinitiate failed transactions




2.2.3.

2.24.

2.2.5.

2.2.6.

2.2.7.

Redundancy. Legato 2000 Co-Standby Server is the third party software
application utilized to create a mirror image of a server onto another server
and then move any and all changes made from the primary machine to the
secondary machine. If the primary machine ever fails, Legato 2000 Co-
Standby detects the failure and automatically designates the secondary
machine as the primary machine, HBE will monitor the Legato
Management console to ensure the continued operation of the server
cluster.

Replication Administration. Older successful transactions in the
replication logs will begin to occupy valuable space on the hard drives.
These transactions are a record of the data being replicated between
servers, and are not the actual events themselves. HBE will purge older
successful transactions from the Replication logs.

Disaster Recovery. Back-ups are often the last defense in recovering lost -
data or recovery from a failed machine, Backup media must also be
verified. SQL may show a successful backup but if the tape is flawed the
backup will have no value in disaster recovery. HBE will back up and
verify the SQL Server database on all Master and Regional servers
according to the schedule recommended by Lenel.

Hard Drive Verification, A full disk can mean a loss of sensitive data and
may indicate that back ups need to take place more often. Lenel will
monitor the size of the databases as part of the Remote Maintenance
agreement and HBE will perform the corrective action as required. HBE
will verify that the log files are being archived and purged as intended,

Archive / Purge. This function is considered house-keeping, but if not
followed can result in unwanted data taking space within the systems and
is normally performed at the master server and regional servers. This is
important because these transactions are stored in the database and will
occupy hard drive space that is needed for other functions. HBE will
perform routine event archive and backup of events to off-line media,

3. Consulting

3.1

Because HBE will be on-site while performing Enterprise Administration, we
will also he available to assist the client by performing the role of Security
Consultant, The duties of Security Consultant will evolve to meet the
changing requirements of the client. These duties are likely to include, but are
in no way limited to:




3.1.1. Identify access control areas by category and level of security. Specific
- concerns relates to the current level of security in the garage.

3.1.2. Assure appropriate electronics and personnel are in place 1o conirol &
monitor such areas.

3.1.3. Create and implement procedures for authﬁnzmg, monitoring and auditing

access privileges.

4. ldentify appropriate department personnel to authorize access privileges.

5. Design and coordinate the routine collection, implementation and

reconciliation of access privilege information,

3.1.6. Create appropriate photo identification credential design (with unique
identifiers and validation).

3.1.7. Confirm that the existing procedures for authomnng issuance of photo ID
reflect best security practices,

3.1.8. Identify appropriate department personnel o authorize photo ID issuance.

3.1.9. Confirm that the existing routine for issuance of photo IDs reflect the best
industry practices,

3.1.10. Confirm that existing fraining of appropriate security personnel in policy
and procedure for creating and issuing photo ID is adequate and
sufficiently detailed.

3.1.11. Work with Security personnel to create and administer prooedures to
monitor and respond to electronic security information, notifications and
alarms.

3.1.12. Organize appropriate locations, equipment and personnel for monitoring
of ACAM systems.

3.1.13. Organize a response plan for each type of notification and alarm that may
occut,

3.1.14, Design a communication scheme for the dispatch of personnel.

3.1.15, Design a routine for the timely report generation and notification of
appropriate authorities.

3.1.16. Coordinate training for all appropriate security personnel, including other
System Administrators.

3.1.17. Work with internal and external maintenance staff to assure the continued
operation of the system.

3.1.18. Design and implement periodic testing procedures and documentation.
This exercise would prioritize cameras and card readers.

3.1.19, Coordinate periodic maintenance schedules and documentation,

3.1.20. Develop a response plan for failures of field devices and head-end
equipment.

3.1.21. Develop a routine for security and non-security personnel to report
problems.

3.1.22. Interface with network departments and provxders to resolve network
problems.

3.1.23. Develop a catastrophic disaster recovery plan in conjunction with some of

- the client’s existing efforts. :
3.1.24. Assist in selection of contractors.
3.1.25. Investigate addition of features and components




3.1.26. Oversee project work as appropriate.

3.1.27. Assure integration of new components to existing system.

3.1.28. Update policy and procedure to incorporate expansion.

3.1.29. Evaluate and prioritize expansion projects and areas.

3.1.30. Collect budgetary information for procurement of funding for future
prajects.

3.1.31. Generate specifications for projects.




. - 2. b. Describe what industry best practices you will be applying?

i. See following procedures:
Information Technology Change Management Policy & Procedure
Information Technology Security Policy
Logical System Access Policy
Operations Management Policy




(=

HENRY BROS. ELECTRONICS, INC.

17-01 Pollint Drive Eair Lawn, NJ 07410
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Information Technology Change
Management Policy & Procedure

Title Change Management
_ _ Policy & Procedure

Author Michael Babcock Date 03/16/07

Revision 1.0
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Version Control
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Henry Bros. Electronics, Inc. | _ Page 2 of 6
Information Technology Change -
Management Policy & Procedure

Introduction

The purpose of change management is to ensure that standardized methoeds and procedures are used to
alter the production environment while minimizing the risk for negative impact. The specific objectives of
applying a change management procedure are to: ‘

Implement changes on schedule.
Eliminate or reduce the number of changes that are regressed due to issues without change
planning and implementation.

+ Provide a back out plan for all changes.

The benefits gained from implementation of a change management procedure are improved system
reliability and availability due to control, planning, and iesting prior to installation of changes.

Henry Bros, Electronics, Inc.'s changes are mainly focused on infrastructure systems and software that is

Commerclal off the Shelf (COTS); therefore, the procedures are not as complex as they would be for in-
houss developed software,

Scope

This policy statement provides direction on the application of change management for systems within the
scope of materlaiity. For the purposes of this policy, change is defined as any alteration to sofiware, -
database, hardware and operating system affecting data, data structures, or other aspects of the data
processing environment and its attached networks.

This policy applies to all employees, temporary employees, contractors, consultants, vendors, and ather
workers, Including workers affillated with third partles requiring access to Henry Bros. Electronies, Inc.’s
information systems at all locations.

These policies address the procedures for Change Management within the Henry Bros, Electronics, Inc.

Information Technology (IT) environment (Key Control IT,C.5.1). Only those changes that conform to the
Change Management process described in this document are authorized for implementation.

Responsibilities

Change Initiator
The Change Initiator is the individual generating the change. Generally this is an individual representing
the department with the most to gain from the change,

IT Qperaticns and Business Owners

Information Technology (IT) personnel will Impiemaant changes. If cooperation from other deparimenis is
necessary, all groups will coordinate the integration in a caoperative fashion. Under no circumstances will
any entity integrate new applications into a production environment without the assistance from
informafion Technology personnel. ,

The Chlefl Technical Officer (CTO) assumes respensibility for schedhling and communicating the change
to all appropriate work groups and for coordination and execution of changes into the production
enviranment. This includes:
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Ensuring overall compliance with the documented change process (reviewing, mod!fying‘ and
reporting as nesdad).

Serving as the starting and the focal point for the change management process and procedures.’
Monitoring all change requests and plans and ensuring the flow of information.

Keeping all interested parties Informed and ccmmumcatmg changes to the appropriate work
groups. .

Requiring proper approval for the change.

Reviewing all change requests for accuracy and completeness,

Scheduling and recording all changes.

Change Process

This procedure addresses Change Management within the Henry Bros. Electronics, Inc. IT environment,
Only those changes that conform to the Change Management process described in this document are
authorized for implementation,

Change Management consists of the following processes:

* & & @ O » ¢

Change Initiation.

Monitoring and Tracking.

IT Review of Change Request.

Testing.

Test Data Approval (End User Acceptance).
Implementation.

Controls,

Reporting.

Change Initiation

Requests for program changes (including patches), sysiem changes, reports, and maintenance
{(including changes to system software and configurations), Infrastructure, and network changes are
subject to change management procedures and require a change request form be completed.

The change initiator will complete a Change Control Form (CCF) to be submiited to the CTO or
designated IT Manager. See Change Contro! Form in Attachment A.

Monitor /| Track

The CTO or designated I'T Manager assumes responsibility for scheduiing and communicaﬁhg
changes to all appropriate work groups and for coordination and execution of changes Into the
production environment, This includes:

* ® & &

Ensuring overall compliance with the documented change process (reviewing requests for
accuracy and completeness, modifying, and reporting).

Requiring praper approvals for the change.

Scheduling and recording ail changes.

Monitoring all change requests and plans and facilitating the flow of information.

Communicating changes, change acceplance/denial, and change schedules to the appropriate
work groups.
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iT Review of Change Request

« The Chief Techhical Officer or designated IT Manager will review all completed control forms for
completeness and signoff.

Testing

A testing strategy is developed, and followed for all significant changes in applications and
infrastructure technology, which addresses system, integration, and user acceptance-level testing to
help ensure that deployed systems operate as intended (Key Control IT.C.4.1),

Test Envi_rbnmgnt

» Testing must be performed in- a fest environment that Is separate from the production
environment,

+ After successful testing, changes will be staged for user (change initiator, IT, effected department
representative) acceptance within the test environment. (NOTE: In some ¢ases, user review and
acceptance of unit testing may suffice In lieu of user acceplance testing.) ‘

« Changes will only be implemented into the production environment after user-acceptance,

Test Plans

Test plans include the following information as apprapriate:

Testing Methodology Is developed based on Vendor recommendation and documentation.
Test Data to be used.

Expected outcomes.

Task dapendencies (cable moves, ID assignment, files relocated, ete.}.

Impact of the change on other scheduled/pending changes.

Impact of the change on Information Securlty.

® & & ¥ ¥ O

Test Data Approval

End users do not request system changes {(hardware, infrastructure, patches) or software changes
{upgrades, patches). Upgrades and/or patches affecting financially significant software applications are
provided by the software vendor (COTS) and typically are tested by IT based on vendor
recommendations (README flles) (Key Control IT.C.4.3, IT.C.4.4). IT management sign off on test
results Is required prior to submission for user acceptance testing (UAT), where applicable. In some
cases, user review and acceptance of unit testing (IT) may suffice in lieu of user acceptance testing.

End user requests for new/change reports follow the change management process.

implementation
CTO or designated IT Manager will track and document the Implementation process and
communicate the results via with stakeholders. Any problems associated with the implementation of
changes will be discussed with the appropriate assoclated users assoclated with the change.

CTO or designatad IT Manager will ensurs that:
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» Program / application code is backed up prior to change.
‘= Changes are scheduled.
» Paich maintenance is timely and does not affect normal processing.
»  Only authorized/ approved changes are moved into production.
» There is appropriate segregation of duties between the staff responsible for moving a
program into production and program development (Key Contrel IT.C.5.3).
Controls

» Documentation Maintained

The CTO will ensure that documents related to the change, including Change Controt Forms, test
plans, test results, and signoffs are retained.

Version Contro!

For vendor provided software (COTS) version control is maintained and readily available from the
vendor.

The CTO or designated IT Manager ensures that test versions located in the test environment are
deleted. This will help ensure that pricr versions are not used when fulure changes are required.

Back OQut / Recovery

Back out / Recovery procedures are included in the change requesi documentation (Change
Contro! Form).

Documentation Updates

Basad on change, appropriate documentation for system, application, user, network, andfor
configuration setlings |s updated and retained.

Change Types
All changes fall into one of two types and must follow the change management process:

* Routine,
» Emergency.

Routine Changes

Routine Changes include pianned updates and or enhancements to existing hardware or software. These
changes follow the change management pracess and a Change Control Form is completed.
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Emergency Changes

Emergency changes may be necessary {0 recover from system failures, hardware problems, or
application problems. Emergency changes provide the flexibliity reguired for the timely respanse fo
immediate, critical problems. These problems Include fixes to prevent recurring/imminent system failure,
negative impact on business, or production problems. .

This category has been developed to facllitate unscheduled changes when extenuating circumstances
oceur and changes need to be made. These circumstances must be documented and follow the Change
Management Policy. Slgnatures at management leve!l will be required (Key Control IT.C.5.2).

Emergency changes are made by IT Staff. The IT staff member must dosument thoroughly the reason for
the emergency change, the IT staff member's name, and the date and time of the change.

Emergency changes must be fested and are subject to standard approval procedures afler they have
been made. Approval must ocour within forty-eight (48) hours,

Prior to implementation, back out procedures must be submitted on the Change Control form,

When appropriate, the CTO and business ownér should meet to discuss the emergency change. They
should analyze why the emergency occurred, how such events can be avoided in the future, and whether
the action taken was appropriate.

Any temporary access that was granted to faclitale the change must be terminated.
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Introduction

SECURITY OF INFORMATION SYSTEMS

Computer systems are powerful tools that touch upon many aspects of life in modern society. They can be

used to enhance quality of life or degrade it. The impact of this effect may range from negligible to the -
dramatic,

Security of information systems means {he protection of the availability, integrity, and confidentiality of
information systems, While the growing use of information systems has generated many benefits, it has
aiso shown a widening gap between the need to protect systems and the degree of protection currently in
piace. All individuals and organizations have a need for proper information system operations. Users must
have confidence that information systems will be available and operate as expected without unanticipated
failures or problems. Otherwise, the systems and their underlying technologies may not be used to their
full potentiat and further growth and innovation may be prohibited,

PURPOSE

This document contains senior management policy direotives for the security of information throughout
Henry Bros, Electronics, Inc (Key Control IT.B.1). These directives apply to all Henry Bros, Electronics,
Inc. sites, regardless of division, geographical region or computing platform. Individual divisions may
have more stringent management requirements.

RESPONSIBILITY

All personnel who access or make decisions affecting Henry Bros. Electronics, Inc. information play a role
in protecting that information. Accordingly, it is expected that all Henry Bros. Electronics, Inc, employees
and agents, inchiding but not limited to full-time employees, part-time employees, temporary employees,
contractors, vendors and customers that access Henry Bros. Electronics, Inc, systems, will be held
personally accountable for protecting Henry Broa. Electronics, Ine.’s information,

It i3 the responsibility of every employee who has knowledge of infringement of these policies to notify his
or hiet department director.
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COMPLIANCE

Security is very important to the continued health of the business and the maintenange of public trust.
While the needs of the business in a particular situation will always determine the appropriateness of any
security standard in that sitvation, non-compliance without valid justification will not be tolerated. All
personne} who use, have access to, or are responsible for Henry Bros. Electronics, Inc. information assets
must comply with these policies and standards. Violators are subject to disciplinary action, up to and
including termination of employment, and legal action,

Security Compliance Review

To ensure observance of the Henry Bros, Electronics, Inc. Information Security Policies, compliance
reviews are to_be conducted annually. These reviews determine whether The Henry Bres, Electronics, Inc.
information assets are satisfactorily protected. They test the effectiveness of business practice, the
safeguards implemented for computer systems, and the security features included in application design
plans.

Such an audit may be conducted using in-house resources ar external parties. The audits may include
active attacks against servers, user workstations or other network clements, These attacks may include
interception of user communication or feigned communication with users (¥social engineering™) to trick
users into divulging confidential information (passwords).

Security penetration studies involving active attacks or social engineering may only be conducted with the
authorization of the Chief Technical Officer. Prior communication of the penetration study to end-users of
Information System staff will be at the discretion of the Chief Technical Officer, since prior knowledge
may skew the results

Compliance Exceptions

While the needs of the business may determine the appropriateness of a particular information security
policy and/or siandard, non-compliance without valid justification is unacceptable, Henry Bros.
Electronics, Inc. management may deviate from the Henry Bros, Electronics, Inc. Information Security
Policies only when:

1. 1t has heen clearly demonstrated that a cost/benefit analysis of the available compliance options and
risk of not complying has been performed by the business entity with non compliance.

2. Analysis results indicate that compliance will have a significant and unacceptable business impact,

3. Risk acceptance has been formally approved by the Chief Technical Officer.

Risk Acceptance

Henry Bros, Electronics, Tnc, management must formally accept responsibility for ail identified risks when
deviating from the Henry Bros. Electronics, Inc. Information Security Policies, Risk acceptances must be:

1. Documented by the Business Unit most senior management personnel
2. Approved by Henry Bros, Electronies, Inc. Chief Technical Officer.
3. Maintained on file with the Henry Bros, Electronics, Inc. Chief Technical Officer.

Risk acceptance documentation must include the following information:
s The classification of the information asset(s) at risk,
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A discussion of the compliance options considered and the reason for not complying.

_The risks identified as a result of not complying.

The estimated cost or operational impact to Henry Bros. Electronics, [nc. if each risk were realized.
A statement of acknowledgment and acceptance of the identified risks.

A time period set for pedodic review,
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General

The Relatllonshlp Between Pollcies and Standards

Having security is a business decision, Aftached to any good business decision should be a pelicy.
Security is no different. An information security policy is itself a part of the overall enterprise solution to
the security dilemma.

Company Policy communicates management direclives which are elaborated more fully in specialised
documents such as the IS security policy. A policy is a high level statement of company beliefs, goals, and
objectives and the general means for their attainment for a specified subject aren,

Information Security Policy contains policies and practices that govern the planning, organization and
control of information security. They are management directives that apply to all locations, geographical
region or computing platform,

Information Security Standards are a set of best practice criteria for non-specific platforms, applications,
technologies and functions. A standard is » mandatory statement of design or implementation. It is ako a
norm for measvrement and, as such, should be resiricted to situations where performance to a specific
measurement is required.

Specific Implementatlons inchrdes a set of specific process summaries for general I'T process areas.
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SECURITY POLICY STATEMENTS

Information Asset Security

Information is a vital business asset of Henry Bros. Electronics, Ing. Information, documents, systems,
networks, and applications are considered to be information assets. Inadequate protection or misuse of
Company information could give competitors an unfair advantage, lessen the quality of Henry Bros.
Elecironics, Inc. services, instigate legal conflicts, or otherwise harm Henry Bros, Electronics, Inc.

Policy Statement

It is Henry Bros. Electronics, Inc. policy that all information created, stored, processed, transmitted or
prinied by or on behalf of Henry Bros. Electronics, Inc. is the property of the Company, This information
is an asset of Henry Bros. Electronics, Inc. and all personnel are personally responsible for safeguarding the
value, integrity, and confidentiality of Company information assets. All personnel are expected to protect
the information assets with which they have been entrusted from unauthorized, deliberate, or accidental:

*  Access

s  Modification
s  Destruction
s  Disclosure

«  Possession

Access Control

Policy Statement

It is Henry Bros. Electronics, Inc. policy that access to all information assels must be based strictly on
business need (i.e., user access must be restricted to those resources required to perform an authorized job
function). Applications, networks, systems, and practices must be designed, developed, configured, and
maintained so that users have access to sensitive information and tools only a¢ needed in order to perform
their jobs. Henry Bros. Electronics, Inc. services that offer customers or vendors’ access to Henry Bros.
Electronics, Inc. networks, computer systems, and applications must be desighed to maintain the
availability, confidentiality and integrity of Henry Bros. Electronics, Inc, information assets.

In order to help achieve this objective, all new systems and where deemed necessary, Legacy systems must
provide an authenticated user ID, access control lists must protect all resources, audit trails must be
provided (and themselves protected), and access rights must not be passed to other users to reuse the same
items,

Physical access security measures are required to protect against the intentional or accidental intrusion of
unauthorized individuals into any area where information assets may be readily accessible.
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User ldentification and Authentication

User identification and authentication is a process to help ensure security of system resources.
Identification is determined through the use of a ynique user ID. Authentication is the capability to
distingyish and verify the identity of an individual.

Policy Statement

It is Henry Bros, Electronics, Inc. policy that all users must be uniquely identified and authenticated before
being granted access to information assets. (Key Control IT.B.2.1} Processes must be established for
granting, changing and revoking access to information assets on a timely basis. (Key Control IT.B.2.3)
Such acoess must be authorized, logged and periodically reviewed {(Key Control IT.B.2.6). Procedures
must specify the process and approvals needed to obtain initial access to information assets, as well as
specific actions to be taken when a user leaves the company, changes status or becomes a suspected
security risk.

Each User of multi-user Systems must be assigned a unique User 1D, All Information processing and
transmittal actions must be traceable to an individual Uset's System profile and authorized application
access privileges.

Assignment of multiple User IDs to a single User for any multi-user System must be authorized and
justified in writing by the requester's manager.

All User IDs and passwords must be distributed in a secure manner.

Secret passwords are the minimum approved authentication mechanism that must be used to validate the
User's identification, _

The following rules apply to plagform passwords or for applications that do not require authorization
through a platform. Exceptions to these rules include legacy systems or platforms that may not allow all of
the characteristics required below (Note: a Compliance Exception must be documented and approved).

Required;
L]

(Ex. 4)

& » & 8

Strongly Recommended:
L]

(Ex. 4)
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(Ex. 4)

Ownership Responsibilities

All personnel who access or make decisions affecting Henry Bros, Electronics, Inc. information assets play
a role in protecting those assets. Business organizations use the concept of ownership to designate
decision-making authority for specific information. The owner is that individual business unit director or
representative of management who has the responsibility for making and communicating judgments and
decisions on behalf of the organization with regard to the use, identification, classification, and protection
of a specific information asset. (Note: The ownership role should not be confused with legal ownership.
All Henry Bras, Electronics, Inc. information assets are the property of the Company.)

Policy Statement

1t is Henry Bros. Electronics, Inc. policy that information asset ownership roles and responsibilities be-
defined and documented. An owner must be designated for each business critical information asset. For
purposes of this statement, the information asset is the logical information/data (e.g., Vendor Master,
Customer Master, Payroll etc.) that is the intellectual property of Henry Bros. Electronics, Inc.

Management and employee roles with information security responsibilities include, but are not limited to:

e Local IT personnel will have overall custodial responsibility to protect data stored on local computer
hardware, responsibility for conformance to all elements of the Henry Bros, Electronics, Inc.
Information Technology Security Policy. The Chief Technical Officer will specify who has ultimate
authority to grant access and use corporate computing hardware.

o  Managers of depariments uging PCs and other computers in their possession will have direct custodial
responsibility for that equipment and data, and will be responsible for conformance to all elements of
the Hen;y Bros. Electronics, Inc. Information Technology Scourity Policy.

o  The local IT personnel are responsible for overseeing the administration and distribution of the Henry
Bros. Elestronics, Inc. Information Technology Security Policy. The Director will insure that; the
local computer system security adheres to the Henry Bros. Electronics, Inie. Security Policy, that
reviews are performed as specified, and that only authorized individuals will be allowed-access to
systems, The Chief Technical Qfficer will also work with the appropriate personnel to review access
controls and act as the focal point for interfacing with external auditors.

®  The local IT personnel is responsible for physical security of computer hardware and for availability
of computing services as defined in the agreed upon Service Level Agreement Statement. (Key
Control IT.E.1.6) The computer systemn will be kept within a physically securs area. Only
individuals on computer room access list will be given suthority and capability to enter the secure area,
The Chief Technical Officer will meintain the computer rooms” access list. An authorized individual
must escort all other individuals entering the computer room.

¢ The local IT Mansger is responsible Tor integrity of databases that they own, and for defining who
shall have read and write access to those datahases.
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Software Distribution and Licensing

Policy Statement

It is a policy of Henry Bros. Electronics, Inc. that all third-party software vsed will be properly licensed and
terms of the license will be complied with. When at wotk, or when Henry Bros. Electronics, Inc.
computing or networking assets are used, copying of software in a manner not consistent with the vendor’s
license is strictly forbidden. Any unlicensed software must be immediately removed from Henry Bros.
Electronics, Inc. ¢computers. All software and documentation owned by Henry Bros. Electronics, Inc. must
include appropriate copyright notices.

Backup and Recovery

Back up of data must be accomplished 1o protect against loss or corruption of operating systems, systems
and application. Critical data/systems must be backed up daily. Backups must be sent to an offsite storage
facility in the event that they are required for disaster recovery.

Policy Statement

It is Henry Bros. Electronics, Inc, policy that all CONFIDENTIAL, ORGANIZATIONAL, and
UNRESTRICTED information resident on computer systems must be periodically backed-up (business
critical files must be backed-up daily) to protect the Company from loss of data due to system failures or
file corruption, Managers are responsibie for establishing organizational requirements for backups (a
backup plan) and for monitoring compliance with their requirements. IT Department will provide
assistance in planning backup schedules and methods (Key Control IT.D.2.4).

Henry Bros. Electronics, Inc. also requires secure on site backup for routine recovery and an archival
backup for disaster or long-term recovery. A copy of critical backups must be securely stored offsite.

Certain types of data will need to be backed up more frequently: these decisions must be made on a data-

type-by-data-type basis, The specific method to employ for back-ups (grandfather, father, and son rotation
for instance) will also be circumstance-dependent.

Physical Security of Computer and Network Resourcgs

Policy Statement

1t is Henry Bros, Electronics, Inc. policy that all computer and network resources must be physically and
environmentally protected. Access to, computer rooms, and work areas containing critical computer and
network resources most be physically restricted. Management responsible for the staff working in these
arens must consult the Chief Technical Officet to determine the appropriate access control method

{receptionists, metal key locks, magnetic or smart card door locks, etc. ).
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Minimum Security Standards

The following security standards are a set of best practice information asset protection criteria for non-
specific platforms, applications, technologies and functions. Standards and guidelines are rules that must
be followed. The topic areas are:

Personnel

Only authorized staff is permitted to use company software and hardware,

Physical Security

Physical access control mechanisms must ensure that access to Henry Bros, Electronics, Inc. areas not
intended for public entry is limited to individuals who can demonstrate their authority to enter.
Additionally, physical access authority must be revoked immediately if the employee’s tormination is a
result of a conflict betwesn the employee and Henry Bros. Electronics, Inc.

End-User Computing

End Users are responsible for storing critical desk top applications/data and spreadsheets on the File '
Servers (Key Control IT, D.4,3). Information Technology is responsible for the daily back-ups of these
files, (Key Control IT.D.4.2)

System Integrity and Access Control

IT must implement a system design that provides for prevention, detection, and recovery from security
breaches, Management must provide for recovery in the event that physical destruction, logical
destruction, or the corruption of operating systems, sofiware or data occurs. Management must ensure that
supporting procedures are in place, (Key Centrol IT.B.2.4)

Every financially significant computer/application system must have a designated system administrator.
The security administrator must develop and administer forms and procedures to ensure that access is
provided according to Henry Bros, Electronics, Inc. policy and standards, The security administrator must

also maintain records of access authorization.

Computer Operations

Operations and technical support staff must not have access to data, programs, or opemtmg system
information beyond that required to perform their jobs,

Network Security

Network documentation will be developed and kept current. The documentation should include schematios
of networks and connections, user documentation, system documentation and configuration, problem
reporting procedures and contingency plans, and operations documentation,

Access control mechanisms must be able (o create an audit trail, where applicable and feasible, of accesses
to objects (e.g.; programs, devices, queries, files, etc.) protected by the mechanism, At a minimum, the
sudit trail will contain ell information necessary to trace an individual event back to the point of entry to the
local network serving the protected resource.

Special controls (e.g., firewalls) must be established to safeguard systems connected to public (or ghared)
networks (e.g., the Internet); especially those extending across organizational boundaties to ensure that
computer connections and information flow do not breach the access policy of the business applications,

ARIZONA CALIFORNIA COLORADQ NEWJERSEY NEWYORK TEXAS




Henry Bros. Electronies, Inc. Page 11 of 11
Information Technology
Security Policy & Procedure

internet usage

Non-Henry Bros. Electronics, Inc, External clients or “outsiders” (non-Henry Bros, Electronics, Inc, users)
are not permiited access to Henry Bros, Electronics, Inc.’s intetnal networks unless specifically approved.
Under no circumstances should Henry Bros, Electronics, Inc. users establish Internet or other external
connections that could allow outsiders to gain access to Henry Bros. Electronics, Inc.'s systems and
information. These connections include, but are not limited to, multi-computer file systems, Internet home
pages and FTP servers.

Mobile computing

Employees using mobile computing systems, such as laptop computing, will be responsible for taking all
possible measures to protect them when they are not secured.

Virus Controls

Window somputer systems must be equipped with virus protection, Virug detection softwars must be
installed on each microcomputer (PC), workstation or local area network (LAN), and gateways that
processes critical or sensitive information, Virus detection software must be run at regular time intervals to
scan files for the possible existence of computer viruses. Employees must not atiempt to eradicate
computer viruses. H they suspect a virus they must immediately stop using the compute and notify the
appropriate persotnel,

Third Party Access

Access to Henry Bros, Electronics, Inc. information by third parties must be controlled. Where there is 2
business need for such third party access, a security risk analysis must be carried out to determine the
security implications and control requirements. The controls must be agreed and defined in a contract with
the third party.

Service Level Agreements

A Service Level Agreement {(SLA) describes in detail the rights and duties of a provider towards a client in
the framework of an agreement; it describes who (provider and client) has to execute what, when and
where (Key Control IT.E.L1).

An SLA has to be complete, meaning that everything that is not written in the agreement cannot be claimed
either. The exact content of a SLA depends on the context of the contract (internal / external). (Key
Control IT.E14),

A SLA reflects the objective elements by which one can measure the “service level”, or determine exactty
how the provider and the client are {or are not) filling in their ¢ssential obligations towards each other.
Continuous and detailed service monitoring is necessary. (Key Control IT.E.1.6).
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Overview

Approved users (Key Control I'T.B,2.3) are required to use valid login ids and passwords to access financial
reporting systems, (Key Contrel IT.B,2.1) Users must logout of or lock their workstations when they leave their
workstation for any length of time. The screen saver wait time is administered through Active Directory. All unused
workstations must be fogged off outside working hours.

Scope‘

This procedure covers all Company employees, consultants, agents, and others (collectively, employces) working on
any Henry Bros. Electronics, Inc, premises. Logical system access is critical to the security of Hemry Bros,
Electronics, Inc. systems. ’

Roles and Responsibilities

The Chief Technology Officer (CTQ) has oversight responsibility for the development, administration, and
communication of this procedure as it currently exists or any modifications that are made to it. This procedure will
be reviewed annually and modifications will be made as required.

General

All employees and subcontractors are to follow Henry Bros. Electronics, Inc.’s I}afomaﬁon Technology
Security Policy when carrying out activities covered in this procedure.

User IDs used in the processing of financial information are unique and enable users to be accountsble for
transactions, Generic user accounts (including system, shared and / or default accounts} are removed /
disabled as appropriate. Where they are required (e.g., system limitations) the use of these accounts is
documented and approved by management, ‘

Access Requests (key Control 11.8.2.3).
New User Requests

New user requests must be made from the appropriate business department. The request contains the Name
and role of the new employee, It also contains an. existing user to be used as a basis for initial access.

1. A request is made of IT.

2. A request is generated for Tech Support.

3. Tech Support creates the Active Directory User account and adds the user to the appropriate
groups (Key Control 1T,B.2.5).

4. User are assigned a unique User 1D (Key Contrel IT.B.2.1) and a temporary password (Key
Cantrol IT.B.2.2)

5. Tech Support creates the base access rights for production and email accounts. (Key Control
IT.B.2.5). '

Additional Access Requests

Requests for access to additional resources are made to IT. The classification of the data should be used to
determine the appropriate approval level for the requests.

1. A requestis made of IT.
2. A request is generated for Tech Support.
3. If the appropriate manager responsible for the resources makes the request, access is granted.
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4. 1f another party makes the request, an e-mail request 1o the responsible manager is sent to verify
BCCEss.

5. If the request is related to financial data, the vice-presidential level within Finance must approve
the request.

System/Interface Access Requests

Requests for system and interface accesy (applications) are made via requests to the Corporate Finance
Group. IT has no role in system and interface user administration. The classification of the data should be
used to determine the appropriate approval level for the requests.

1. Anemail is sent to Corporate Finance Group,
2. The manager responsible for the application must approve the request.
3. A unique username and password are created for each application. {Key Conirol IT.B.2.1}.

Access Removal Requests
Requoests for the removal of access arc made of IT,

1. Arequest is made of IT.
2. A request is generated for Tech Support,
3. Removal of access to particular resources needs to be approved by the eppropriate manager level,

Termination Requests
Employee Access Termination requests are made to IT,

1. When an employee is removed from the HR System, an request is genetated and sent to IT.

2. A reguest is generated for Tech Support,

3. The employee's Active Direclory account is disabled upon notification, for a period of one week
when the business identifies where the email is to be forwarded, and then it is deleted.

4. Tech Suppori notifies the System Administration for removal of other logins and accounts.

Periodic Review of High Privileged Access

IT Management reviews and certifies high ptivileged and administrator access quarterly (Key Control
1T.B.2.6}.

For financial significant applications (Timberline), the Corporate Finance Group is responsible for
perlodic review of user access,

User Authentication

Passwords are used for various purposes at Henry Bros. Electronics, Inc. Some of the moré common uses
include: user level accounts, financial applications, web accounts, email accounts, screen saver protection,
voicemail password, and local router logins, Strong passwords should be employed on an enterprise-wide
basis. ‘ _

Strong passwords are required to have the following attributes:
*  Contain bpth upper and lower case characters (e.g., a-z, A-Z)
s Have digits and punctuation characters as well as letters e.g., 0-9, 1@#$% &*()_+|~-
=\ {H}"'<>00
»  Are at least eight alphanumeric characters in length,
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*  Are not a word in any language or slang, and should not appear in a dictionary
& Arenot based on personal information, names of family, pets, ete.
» Passwords should never be written down or stored on-line.

Within the Microsoft Active Directory, complex password checking is active. It requires passwords be at
loast eight characters in length and has three of the following four types of characters:
Lower case lettors
Upper case letters
Numbers
Special Characters

> o

Users are forced to change their first-time passwords, or reset passwords upon initial use,
Users are forced 1o change iheir passwords at least every 180 days.
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This document to be reviewed and updated as required. At a minimum an
annual review will be performed., ‘ ,
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Problem Management

Overview

Requests for Information Technology (IT) assistance and reports of service problems or interruptions are
“handled routinely by IT through associated workflow. It is appropriate that standards are set for allocation
of priorities to these requests and service problems, and that all problems reported to IT are managed and
escalated effectively. This includes eritical incidents affecting significant Henry Bros. Electronics, Inc.
business functions. This procedore covers problem and critical incldent management at all locations,

Purpose

This procedure prescribes how service problems and requests for assistance are managed by IT. It includes

guidance for allocating priorities to problems, handling routine problems and requests, and for managing
¢ritical incidents,

Scope

This procedure covers all service problems and requests for assistance received by IT staff from all
locations. This may include service interruptions notified by system monitoring alerts, and those notified by
users of IT facilities. All high, medium, and low service problems will be recorded into the IT problem
management tracking system, The goal of problem management is to maintain the highest standard of
reliability and availability possible and provide a means to perform statistical trend analysis.

Procedures
General

In the event of an unscheduled problem or outage in the Henry Bros, Electronics, Inc. epvironment, IT will
follow a set of procedures to facilitate quick resolution. These are problem alert, tracking, problem
identification and isolation, troubleshooting, notification, escalation, and problem reselution. If timely
action or resolution is not found problem escalation will be enforced to ensure that all available resources
are utilized in the effort to resolve the problem,

Infrastructure and application system requests for assistance and service problems which are recorded into
the problem management system are to include the following information: nsme of requestor, name of
person recording the problem, date and time, problem priotity, person assigned to address the problem,
responsible manager, description of the problem, and the current status of the problem. There should also
be 2 detailed chronology of the problem resolution from start to finish captured into the Issues List record.

All problem calls will be channeled to the IT person assigned with this responsibility. Calls will be entered
into the Issues List record,

A generic email address (MIS Tech Support) is provided to help ensure that requestors may be able to
submit requests at any time, In the event that the problem resolution will involve unexpected budget, the
Chief Technical Officer (CTQ) or appointed designee is to be consulted for approval,

If problem resolution conld potentislly impact current contract compliance, executive management should
be notified so that appropriate action, if required, may be taken,
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If any reported incident or problem results in a change to application or infrastructure resources that are
required are to be made in accordance with change management policies and procedures,

Quarterly, IT management will review problems for resolution, similarity and reoccurrence. Lessons
leamed and trends should be noted, Where problems are found to be of a repetitive nature, management
will develep an action plan to address the issues found to help minimize problem reoccurrence,

Executive management may determine that, due to the nature of a problem, it may not be responded to in
the way that the requestor expects due to evenis such as system retirement, contractual obligations, lepal
concerns, customers who have archaic systems or that continue to use releases of the product which are no
longer supported, or cost involved.

All trouble reports should be retained to enable root cause analysis.

Configuration Management

System infrastructure, including firewalls, routers, switches, network operating systems, servers, and other
related services are propeily configured. Configuration standards and settings are documented. Semi-
annually, IT reviews configurations of critical systems to ensure compliance to standards,

Changes to configuration settings follow the change management policy and procedure,
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Data Backup Procedure

Overview

Henry Bros. Hlecironics, Inc. recognizes that there is a heavy reliance on the information contained in the
Henry Bros. Electronics, Inc. infrastruciure and application systems,

Purpose

This document details the procedures followed by the IT staff in executing the data backup of Henry Bros,
Electronics, Inc.

Scope

This document applies to the procedures for data backup of all infrastructure and application servers. Files
on deskiops and laptops will only be backed up if they are copied to an infrastructure or application server.

Types of Backups

DAILY

»  Incremental backup - only the files that were changed since the previous backup
s Operated automatically with backup running on Monday - Thursday
¢ A round of 5 generations is saved {about two weeks)

WEEKLY

+  Full backup — All files on the system
¢ Operated automatically with backup running on Friday
» A round of § generations is saved (about two months)

MONTHLY

¢ Full backup- All files on the system
¢ Oporated automatically with backup ronning on the last Friday of the month
»  Saved for seven years

Backup Tape Handling
Rotation

Backup tapes will be rotated using the table below, D(aily), and W(eekly) are so noted below in the Table
Column entitled Tape Used.,
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Week Day Tape Used Storage
1 | Monday . MondayD1 On-site in IT
1 Tucsday TuesdayD1 Switch/Phone room,
1 Wednesday | WednesdayD1 inside a fireproof safe.
1 Thursday | ThursdayD]1
1 | Friday FridayW1 Off-Site
2 Monday MondayD2 Onesite in IT
2 Tuesday TuesdayD? Switch/Phone room,
2 Wednesday | WednesdayD2 inside a fireproof safe.
2 Thursday | ThursdayD2
2 Friday FridayW2 Off-Site
3 Monday MondayD1 On-site in IT
3 Tuesday TuesdayD | Switch/Phone room,
3 Wednesday | WednesdayD1 inside a fireproof safe.
3 Thursday | ThursdayD1
3 Friday FridayW3 Off-Site
4 Monday MondayD2 On-site in IT
4 Tuesday TuesdayD2 Switch/Phone room,
4 Wednesday | WednesdayD2 inside a fireproof safe.
4 Thursday | ThursdayD2
4 Friday | Month Off-Site

When there are five weeks in the month, on the fourth Friday use Friday 4. On the fifth Friday, use the

Month tape and store it off-site

Backup Monitoring

Page 5 of 6

Errors notices (e.g. failed backups, incomplete backups) are auto generated from the backup management
software and emailed to the IT Manager for review, logging in the problem management system, and action
defined.

Tape Labeling

The backup management software provides a system penerate log of tape inventory

On-site Storage

Tapes will be removed from the tape library as carly as feasible Monday morning and moved to the
fireproof safe, located in the IT Switch/Phone room. Access to backup tapes will be limited to the Henry
Bros, Electronics, Inc. IT staff. Tapes will be available 7/24 for restore purposes

Off-Site Storage

All movement of tapes will be logged. The off-site vendor courier will log tapes in and out of the facility.
The courier must sign for all tapes and a record must be kept which will include a list of all tapes located
off-site. In addition, Henry Bros. Electronics, Inc. should ensure that the vehicle used by the off-site
storage provider to transport tapes is locked when in the Henry Bros. Electronics, Inc. parking lot and the
courier is not present at the truck, Off-site tapes will be available within a four hour notice seven days a
week.
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All employees who are authorized to request tapes 1o be returned to Henry Bros. Elecironics, Inc. from the
off-site storage vendor will be provided a list of authorized IT personnel who can authorize or request 2
tape transfer. The contract with the offsite storage vendor should explicitly state who is authorized to
request tapes, how tapes will be transported to and stored at the off-site location, and the process to follow
to request a tape trom the offsite storage vendor.

No one is permitted to take any tapes to their place of residence or other cffsite location without the express
permission of executive management and a backup of the tape secured on-site.

Testing of backup media quality

HBE Inc periadically tests the inteprity of the backup media. On a semi-annual basis, selected files are
restored fo servers to ensure that the backups are being performed correctly and on viable media.
Additionally, IT will respond to ad hoc user requests, identified in the problem management system, for
database or data file restores. Successful resolution of these requests ensures that the backup media is
recoverable,

Data Center environmental and physical security

HBE Inc has one ceniralized data center, The data center is protected by the following automatic
environmental controls:

HVAC ~ air conditioning, humidity control and ventilation is in place to ensure proper openating
conditions. Temperature and humidity are monitored electronically. Error conditions/alerts are configured
1o alert administrators upon detection. ‘

Tire Suppression — the fire suppression system is monitored electronically. Error conditions/alerts are
configured to alert administrators upon detection. Should there be a discharge, I'T Operations will be
informed of the discharge as will Engineering and Maintcnance.

UPS — Uninterrupted Power Supplies provide power to all servers, routers and switches in the data center in
the event of a power oulage, and provide for an orderly unattended shut down of all servers,

Access to the Data Center is controlled by keycard and on power failure by key lock to authorized and
trusted persons either permanently (employees) or temporarily (visiting vendors/technicians). In all other
cases an authorized employee will accompany visiting persons at all fimes while they arc in the data center,
Access 1o the data center is authorized and approved by the CTO. The CTO maintains a listing of
authorized users. The CTO reviews the approved access list semi-annuaily to ensure accuracy.
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: 4. In the presentation HBE explained that each preventive maintenance routine
. is performed four times in a calendar year. Pleas¢ confirm this in writing and
please provide schedule,

HBE will perform Preventive Maintenance (PM) for each system component once per
quarter or four times per year.




S, Does HBE understand the response and repair times for Type I (2 hours) and
Type 11 (3 hours) failures? Are there any scenarios under which HBE may not

be able to comply with these performance requirements? If so, what are they
and how will they be addressed.

As discussed during the HBE presentation on Thursday, July 12", there are conditions that could
impact HBE’s ability to respond and repair in the times frames noted in the RFP. Some of the

conditions that HBE has encountered in servicing the Access Control and CCTV systems at the Port
Authority airports are:

Severe weather conditions

Severe weather make some areas inaccessible. In extreme cases Police may
discourage any non-critical vehicle travel,

Power outages
In the past three years LaGuardia Airport has had to deal with both the large
NYC Blackout and the localized Queens outage that affected half of the airport.
In both of these cases IIBE responded well within the two hour time frame however
the resolution time frame was out of our control,

Severe tralfic issues
Movement around and through NYC is subject to unexpected problems that can
make crossing the Hudson River nearly impossible. HBE maintains offices and
Service Technicians on both sides of the Hudson and should be able to minimize
the effects of severe traffic conditions,

Third Party Actions
We have had to respond to a contractor’s backhoe digging through a fiber network
at one of the airports. In another instance a vehicle into an equipment cabinet.
Again HBE responded quickly however there were a number of factors that had to
be resolved (many outside of HBE’s control} before a resolution could be deployed.

Work Stoppages/Labor Actions
Third party work actions can adversely affect movement and access.

Manufacturers Product Support
Manufacturers of security technology hardware and software can have limits to
their Product Support plans or, in some cases, have changed the type of support
offered. Of course, products that extend beyond the manufacturer’s support
time cannot be held to any repair parameters, HBE maintains a high level of
support with the primary software/equipment manufacturer’s applicable to these
sites. We also maintain a file of direct conncct phone numbers beyond the
published support lines,

Other cases
There are.many other instances where the resolution of a problem could extend
* beyond the listed time frame, however, HBE pledges to respond in the required
time as long as there is access to the facility. Further, as we have demonstrated at the

airports, we will work along with PA personnel to resolve the issues in the quickest time
possible,




HENRY BROS. ELECTRONICS, IN¢

i ﬂ'l!h area

i hour video
; --..:rvenﬂance.

¥
| s under 24 i
I




A brief-history o’f
R " HenryBros.
s e 1950to present

Founded as an E_Eéctmnic Repairﬁhpphy G
 Jofw Henry and his brathers Ray and Hank:

.E‘If.'“-

Splerted by rwotorola asda anro a St,rv'c.e Shop
W (Mz_y,s;_ based an their s solid reputation for service:
PR o and systent int_egr‘ation '

" - (Gt acquires Heary Bros. for, their
communications exgertise

Jim Henry, son of founder Jotm Hunry, leads
buyhacic of the integration business and focuses
on communications and security integration

R

HBE buys the assets of the old Motorola CCTV |
faclory in Carol Stream, Hinois

—, o

HBLC nnkeo tirst regiona 1 acquisition with the
purchase of the Dallag division oi Ogden Allied

-
i

,
i558]

42

By
t3 3,
.ﬁlﬁt,

HB: i3 sut‘t; an 1PO and yoes prllc 48
_DSSIan AMEX

\
2

.,-
5

PRROUTES o, o
T s prran

3
et

From 2002 to 2006 HBE acquiras established
- SECUTHY mt(.gmlo s in California, Arizona,
Eu.urddo and DC.Metro to provide a -

 national footprint - :

TE o R
A

HBE acquires assets of Agracomm (now Airotlite)
and important public agency contracts fram GECI

DSSI division started to develop Emergency
. Action Plans and related services in NYG

o e

R T
"@q‘z:{?"”. H ’é.i*‘l.,r,
\.Jﬁ.sdsb.{ Ll P s




HENRY BROS. ELECTRONICS, INC. ' 3

our focus on vertical markets

WHO WE WORK FOR
Henry Bros. counts among clients some of the mast high profile real estate management, Fortung 500 com-
panies and public transportatior agenclas. All come to HBF for our unigue approach to integrating all facets
of security into a single, comprehensive, seamiess solution.

Security Gansuliing Firms  Engineering Firms
Hospitals ¢ ﬁanspbﬁﬁian & Public Agencies
Pharmacoutical * Beal Estate Management

Arenas «‘Education

security integration today:
a technology-driven market

COMBINING TRADITIONAL SECURITY INTEGRATION WITH FAST EVOLVING TECHNOLOGIES

Henry Bros. goal is to offer the most comprehensive securlty integration, which includes both the tried and
trug ‘traditional” securfty technologies like CCTV survelliance, access control and voice & data, hut also
state-of-the-art, evolving technologles like digital video recording, enterprise-teval deployments, LAN/WAN
convargence and wireless solutions. '




HENRY BROS. ELECTRONICS, INC

]

range of capabhilities

PROJECT MANAGEMENT

I addition to our experience installing and providing electronic security systems, we also recegnize the need fos a focal “one point of contact” to
serve the customer. Our company, unlike mugh of the competition, has iniermal policies and procedures specifically addressing the duties and
responsiblities of our Project Managers/Enginears, who have averall responsibility for fulfiling the requirements of the contract. Utilizing the
Frontiine Project Management Program, our Project Managers/Engingers are capable of coordinating projects of any size by foliowing the blueprint
of the project. This ensures that the approptiate steps ara taken on every job to guarantee a successful installation.

QOur coordinated Project Management/Engineering Teams have cemplgted numerous jobs ulillzing a varlety of technologles. Having & pool of cape-
ble Project Managers affords us a great deal of flexibility In the assignment of a Project Manager to a job, basing the declsion on workload, avail-
ability, experience with specific technologies, and customer needs. Key parsonnel are avallable on a 24/7 basis.

DESIGN ENGINEERING : .

HBE’s Design Engineering Team has completed projects ranging in size from simple Card Reader systems to complex, multi site, redundant, real
time systems combining Access Control with perimeter detection, CCTV end badging, to provide the end user with the most staie of the art intru-
ston detection system available on the market. By servicing a variety of industries including transportation, industrial, commercial, nuclear and
Instifutional, our Project Managers/Engineers have been exposad to a wide range of industry-standard requirements and have the experience of
navigating thoss requirements to aid the end user through the process and provide a sense of control and confidence. The end result is a quality,
stress-free Installation.

INSTALLATION, MAINTENANGE & STAFFING

HBE has the capabilify and bandwidth to accommodate virtually any
size projact - including initlal installation, ongoing malntenance and
upgrades and full 24/7 staffing, all adaptable to your changing
security needs. Our experience with large Prime contractors as well
as building trades and 1T VARs give our customers scaleable and
flexible solutions.

SERVICE

HBE recognized that the consistent delivery of superior ssrvice
requires the careful design and execution of & whole system of activi- < 9
tles that includes people, technology, and processes. HBE offers vari- | |
cUs levels of service contracts ranging from normal business hours
Monday to Friday to 24/7 service with a response time of 4 hours.
Qur clients fael very comfortable with our service depariment and they
have an extra level of ease knowing that they have regular access to
senjor level executives.
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the broadest scope of
security enabling services

From developing tacticat-level first response solutions 1o facilitating strategic emergency preparedness policies, HBE
subsidiary Diversified Security Soiutions, Inc. (DS tailors workable products to clients’ needs. Our team of experi-
enced publtc and private consuliants has yaars of expertise in providing oijactive, realistic security and emergency
action ptans to our growing clientele. Qur exceptional dedication, expartise, and attention fo detall make us the prafer-

gnce for clients who depend on excellence.

EMERGENGY ACTION PLANS
No nlan is complete without validation and practice. Qur exercise programs cover the spactrum of plan cogrdination
and training, including tabletop exercises, walk-thru rehearsals and evaluated drilis.

Using development guidslines such as those found in the U.S. Office for Domestic Preparedness Homeland Security
Exercise and Evaluation Program; the Federal Emergency Managemant Agsncy exerclse guidalines; and local anc state
policies for exercise development and evatua!ioﬁ, we create interactive and realistic scenarios tailored to customer
requirements. Emergency notification systems are also avallable for integration with these plans, providing 8 s0aminss

interface for business continuity.

Half and Full Day Workshops are avallable, covering, planning principles and consider-

ations, plan components, situational awarenass, risk and hazard assessment, agengy

interaction, exercise development/delivery and strategic preparedness gevelopment,
S

EMERGENGY NOTIFICATION SYSTEMS

Workspeed Notify from DSSI s the simpiest, most powerful solution for instantangous

two-way emergency group communicaiions.

Workspeed Notiy is an emergency notification tool designed to delivar any message
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responsas. And because it is web-based, there Is no need for hardware Infrastructure or
software Installation on your end. This unique ability to broadcast an alert via a number
of delivery methods provides far reaching applicability whether for corporations, univer-
sities or hi-risa bullding emergency actien plans. '
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total security integration:

the HBE family of companies
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established security
industry relationships

In & business climate that demands flexibility, coordination and customization, companies arg finding their

partner and supplier networks to he critical in providing successful solutions to customers. Our eslablished
ralationships with suppliers, contractors and other integrators.including government prime contractors has

heen & critical success factor for Henry Bros.

While we have developad 2 national footprint to service customers nationwide we also have a well devel-
oped network of assoclates with similar security competencies. Henry Bros. Is a founding mamber of the
PSA Security Network, the world's largest electronic security cooperative. The PSA Network inciudes more
than 200 electronic security systems integrators, and over 200 manufacturing vendor partners. Together,
PSA members are rasponsible for over $1.4 billion in annual securily systems design, installation, integra-
tion and maintenance of access control, video surveiflance, intrusion detection, fire, and life safety systems.

On the supplier front, Henfy Bros. long standing successful relationships with Manufacturers and Business

Partners Inclide the leading Innovators I today's security industry:
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video surveillance systems

HBE provides sustomized video surveiliance and Closed Clroudt Tefevision €GCTV) solufions so clients can monttor and
record activity occurring at both local and ramots factities.

Motiern camera technology now enables us to record high-quality images in viriuaily any type of jighting, so incidents
can be monitored and accurately recorded at & facility at all hours, under all conditions.

To this end, every video camera deployed into the field s tested and cafibrated in our custom-designad Tow Light
Video Lab’. This one-of-a-Kind, sfate-of the-ant testing facility at our Fair Lawn, NJ headquarters provides us with the
ability to measure the video quality and performance of cameras from many manufacturers, under many different
controlied Highting congitions. Fer example, we can test a camera under high-pressure sodium light, halide tight o
fluorescent light and determing precisely which camera will function best in the type and level of fight of the aciual
instaliation.

Furthermore, today's high-capacity digttal video recording systems eliminate the drawbacks of previous tape-based
recording Systems. For example, It's now possible to view Just-recorded video without interrupting the recording
process, which has not been possible with non-digital VHS casselte recorders. Digital video systems aiso provide

password-protected network acesss to five and recorded video for compitter warkstaﬁor;s; which allow muitiple
operators, even at different locations, to simultaneotisly view differant portions of recarded vidgo.

Ancther tecanology we have expertise In is ‘alarm-hased video recording', which beging recording when an alarm or
other signai Is received. This means that }:ameras at bultding entry and exit doors can be activeted sither by motion

detectars or by smart video recording systems that can detact motion. This
gilminates recording many howrs of “dead tima”, and spaeds the review ¢f
video since only actual activily is recordad.

Other advanced video technoiogies we empioy inchuge facial recogamoﬁ,
subject fracking, public area video image display (“Have you seen this per-
son?") and transmission o printers as well as to securlty officer hand-heid
display devices. We continue to review and provide input to the video analyiic

“suppliers. We see this as an amerging tachnology that whan fully developed
will result in outstanding ROI for our customers from baoth a financial and
bperational standpoint.




HENRY BROS. ELECTRONICS, INC.

access control systems &
perimeter detection

The range of access control systems starts with simple key pad and magnetic stripe locking devices progress-
ing up o sophisticated sofiware database-griven systems used over local anc wide arba networks and can
incorporate blometrics, smart cards and radio fréquency Identification that integrate with vidse surveillance
systems. Henry Brothers has successfully deployed this full range of access control systems, In both large ant
small, public and private applications. '

The access control systems we design are completely customizable to your neeqs. offering {laxibie control over
users' aceess rights. For example, all staff can gan access through the main dogr of a buliding, but access to
internal areas may be restricted to these who have a specific need to be thers. Access may also be restricted
by time, only granting accass to particular users at canain tnes of day of night.

Henry Brothers represents the most highly regarded accass control manufacturers, %ﬂcluding_:
» Lenel '

* AMAG

® (ask-Rusco

* HID

s Brivo

" Kantech

e Cntarprise Alr




H8E ' HENRY BROS. ELECTRONICS, INC.

command & control centers

The visuallzation and access of security related information is central to an effective integrated security solution, These
are not just about audio visual components being instailed in a conference room or centrat viewing point. Command
and control centers are the nerve center for providing oritical information to security stakenolders and to protecting
people, assets and facliities. Henry Bros. brings unique set of experience and capability to ensure that your command
and control solution is integrated with the appropriate visualization and video products tied together with software and

hardware for the access control, survelilance and emergency communications subsystems. _

L. P

« Yfears of security specific experience with video and related products including single and multi-monitor systems,
video walls and projection systems tallored to command and control and secutity applications.

« ntimate involvement with the access and surveillance systems that will be channeled into an command center
incliding appropriate hardware selection and instaflation as well unrivaled exparience wiih the integrated and dis-
crest software platformss that brings the information o users.

. Specialty communications products that add vital capabﬂiiy in supplying and monitoring emorgency communications,
caliular and egress control systems,

o Integration teams that have the video, access control, surveilance and emergency communications experlence and
tralning to tis all the disparate systems required into a seamless Integrated visualization solution.




HENRY BROS. ELECTRONICS, INC.

selected projects

, : % COMMEAGIAL
© 7 World Trade Center - Tishran Construction
& Silverstein Properties T e

Heseripton: Gonstricticn vantragt for the instalistion of a Lene! OnGuard Access
Gontrol. 1D Bartging Systen. Vishor Managermnant. Paleo Endura Network based
digital vidleo regording syslem; Cisco Fthernzt hased Fiber Optic LAM Network,
and n-Building Wirgless Antenna Systerm,

Fentures ehide:
i = Installation of Lene! OnGuard Pro system wilth NEC Fault Tolarant Server

» 85 Bioscrypt V-Sman iClass ¢ard raaders.

» Ouer 700 Alarm Paints

» Peiro Endura Network Video Systam with 57 5 TB storage

« 185 Cameras with i vigeo encoders

© § custom-febrisaied Wirnstlie lanes

» 12 message boards o allow for notilication signs

L EERATR SR A T SR A L R M e g

- - % COMMERCIAL
. Beaver Greek Ski Resort - Beaver Greek, GO~ =,

g o,
Description: Exclusive ski resert and gated community in the Coloradn

mountalns. Controfled aceess for sesidents and ski buses tirough six gates,

Including Transcore long-range transponders, using windshield {ags ant accass
i cards, connected fo an AMAG accsss conlrol system, Some gatas were configured

te stand along, whils

: others are connested to the central AMAG system over the customier's LAN,

An example of raliable. high-speed access in an extremely barsh ssvironment,

e A T

Features.
* AMAG Accass Control Bystem
* Sl remote conlrolled gates, Incfuding Transcars long-

k rangs transpanders, using windshield tags and access
B cards
B
b
K oy 3 7 i’? -
A:‘{gmmﬁmwwww R I “aa,
& G ARENAS
;. Staples Cemler Arana - Los Angeles, CA By
t ¥y s "hi
£ ALthg Staples Canter and 5000 to opened LA Live, we deplayed @ cutting
. edge system for the cullural and spans center of the revitalized Dowitown LA. .
k With strategic partner AEG and our snterprise systeim experlence from other :

aranas like Galan Arsna, Dodger Stadium, Toyott and Home Depot Cantars, we'va
buiit a strong practice arcund arena securty. Sinples mit LA Live will include:

» Entarprise-witk: Infagrated video and aceass with hundreds of eameras and
rgaders tiad in o 20TB of storage and ar infegraled visior management system

A e T

» Design-hulid plans Yo triple sensor and gerver capacity
facilitated by the proven architecture of e access platform
selected and airsatly deployed at sistar locations

t « Systern ftexibility sults the multl use character of one of the
largest urban development sites in the US,

e

T MRS TR a1 E e e

. ol
Tysons Garper Center - Melean, Virginia
{Macerich Propertics)

Dascription: Major viden surveiliance systam pde-orvinsiaiialion for the T
Corner Center In Mdlean, Virginka. Cameras ars conirofied vid 4 Peloo 97
dansity Matrix Switcher interfaced with a Lenal dighal wideo racorting sof
new customer servics and sesurily kiosk designed andg bullf te promote ¢
avarensss. Stertolon srmergency customer tall Boxes have been Installe
tha new garags areas and interface with Ihe Lena! and Palco syslems ta

matically call up associated cameras and archive any svenls upon aclive

» Total of 105 carneras gnd digital recorders wers aduet the
exlsting Lenel and Palco video managemers syslem for &
tolal of 260 cameras

* Video Is teansmitted viz fiber opli backbone thesughaut the
2.2 million square foot property

o, AR ot £ T RO RS T P R LR e
Gojonial Wililamshurg

Deseripfion: dasign and istall a rabroadsast system for the 38 (udiding-
cornplex ai Colonia) Willlamsburg Foundation (GWF. OWF neaded belter
coverage fo alfract igh profile events such as Congrassional meetings a
stay compatitive with other area aliractions. Alroriite utilizad its madular
Building-Linc system providing in-heiiding coverage for:

Features:

* UHF channglized (dchannels) fulf duplsy

» Communications for emergency services plus maintenance
channels

+ Coliular wiraless service (or a celfular camars in the aree (8}

* SMR service which covars Nextel znd the Fire Department's
frinked 800 MHz eystem

* PCS sarvices providing 3G service for Blackberries

L PR

St Joseph Hospital - Orange, CA S

g
Description: Lanat Fully Integrated Access Control and Vided running on
Hosplizsd Wan and Datected Securlty Lan, System i doployed on a 14 big
campus with an acditional 3 bulldings by Spring 2609, Video Recording |
Enceders an 5 40TB Storage System.

installetion holuded 2271 camaras Indoor/outdoor, 441 HID Prox Readers
35,000 Card Holdars,-

Fealures:

« nfant Tagaing System

» Wirgiess Alarms

* Hadlonics Recelver with ofi-slia Mouniing
+ Photo 10 Badging

et _.':;\'A-—énn_yiq'—q;‘t.:iﬁ:.{, R




selected projects
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In a distributed manageraent system on 1 secure nework.

EDUCATION
Arizona State Univeysity - all campuses

Descrigtion: Named the ISAAD (itepruted System lor ASYU Access Contiol} thig
system  controls morg than 1500 doors and alarm points and has over 300
sectrily cameras on a secure VUAN servar system supported as an amemr.se
system,

This system is usad i all new of remodeled tulidings as the standard system in
Capital Projects and the deslgn speclfications are supported by our ASU
Facliies, UTG, DataComm, University Business Services, Residential Life,
Engineering, WP Carey, CLAS, and many olhers who run this

This systein uges the ICLASS chip on the card end has capa-
hilities for 2 or 3 factor authentication, blometrics, Intalligent
video anaiytics anc alarm monitoring both internally by ASU or
{o aulsourced vendors.

g A T LS R s s s s R AT TS ST i R i
- e

‘ T GOVERNMENT
US Post Office - Arlington, VA &

Descriotion; renovation and redevelopment of a US Post Office with
underground parking, A total vides solution efllizing Vicom Matrix Switchers,
DVRIs and 64 cameras were Installed. Access control and ID badging Is via a
Lenal ADV serias systern, The main garage enlry includes a Lang Range card
reader and alive cards enabling the USPS vehicles 1o be automa!imlly :
recognized and the gats ralsed.

The other stda of the property Is a mixed use (High End Condos and Relall
Condos) with underground parking. Video cameras provide
gntrance protection, telephone enlry systerns cover 3
entrancas, plus access centrol, badging and video recording.

Features:
* (34 vieo cameras
» Actass contrel & photo D hatging

S AT L T AR e

e e LY
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" TRANSPORTATION
Metropolitan Transportation Authority - .

Trikorough Bridge and Tanns! Authority Mg

Technical Suphort and Maintenanca for the Underground Wireless -
Tetecommunications Infrastriciure at both the Brookiyn Battery and Quesns

Midtewn Tunnals. Emargency communications ars providsd in both funnels for

tha following agenclas; Triaraugh Rridge and Turnal Authorily (TBTA); NY Clty : :
Police Department (NYPD); Fire Departmant of NY (FDNY) and the city's . B :
Fmargeacy Services Departmant {EMS). :

Foog

* System also provides extended coverage throughaut hoth
sunngls for the commercial carriers Clngular, Nextel/Sprint,
T-Moblle and Verizon

» System provides AM/FM Rebroadcast System, with aver 30
channals of radio commumications a5 well as emergency
communications capabliities

s

e 2

g,,-‘.‘"

HENRY BROS. ELECTRONICS, IN(

Cen vy e s

_ EDUCATIC
University of Southern California {USC)

Description : Mullinle construclion projects over thiee vears incliing parking
structures. sporting arana, lecture nolls. student dommitortes, computer Bulicing,
Syatems includa ai Lenel Gnguard Pro Access Controf with Infedrated LWR
Digltal Vidao with Storays on @ distributed Network.

Faatures lnchude:

| anel Onguard Pro on NEG Fault Tolerunt Sarver

« 550 Card Rearlers

* 2000+ Alarm Poits

« 250 Cameras ant 1P Encodars Including Pan/TilZoom Units
» 100+ Custont AV integrated Leciure Halls

« |P Emergency Phonss Integrated with Lenel systems

X . : GOVERNMEN
High Security Dapartment of Defenss Facifities
. SR I R T
Based on our Industry expariance, local presence and our ability to
maintaln ciearances, HBE's Securus Division has supperted Sirategic
Department of Delense sites with accass and survelllance solutions including:

« Access control systems

» Alaron monitoring systems

* Badging systems

¢ (CTV systems

« Porimeter protection systems

* |3 camera systeing

» System dasign, installation, 24 X 7, 2 hour responss
maintenance for aver 15 years

DREAR e XN b Eot o R VR ey 1ot cr e bris Sl o
. TRANSPORTAT!

Pubile Agencles g

TR
Tha transporiation and public apancy securly contracls secured and
completed by Henry Bros. auross the country are the hallmark of our success.
High protile, rigorous schadides and challenglng enviranments hava made these
projects something that sets us apart. From perimeter intruslon systems at
alrparts, bridpes and funnals o scoass contrel and sigvelliance i fast changing
transporfation venues, Henry Bros. has stepped up to the chatlenge daploying
systams thal Ingluds:

« Perimater sensors including fence, radar ang microwave systems
* Accass conirot desiqn, Install aned adminlstration, both fixed
and mabilg -
* Survaiflance using advanced traditional, IR, Thermat and ) \ B
long dlstance cemeras LIS RO
« |RAD acoustical waming and defense systems




Sy

hbe-ingicom to.

discuss your specific needs for Seourly ntegration, Wieless

- Emiergeney” Communications and expert assistance

- Emergoncy Action: Plans

g securily intsyration for ovar 50 vearsin

g ave haon perlc |
me.of the mast cemanding. envir 1l froe To feverago .
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HBE HENRY BROS

NEW .IERSEY .
Herry Bros. Elechionics, Inc.
17-01 Poflt Brive ™
Fairlawn, NJ 07410 .,
203-704-6500 .

NEW YORK . :
Hetty Bros. I'-.'!écirr_in,‘cs, Ine..
17 Battery Place, Suile 701 '
New York, NY 10004
2132400500

WASHINGTON, DC METRO .
1S Security Systems Corp.
nry Bros. Company
82350-0 Terminal Rozd
NiE’;‘:'JIF-.!]l(:n, VA 22122

703-313-0070

BIARYLAND
GIS Sccutity Systums Corp.
AHeney Bros, Company

1500 Caton Center Drive, Suite C-. '

Baltimara, WD 21227
£10-247-451/

i

ELECTRONICS,

OTEXRS -

Henry Bros, Elecironics, Inc.

COLORADOSecurus Ins,
AHerry Bros. Compariy
12411 E. 37ih Avenue
Denver, CO 0239-3404
4033735535

o Securys Inc. _
- A Herry Bros. Company o
- 3328 Adobn Court

Cajorado Sptings, CO 60907
719-227-1123

AL Tk

NC.

© 2100 Highway 360, Suite 2101~ -
;- Grand Praing, TX 750507 , .,
- . 972-088-8887°

CCARIZONA .
... Henry Bros. Eiectroniqs._méi
. 4710 £. Etivood Steect . -
Phijenix, AZ B5040 " .
| 480-804-2828 ..

. CALIFORNIA -

tlenry Bos. Electrunics, Inc.

15711 E.Orangethorpe Ave, Sulreﬁ\'. '
- Fulflerion, CA 92831
714-525-4350 .

i i

ARORLITE -

o 13 MU N gl

- VISCOMS

Airartite Communications, Ind.
Wirless Emprgency
Comumications
A7 Polfitt Drive
- Falifpwn, M) 07419 - .
.. 201-794-6500

Viscom Froqucts.'lna:.
Mabite Video- .

Diversified Security Solutions, fng. - - v
Efnu[gcam:y Action Plarning

17 Battery Piece, Suite 701 17-G1 Paliitt Drive:
NewYork, MY ioc0d . Falyiawn, NJ 07410
12-240-0500 g avd 201-794-6500
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e HENRY BROTHERS
= ELECTRONICS, INC

“perfecting security Integration sirco 1950

July 12, 2007 . 1
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e Servtce ‘Gontract Proposal Review
| ' for :

July 12, 2007 p)
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- Bringing it all together
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E iniunm\um wmmmuxm Acqt“Sition and,Expansion Strategy
R T B Supports Emerging Customer Needs

Nationwide Physical Security Design, Integration and Support

E%&E —VISCOM T

B

Wireless Communication o ~ Emergency Action Plan
Systems - T HEET pAnd Notification Ser ices

b R e

duly 12, 2007 ' ' ' ) 5

HIENSY MR, L (BONKCS I

ey vy B Servrce capabtllty and pians o

- = Some examptes af. agraementa that lock in o
0 priclng and level of service priority for
specific time periods. :

= Service Maintenance Agreements 28
- part of Open Task: Order-contracts ~

® Service Mamtenanca agreements

* Block of time agréemerits to-guarantee .
pricihg.on Labor.and, Materiai for.
" spegific periods

u Thesé agreements can be gtructured to

‘support all of the HBE Subsidtar:es and
Products Lo

. All Service Contracts will be supported i)y

automated service call and asset tracidng .
,so!!ware (Maximo) : :

July 12, 2007 S S B




Coordinated Project
Management Programs

Server Based remote Program
Management SW

Engineering Drawing Packages
Program Status and
Management Review Meeﬂngs

Cllent Updates and Status
Reports

2477 avallability of key personnsl

Remote access for fleld
persoinel to safeguarded '
materlal

July 12, 2007

R AHNRY BEOR ELECTHONTS NG

T G i Desagn Engmeering Capabthties

i =Eniarprlae Ciaas Security System Deslgn
.= Agcess Control
- Vldgo,
= “TWIC compliant Biometrics
*. Radin Communleations design/build for

-enhancsd covergge and emargancy service
" through Airorlite -

~ with AutoC
. communicatiens Eng!neaﬂng .
" ® GCIE and CGNA on Staff

"Full Ranga of Enginasring dis¢ ,rtlnas ofr Staﬂ‘
'lncluding‘BSEE 8CSand B

Full Drawlnggackagas and. Documam Control

. Softwark Toll& AutoCAD M8 Projsei and Visio-

‘Ovier 40 years of Video Enginaeering and 1est
experzan)::ea ‘Including: “ng s

* Test and Evaluation of ow téchnologles
® P and Analog expartise

= Tharmal imaging design; test and
svaluailon

Fiber optid-design, install and test capabilities

711212007




HENRY UROE 15 E0VRONKCS 2

EBE e Command and Control Centers

¥ Experience with all

critical elements of
the C&C Environment

* Access Control

® Video Cameras’

* Vidao Walls and
‘menitor clusters

® T Integration

Emergency
Communications

" Currently under
contract for the
Brookiyn Battary
Tunnel Command
Center using Barco
Video Wall

71202007 X e 2

JEENRY BRUA RLECTRONICE INC,

Airport Experience

Service Agreements 24{71365 2 hr
responsa commitments

On site PM and technical resources

Port- Authority Open Task Order for ail
NY Metro Airports

® Implemantation of emerging vudao
analytics capablility.

" ‘Design, Build, Ops; Maintenance and
Support (DBOM) for:

= ‘Access Control with Lenel Systems
¥ Video Survelllance and analytics
®* Radar Intagration with Iong-ranga
Video Survejllance
= Designed and bulli state of the ait
General Aviation Facllity securlty
netwark

July 12,2607




B FsRae Brldge and Tunnel Expertlse

» Command and Control
Centers

» Design challenges in
video applications

® Access Gontrol

= Communication systems
» Cabling challenges

* .Safety considerations

TH12/2007 o, 1

3 T Marq_ixeeﬁ;SeNice Contracts.

* Port Authonly of NY & NJ
Alrports

¥ 7'World Trade Center .
Silverstein Properties

North American Air.Defense .
Port of Long Beach

Parsons: Engineering G!obal
Deploymant

v - Raytheon Perimeter iitrusion
- Delection System :

= USC Galen Oenter,
= Dodger!Stadlum

FH2ROGT. ) .3




Maintain all Access Control, Alarm B
Monitoring & Dedicated Security ' B

Networks at JFK, LGA and EWR.

PATH Head End Video Storage —
Replacement & upgratle

Temporary Path Station at WTC
(video recording and storage)

Tetetboro Airport First Aviation
Perimeter Intrusion Detection
System (PIDS)

7 World Trade Center

Heliport Access Control & CCTV

Staten Istand Bridges Access
Control & Digital Video Systems

Z142/2007

EEIREEIEES Port Authority Expersence

13

 PANVNJ

L3 Praetorian Video Fiashlight (EWR)
Microwave Perimeter Protection
L-RAD Acoustic Device

Radar Integration Support . r@
Thermal Imaging and IR Gameras

Video Wall Support Capability -

Technologies to support post 9-11
directives CisLo

* Advanced emergency wireless
communicaﬂons

" Emergency egress
® Radundani servers and repeaters

" Seif Heaiing Natwcrks for .
Communicatfons, Ancass & Vldeo

July 1-2 200?

s LR Advanced Technolo su ort
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FBE e Maximo Mobile Suite

| Maximo Moblle for Work Management
+ Eflminates redundant tasks, rediuces paperwork and overall task time.
+ [ncreases first-time fix rates and asset availability.
I+ Records work status, labor, materials, time and atteridance, failure codes, toots
comments, etc

| Maximo Asset Management

© :f« Managss inventory.

* Manages spare parts

1 » Manages assef allocation

« Controls purchase order/delivery stalus

Servica/Maintenance Management

+» Creates service requesis

« Monitors status (open, resolved, cancelled, etc)
* Manages resource allocation

duly 12, 2007 o ' ‘ 1

mmsogexi - Management Approach

. Transnion Plan .
- a} Initial actions
b} Use of si(e axperlencad consultants

+ Btaffing -
' . a) Malntenance : '
i} George Washington Bridge
i) Holland Tunnet
ifi) : Lincoln Tunnel,
. Iv) .Staten Island Teleport
b) System Admlnistratlon

« Implementation -
a)_ Creatlon. of baseline

. Opemtional Plan .
a) Change Cuntrol Process
b} Incident Mana_g_gment Procéss -

July 12,2007 - : '16.
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» Experiance with Providing Preventative and Remedial Maintenance for
PANYNJ ,

« Experience with Equipment & Software
a} Lenel
b} Verint
¢} Legato

* System Enhancements
a) Database Backups
b} Audit Tocl Replacement

» Experlence with System Upgrades
a) Lenel Upgrades
b} Verint Upgrades
¢} Legato Replacement

duly 12, 2687 17

HENRY BROK BRRCTHNNGG INC

T Sew;ce Summary

‘% Henry Bros. can pfovide the bost service
solutfon for Advanced Physical Security,
Wireless Infrastructure Installations

* Flexibility in service ufférings to
maximize uptime and ma[ntain your
capital, investinents.

® “National resOurces with strong local
presence -

= Access to t%:a mngpt capable suppliers
in tha. Physical Security’ Industry -

= Years of englneaﬂ experience with

faciai needs. Gf ‘Security and
Spe gty Wiralass ppﬁcatiﬁns

» Proven track record with IP security
hardware and the staffto integrate
ssamlessly with 1T and the
technologiss continue t0 converge

¥ Experlence with farge multl year
service contracts and. Program
Managament

July 12, 2007 o . : Lo 18
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Maintenanée of Access Control System
‘System Administration Services

n __

Response (o Regquest for Clarification

Submitted by:
RE HENRY BROS. ELECTRONICS, INC..

! i 170! Paititt Deioe Fair Lagen, N[ 07300 '
g N B Froone 200796800 rennp i ing, o N 2099 dEg T

Bernie Drury (201) 794-6500 ext. 3037
July 6, 2007







;.

HENRY BROS. ELECTRONICS, INC.

17-07 Poliitt Drrive Fair Lawn, NJ 07410
Plone: 200.794.6500 wampthe-fie.com Fox: 2)1.7294,8341

Tuly 5, 2007

Ms Jeanette Santos

Senior Purchasing Manager
Purchasing Services Division
The Port Authority of NY/NJ
1 Madison Avenue

Seventh floor

New York, NY 10010

Re:  Maintenance of Aceess Control System and System Administration
Services for the George Washington Bridge (GWB), Lincoln Tunnel (L’F),
Holland Tunnel (HT) and Staten Island Teleport.

Responses to PANYNJ questions dated June 28, 2007

Dear Ms, Santos;

Attached please find the responses to the Port Authority questions and comments posed
in the letter dated June 28",

We look forward to our presentation slot next Thursday, July 12" at 1:30PM when we
can discuss these issues, and the entire HBE proposal package in greater detail.

Very truly yours,

Bemard J. Drury Jr.
VP Marketing & Sales, Aviation
Henry Bros. Electronics, Inc.

ARIZONA CALIFORNIA COLORADO NEWIJERSEY NEWYORK TEXAS




Appendix A .
ACS Components
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THE PORTAUTHORITY OF NY&NJ

June 28, 2007

DHL Overnight Mail - 201 794-6500

Henry Bros. Electronics, Inc.
17-01 Pollitt Drive
Fair Lawn, NJ 07410

Attn: Bemard J. Drury Jr., VP. Sales & Marketing Aviation

RE: REQUEST FOR PROPOSALS (RFP) NO. 13071 MAINTENANCE OF
ACCESS CONTROL SYSTEM AND SYSTEM ADMINISTRATION
SERVICES FOR THE GEORGE WASHINGTON BRIDGE (GWB), LINCOLN
TUNNEL (LT), HOLLAND TUNNEL (HT) AND STATEN ISLAND
TELEPORT

Dear Mr. Drury:

Thank you for submitting your response for the above referenced proposal. As aresult of
our initial evaluation of the proposal submitted by your firm, you are hereby requested to
submit responses to the attached questionnaire. Please fumnish this information before
12:00 PM on Friday, June 6, 2007. Forward one (1) original and ten (10} copies of your
response to Ms. Jeanette Santos, at the address listed below. Failure to provide the
requested information may result in your proposal being deemed non-responsive.

Presentation Meeting:

As part of the evaluation process, and contingent upon your satisfactory response to the
above request for additional clarifications, the Committee would like to invite you and
key members of the management team for 2 presentation and discussion. It is scheduled
for Thursday, July 12, 2007, commencing at 1:30 PM and ending no latcr than 3:30 PM.
Please arrive 15 minutes in advance to set up.

The location of this meeting is at the office of the Port Authonty of New York and New
Jersey (Port Authority), located at One Madison Avenue, 5™ Floor Conference Room,
One of the Committee representatives will meet you in the 5™ Floor receptxon area at the
appointed time to escort you to the meeting location. Please note, photo ID is necessaty
to gain access into the building. In addition, please send me a list of all participants 24
hours prior to your presentation date. The list can be e-mailed to jsantos(@panynj.gov.

Pracurerment Deportment

One Madison Avenue, 7th Floor
New York, NY 10010

T:212 435 7000




=

THE PORT AUTHORITY OF NY & NJ

Total time allocated to your firm for the presentation, including questions, answers and
closing statements is no longer than 2-1/2 hours. Generally, allow 1 hour for your
presentation addressing al! the important points of your proposal and responses to the

. attached questions. In the conclusion of your proposal presentation, the remaining time
will be used for questions and answers from the Committee. Please note that the Port
Authority will only provide a projector screen. You will need to provide all other
equipment.

As u disclaimer, this invitation to make & presentation about your proposal to the Port
Authority shall not be construed in any way whatsoever to be an acceptance of your
proposal.

If you have any questions, contact Jeanette Santos at 212 435-3930.
Sincerely,

@em&k fo@’b

Jeanette Santos

Principal Contracts Specialist
Priority Procurements Division
Procurement Department




Questions to Henry Brothers

Comments & Exceptions

Bullet 1

Please refer to page 87, Section O “Hardware/Software Support and Updates” The Port
Authority expects all updates to be included in your cost proposal. “Software updates™ is
defined as maintaining all software releases for the Access Control System, for example,
LENEL, LEGATQ, Microsoft WINDOWS 2000, Microsoft SQL Server and Verint.

The software updates shall include new releases, updates to current releases, and patches.
The Contractor will be responsible for software updates within a current release, Any
major releases (&.g., versions 5 to 6) would be considered extra work under the terms of
this contract. Upgrades will be compensated through extra work if the Authority elects
to choose the upgrade resulting an extra cost to the Contractor.

Bullet
The exception is rejected in its entirety. The Contractor must meet the requirements
detailed in the RFP document on page 71, Section D, second and third paragraph.

Bullet 3

Except for when the Annual Period to be adjusted is an Option Period, such a fraction
shall not exceed three percent {(3%) per annum, :

Page 24 and 25 entitled Section 2, “Duration of Contract”. Refer to attached
Addendum 6, '

Executive Summary
1. Explain the connectivity of CMMS product proposed. Will the CMMS product
be hosted off-site or on-site, Please refer to Attachment I “The Port Autherity of
NY & NJ Guide to System Administration” and Attachment L “Port Authority
Technology Standards and Guidelines.”

Technical Approach
1. You did not provide a Technical Approach in your proposal. Please identify your

technical ability to provide the required services as detailed on pages 8 and pages
11 and 12 of the RFP.

2. Please provide a detailed approach to each heading included in the SOW,
Attachment C; please refer to page 8 section 4 evaluation criteria and ranking
Subsection A. “Technical Approach”.

3. You did not outline a detailed approach for System Administration Services for
ACS and maintenance of the ACS equipment as described on page 12, Section 1
“Technical Approach” Please submit as part of your proposal submission.




Experience and Management Approach
1. You did not provide a Management Approach in your proposal. Please identify
your management approach on how. you will provide the required services as
detailed on pages 9 and 12 of the RFP,

2. Please provide a detailed M/WBE Plan as outlined in Section C and Section 5,
Page 9 of the RFP.




Revised 6 26, 2007 at 1:54 PM.

CLARIFICATIONS TO PROPOSAL #1307

Amendment# 1
# 24, section titled ** 2. Duration of Contract” third paragraph insert the following: Each price
adjustment shall be capped at three (3) percent.

Page # 25, paragraph (a) and (b) insert at the end of each paragraph the following; The price
adjustment shall be capped at three (3) percent for each option period.

Amendment # 2
Page # 81, second paragraph, titled “E. System and Application Data Back-ups and

Archiving” delete clause and insert the following clause:

Maintaining off-site back-ups: The Contractor shall perform scheduled back-ups for off-site
storage or rotate back-up media to and from the off-site storage location as appropriate. Ensure
that viable and complete back-ups are delivered to the off-site storage location when
scheduled and that media to be rotated is returned from off-site storage location and
returmned to usage on the system as appropriate, The Contractor shall be responsible only for
handing the tapes over to the contractor providing the off-site storage facility on a monthly
or quarterly basis, or as designated by the Authority. All back-up media destined for off-site
storage will be picked up by the off-site storage contractor at the Staten Island Teleport. The
Authority will pay for use of the off-site storage facilities for back-ups if site is nof on the
Authority’s property.

Amendment # 3 :
Page # 81, section titled “E. System and Application Data Back-ups and Archiving” insert new
clause at the end of this section:

Archiving data: Follow systemn archiving procedures to capture data to be archived to
permanent storage media as required to maintain proper system functioning or as scheduled in
the system operating procedures (whichever occurs first). The Contractor shall ensure that
archived media is properly logged and maintained and that archived data is viable and
accessible throughout the required archive retention period for the data. The off-site storage
contractor’s personnel will transport the archived storage media to and from the Authority-
provided off-site storage location. The Authority will pay for use of the off-site storage
facilities for archiving if the site is not on the Authority’s property.

Amendment # 4
Page # 93, in the title, section titled “R. Systema Documentation Library , ¢) Off site Storage”
Insert *- Record Management” afier the word “Storage”




. Amendment # 5

Page #93, first paragraph, first line in the section titied “R. System Documentataon Library,
¢) Off site Storage”

Insert % record management” after t the word “storage”

Amendment # 6
Page 87, seventh paragraph, section titled *“O. Hardware/Software Support and Updatcs” '
Delete the word “upgrade and insert the word “update” everywhere that it appears in this

paragraph.

Amendment # 7
Part {11 - Cost Proposal Sheets, Exhibit E is herby superceded in its entirety by the attached
tevised Exhibit E dated 6/22/07




PART III - COST PROPOSAL SHEETS
EXHIBIT E - Revised June 22, 2007

Maintenance of Traffic - Three Year Base Term

@) ® | () ®) ®)

Description Lane Closures {Estimated Price X 12 Months [Estimated Total
per Month |Per Lane Closure Annual Price

George Washington Bridge 3 x 12

Holland Tunnel 2 x12

Lincoln Tunnel 2 x12

Total Estimated Annnal Maintenance of Traffic Cost $

(Sum of Item in Column 3}

Note: Normal working hours are between the hours of 11 PM - 6 PM , unless otherwise directed
by the Contract Manager or Faclility Manager,
Note: The Proposer shalf refer to the section titled Maintenance of Traffic Attachiment C - Scope of Work.

Note: Work may be requested at the sole discretion of the Contract Manager at any time during the term
of this contract. No work will be started without prior authorization. No work is guaranteed.




Original

Maintenance of Access Control System
and .
System Administration Service

- Submitted by:

B £ENRY BROS. ELECTRONICS, INC.

- 17-(1 Poltitt Drfoe Falr Lawn, N 07410
Blive: 201, 7945506 wurs hie-Inc.eom Fax: 201.794.81¢1

Bernie Drury (201) 794-6500 ext. 3037

June 4, 2007




L tue poRT RUTHORITY OF NY&NJ

THE PORT AUTHORITY OF NEW YORK & NEW JERSEY
PURCHASING SERVICES DIVISION
ONE MADISON AVENUE 7™ FL.
NEW YORK, NY 10010

Date April 25,2007
ADDENDUM #1

- To prospective bidders/proposers on bid/RFP # 1307 1 for MAH\ETENANCE QF ;
ACCESS CONTROL SYSTEM AND SYSTEM ADMINISTRATION SERVICES, FOR ..
THE GEORGE WASHINGTON BRIDGE (GWB), LINCOLN TUNNEL (LT), o
HOLLAND TUNNEL (HT)} AND STATEN ISLAND ’I‘ELEPORT RFP
l Due back on MAY 23, 2@0? no later than 2:00PM
] -Ongmally- due on , no later than 11 OOAM/Z 00PM
~ The follow:ng changes are hereby made in the documeuts SR B L

1. Site Visit has been resehedufeci to May 4, 2007, at 10-00 AM

o This communication should be matmlcd by you and axmcx.ed to your bld]proposal upcm
»sui)mzsszon _

: In case any bidder/proposer fails to conform to these 1ﬂétructlons; its bid/proposal {5\':11]

" nevertheless be construed as though thls commumcatmn had been 80 phys:cally annexcd
: and initialed. : : .

THE _Pfomj AUTHd;{ﬁ‘Y;QF ‘NY & Nj
JANE CETERKO, MANAGER =~~~
'PURCHIASING SERVICES DIVISION IR

'.BIDDER’S/PRGPOSERSFIRMNAME . 7_' e

TNITIALED

DATEr

PSTIAN -




QUESTIONS CONCERNING THIS ADDENDUM MAY BE ADDRESSED TO
Jeanette Santos, WHO CAN BE REACHED AT (212) 435-3930,

T PS11AN




THE PORT AUTHORITY OF NY & NJ

THE PORT AUTHORITY OF NEW YORK & NEW JERSEY
PURCHASING SERVICES DIVISION
ONE MADISON AVENUE 7™ gL,
NEW YORK, NY 10010

Date May9, 29§7 -
ADDENDUM #2

' To prospect:ve bxdders/proposers on bid/RFP # 13071 for MAINTENANCE OF
ACCESS GONTROL SYSTEM AND SYSTEM ADMINISTRATION SERVICES FOR
THE GEORGE WASHINGTON BRIDGE (GWB), LINCOLN TUNNEL (LT);.
HOLLAND TUNNEL (HT) ANI} STATEN ISLAND TELEPORT RFP

. Due back on MAY 23, 2007, no later than 2:00PM
-'Ongmally dueon , o later than 11 OOAM/2 OOPM
The‘l‘oll'éw'ihg 'c'hzmges- are hereby made in ‘the: d‘omments:

Amendment #1 =
Page 65, insert new clause after 1. B, Performance Requ)rements, the new clause shall
stater . , _

1.C. Sinten Istand Bridges
It is anticipated-that at some point durmg the term of thm Contract thc Staten Ismnd
- " Biidges shall require similar préventive and correctwe mairitenance and system
- administration services. The Staten Island Brndges {(STB), Aceess Control.System is.
" similar inn scope to the Holland Tumnel and Lincoln Tunnel Access Control System,
which inclide LENEL and VERINT/LORONIX dlgua] ‘video recording system , two
‘ -redundam servers, and security field-devices. The SIB Access Control System provides
- coverage for-the Goethals Bridge, Bayonne Bridge, and Outerbridge Crossirig Bridge.
" The Port Authority will have the option to add the Staten Island Bridges to the Contract at
T any time dufing its term or extended term by thirty.(30) days written notice to the _
Contractor, at the prices agreed upon by the parties as set forth in the Cost Proposal Sh;:et
‘relating thereto which are annexed to the Contract R .

"For the purposes of prowdmg a cost estimate, dssurtie that SIB will be sn'mlar in scope to
the Lincoln Tunnel and Holland Tunnel ' . : -

. PSlAL




Amendment # 2 ' ‘
Part III - Cost Proposal Sheets, Exhxblt Eis herby superceded in its entirety by the
attached revised Exhibit B dated 5/7/07.

Amendment # 3
Part 111 Cost Proposal Sheets, insert attached Exhibit G after Exhibjt F

Amendment # 4 :
A second site visit will be conducted based on interest expressed by Proposets on the site
visit scheduled on May 4, 2007 at the George Washington Bridge. All-Proposers will
meet for the second site visit on Wednesday May 16, 2007 at the George Washington
Bridge Administration Building , 2" Floor Conference Room located at 220 Bridge Plaza
Souith, Fort Lee, New Jersey.

The site inspection will be conducted according to the following schedule:

8:30' AM - George Washington Bridge - Proposers will mect at the on Floor-Coﬁfe;en_ce

Room and will be escorted to the Security Desk to rcceive a tem'p'orary visitor pass.

9:00 AM - George Waslnngton Bndge Proposers will be shown to two locanons
: representatxve of a * typical’ maintenance room. .

Apprommate]y 12; 00 PM - Holfand Tunnel Proposers will be shown. to two }ocatlons
representanve of a * typical” maintenance room, - :

‘- Approxxmately 2 00 PM - Lincoln Tunnel - Proposers will be shown to two locatlons
-representatwe ofa* typwal" ma:lntenance 100,

- For security reason, attendance willbe: hmlted to two representahves per Proposcn on the-
' day of tlie site visit, Two fomnis of photographic:identification will berequired for .. -
" attendance at eachi of the sites visited. No one wxll be adm1tted without aunronnate S
' 1dent1ﬁcanon No exceptlons :

' Attendees mterested in attending shall RSVP to Barbdra Abal Superwsor Pohcy .md
Business Planmng, at 212-435-4827 or bahal@panyni.gov nd later than 12 neon Eastem
. Dayhght T1rne on May 15, 2007 to conﬁnn their attendance,

o ,‘Amendment #5:

Please refer to attached Readirig Room Guidelines

- This eommunlcatlon should bc mmaled by you and armcxed to your bzd/pmposal upon
submlssmn A

PSIIAI




In case any bidder/proposer fails to conform to these instructions, its bid/proposal will -
nevertheless be construed as though this communication had been so physically annexed
and initialed. :

THE PORT AUTHORITY OF NY & NJ
JANE CETERKO, MANAGER

PURCHASING SERVICES DIVISION
BIDDER'S/PROPOSER’S FIRM NAME: |

INITIALED:

DATE:

QUESTIONS CONCERNING THIS ADDENDUM MAY BE ADDRESSED TO
Jeanette Santos, WHO CAN BE REACHED AT (212) 435:3930.




Reading Room Guidelines
RFP # 13071

MAINTENANCE OF ACCESS CONTROL SYSTEM AND SYSTEM
ADMINSTRATION SERVICES FOR THE GEORGE WASHINGTOMN
BRIDGE (GWB), LINCOLN TUNNEL (LT), HOLLAND TUNNEL (HT)
AND STATEN ISLAND TELEPORT

_ 'Io all Proposers:

“Welcome to the Reading Room.

" The documents provided in this- Reading .room have been made available for your

examination. The Port’ Authority makes no representation or guarantee, and shall not be &

responsible for their accuracy, completeiiess or pertinence, and, in addition, shall tiot be
responsible for the conclusions drawn therefrom. These dooumcnts are made available
merely for the purpose of makmg available such information as is in the' possession of the
. Port’ Authority and which it is able to make available, whether or not Isuch information may
bhe accurate‘ complete or pertinent or of any value to prospective Proposers.

Plcase tdke a moment to read and become familiar with the gmdelmcs that are to be foliowed
‘while using the Rcadmg Room.,

1. deumelltaiion provided carinot be removed. fiom the Reading room -
2. Wbénzhanﬂling the déquméﬂtatiﬁn, take the following pfecahtic}m‘sz:

" -« Donot make any marks on the pages.:
¢ ‘Do not spindle, fold or mutilate any pages. :
D6 10t trace, alter, tear or bend or handle the pages in such a way.as 1o cause damage
1o any pages.- : S
¢ Do.not tear out any pages.
e Do.notrefold pages in a new or different way.

-+ e Use.only Post-It notes -or slips of papér for marking your: pla(:c Remove all page
' mdrkers before leavmg the Reading Room -

3. Duphcatmn of - documentatlon by camera, Scanmer, photocopler Or - other means gt
proh1bited : :

4. Laptop or other device for takmg notes is permltted but the Pmposei's must supp]y thear
own electrical (110v-120v) connectlons Intemet conection 1s prohxblted




5. The Port Authority shall not be held responsible for the lbss, damage or theft of any
Proposer’s electronic equipment or personal items brought into the Reading Roomt.,

6. Access to the documents is by appointment only. If you require further examination of the
documents provided, kindly schedule another appointment by contacting Barbara Abal,
Supervisor, Policy and Business Planning, TB&T during the hours of 10:00 AM through
4:00 PM, Monday through Friday at 212-435-4827 or babal@panynj.gov.

****&*******************

The terms of the conﬁdenﬂahty agreement also pertains to the materlals avaﬂable in the
Reading Room

If you have read and accept the guidelines, please fill out the information requested below.
Failure to sign this statement and agree to all the above conditions shall preciude you from
havmg acoess to the available documents.

Name

Title

Company

Address

Phone/email

Date and Time




o BIDDER'S/PROPOSER’S FIRM NAME

“"  THE PORT AUTHORITY OF NY & NJ

THE PORT AUTHORITY OF NEW YORK & NEW JERSEY
PURCHASING SERVICES DIVISION
ONE MADISON AVENUE 7™ FL.
NEW YORK, NY 16010

Date May 17, 2007
ADDENDUM #3

To »p:bspective bidders/proposers on bid/RFP # 13071 for MAINTENANCE OF =
ACCESS CONTROL SYSTEM AND SYSTEM ADMINISTRATION SERVICES FOR -
THE GEORGE WASHINGTON BRIDGE (GWB), LINCOLN TUNNEL (LT),
' HOLLAND TUNNEL (HT) AND STATEN ISLAND TELEPORT RFP
f:! Due back on ~ ., no later than |
. X Originally due on May 23, 2007, no later than 2:00PM

“The followmg changes are hereby made in the documents

. Pmposal Due Date is extended to Thursday, May 30, 2007 no later tha.n 2. OO PM
See attached Quest:mns and Responses from prospectlve proposers

’I‘hls commumcatmn should be imua!ed by you and annexed to yom b1dfproposa1 upon
. submlsswn - ‘

* " In case any bidder/proposer falls to conform to these instructions, its bzd/proposal w111

-nevertheless be construed-as though this communication had been so physwally mme‘xcd o
and mludled ‘ :

THE PORT AUTHORITY QF NY & NI

JANE CETBRKO MANAGER |
PURCHASING SERVICES DIVISION -

1'NITIALED

PSLIAL




DATE:

QUESTIONS CONCERNING THIS ADDENDUM MAY BE ADDRESSED TO
Jeanette Santos, WHO CAN BE REACHED AT (212) 435-3930.

- OPSUAN




72

THE PORT AUTHORITY OF NY & NJ

THE PORT AUTHORITY OF NEW YORK & NEW JERSEY
PURCHASING SERVICES DIVISION
ONE MADISON AVENUE 7™ FL.
NEW YORK, NY 10010

Date May 25, 2007
ADDENDUM #4

To prospective bidders/proposers on bid/RFP # 13071 for MAINTENANCE OF .
. ACCESS CONTROL SYSTEM AND SYSTEM ADMINISTRATION SERVICES FOR
‘THE GEORGE WASHINGTON BRIDGE (GWR), LINCOLN TUNNEL (LT),
"HOLLAND TUNNEL (HT) AND STATEN ISLAND TELEPORT REP :
[X] Due back on May 30, 2007, o later than 2:00 PM
-_':D_‘,Originally due on , ho later than

Co '.;'?Th'e followirig changes are hereby made in the documents:

. Amcndment 1

B Between ‘the-time period oi‘ ‘May 24, 2007 May 3o, 200’?, I’mposers mterested in

' ,_8 DD AM and 1PM,

rewewmg documents in the Reading Roum neéd.to RSVP John Garbariai,. _
Countract Manager at 201-346- 6{)61 or arbarmn"@ anynj fov between the. hours af_ :

= AmendrnentZ ' ' ' e
Cover Page, Title, insert , Port Authority Bus Terminal (PAB'I‘)” after “Holland Tunnel S

@y

Amendment 3
- Page 3, second and fourth paragraphs, insert “Port ALithorlty Bus Termmal (PABT)”aﬂcr
‘ “Holland ’I‘unnel {H’I‘)” - s -

-Am endment 4

Page 33, Section 11, Support Scrwces Payments under 11st1ng of sﬂcs msert “/ PAB 1 ”
after “meoln Tunnel” ' T . . s

“PSIIAL -




Amendment 5 .
Page 33, Section 11, Support Services Payments 2™ paragraph, replace “(GWB, HT, and
LTY” with “(GWB, HT, LT/ PABT, and Staten Island Teleport)”

Amendment 6

Page 66, Section 2.A., General Requirements, fourth paragraph, insert *, Port Authonty
Bus Terminal (PABT)” after “LT”

Amendment 7 _
Page 75, Operational Availability, first paragraph, inscrt “, Port Authority Bus Terminal
(PABT)” after “HT”

Amendment 8

Page 76, Performance Measure, first paragraph insert , Port Aunthority Bus Terminal
(PABT)” after “HT”

Amendment 9
Page 78, Section 3.A., General Information, second paragraph second line, msert e Pert
Authonty Bus Terminal (PABT)” after “LT”

Amendment 10

Part IIT — Cost Proposal Sheets, Exhibit A is hereby superceded in 1ts enmrety by the
attached revised Exhibit A

Amendment 11
Part 11 — Cost Proposal Sheets, Exhibit C is hercby superceded in 1ts entxrety hy the
attachéd revised Exhibit C dated May 18, 2007

Amendment 12
Attackment B, Non-Disclosure and Confidentiality Agreement (NDA) is hﬁreby
superceded by the attached rewsed NDA dated May 18, 2007

Tlus cnmmumcauon should be mmaled by you and. annexed to your bid/proposal upon
submzssmn

In case any bidder/proposer fails te conform to these instructions, its bid/proposal will -
nevertheless be construed as though tlns commumcatlon had been so physwally annoxed
and m:t:aled

PS11AlL




THE PORT AUTHORITY OF NY & NJ

JANE CETERKO, MANAGER
PURCHASING SERVICES DIVISION

BIDDER’S/PROPOSER’S FIRM NAME:

INITIALED:

. DATE:

'QUESTIONS CONCERNING THIS ADDENDUM MAY BE ADDRESSED TO
Jeanette Santos, WHQ CAN BE REACHED AT (212) 435-3930.

PS11AIL




N SGOAManleM.

“" THE PORT AUTHORITY OF NY& N,

THE PORT AUTHORITY OF NEW YORK & NEW JERSEY
PURCHASING SERVICES DIVISION
ONE, MADISON AVENUE 7™ FL.
NEW YORK, NY 10010

-Date May 29, 2007
ADDENDUM #5

To prospectlve bldders/proposers on bid/RFP # 13071 for MAINTENANCE OF .

' ACCESS CONTROL SYSTEM AND SYSTEM ADMINISTRATION SERVICES FOR
'THE GEORGE WASHINGTON BRIDGE (GWB), LINCOLN TUNNEL (LT) R
HOLLAND TUNNEL (HT) AND STATEN ISLAND TELEPORT RFP L

D Duebackon o later than .
Originally due o‘n‘Ma‘y 30,2007, no later than 2:00 PM
. Tlie following changes are her‘eﬁy made in the documents:
' Proposal Due Date is extended to Mon'ciay, June 4, 2007 no lafef than 2 100 PM
" ». Seeattached Questions and Responses from prospectwe proposers
Ame'ndment [ ' ' ) '
- Between the time period of May 24, 2007 - June 4, 2007 Proposers interested in

revuewmg documents in‘the. Readlng Room need to RSVP John Garbarini,
" Contract Manager at 201»34646061 or iizarbanm@nanym gov. between the houu of

Thls €0 rnmumcatxon should be mmaicd by you and annexed to your bldfproposal upon
subnnssmn

In case any bldder/proposer fails tg conform to: these mstructlons 1ts bldfproposal will

nevertheless be construed as. the‘ugh this commumcatlon had beenso phys:caliy annexed
and nut1aled - ‘

PS11A1l




THE PORT AUTHORITY OF NY & NJ

JANE CETERKO, MANAGER = .
PURCHASING SERVICES DIVISION

BIDDER’S/PROPOSER’S FIRM NAME:

INITTALED:

DATE:

QUESTIONS CONCERNING THIS ADDENDUM MAY BE ADDRESSED TO
Jeanette Santos, WHO CAN BE REACHED AT (212) 435-3930.

PSUAL




THE PORT AIHHGBIT\? OF NY &NJ

PURCHASING SERVICFS DIVISION
ONE MADISON AVENUE, 7™ FL.
NEW YORK, NY-10010

REQUEST FOR PROPOSALS

TITLF MAINTFNANCE OF ACCESS (,()NTROI SYSTEM AND SY‘}TEM
ADMINISTRATION SERVICES FOR THE GE ORGE: -
WASHINGTON BRIDGE (GWB), I, ANCOLN TUNNEL (I T ),
HOLLAND T U'\‘I\EL (H'l) AND QTAT[‘.N ISLAND ['lI Ll"l’ORT

NUMBER: 13071

SUBMIT PROPOSALS BE FOR[' 'I HE DUE DATL AND '] TME TO THE ABOVF

AIJDRI}SQ

PROPOSAL DUL DATE: Mny.-23 2007 P _'r_nm_ 2:00°PM

QUI*.S’I IOI\S bHOULD BE
SUB'\M ITFD BY:  ‘May3, 2007 - TIME 2 00 PM

bITL V]Sll' April 30 2007 : _ T l'VIE 10 00 AM

BUYILR‘\IA\IE Jennettes.lntos;. T :.PHONI}# (”12) 435 3930
FAX# (212) 435-39‘?”




PART 1- PROPOSAL REQUIREMENTS:

[

. INFORMATION FOR PROPOSERS ON THIS REQUEST FOR PROPOSALS
(RFP)

W

F?pm@ﬁow>¢

ZKTF*“?QWFQOW?F

A. General Information: The Port Authority of New York and New Jersey 3
B. Deadline for Receipt of Proposals 4
C. Submission for Receipt of Propesals 4
D. Communications Regarding this RFP 4
E. Proposal Acceptance or Rejection -5
F. Pre-Proposal Meeting(s)/Site Inspection(s) 5
G. Available Documents 5
H. Union Junisdiction 6
L -Cny Payroll Tax _ 6
S “PROPOSER PREREQUISITES - )
3. FINANCIAL INFORMATION e : ' -7
4 EVALUATION CRITERIA AND RANKING : 8
- M/WBE SUBCONTRACTING PROVISIONS - 9
. PROPOSAL SUBMISSION REQUIREMENTS T . 0
. ‘Letter of Transmittal: s S 10-1E§
Executive Summary : : R 11
Agreement on Terms of Discussion ' ERUEE R ¥ S
Certifications with' Respect to the Contractor’s Integrlty Provisions” 1
Documentation of Proposer Prerequ151tes R N 11
Proposal - -, o T § O 12
Acknowledgment of Addenda e ‘ 13
Acceptance of Standard Contract Terms and Condltlons (or Form of Corm act) 14
MJWBE Plan =~ - o 14
CONDITIONS FOR THE. SUBMISSION ()F A PROPOSAL T 14
Changes to this RFP ) _ T 14
:Proposal Preparation Costs -~~~ - RS T S
Disclosure.of Proposal Contents/Use of Ideas and Materlals R T
Ownership of Submitted Materials R i SRR - S
Subcontractors. -~ . ' . S - T
Conflict of Interest S 15
Authorized Signature = o S _ C 15
References = SR S -
‘Evaluation Procedures and Negonatlon e SR
Taxcs and Costs - : Vo 15
Most Advaritageous ProposalfNo Obhganon to AWard R S ¢
Right toBxtend Conittact - L ST 16T
. Rightsof the Port: Authority .~ .~~~ ST T | S
No Personal Llablh’t‘y T LT PR ¥

PR




PART Il ~GENERAL CONTRACT TERMS AND CONDITIONS'
PART lI -~ COST PROPOSAL FORMS
PART I‘f— ATTACHMENTS:
Attach ment A — Agreement on Tlenns and Discussion
Attachment B - Non-Disclosure and Confidentiality Agreement (NDA)
Attachment C Scope of Work
Attachment D ~ 2006 Web-based Ap})lication Checklist
- Attachment E - Port Authority Control Security Requlrements o
Attach ment F ~ Security Administration Funcnon
‘Attachment G -~ Security Discussion |
: Attachment H System Administration and Operation Manual Requuements .
Attachment I — The Port Authonty Of New York and New Jersey Guide fo System. :
Admlmstration . : .
Attachment J — Disaster Recnvery Checkhst
Attaellment K- Handbook for Protectlng Secunty Informauon

Attach ment L Port Authonty Teclmology Standards und Guldehnes




1. INFORMATION FOR PROPOSERS
A. General Information: The Port Authority of New York and New Jersey

The Port Authority of New York and New Jersey (“Port Authority” or “the Authority”) is
a body corporate and politic created by Compact between the States of New York and
New Jetsey with the consent of the Congress of the United States. The Port Authority,
togethér  with its wholly-owned subsidiaries, provides the region with integrated
transportation and trade services and operates facilities in connection therewith,
including, but not limited to, three major regional airports, interstate traffic through four
bridges and two tunnels, a‘bus terrninal, 2 bus station, the PATH rapid transit system, the

Hoboken-lower Manhattan ferry servlce, and certain ‘New York-New Jersey port
facihnes :

.T'he ;Port_ Authority is hereby seeking proposals from qualified firms to provide
Maintenance of Access Conirol System and System Administration Services for the-
Gaorge Washington Bridge, Lincoln Tunnel, Holland Tunnel and Staten Island Teleport
Accéss Control Sysiem referred to hereunder as “ACS”, as more, fully descnbed herein,

-Brief Summary of Scope of Work

' .'The Port Authority is seeking to retain a smglc firm to pmvxde the Port Authcr;ty with
Maintenance and System Administration services for the. ACS, which s an efficient
" means by which to-monitor and control access-of critical andfor sensitive locations at the
‘George Washington Bridge (GWB), Lincoln Tunnel (LT), Holland Tunnel. (HT) and -
“Staten Island Teleport. The Access Control System (ACS)is a fully integrated access
- cohtrol -and intrusion' detection system, including security field eqaipment, Video
Badgmg, Digital Video Storage and Retrieval — Verint/Loronix Digital Vldc,o systemsl
and Stetofon Public Addrpss and lntercom Systems : :

- The heart of ‘Lhe system are the LENEL host computer systems (Master Servers) and
software, which form the basis of the integrated system. The system employs two .
compuler systems(servers) at each Tocation and other related equipment ; and computer
support systems, whlch are. loglcally canﬁgured 88, Primary and Stand-by. (redundant)

with automatic fail over in event of & computer systcm failure. No operator mterventmn L

is required to unplemcnt the-switch from Primary to Stand by

+ The Port Authority has made every reasonable effort to: 1de;1t1fy all ACS cqulpment ACS

systems,. and.related components, as described in this Request for Proposals . However, -
it is the Contractor’s responsﬂ;ﬂxty to identify, inventory and maintain \he entire ACS

system,which includes prior engineering project mstallatlons, updates, enhancements and
subseqmnt cngmeerm g/mamtenance changes :

Functions to bg performed by- the successﬁll Proposer for thc.se gystems mclude but are .
not limited {0 the fol]owmg :

. Pneve'n.tauve Mamtena:nc_e .
» Corréctive Maintenance




.’Web*enabled Computenzed Mamtenanse Management System
System Admlmstranon Services

Maintenance Reporting .

Hardware/Software Support and Updates

The full Scope of Work is set forth in detail in Attachment C “Scope of Work” o

The Contract will be for a three (3) year period. The Port Authority shall have at its sole
pption the right to extend the Contract for up to two (2) additional two year pefiods. In

addition, the Port Authority will have sole nght to extend the Contract for one 120-days
penod

: B Deadline for Recelpt of Proposals

: The due date specified on the. cover pagc is the Proposal Due Da?;e Ciosmg :}f due date is
2; 00 P.M., Eastern Standaré Time. (BST) - ‘

The Port Authority assumes na responsxblhty for delays caased by any delwery semce
Post markmg by the due date w111 not substatute forithe actual pmposai recelpt

C Submlssien of Prupusals

Qne reproducable original (cantammg ongmal sngnatures and clearly des1gnated a8 such)
and ten'(10) copies of the proposal must'be submitted on or before the due date and time
in accordance with the information on the cover page of this REPand sent or delivered 10
the address specified on the cover page. Each.copy of the proposal as well as the parcel(s)
used: for sthpmg must ‘be. conspicuously marked with the Proposer’s name and address
aieng with the title of this RFP th1s RFP number and the Proposal Duc Date.

The original and each copy ef the subrmsswn shouid mr.ludc in a separate envelope
marked “Proposer Prereqmsltcs“, all. documentatmn necessary to demonstrate that the

Ptoposer meets the prereqursntes sct fcn*th m Part I, S(“GUOI‘I 3 e.ntltled “Proposer
Prerequwneb .

The Proposu should submit one (n CD copy i Mlcrosoﬁ Word format of their proposal
to assist jn the review. If there is any dxffcrence between the CD and paper copy, the
paper copy takcs precedence, ~

D Communlcat:ens Regardm;, this RFP

,AH c.onunumcatmns concerning Lhis RFP sheuid he dzrected to the Buycr listed on the
gover page. -All questions regerding this- RFP should be submitted in wriling to the
Buyer.at the address or f&CSImlfO number listed on the covcr page, no later than 3:00 PM
on the date listed on the caver pagc




The Buyer is authorized only to direct the atfention of prospective Proposers 1o various
portions of this RFP so that they may read and interpret such portions themselves.

Neither the Buyer nor any other empioyee of the Port Authority is authorized to interpret
the provisions of this RFP or give additional information as to its requirements. If
interpretation or other information is required, it will be communicated to Proposers by
written addenda and such writing shall form a part of this RFP,

E. Proposal Acceptance or Rejection

Accepmnce shall be only by mailing to or delivering at the office designated by the
Proposer in-its proposal, a notice in writing signed by an authorized representative on
behalf of the Port Authority specifically stating that the proposal is accepted or by
execution of an agreement covering the subject matter of this RFP signed by authorized
representatives of the Port Authority and the Proposer. No other act of the Port
Authority, its Commissioners, officers, agents, representatives, or employees shall

constitute acceptance of a proposal. Rejection of a proposai shall be only by either (a) e
notice in wiiting spemﬁcaliy stating that the proposal is tiot accepted, signed. by an
authonzed representaﬁve of the Port Authority and mailed to or delivered 1o the Proposer
at the office designated in the Proposal, or (b) omission of the Port Authority to acoept .
the proposal within 180 days after the Proposal Due Date, No other act of the Port
~ Authority, its Commissioners, officers, agents, representatives .or employees shall
-;constttute rejection of a proposal.

D F Pre-Pruposal Meeting(s)/Site Inspection(s)

A site anpeczzon is scheduled for 10: 00 AM on Monday, April 30, 2007 at the George

Washington Bridge Administration building, 22 Floor Conference Room located in Fort

Lee, New. Jersey. As the largest of the three facilities, the George Washington Bridget is a

representative sile of a “zyp:cal * faézlity w;zh s:melar ﬁeld devwes, computer systems
and mmntenance requ;rement.s' : = : :

- “my questlons concerning this RFP shou}d 'bfs submmed in wntmg pnor to the meetlng 0
that the Port’ Authority :may prepare responses in advance of the meeting,.. ‘Additional

questions may be permitted at the meeting; however, respor;ses may: be defen‘ed and

provided’ at a later date by written addenda,

- Asite mspectmn aﬁows Proposers io tcur and physmaﬁy mspect the actuai sxte(s) of work _ )
s ,prmr o the submlsswn of propasais No quesnons will be taken dunng a site; znspectmn

Attendancc is strongly recommended Infortnataon conveyed may be usefiil to Proposers .
_in ‘preparing their proposals and Propose'rs not attendmg assume &ll, nsks which may

- ensug from non-attendance. Attendees interested in attending should. RSVP to Barbara': .
Abal; Sypervisor, Policy and Business Planning, TB&T, Tel: No.: 212-435- 4827 or .

- babal@panynj.gov no later than 12 ‘noon (EST) of the' busmess day precedmg the
- scheduied date(s) to conﬁrm thexr attendancc and/or recewe traVeimg dn‘ectmns C

- G' Availtable Documen_{g N




Certain documents, specified below wﬂl be made avaxlable for exarmnatlon by Prepesers
by contacting Barbara Abal, Supervisor, Policy and Business Planning, TB&T, Tel. No.

212-435-4827 or babal@panynj.gov Monday through Friday between the hours 07 9:00
A M. and 5:00 P.M.

Thése documents were not prepared for the purpose of providing information for-
Proposers on this RFP but they were prepared for other purposes, such as for other
contracts or for design purposes for this or other contracts, and they do not form a part of
this RFP. The Port Authority makes no representation or guaraniee as to, and shall not be
responsible for, their accuracy, completencss or pertinence, and, in addition, shall not be
responsible for inferences or conclusions drawn there from. They are made available to
Proposers merely for the purpose of providing them with such information, whether or
niot such information may be accurate, complete, pertinent or of any value to Proposers

Dociiments for Reading Room:

(Ex. 4)

® ®* & 3

2.0 & .0

=H -'Uniml J ur.istliction

Proposers are advised to ascertain whether any umon now represented or net represented
at the facility will claim Junsdxctlon over any aspect of the operations fo be performed
Heréundeér and their. attention is directed to the Section of this RFP entttled “Harmony”
mcludcd in the “General Contract Provisions”.

I Crtv Payroll Tax

PIOpObLl’b should be aware of the paym]l tax unpesed by the

a City of Newark New J ersey for services performed in Newark New J ersey,

b City of Neiw York, New York for services performed in New York, New York; and

¢, Cilyof Yonkers New York for services pcrforxned in Yonkers New York

Thesc taxes, if apphcable, are the sole responsibility of the: Proposer Proposers should
consult their tax advisors as. fo the effect, if any, of: these taxes. The Port Authority
provndt.s this notice fer mformatmnal purposes only and is riot. responsxble fqr either the
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imposition or administration of such taxes. The Port Authority exemption set forth in the
Paragraph entitled “Sales or Compensating Use Taxes”, in the “Standard Contract Terms
and Conditions” included herein, does not apply to these taxes.

2 PROPOSER PREREQUISITES

Only Proposers who can demonstrate that they comply with the following should submit
proposals, as only proposals from such Proposers will be considered. Proof of meeting
the following prerequisites must be submitted with the Proposal. It should be noted that a -
determination that a Proposal meets the prerequisites is no assurance that the Proposer
will be deemed qualified in connection with other proposal requirements included herein.
At a"miﬁimum Proposers must meet all of the following qaaiiﬁcatio’n r.cquirements: ‘

The Proposer shall be pre-qualified to perform under Conectwa #8253 - Prequalification
of Security’ System Technology Design, Integration, Installation, and Maintenance
System Integrators, dated November 30, 2005. Proposers must submxt documentatzon
' -showmg that their firm-is prequalified.

] omt Ventm'es of two or more prequalified entitities, containing firms certified by Lenel '
and Verint/Loronix as follows, are eligible to submit abid, One firm may be certified by
Lenel and a different firm may be certified by Verint/Loronix. Certification Tequires:

‘Technicians shall have manufacturers cemﬁcatlon for mamtammg and servimng Lenel
Access Control Systems and : :

- Verint/Loronix systems

. Refer to Port Authorny Web Site for a hst of prequahﬁed vendors wwwanvm gev a

‘ 3 FINANCIAL INFORMATION

The Preposer wnll be reqmred {0 demonsirate that it is ﬁnanmally capable ofperformmg.ﬁ -

the contragt resulting from this REP (“Contract”). The determmanon of the Proposer’s '

financial qualifications and ability to perform this Contract will be in the sole discretion .

of tlic Port Authority. The: Proposer shall submit, with 1ts proposal the following:
A, (1) Certified ﬁnanmal siatements mchzdmg dpphcabie notcs, rcﬁectmg the Proposer -
 dsisets, liabilitis, net-worth, revenues, expenses, proﬁt or loss and cash ﬂow for the most’

© "recent year of the Propﬂser §.fnost recent fiscal year.” R - :

“(2) Where the certified financial statements in (1) abave are not avaﬂable, then rev:ewed I

staternents from ani independent accountant se,ttmg forth the aforem*entwned mformatzon e

- 3 'shall be provzded

: B Where the statements snbmltted pursuant: to subparagraphb ) and (2) aforemenﬁoned do-
.70t gover a period which includes a date -not more than f‘ony-ﬁve days prior to the

. Proposat Due Date, then thc Proposer shall also submif 1 statement in: wrmn&,, signéd by o

an’executive of’ﬁcer o1 hls/her designee,. that, the present ﬁnanc:a] condition of the
Proposer is at least as’ good as that shown on the statements Submltted




B. A statement of work-which the Proposer has on hand mciudmg any work on whmh 2
proposal -has been submitted, containing a descnptzon of the work, the annual dollar
value, the location by City and State, the current percentage of completion, the expected

date for completion, and the name of an individual most familiar with the Proposer
work on these jobs.

C. The name and address of the Proposer’s bapking institution, chief banking
representative  handling the Proposer’s account, the Proposer’s Federal Employer
Identification Number (i.., the number assigned to firms by the Federal Government for
tax purposes), the Proposer’s Dun and’ Bradstreet number, if any, the name of any credit
service to which the Proposer furnished information and the number, if any, assngned by .
such sewxce to the Proposer’s accoum :

4. EVALUATION CRITERIA AND RANKING

Propasals will be reviewed and evaluated on the followmg criteria hsted in ordcr of ‘
xmportance _

A T gghgca! Approach

: ‘The extent to which the Propeser demsnsirates their ablhty to execute the reqmredA o
: semces, mcludmg, but not limited to:

Demonstrated technical ability to prowde required services including. mmntenance' _' |
‘and system administration for the same or similar access control and ;ntmsmn
detecnon technology based: upon pmor expetience. -

Evakuanon oft
o Staffing plans.,
¢ Standard operating procedures . ‘ S
.. -';Approach to System Administration and Mamtcnance Managemcnt chortlng
9

_ Quahty of start-up approach and busmess transttron plan for start of coiitrdct and
teunmahon of contract.

. Apptoach to each headmg included in the Swpe cef Work, Attachment C

e Describe background screening method conducted on employees subcontractors,
pnncxpals and concemed partws _ .

. B.E inancial. Ap,groach

- "The degrec and extent to whmh the ?mposal i8 cost effecnve to the Port Authority and

the averall .cost of the service. The Contractor 's. m&lhods, practices, tools and techniques
that will result iri cost containment, and the llkelmood of those methods practices, tools
) :”and techmques bemg successﬁllly deployed

‘ -Dﬁcﬁbe the extent and quahty of relew ant expenence of the Proposer, mcludmg sumlar _
‘ semces pr0v1ded md the. ?roposcr 8 ﬁnanmal capabzhty : :



C. Experience and Managemeni Approach

The experience, qualifications and availability of the management and staff proposed o
be assigned to provide the services (including subcontractors, if any) and, if applicable, a
wage and supplemental benefits plan for key personnel and a self-assessment plan . The
nature and- quality of the Proposer's Quality Assutance/Quality Control Program. The

Proposer's maintenance and system administration methodology. The quality of the on-
site management plans for this Proposal.

The qua]i‘ty and extent of financial, reconciliation and auditing procedures. Prior
experience between firms proposing a joint venture and prime subcontractor relationship
~will also be evaluated: in this category; the quality and effectiveness of the Proposer’s
M/WBE plan and the extent 1o which it meets or exceeds Port Authority Standdrds; and
the Proposer’s ablltty to mitigate and eliminate busmess risk.

5 M/WBE SUBCONTRACTING PROVISIONS

The Port Authority of NY & NJ has a 1cng~standmg prac'ﬁce of rnakmg its business -
- opportunities available to Minority Business Enterprises (MBEs) and Women-owried
- Businesses. (WBEs) and has taken affirmative steps to encourage such firms to seek

business opportunities with the Port Authority. The successful Proposer will use every

good faith effort to prowde for meaningful participation by Port Authority certified
_ M/WBEs as defined in this document, in all purchasing, subcontracting and ancillary

service opportumncs assomated with this contract, including purchase of equipment,
- supplies. and.labor services: Good faith efforts include 1) dividing the services and
- ‘materials to be procured into small portions where ﬁsastble, 2) giving reasonable-advance
notiéé of specific subcontracting and purchasing opportinities to such firms as may be
*‘appropriatg, 3) soliciting services and materials from M/WBEs, which may be certified

by the Poit Authority. and. 4) ms;urmg that prowslon is made for nmgly progrt:ss payments
o the M/WBEs: B .

The Port Authomy has.a list. of certified M/WBE firms, which are avmlable 1o Proposers
" at their request. The Port Authority makes no representation as- o the quahﬁcatlons and-

ability of these firms to perform 'under this contract. The. Proposer miay use firms which

are not on the-list but will be required to submit, to the Port Authority’s ‘Small:Business
Programs (SBP) for certification, the names of M/WBLE firms it proposes to tise. Oniy
Port Authority cettified M/WBE firms may be considered to meet the g,oals For mqumes
and assistance, pluase eontact SBP at. (212) 435-7819,

To the maximum extent feasible and consistent with the Proposer’s exerc{ée' of goOd, '
participation- by  MBE’s. and 5% pameipatmn by WBE’S inall pmcurcment,' :
subcontracting and anmiiary seivice opporfunities associated " with, this contract. The

Proposei:shall subrmit an M/WBE Participation Plan, (Plan) which shiall be evaluated: and -
rated for this procurement The Plan shall consxst of the followmg -

which the Propioser. has sponso:ted

business judgment, the Proposer shall make a good faith:effort to include 12% -

Previous M!WBE Partmlpauon Descrz’be any prevmus or. ourrent WWBB par&capatmn_ AR "




Scope of Work: Describe the spééiﬁc scope. of work the. M/WBE’S will -perform.' .
Identification of M/WBE’s: Provide the name and address of any M/WBE included in the
Plan. If none are identified, describe the-process for setecting‘participant firms.

Level of Participation: Indicate the percentage of M/WBE participation expected to be
achieved with the arrangement deseribed in the Plan.

6. PROPOSAL SUBMISSION REQUIREMENTS

In order to expedite the evaluation of prbposals, the Proposer’s response to this RFP shall

follow the format and order of items, usmg the same paragraph identifiers, as set forth '
below. :

A, Letter of Transmittal

The Proposer shall submit a leiter on its: Ietterhead sagned by an authorized
represemtaiive, stating its experience and qualifications in meeting the requsrements of
this RFP. This letter shall include a statément on whether the Proposer is submlttmg a
‘proposal as & single entity or a joint venture . In all cases, information reduired for 2

_single entity is required for each pamapant in a ;omt “venture;’ Explam -all pnme RN

subcontractor relatlonships
The Letter of Transmlttal shall contam

(1) Name and address of the Proposer and an origmal &gnature on ‘_Lhe Letter af: o
s Tmnsm1ttal byan authorized rcpresentatwe on behalf of thc Proposer, o '

‘(2) Name(s), title(s). and tc}ephone number(s) of the mdmdual(s) whm are authmnzed to‘ T

- ncgotiate and execute the Contract;

(3) Name, title and telephone numiber of 4 contact person to which the Port Authonty can
- address quesuons or 1ssues related to thiS RF‘P :

| (4) Name 'md address of proposed sﬁbeantracters tf any, ‘

(5)Ifa corporauon (a) a4 statement of the names and residences of its ofﬁct.rs and (b) a
copy -of its Certificate of: Tncprporation, thh a written declaration signed by the
sceretary mf the corporation; with the corporate seal - affixed thcrcte, that the copy
fumsshed is a true copy of the Certificate of Incorporatton as of the date of the

_ opening. of the PropOSals .

s If a p;utnershxp a - statement of the names and rcsuiances of 1ts pnnmpal officers,
~ “indicating which are genera} and wkuah are special partners, P .

If an indivi duai 2 statement of r331den0e

If a joint ventﬁfe mfommtzon on gach of the parlics consmtent with tha mfonnation
requeated above, _
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If a joint venture which has not been established as a distinct legal entity submits a

proposal, it and all participants in the joint venture shall be bound jointly and severally .
and each such participant in the joint venture shall execute the proposal and do each act

and thing requiréd by this RFP. On the Letter of Transmittal and whercver else the

Contractor's name would appear, the name of the joint venture proposer should appear if
the joint venture is a distinct legal entity. If the proposer is a common law joint venture,

the names of all participants should be listed followed by the words "acting jointly and

severally". All joint venture proposers must provide documentation of their legal status.

B, Executive Summary

The Proposet shall submit a summary presenting the major features of its proposal and
how. thic proposal satisfies the requirements contained in this RFP, as well as ihe'gpeciai
competencies and expertise of the Froposer to meet the requirements of this RFP. -

C. Agree'ment on Terms of Discussion

The: Proposer shall submlt a copy of the “Agreement on Terms Gf Dlscussmn,” 51gned by
an authorized representative of the Proposer. The Agreement foimat is included as
Attachment’. A and shall be “submiited by the Propéser without any alferations or
deviations. “ Any Proposer who fails to sign the Port Authority's "Agreement on Terms of
Discussion". will not have its pmposai reviewed. If the Proposer is a joint venture an
' authonzed representanve of each pa.rty must sign the Agreement

RS ) Cert:ﬁcatmns With ReSpect to the Contractor’s. Integnty Provnuons -

The’ Con&actor by mgmng the Letter of Transmittal, makes the cemﬁcamns in the‘
“Contractor's Integrity Provisions,” and agrees to all provnsmns stated in. the “General
Contract Provisions” included in PART II of this RFP. -If the Contractor cannot make
L ~any such cemﬁcatmns, or has any speciﬁc exceptions, it sha]] enclose;an explananon of
o '_that inability or exceptaon ina separatc lctter mcluded wnh its reSponse to this RFP '

K. Decumentatlon of Propnser Pr erequnsntes

'-The Proposer shall submxt documentahon to dcmonstratc that xt méets ail prerequisRcs if '
_ atly,’ snciuded hereln ' ‘

. £ Proppsal

- The Proposer must submita Proposal which details and clearly describes its capability to
. perform the work deseribed in this RFP, its approach to suck Work and the cost of such
- work 10 the Port Authority. Thie Scopeof Work (sée Attachment C) is intended to outline
‘the Port Authiority's: basic requirements for system: ‘administration :services and access

- ;,control -§system malntenance Atg mlmmum, the Proposal shall dddress the followmg

' (l}Teehmcal “The’ ‘Proposer qhali dcscrzbs in detail its’ technical approach 10- the Scupe )
~of Work as defined-in Attachment C of this document, inctuding performance standards, -
‘scheduhng and mxlestones and a quahty contrel/assurance plan, sqi‘ety and work plans.
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mciudmg an overall description of its’ employee safety trammg programs. Attach
supporting documentation where applicable.

The Proposer shall respond to each heading included in the Scope of Work, Attachment
C describe in detail ed in the The Proposer shall describe its approach to each heading
included in the Scope of Work, Attachment C describe its methodology and approach to
the Systems Administration Services for ACS, maintenance of the ACS equipment
including but not limited to the Access Control System, CCTV cameras, servers and

workstations, eqmpment and all Subsystems for each heading in the Scope of Work,
Attachment C

For the maintenance of the ACS equipment, the Proposer shall- include a six month

- comprehensive preventive maintenance plan in its Proposal which will also include a plan
for ‘acti\fely moniloring and reporting on system. performance especially as it pertains to
key points of failure. Scheduled preventive maintenance shall consist of, but not be-
limited to, inspection, testing, cleaning, lubricating, adjustment, repairs, the replacement
of field installable parts that are approaching unserviceable status, and all -actions
necessary to prevent Access Control and Intrusion Detection System failures and extend

the Access Control.and Inteusion Detection System’s useful life, Such maititenance shall
be performed in accordancc with the component.. manufacturers recommeudatlons '

The Proposer must propose a Computemed Mamtcnance Management Soﬁwarc package B
that will allow the Part Authority to track work ‘performed by the: successfui Proposer. .. .

{refer to Attachment C Scope of Work “Computenzed Mamtenance Management L
System”) ‘ ‘

= (2) Managemeént ~ The Propoger shall dﬂ'SCfibﬁ in detmi ns’ exgenance, mciudmg' o
- relevant contracts performed during the last three (3) years, its financial capability, <
- management structure and -proposed staffing, detmhng technical training, cemﬁcanons,‘ L
“applicable licenses (i.e., electical), skills and experiences and capability of :;proposed
- staff and-other suppcrting docamentation demcnst;anng its. ablhty to perfoxm the work o

‘I'Jms Proposer shall prowde detmled descnpnons of ;ts pre-employment screenmg :

procedures; safety and emergency procedures including, but not limited to, :disaster

recovery plans. The Proposer shall identify and prowde key management and rescurces‘ :
- for program admnustratmn : -

' "'The Proposer shall prov:de a stafﬁng plan’ that clearly outhnes staffing needed to pcrform S
each function as described ini the Scope of Work and submit trgining requirements forall -~
 technical employées. The Proposet shall-describe how availability and response time ©
" -requlrbments will be achieved. The Proposer shall describe-the anticipated locatmn of
- staffas: well 8 the planned locations of the Propsser s nea.:rest offices..

; ‘The Prcposer shalk ‘address MIWBE provxszon as to whai eﬁmts 1t has taken for S
subconnactmgpmwszons S o _

" (3)Financial - The Proposcr sha]l describe in- detaﬂ all ﬁnanmal wmpensatlon it expects
‘to receive. from Pmt Authomy for trhe perfonﬂance of the worrk deseribed in the. Scapc of

ARV &)




Work (refer to Attachment C - Scope of Work, Part Il — Cost Proposal and Part IV —
Attachments)

{4)The Proposer shall provide any other financial information, which is related to the

above requirements or the evaluation criteria that the Proposer believes, would be helpful
to the Port Authority of New York and New Jersey in the evaluation of their Proposal.
This information should be able to be validated by certified corporate financial statements
or corporate viability, which can be validated by organizations such as Dun & Bradstreet.

(5)Background and Integrity Checks - The Proposer shall submit a Proposer ldentity

Check/Background Screening Plan, which demonstrates how the Proposer will ensure

that - only - employees who were successfully prescreened -and -properly credentialed

perform the services herein, This Plan shall be applicable to all years of the Coritract and
shall molude but not be limited to, the following:

o The length of time researched for the identity oheck/backgroqhd screening on
new hires, which shall be at a minimum of § years of employmeni history or
verification of ‘what an employee documented they have done in the last 5 years
preceding the date of the investigation, resources utilized to perform this, and. the
frequency at which it is performed on current employees

¢ The type .of investigation.- donducted, including -criminal Irustory background
investigation 1o the. extent permitted by law, and other -investigatory measures -
including but mot limited to personal, employment and crcdxt hxstary from open
public source documents if any, where permitied by law B

¢ The type of company identification issued and controls utﬂazﬂd to ensure oniy
authiorized personnel possess such company identification, including procedt:res to
Teturn 1dent1ﬁcatmn cards; upon termination of employment . o
o The length of time -required by the Proposer to -perform foe: 1dent1ty ‘
chéck/background screéning and:to issue an identification vard

- o Details on what constitutes an exception -to the. 1dentity check/background‘ o
: .screcmng and act;ons takcn as 8 resuit thcreof :

a Proposer amployees, subcomractors, prmciples and concemed 1elated parnes may. also be
" subjected to a Criminal History: Backgrnund check completcd by law enforcement i the-:, -
Port Authomy Pohce Departmant at the request of the Port.Authority. '

{6) Business Risk

" The Proposer shal] dascnbe 1ts policies, procedures and strateg:les to rev:ew anid’ address”: |
ﬁnancuﬂ and techmcal busmess risks. -

G Acknowledgment of Addenda

If ary Addenda are sent as part of this RFP, the Proposer shall complete, s:gn and mc]ude-’ "
with it Proposal the addenda formi(s). In the event arly Proposér fails'to conform to these

instructions, its proposal wzil nevertheless be construed as theugh the Addenda had been‘
acknowledged . ’

13




- H. Acceptance of Standard Centract’f‘erms and Condlttens

The Port Authority has attached to this RFP as Part IJ, General Standard Contract Terms
and Conditions governing the Contract. The Proposer is expected to agree with these
General Standard Contract Terms and Conditions . However, if the Proposer has any
specific exceptions, such exceptions should be set forth in a separate letter included with
its response to this RFP,

The Proposer will be precluded from raising any exceptions not set forth in such a letter
unless they are justified by changes in the scope of work or other requlremt;nts that are
agreed to by the Proposer and the Port Authority. :

L M/WBE Plan -

The Proposer shail submit an M/WBE Plan in accordance with the section of this RFP :
entitled “M/WBE Subcontractmg Provislens” -

7. CONDITIONS FOR Tﬂf} SUBI\’HSSION Or A PROPOSAL

in addmon to all other requirements of this RFP, the Proposer agrees to the follawmg
conditions for the submission of i its proposal '

Al Changes to thns RFP

At any time, in its so]e discretion, the Port Authonty may by viritten addenda modify, i
correct, amend, cancel and/or reissue this RFP, If.an addenduin‘is issued prior o the date
proposals are due, it will be provided to all parties to whom REP’s were mailed. Ifan -

" addendum is issued after proposals have been received, the addendum will be prov:ded

- only to: thase whcse: proposals remain under conmdex&twn atsuch tame :

.‘B Proposal Preparatien Custs

" The Port ﬁmthonty shall not be ligble for any -costs mcm‘red by the Pxoposer inthe
preparatior, submlttal, prescntataon, or revision of its. proposai or.in any other aspect of
the Pmposu s pre-contract acivity. No Proposer is entitled to dny compensation except
under an agreement for perfermance of serviges: mgned by an authommi raprescntatwe of
the Port Auih{)nty and the Pr@poser & L

| C. Dlsclosure of Preposal Contents / Use of ldeas \and Mater:als

Propesal mfornmtion 48 not -generally - consxdered conﬁdential or propnetary A¥¥
information - contairied in the proposal is sub]ect to the “Agreement an.. Terms of
Dlscussmn” attaehed hereto asAttachmentA - '

D Ownersﬁip of Sabmitted Materwls

All materials subxmtted in respense to or-in; connectton wnh thls RFP shaﬂ become the
4 ,property of the Port Authonty Sclegtion or rejecﬁon ofa ?ropasal shal‘l not. affect this
nght ' _ . _ ‘ . g o




E. Subcontractors

If a Proposer intends to use subcontractor(s) the Proposer must identify in its proposal the

names of the subcontractor(s) and the portions of the work the subcontraotor{s) will
perform,

‘E. Conflict of lnterest

If the Propeser or any employee, agent or subcontractor of the Proposer may have a
possible conflict of interest, of may give the appearance of a possible conflict of interest,
the Proposer shall include in its proposal a stalement indicating the nature of the conflict,
The Port Authority reserves the right to disqualify the Proposer if, in its sole discretion,
-any interest disclosed from any source could create a conflict of interest or give the
-appearance of a conflict of interest. The Port Authority’ s determmatton regarding any
que.stxons of conflict of interest shall be final.

- G Authonzed ngaatttre

‘ :'Proposals ‘must be mgned by an authorized corporate ofﬁcer (e.g, Presxdent or Vice -

President), General Partner, or such other individual authonzed to bmd the ?r()poser to
the provisions of'its proposal and this RFP,

.iﬂ. References

;The Port Authonty may consult any reference fariliar with the Proposcr regardmg its

current or prior operations and projects, financial resotirces, reputatxom performance, or. -
-other malters, - Submission of a proposal shall consfitute permission by the Proposet for
the Port Authcmty to: makc such mqumes -and authomzanon to thn*d partxes to rcspond .

Lbereto

| Evaiuatwn Prucedures and Negotiatlen : " ‘

Only Propesers w}uch mect the prerequisxtes may have theu' proposals evalaated basesd- -
on the evalnation criteria set forth in this RFP: The Port Authority may use suchj. .
pmcedures that it deems. appropriate to evaluate such proposals. The Port Authority may -
eiect to initiate contract negotiations with one or more Proposers including negotiation: of -
costs/price(s) and* any ‘other térm or condition, including modlf)nng any requirement of -

this RFP. The opt;on of whether of not to mattate contract negot]atmnq rcsts sole1y with

. _the Port Authonty

- ‘ =J Taxes and Costs

o ;Sales 1o the Pon Authonty are cum'ently exempt from New York and New Jersey statw B
“-and local sales :and compensating use taxes and generally from federal taxation, All . L
costs associated with the Centmct must- reflect this excmptwn and be stated in U S] o

currency

K. Most Advantageons Propos.ﬂ/Nu Obhgatmn to Award S
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The Port Authority reserves the right to award the Contract to other than the Proposer
proposing the lowest price. The Contract will be awarded to the Proposer whose
-proposal the Port Authority believes, in its sole discretion, will be the most advantageous
to the Port Authority. Neither the release of this RFP nor the acceptance of any response
thereto shall compel the Port Authority to accept any proposal. The Port Authority shail
not be obligated in any manner whatsoever to any Proposer until a proposal is accepted
by the Port Authority in the manner provided in the Section of this RFP entitled

“Proposal Acceptance or Rejection,”
L. Right to Ext’en_d Conftract

If this is a pmposa] for a contract for.a term of years, including specified options for
renewal, the Port Authority reserves the additional right to extend the contract term for an
additional 120 days upon the same terms and conditions of the ongmax Conh‘act
negot:ated between the Port Authority and the successful Proposcr

M. nghts oi‘ the Port Authority

(I)The Port Authonty reserves all its rights at law and equity with reSpect to thxs RFP R

~including, but not limited to, the ungualified right, at any time and in its sole discretion, '

fo change or mo&xfy this RFP, 1o reject any and all proposals, to waive defects or
irregularities in proposals received, to seek clarification of proposals, to- request B
additional information, to request any or all Proposers to make a presentation, {0
undertake discussions and modifications with ohe or more Proposers; or to-negotiate axi
agreement with any Proposer or third persen who, at any time,’ subsequcnt to'the deadlifie.

for.submissions to this RFP, may express an. interest in the sybject matter: ‘hejeof; to |

- terminate’ further Paﬂlcipatmn in the proposal pracess by a Proposer or to prageed with"

any. prope:sai or modified proposal which in its judgment will, under &1l cifguristances, - -
best serve. the Port Authority’s interest. The Port Authority ‘may, but shall not be obliged
1o, conslder incomplete proposals .or: to request or accept additional waterial- or
mformatmn The holding of any discussions withi any Pmposer -ghall not constitute
acceptance ()f a proposal and a proposal may be accepted wrth or without discussions,

.(Z)No Proposer shall havs any nghts against’ the Port Authonty ansmg -from the contents
of this RFE; the receipt of proposals, or the mcorp@ratwn in or rejection of inforrnation
contained in any -proposal ‘or in-any other. document. The Port Authority makes no
representations, warrantics, or guarantees that the mformauon contatned herein, or in any
axfdenda hereto,: s “accurate, complete, or tsmcly or that such 111f0nnauon accurately
represents the conditions that would be enccuntered during the perfonnance of the
confragt. The furmshmg of such information by the Port -Authority shall niof create of be
deemed to credte any obligation or liability upon it for any reason whatsoever and each
Propeser, by submitting its proposal, expressly agrees that it has not relied upon the
foregamg inforination, and that it shall not hold the Port: Authonty liablé-or Tesponsible
therefor in any manner whatsoever. Accordmgiy, nothing contained ‘hergéin and no
representaiiom statemient or- promisc, of the Port Authority, its dzrectors, officers; agents,
representatives, ‘or- employees, oral or in writing, shall impair or limit the effect of the
warranties of the Proposer requlred by thxs RFP or C‘ onl;mci and the Proposer agrees that

| -“"16'




it shall not hold the Port Authority liable or responsible therefore in any manner
whatsoever.

(3)At any time and from time to time afler the opening of the proposals, the Port

Authority may give oral or written notice to one or more Proposers to furnish additional

information relating to its proposal andfor qualifications to perform the services

containied in this RFP, or to meet with designated representatives of the Port Authority.

The giving of such notice shall not be construed as an acceptance of a proposal.

Information shall be submitted within three (3) calendar days after the Port Authority’s
request unless a shorter or longer time is specified therein.

N. No Personal Liability

. Neither the Commissioners of the Port Authority, nor any of them, nor any officer, agent
~or employee thereof shall be charged personally with any liability by a Proposer or
another or held liable to a Proposer or another under any tenm or provision of this RFPor .
any statements made herein or because of the submission or attempted submission of a
proposal or other response hereto or otherwise. :
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ATTACHMENT A

AGREEMENT ON TERMS OF DISCUSSION

The Port Authority’s receipt or discussion of any information (including information
contained in any proposal, vendor qualification, ideas, models;, drawings, or other
material communicated or exhibited by us or an our behalf) is not to impose any
obligations whatsoever on the Port Authority or entitle us to any compensation therefor

(except to the extent specifically provided in such written agreement, if any, as may be:

entered into between the Port Authority and us). Any such information given to the Port
Authority before, with or after this letter, either orally or in writing, is not given in

confidence. Such information may be used, or disclosed to others, for any purpyse at any -

time without obligation or compensation and without liability of any kmd whatsoever.
Any statement which is inconsistent with this agreement, whether made as part of or in
connection with this agreement, shall be void and of no effect. This Agreement is not
_ intended, however, to grant to the Port Authiority rights to any matter which is the subject
of valid existing or potential letters patenl. The foregoing applies to. any mformanon,
'whather or not given at the invitation of the Port Authority.

Notwithstanding the above, and without assuming any legal obligation, the Port
* Authority will employ reasonable efforts, subject to the provisions of the Port Authority’s
Freedom of Information Resolution adopted by its Committee on Operations on August
13, 1992, not fo disclose to any competitor of the undersigned, information submitted
- whichare irade secrets or is maintained for the regulation or supervision of commercial
~ enterprise which, if disclosed, would cause substantial injury to the competitive posmon
of the-enterprise, and which information is identified by the Proposer as; propnctary, .
which may be disclosed by the undersignied to the-Port Authority.as part oforin
' connectmn with the submission.of a proposal '

(Company)

(Signature) - - .

mite)

.(Date).
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Freedom of Information — Port Authority Policy and Procedure

In 1977, the Committee adopted a policy for access by the public to records maintained
by the Port Authority. While based on the policy therefore declared by the States of New
York and New Jersey, with respect to access by the public 1o public records, inasmuch as
the respective New York and New Jersey statutes differed (and continue to differ) as to
certain policy particulars and provide for different procedures for implementation of the
policy, it was deemed desirabic for the Committee to adopt a separate Port Authority
Policy and Procedure. In light of action new being taken by the Board with respect to
open public meetings, it is appropriate at this time (o restate the basic pnnclples and
reflect necessary procedural changes.

Pursuant to the foregoing report, the following resolution was adopted with

Commissioners Burgos, Hellmuth, Henderson ami Kaltenbacher vo’nng in. favor, none
agamst :

RESOLVED, that government, including the activities and dec-isi‘cns'of‘ The Port
Authority of New York and New Jersey (and its wholly-owned subsidiary
corporations) is the public’s business and therefore the public should have access

~ to the records of the Port Authority (and its subsidiaries) as herem prowded for;
and it is further

RESOLVED, that the resolution of the Commiittee on Operaiicns adopteé-e'n' ,
,September 28, 1977, regarding Freedom of Information (which resolution appears

at pages 12 ¢t seq. Of the Committee Ministes for that date) shall be, and it hercby |
is rescinded; and it is further .

RESOLVED that all records of the Port Authority (and its subsu;harxe:s)i
including records stored electronically such as on computer tapes or disks, shall
be made available for public inspection and copying, except that such access may
“ be denied as to récords or portions of thereof which:
(1) aretendered conﬁdentlal erpmvxleged or aré exemptcd from dlsclosure by
Federal or state faw-or regulatlons or rules of the vourt;-

() 1f dlsclused ‘would constitute an unwam:.nted invasion of perwnal pnvacy

(mcludmg personnel medical, or disciplinary records, and any lists of: namcs and
address to be used for profit.or ﬁnanmai gam) |

o (3) if dxsclosed would 1rnpa1r present or future awards or negotmt]ons mcluémg

-colledtive bargaining or negonatxons of leages, perrmts, comracts, or athe;
agreements, _ :

4 are tradc secrets or are mamtamed for the regttiatlon or supervision cf commerclal .
enterpnse which, if disclosed, would cause injury to. the competltlve pcsmon of
the enterpnse, S _

" (5).are compmled for- pubhc safety, hiw enforccment, or Ofﬁ.(}lal mvestxgatlve purposes |

‘(internal or.external) when:their disclosure may affect-public safety,. interfere with - |

internat investigations, audits, law enforcement investigations; or judical or. .
disciplinary proceedings, or deny or prejudice a right to a fair trial or. zmpartlal -
| adjad:canon or zdenufy a corsﬁdentlal source or dtsclose conﬁdennai mfonnatlon E
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relating 1o an audit or a civil, criminal, or internal or external disciplinary
investigation,

(6) if disclosed, would endanger the life and safety of any person,;

(7) are inter-agency or intra-agency materials other than statistical or factual
tabulations of data, provided that mstructions to staff that affect public or ﬁnal
agency policy or determinations are not ex empted

(B) are-examination questions or answers which are requested prior to final
administration of such questions; or

(9) could affect or impact the compeétitive gconomic position of‘ the Port District, the
Port Authonty, or specific business entities with which the Port Authority deals;

and it 13 further

‘RESOLVED that the Secretary of the Port Authority shall maintain a current list
- of subject nature and category of all records in the possession ¢f the Port
Authorxty {and its subsidiaries) whether or not they are available fot public

- copying and inspection, and the Secretary shall, under the direction of the

- ‘Executive Director, administer the following rules and regulations thh respect to-
_public inspection and copymg are available records '

Pr ocedures

Requests for mspecnon or copymg of public records of the Port Auihonty shall be
 made to the Secretary of the Port Authority upon'a fortn prescribed by the’
- Port Authotity and shall contain sufficient-information to identify the
pamoular record sought. -Such requests shall be made. exther
(1) In person durmg reguiar busmess hours at the Port Authcnty $ mam office
or .
(2) By mailing such request, postage prapatd to smd Secretary, ’I’he Port
Authority of New York and New J ersey, at the aforesaid addra:ssi
. Attention: FOI Administrator. -
Upon receipt of a request, the Secretary of the Poit Authonty shall promptly ST
- determinie whéther or not the record requested can be made avaiiable and w;ﬂ o w
-+ notify the person ‘making the request of such determination. Ifihe. request s - o
. granted, such person shall also be notified where and when therecord willbe .
. made available, The Port Authomy will prowde an opportumty for mspcctmn-’
S ﬁand copymg of the record.

'I‘he record may be :nspected only under the supervmlon of the Secretary of the Port -
- Anthority or such other officer or employee as may be designated by the

. Becretary inthe Office of the Secretary during regular busingss hours or at
- such other ttmcs or places as the Secretary deems convenient.

(1) ‘Dacuments whwh are to be copxed Wzll be copmd by The Port Authonty, nf‘
- 'praciloable;
. and the person requesting a copy wﬂ} be charged a fee equal 1o thc Poﬂ -
Autherzty s cost but no less.than 25 cents for cach page of the first ten,
15 cants for eaoh page ‘of the second ten, and 10 cents for each
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additional page. If it is not practicable for the Port Authority to copy
such documents, they will be copied commercially and the person
requesting the copy will be charged a fec equal to the Port Authority’s
cost of such commercial reproduction, Documents which have been
purchased by the Port Authority commercially (such as stenographic
transcripts) may be copied and the person requesting the copy will be
charges a fee no less than the amount paid by the Port Autharity for
such documents.

(2)  Afes of no less than two dollars will be charged for certification by the
Secretary of the Port Authority as to authenticity of any document, or
that a record of which the Port Authority is legal custodmn cannot be
found. :

(3)  Inthe évent asearch for records requested requires more than one
person hour, or in the event a search of computer records requires
programming which would take more than one person hour, a fee will
be charged at the raie of not less than five dollars per hour, or any part -
thereof, per person assigned to such search or programming,

{4)  All such fees shall be paid by the person making the request in cash,
certified check, or cashier’s check, in advance or at any time of the
delivery of any record for inspection or copies of any records or
certificate referred to in this procedure; o

The Secretary of the Pori Authorxty, or the Secretary’s des:gnee shall respond to
each-request within ten business days of the receipt thereof. The response.
- shall provide reasons for the denial of access or copying or a statement of the i
i time and place when the record rcquested will be made aVallable

: Appeais ' ' ' ‘ ' .
. © A Any person who is dem:eti access to.a pubhc rccord of the Port Authonty (or : .
- its subsidiaries) by the Secretary of the Port Authority may. file an appeal from
such denial with the Port Authenty 8 General Counsel (who serves as Counscl g
~ to the subsidiaries). : : )

B: :'Slwh appeal shall be accompamed bY a memorandum in suppon themof "
.. setiing forth thie reasons why.the appel]ant is entitled to access to the 1'%01’5 -
o requested. - ' "

- C. Appeals pursuant to'this pro:;edure shall be dccxded by Ganeral Counsel or h]S'
o designee. If the-appeal is denied, the reasons therefore. shall bé explained
fully in writing within seven business days of the date on whzch such appeal is
received by General Counsei
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Part Il - General Contract Provisions

1. General Agreement ‘

The undersigned (hereinafter referred to as the "Contractor" or “you”) agrees to provide,
-and The Port Authority of New York and New Jersey (hereinafter referred to as the
“Authority") agrees to purchase Maintenance Services for the ACS system including
software and hardware support management and System Administration Services as
mote fully set forth in the Scope of Work attached hereto and made a part hereof. The
Contractor shall also furnish management maintenance support of the operating systems,
databases and all software including proprietary software all as more fully set forth in the
Scope of Work attached hereto and made a part héreof. The Scope of Work requires the
doing of all things necessary or proper for or incidental to the requirements as set forth in
the Scope of Work. All things not expressly mentioned in the Scope of Work but
- involved in. carrying out their intent are required by the Scope of Work and the

Contractor shall perform the same as though they were specifically mentioned, descﬁbed
and dehneated

: Subject cmly to the provisions of the clause herem entitled “Extra Work”, the
Contractor’s sole compensation in full consideration for the performance of all the
Contractor’s obligations under this Contract shall be the amounts coinputed in
' accordanee with the Pricing Sheets annexed hereto and rnade a part hereof.

2. Duratiqn of Contract

This'.-a_g‘reemcm,shall commence upon complete eﬁéc.ution of a Contract award letter by -
- the Port Authority and the Contractor and shall remain in-effect for-a period of three (3)

S years (hereinafter the “Base Term”) unless other\mse termmated in. accordance wgth the
j;pxovismns hereof ‘ ‘ o

;‘.The Authonty shall have the nght at its soie optton to extené this Centract for up 1o two
7 A(2) additional two (2) year periods (“Option Periods™) and an additional 120 day period,
- - from-the daté originally fixed for expiration upon the same’terms and conditions except
- as set forth elséwherc in this Agreement, to be effected by written notice to'the: -
“+ Contractor received no later than thirty (30) days prior to original expiration date of the
o explratmn date of the extended peﬂod then'in effect if apphcablc '

All Contract pnces for services shall be apphcable to the three years. of the Base Tenn.
For-the first and second Option Periods that are .applicable to this Contract and are
i exermscd ‘heréunder, (excluding the 120°ddy Extension Period as described in the

' _ paragraph entitled “Extension Perlod” it ‘Part 11, hereof) the Port Authority shall adjust -
" the. compensauon due the Contractor utilizing the Consumer Price Index for all Urban
Consumers; Series Id: CUURAI0ISAOL2; Not: Seasonally Ad;asied New York-

Northem New Jersey-Long Isiand NY-NJ _ CT-PA area; all items less shelter; 1982--
1984@100, publishied by:the ‘Bureau 'of Labor. Statastlcs of the Umted St&tes Department
.of Labor (heremafter cchd the “Pnce Index”) :
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(a) For the first two-year option period of the Coniract, the Price Index shall be
determined for the fourth Quarter 2009 shall be obtained. The compensation for
services payable in the third year of the Base Term of the Contract shall be
multiplied by a fraction, the numerator of which shall be said Index for the fourth

© Quarter of 2009 and the denominator of which shall be said Index for the fourth

Quarter of 2007. The resulting product shall be the compensation payabie for
services in the ﬁrst option period.

(b) For the second two~-year’ option period of the Contract, the Index for the fourth
Quarter 2010 shail be obtained. The compensation for services payable in the
second year of the first option period of the Contract shall be multiplied by a
fraction, the numerator of which shall be said Index for the fourth Quarter of 2010
- and the denominator of which shall be said Index for the fourth Quartér of 2008. The

resulting product shall be the compensation payable for scrv;ces and in. second
opuon period. .

(c) In the event of a change in the basis for the computatlon of the said Index or the
discontinuance of its publication, such other appropriate index shall be.substinited as
may be agreed upon by the Authority and the Contractor as properly reﬂectmg
ch'a'nges in the value of the services simiiar to that esiabhshed in.the said Indéx

{d) The Contractor s compensation for service costs for the 120 day extengmn optien
shall not be subject to adjastmcnt. Labor -and service costs for the 120~day gxtension

perfod shall be the same as in effect durlng the contract year prior to the start.of the
120-day epnon

" The- prov:saons in the foregomg paragraphs with respect to extensmn of the term of the
cortract shall be null and void if the. contract has been terminated or revokcd during: thc
initial term or any axtensmn thereof

3 ',Prevailing Wage (Davis—Bacon Act)

| The Contractor shall pay of provide (and shall cause all- subcontractors to pay oT. prowde)
‘to his or their workmen and laborers (who .are employed by him.or them to work on. an
-~ hourly or daily basis at any trade oi occupation at or gbout the Site of the Work) at least

o the prcvaximg rate of wage and- supplements for others engaged in the samie {rade of

occupation in the Iocahty m whxch the Work is bemg performed as delermined by the
Authority. '

~ ~For the purposes of this Contract The Authonty has detemuned that the prevailing rates
of wage and supplements aro those establishied by the Secretary: of Labor of the United
. States pursuant to {he Davzs-Bacon Act (40 US.C.A. 276a) forthe 1ocahty in which the

e ‘Work is to be performed. The appixcable rates shall be those whlch are in effect on the

_date of Contract executlon R

- The pfowswns nf th]S numbered clausc arg, mserted in thxs Corrtract for the benefit.of

such workmen and laboréts as well ‘as for the benefit - of the Authority; and if the
Coniractor or any subcoritractor shall pay or provide any such workman or laborér less
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than the rates of wages and supplements above described, such workman or laborer shall
have a direct right of action against the Contractor or such subcontractor. for the
difference between the wages and supplements actually paid or prowded and those to
which he/she is entitled under this clause. If Such workman or laborer is employed by
any subcontractor whose subcontract does not contain a provision substantially similar to
the provisions of this clause (requiring the payment or provision of at least the above
- minimum and providing for a cause of action in the event of the subcontractors failure to
pay or provide such wages and supplements) such workman or laborer shall have a direct
right of action against the Contractor. The Authority shall not be a necessary party to any
action brought by any workman or laborer to obtain a money judgment against the
Contractor or any subcontractor pursuant to this numbered clause.

Nothmg herein: contamed shall be construed to prevent the Coniractor or any
subcontractor from paying higher rates or providing higher supplements that the
minimum hereinbefore prescribed The Port Authority does not represent that required
labor may be obtained for the specified wages/beneﬁts

4 I)eﬁmtians

~The term "days" or "calendar days" in reference to a period of time shall mean
~ consecutive calendar days, Saturdays, Sundays and holidays, included. The term "week”,

~unless otherwise specified, shall mean seven (7) consecu‘uve calendar days, Saturdays,
: Sundays -and holidays included.

The termi "month” , unless otherwzse specxﬁed shall mean a calendar month

'"Work“ shall mean all siructures, equipment, plant 1abor, matenals (Includmg materials
.and equipment, if any, fumished by the Authortity) and other -facilities, and all other
things necessary or proper for, or- incidental to the activities at: the Sxte of the Work

“The term "Site of the Work" “Facﬂlty” or words of sxmxlar 1mport shall mean:. 7
“Director" shall mean- the. Du'ector of Tunnels, Bridges,’ and Terminals Department
and/or the: Director of Aviation for thé purpose of this Coufract, acting, perscmaliy or

thmugh one of hig/her authonzed representauves for the purposc of this Contract

B "Faciﬂty Manager andior CO‘n'tr act Manager" shall mean the pemon des1gnated by the o
Director to manage all aspeets of this Contract ‘or his/her succesgor in dutiss for the

purpose of this Contract, acting personally or through hxs/her duly authorized e

rcpresentatlve

o  “Facility Manager” shall mean the General Managcr of each of the “Work Sites” Iisted .

_above or his/ her successor in duties for the purpose of t]ns Contract actmg pexsonally or
- through his/her duly authonzcd ;aprescntatxve :

No persons pther ‘than thosé speciﬁcally ndentified above shall be deemed a

o -representaﬂve of the D;rectur or of the Contract Manuger except to the extent -

. specifically. authorized in an ‘express written notice to the’ Contractor signed by the -
Dlrector or the Contract Manager, as the case: may be. Furtller, no person shall be ~




deemed a successor in duties of the Director unless the Contractor is so notified in
writing .signed by the Authority's Director of the Purchasing Department, No
person shall be deemed a successor in duties of the Contract Manager unless the
Contractor Is so notified in writing signed by the Director.

"Subcontractor" shall mean anyone who performs Work (other than or in addition to the

furnishing of materials, plant or equipment) at or about the Site of the Work directly or

indirectly for or on behalf of the Contractor (and whether or not in privity of Confract

with the Contractor).. "SubContractor®, however, shall exciude the Contractor-or any
subsidiary or parent of the Contractor or =ny person, firm or corporation which has a

substantial interest in the Contractor or in which the Contractor or the parent or the

subsidiary of the Contractor, or an officer or principal of the Contractor or of the parent

or the subsidiary of the Contractor has & substantial interest, provided, however, that for

the purpose of the clause hereof entitied "Assignments and SubContracts” the exclusion
in this paragraph shall not apply to anyone but the Contractor. :

The term “maintenance” or words of similar import, as used herein; shall mean the
aggregate of the followmg preventative and corrective maintehance, penodm inspection,
testing and remedial repairs of the systems as specified herein. Such maintenance shall -
include ‘the furnishing and replacing of any parts or items of equipment that may be
requu'ed to keep all the system components in working order, 24 hours a day 7-days.a
. week, .However, such maintenance shall not include the furnishing and replacing of any
- parts of items of equipment that may be required as the result of damage caused by
accident, @buse or negligence not attributable to employees of the Cohtractor as is
demonstrated to the satlsfactlen of the Manager, which shali constitufe Extra Work

. “Matenalmen” shall ‘mean anyone who furnishes matenals, plant or equt;‘ament
.(mcludmg temporary or consumabile matenals) to the Coniractor: or any subcontractor for
use at or about the work site in the performaﬁce of Work.

The térm “Authority” refers to the Port Authomy of New York and Nuw Jersey.
- “Notice” shall mean a wr;tten notice, : _

-Reference to Work or its performance, “dlrected” “rcqulred“ “permmed" “ordered” :
“desxgnated”, “prescribed”, and words of similar import shafl mean directed, mqulred :
permitted; ‘ordered, designated, or -prescribed but the Manager; ‘and “approved”,
- “acceptable”, “satlsfactory” ‘and’ words ‘of-similar import shall mean approved by or
-aceeptable or satisfactory 10 the Manager; and “necessary”, “reasonable”, “proper )
“correct” and words: of similar import shall mean necessary, ,reasonabic proper, or
- correct in the Judgments of the Manager. - '

“Flrst in, First out. (FIFO)” A queumg pnnc1ple in whtch en’mxes m a queuc leave thc'

- -queue in the saime arder in whmh they artive, -

L -“Burn -in"” — ’I‘o test for defccts by: Operahng a component eqmpment 0T soﬂ:ware for :
: contmuous petipd of fime. - :




“ACS” ghall refer to the. Access Control System

Holidays: “The following legal holidays will be observed at Port Authority offices and
facilities:

New Year's Day Columbus Day

Martin Luther King, Jr. Day Veteran's Day
Presidents Day Thanksgiving Day
Memorial Day Day After Thanksgiving
Independence Day Christmas Day

Labor Day ' _

As used herein, the terms “Port Authority” or “'Authoaity” shall mean the Port |
Authority of New York and New Jersey.

- 8, General Provisions

A, No certificate, payment, (final or otherwise), accepiance of any work nor any other act
or omission of the Authority shall operate to release the Contractor from any obhgatlons-
under or upon this agreement, or o stop the Authomy from showing at any.time, that
~ such certificate,: -payment, acceptance, act or omission was incorrect ot to preclude the
Authority from recovering any monies paid in excess of that Iawﬂxuy due, whether under

mistake of iaw or fact or to prcvent tbe recovery of any damages sustained by the_' |
Authority. - ,

B. The Contractor shall not issue or permit to be issued, any press release, advemsement
- or literature of any kind which refers to the Authority or to the fact that services have

been, are bemg or will be performed in connection with this. Agreement unless you first =~

. obtain ‘the written approval of the Director. Such approval may be. withheld if for any -
. reason the Authomty believes that the publication of such mforrnatlon would be:harmful

7 tothe public interest or is in any way undesirable.

G Hnder no ctrcumstance.s shall Contractor or. any subaontractors commumcate inany
. way ‘with® a0y depattment, ‘board, agexcy, comimission, -or other organization or afy-
| person. whether governmental or private-in conhectioft with the services to be performed
hereunder, gxcept upon prior written approval and instructions ‘of the Director, provided, -
howéver, that data from manufacturers and suppliers of materials, devices and: equipmient -

shall be obtaingd by the Contractnr whcn it ﬁnds such data necce.aary unless otherwme
: msh'ucted by the Authonty

D Any services perfonned for the benefit of the Authonty at any time by the Contractlor.
ot on the Contractor’s behalf, even if expressly and .duly authorized by the Authority,
shall be deemed to-be rendered under and subjéct to this Agreemenit (unless referable 10
another expressly ‘written, duly executed agreerment by the same paities), whether such
additional services are performed prior {0, during or siibsequent tothe services described

herein, and no nghts or obhgatmns shail arise’ out of. such addltlona] se:rvxces except as. -
prowded undcr thls Agreement L . .
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E. The Contractor shall observe and obey (and compel its officers, employees, guests,
“invitees, and those doing business with it, to observe and obey) the rules and regulations
of the Port Authority now in effect, and such further rules and regulations which may
from time to time during the effective period of this Contract, be promulgated by the Port
Authority for reasons of safety, health, preservation of property, or maintenance of a
good and orderly appearance of the Facilities, or for the safe and efficient operation of the
Facilities. The Port Authority agrees that, except in cases of emergency, it'shall give
notice to the Contractor of every rule and regulation hereafter adopted by it.

- F. This Contract does not constitute the Contractor as an agent or representative of the
Port Authority for any purpose whatscever. The Contractor shall perform all services
hereunder as an independent Contractor and the Contractor, its officers, and employees
shall net bs deemed to be agents, servants, or employees of the Port Authority. -

6. Intellectual Property

A. Except as provided below: as between the Port Authority and the Contractor, all
updates to ; Guides, Training Manuals and tutorials, Quick Reference Cards, procedures,
~ documentation, .estimates, reports, records, data, charts, documents, models, designs,
~ renderings, drawings, specifications, photographs, computauons, computer tapes or dises,

and other documentation of any type whatsoever, whether in the form of writing; figures
or delineations, which are prepared or compiled in connection with this Agreement, shall
‘become the . exclusive property of the Authority, and the Authority shall have the
exclusive right to use or permit the use of them and any ideas or methods represented by
them. for any purpose and at-any time without other compensation than that specifically

. provided-forherein. With regard to training manuals the Authority shall expressly have

the righ{ 16 use, alter and reproduce including electromcally, said manuals for-its mtemal.
‘business’purposes. The Contrastor hereby warrants and- represents that the Authunty will
have at.all times the ownership and rights provided for in the mnnedlate}y precedmg
sentenge free and clear of all claims of third persons whether presently existing ot arising
. in the futire and whether presently known to-either of the parties to this Agxeement or
not. Any information given to the Port Authotity béfore, with or after submission of the
~Agreement on Tetms of Discussion, either orally or in writing, is niot. given in confidénce
and may be used, or disclosed fo.others, for any putpose-atany time‘Without obligation or - -
“compensation and without. habzhty of any kind whatsoever- except as otherwise set forth:. .

in the* Agreetnem Gn Terms Of D:scusswn o ‘

B All pre-existing mformataon or documentatlon mcludmg computer programs or code' :
L mciudmg source’ code;- of the - Contractor, utilized by the Contractor hereunder in. the

 performance of his services hereunder shall be deemed perpetually licenged fo the -

~ Autharity for the purpases of this agreement but shall remam the property of the S
_Conitactor. - o , , _

€. Thid paﬂy software not 39301&11}‘ Pfepafﬂd for the purpose of this agreement but Lo

utilized by the Contractor hereunder in the performance of hisservices hereundei shall be
- thenbed 10 the Ccntractor and the Au‘.horltv for [he term of thls agreement ‘

D, The' above—descnbed software shail be funnshcd by the Contractor Wxthout addmonal, )

o compensation '

o




E. The right of the Authority as well as the Contractor to use all patented material,
compositions of matter, manufactures, apparatus, appliances, processes of manufacture or
types of construction as well as any copyrightable matter, trade secrets or other
proprictary matters, shall be obtained by the Contractor without separate or additional

compensation whether the same is patented before, during or after the performance of the
Work. '

7. Indemnity in Regard to Infringement- Research and Develppment

The Contractor shall indemnify the Authority against and save it harmless from all Joss
-and expense incurred in the defense, settlement or satisfaction of any claims in the nature
of patent, -copyright, or other proprietary rights infringement arising out of or in
connection with the Authority’s use, in accordance with the preceding clause, of such
patentable subject matter or patented material, compositions of matter, manufactures,
apparatus, appliances, processes of manufacture or types of construction, or copyrighted
-matter or other matter protected as intellectual property. If requested by the Authority
and if notified promptly in writing of any such claims, the Contractor shall conduct all
negotiations with respect to and defend such claim without expense fo the Authority. If-
_ the Authority be enjoined from usirig any of the facilities which formthe subject matter
~ of this Contract, and as to which the Contractor is to indemnify the Authority against
: propnetary rights claims, the Authority may, at its optmn and without thereby limiting -
_.amy other fight it may have hereunder or at law or in equity, reqmre the Contractor 49
:supply, temporarily or permanently, facilities not subject to such injunction-and net -
infringing any proprietary rights and if the Contractor shall fail to.do so, the Contractor
shall, atits expense, remove all such facilities and refund the-cost theréof to the Authenty-
and othérwise equitably adjust compensation and:take such steps as. mdy be: necessary:to:

ensure compllance by the Authonty with Such injunction, - to the satisfactlon of the.
Authonty _ '

The Contractor shall promptly and fully inform the Dlrector of’; a.ny cimms or dlsputes fOr'

- -infringement or, otherwise, whether existing: or potential, of which it has knowledgc'

" relating to. any Intellectual Property used, developed or licensed. iri ccmnecnon w:th the .

L performance of: the Work or otherw;se in connection with this Contract

If in accordance w1th thls Comract the Contractor furnishes research -development or
consullative sérvices in connection with the performance of the Work and ifin the course
- of such research, de’Velopment or-.consultation patentable or copyrightable subject matter,
" or frade secrets ox other proprietary matter is produced by the Contractor, its officérs,
agents, employees, subcontractors, or suppliers, the Authority-shall have, without.cost or
expense to1it, an irrevocable, non-exclusive, royalty-free ficense io make, have made, and.
_use, elth,er 1tself or by :anyone on its behalf; such subject matter in connection with any
activity now or hereafter engaged in or penmtted by the Authority. Prompily upon
.. request-by the Authority, the Contractor shall furnish or obtain from the appropriate -

person a form of license satisfactory to the Authority, but it is expréssly understood and - ‘-

-agreed that. as between the Contractor and :the Authority the license herein provided-for
“shall neverthcless arise for the benefit of the Authority immediately upon the production
. of saxd subject miatter and shall not await formal; exemplification in a writtén license
. agreement as prowded for above. Such license may be transfetred by the Authonty to its
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successors, immediate or otherwise, in the operations of or ownership of any facility how
or hereafter operated by the Authotity or the Authority but such license shall not be
otherwise transferable.

8. NOT USED

9. Time

The Contractor shall not commence the performance of any work on Authority premises
. until the Contractor has received notice from the Authority that the insurance provided by
the firm in accordance with the clause hereof entitled “Insurance to be Provided by the -
Confractor” is satisfactory, as evidenced by the certificate to be furnished under said
clause.  The Contract term shall not be extended on account of the fime required to -
furnish “the documents referred to above, but the Authority shall give notice to the

“Contractor within five (5) days after receipt of the cert;ﬁcate of insurance as to Whether
or not such insurance is satisfactory. :

The' Comractor s obligations for the performance and completion of all work Lw1th1n the s
time: or times: provided for in this Contract are of the essence of this Contract; “The..

Contractor guarantees that he can and will comp]ete performance under thlS Contract.' '
w1th1n the times herein stipulated. ‘ :

10, Reqmred Serwce Levels and Damages for NomParformance ‘
" The“Contractor’s obligations for the -performance of all work at the service fevels

-specified in this Confract are of the essence. The Contractor guarantees- that he can and
will complete: performance under this Contract at the service levels. stipulated in the
Scope of Work, ‘The Authority may: consider continued failure to mest performance = -
under this Coniract at the levels stipulated as a material breach of this'Coriract, Service
_level monitoriftg and damages assessed- will begin immediately at the end of 4 60-
" calendar day transition period beginning on the date of contract award: Inasmuch as the
damage and loss to the Authority. which will result from the Contractor’s failure to
- perform at these levels will include itéms of loss whose amount Will be iricapable or very

difficult to accurately estimiate, the damages to the Authority for non—perfonnance, will be
' hqmdated as foﬂows , ; :
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% SERVICE: -

SERVICE I

i 1()_1 IDATED
DAMAGES FORNON:
REQRMANCE

“Operational

Availability” for host

services measured
monthly

See Attachment C, Scope of
Work

Resglution of :
workstation service See Attaahmant C, Scope of
valls measured monthly Work
| Patch and updates The Contractor shall apply For critical p'atches, 5% of
maintenance by facility all critical | total monthly payment for
1 security, operating system | system administration for
and database system the affected facility per each
patches within 24 hours of | 24-hour period patch is not
their approval by the Port | installed after the initial 24
Authority. All other hours,
patches, updates and
ngll:; e?ie-‘;}:tshzgaf z)be For non-critical patches, 2%
business days of total monthly payment for
. ' system administration for
*. | the-affected facility per each
|- 24-hour period patch is not -
- |instalied;after the initial 10
business: days .
i Lost or damaged Failure to return or retumn | Fee as set forth in
" faclhty keys | of damaged keysas . .| Attachment C Scope of
| specified in Attachnient C ,Work o
, Scope of Work. B

el Credns for damages ‘shall be applied to the prevsous menthly mvowe for system

admnustratwn services.

Add}tmnai liquidated damages for ncn~performanne is descnhed fuily in Attachment -
.C, Scope of Work. Credits for damages shall be apphed to the prekus monﬁﬂy
invoice for preventive and- correctwe ma:ntenance services, =

. Cempuiahon of on-line avaﬂ&bxhty and resolutlon of calls réfers bpb{}iﬁ!}aﬂy te WOrk‘_' -
' covertd in this C@ntract which is the’ Contractor 8: responsfmhueb o :
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The Coutractor shall not be charged with delay, or ‘assessed Liquidated Damages for
delay or failure, which oceurs for reasons beyond the reasonable control of the
Contractor or subcontractors as determined by the Port Authority.

11. Support Services Payments

On or prior to the fifth (5™) day of each calendar month during the term of this Contract
including the calendar month immediately following the expiration or termination of this
Contract, the Contractor shall submit monthly invoices for the performance of services in
the prior month accompanied by a complete itemization thereof and such records and
other information that the Director shall require. The Contractor’s invoices for payment

shall bear the Contractor’s Federal Identification Number., The Contractor shall submit
all mvomes to the followmg : :

George Washington Bridge
Physical Plant Manager
220 Bridge Plaza South

Forth Lee, N.J. 07024

Holland Tunnel
Physxcal Plant Manager
13" & Provost Streets
Jersey City N.J. 07310

Lincoln Tunnel
. Physical Plant Manager
- -/500 Boulevarg East
Wee‘hawken, I\T.»J". 07087 -

Staten ,Island Te].eport
Contract Manager
;220 Bridge Plaza South
“ Fort Lee; N 3. 07024

The Contractor shall breakout per facxhty (GWB HT and LT) separately the amount due

. for all equipment provided and services performcd in the prewous month usmg the pru;e
' brcakdown set forth in; Cost Proposal o

- 'The Port Authomy shall, at the recelpt of (‘cmtractor invoice and upon certlﬁcatxon te thc-
“Port Authority and the Contractor by the Dirgctor (aﬁer receipt from the Contractor of =~ -
~ * such; additional information as the Director -may require including certificiation of
. payment of mandated wages and benefits), pay lo the Contractor by check pay:munts :
. within 30 days aﬁer certification of the Contractor’s mvowes by thc Director.




The Contractor shall not perform extra work or any additional services without prior
wmten approval from the Facility Manager and/or Contract Manager.

The Contrector shall fumish to the Contractor Manager a quarterly report detailing ‘all
invoices submitted in that quarter. At a minimum, the report should include, invoice

numbet, payment by type (i.e., monthly lump sum, extra work, etc.,). The report shall be .
submitted to: '

George Washingtlon Bridge
Contract Manager

| 220 Bridge Plaza South
Fort Lee, N.J. 07024

12, Extra Work

Except as specifically hereinafier provxded in this numbered clause, the Centractor shall
1mmedmtely make ‘such ohanges in.or additions to the products and services hereunder
“and supply such additional service as the Authority may direct (“Extra Work™). If such

changes or additions are without fault on his part, or on the part of others performing.on *
behalf of the Contractor whether or not in privity of contract with the Contractor, and if
. solely as n result thereof;, the Contractor incurs additional costs in the performance of his
obhgatlons hereunder, the Contractor may request compensation for such changes or
additions in addition to the compensanon provided for clsewhere herein. - Agresment by
" the Port Authority, if such is forthcoming, shall be in writing. - The eXecution of the
aforementioned written agreement: shall be-a condition precedent to:payment of :any -
additional compensation for changes or. additions. . Accordingly, if thé:Authority directs
the Contractor:to make any change in or addition 10 services which entitle him fo.
compiensation in-addition to that provided for elsewhere herein; he shall tiot proceed with”
such changes or additions prior to execution of the. aforementioned writlen agreernent:
'except ag set forth in ciause hereof’ entxtled “Compensatmn for Extra Work” : '

If,as a result of any changes in or addmans to the products or. scrvweﬁ “the: huthomty ;
- directs the Contracier to make, the costs of: perfonnance of his obligations hereunder ure
decreased, the parties. shall agree-to make' such:adjustments by way ‘of: reduction in the

) compensation provided for elsewhere herein as'they'may deem equitablé and reasonuble
- and, in making such ad]ustrnents no allowance shall be made for antlcxpated pmﬁts

- The Dircctor shall have the authenty to order Extra Work up to an amount eyual to six

- percent (6%) of the total estimated Contract price unless the Contractor-is advised of a

- greater authorization in a letter signed by the Authority’s Director of Procurement.

+ Nothing herein shall be construed 2§ a presentanon that any chauges or addmons will be ..
ordered :

13 Compensation Fer Extra Werk

The Dlreetor and t:he Cuntractor may agre,e, in wntmg, on lump sum ar ether:
‘compensatmn for Extra Work. 'Inthe’ event thét-:no such -dgreement “is teached

compensatlon shali be increased by the sum -of' the followmg amounts and such amountsf:-' :
only . .
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A. the actual cost in money of the labor (including premiums for workers’ compensation’
insurance, taxes, vacation allowances and union dues and assessments required 1o be

paid by the employer on the basis of such iaber costs) and material Tequired for such
exira work.

B. ten (10%) of the amount under (8) above,

C. in addition to the foregoing, if the extra work is perforrned" by a subcontractor, five
percent (5%) of the amounts under (a) and (b) above. No extra work shall be
performed by a subcontractor without the prior written approval of the Dlrectc}r

D. The Contractor shall be reimbursed for his actual costs of equxpment rental 1f :
approved by the Contract Manager .

14 Extra Work Procedures

Whenever any Extra Work is 9erformed by the Contracior on a basis othe‘ than ona
lump sum basis, the Contractor shall, .as a condition precedent to-payment. for such work,
furnish to the Director or his authorized representative. at the end 6f each day daily time
slips'showing (a) the name ‘and employee number of each person erfiployed thereon, and -
the number of bours in-each day ‘during which they performed Extra Work; and (b) a .
description of the nature of the work performed and a list of material and- equipment used. -
~Ttem {b). shall ‘be supplemented by the Contractor at a later date with ‘a.statement =
mdxcatmg from whorn materials. or materials were purchased and the amount paid-

therefor. Such daily time shps are for the purpose ‘of enabling- the: Dircetor -or his .

authorized representatives to determme the accuracy of the amotmts clauned by the =
Contractor "

15, Perfarmance of Extra Work

~The provisions of this Cemtract relatmg generally to the Work. shall apply wuhout

exceptmn to any Bxtra Work requited and to the performance thereof. ‘Moreover,. tha?-{ Lo
* provisions of the Contract rélating generally to the'Work and its perfcrmance shall also =~
appiy to any Extra Work requlred and to the performance thereof, “eXxcept to the-extent. o
‘that-a-written order in connection with ariy partlcular Item of Extra Work may cxprcssly' T

‘ pravsde otherwxse
: t'16 Fma] Payment

_ Aﬁer ‘satisfactory compfetlon of ail services required hereunder, ané upon receipt from' o

© | the' Coniractor of such information as may be. required, the Director shall cernfy m,

- wnnng to the Contractor the total compensatnon earned by the Contractor.

‘. ',Ef 50, requared, the Cantractor shail thereupon furnish to the Authority a detailed sworn

. -statement of all ¢laims, Just and unjust; of subcontractors, inaterialmen and other third
persons then oatstandmg ‘which he has reason to believe may thercafter be made on

i L-accﬂunt of the services provuied under this Agreement




Within thirty days (30) after issuance of such certificate of total compensation earned (or
within thirty days (30) after receipt of the documents provided for in the immediately
preceding paragraph, .if required and if such date is later), the Port Authority shall pay to
the Contractor by chieck the amount stated in said certificate, less all other payments and
advances whatsoever to or for the account of the Contractor. All prior estimates and

payments shall be subject to correction in this payment, which is throughout this
- Agreement called the Final Payment.

The acceptance by the Contractor, or by anyone claiming by or through him, of the Final
Payment shall be and shall operate as a release to the Authority of all claims and of all

liability to the Contractor for all things done or furnished in connection with this contract
and for every act’ and neglect of the Authority and others relating to or arising out of the -

this contract, including claims 4rising out of breach of the contract and clalms based on
clalms 0f third persons.

The Contractors agreement as provided in the immediately preceding paragraph shell be
deemed to be based upon the consideration forming part of this Contract. as a-whole and
" not -to be gratvitous; but in any event even if deemed gzatmtous and without

consideration, such agreement as provided in the- immediately precedmg paragraph shall
nevertheless be effective. Such release shall include all claims, whether or not in
' hngatmn and even though still under consideration by the Authority. Such release ghall
- be effective notwithstanding any purported reservation of right by the- Contractor io

- -pteserve-such- claim. The acceptance of any chcck-designated as "Findl Payment” or -
* bearing any similar designation shall be conclusively presumed to demonstrate the intent

.- of the: Contractor that such payment was intended to be accepted as final, with the

- comsequences provided in this numbered clause, notwithstanding . any purported
"'rescrvanon of nghts

‘The Lontractmr agrees, t‘tiat he Shal] not be entitled -to, and hmby:WQIVG any right hé y
might otherwise have to,-and shall not seek any juégment whether under this Contract or
otherwise for any such Final ‘Payment or for an amount equivalent. thereto or baseld

thercon, or for ay part thereof, if suth judgment would have the effect of varying, setting e '_
aside, chqrcgardmg or: makmg inapplicable the terms of this humbered claiise or havethe =

effect in any Wway of gntitling the Ccntractor {0 accept. sich Final Payment or.an amount -
equivalent.thereto or based thereon or any part thereof” other than in the semé fashion asa

‘yoluntary acceptance of & Final Payment subject to all the' terms of this’ Contrict
including this numbered clause, uniess and uritil the Contractor should dbtain a judgment .

.= om any claim. arising out of or in connection with this Contract (incliding - claim bascd :

. on breach of contract)-for an amount not included in said Final Payment.. Interest on any
. late payment under this: Comract shall be at 6% per anntm,.

. Termanatwn of Agreement

. The Authonty may at any ume ‘for cause terrnmate thlS Agreement or- uny pomon of the

. Agreement as-lo any services not yet rendered, and may tenmnate this Agreement or ady - -

. portion thereof without cause upon thirty (30) days- notice to the Contractor. Contractor. ..
.shaI! have mo right of termination 3s to any services under thiy Ag‘eement without just

" calge. Termination by either party shall be by certified letter addressed to the other at its

:aédIESS herein aﬁer st ferth Should this Agreement be tenmnatcd by either party as - E
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above. prowded you shall receive no compensataon for any services not yet performed
but if termination is without fault on your part, the Authority shall pay you as the full
compensation to which you shall be entitled in connection with this Agreement for the
services satisfactorily petformed through the date of termination an amount which the
"Director determines represents the portion of Pricing Sheet and Extra Work
compensation equivalent to the work satisfactorily performed less any payments
previously advanced. No allowance shall be made for anticipated profits. If the
Authority terminates this contract for its own convenience the Authotity shall
compensate the Contractor in the amount of its non-cancellable obligations.

~ 18. Withholding of Paymeants

If (1) the Contractor fails to perform any of his obligations under this Contract or any
other agreement between the Authority and the Contractor (including his obligation to the
Authority to pay any claim lawfully made against him by any materialman, subcontractor
or workman or other person which arises out of or in connection with the perfonnmce of
this Contract or.any other agreement with the Authority) or (2) any claim (just or-unjust) - .
which ‘ariges out of or in connection with this Contract or any-other agreement between
the Autherity and the Contractor is made against the Authority or (3) any subcontrictor .5
under this Contract or any other apreement between the Authority and the Contractor. -~
. fails fo pay any claims lawfully made against him by any materialman, subcontrdctor,
wotkian or other third person which: arises out of on in connection with this Contract or
- anly other agreement between the Authority and the:Contractor or ifin: the opinion ofthe . -~
Authority-any of the aforesaid contingencies is likely to arise, then the Authority shali -~ -
have the right, in its: discretion, to withhold out of any payment. (final or otherwise and = -
even though such payment has alreadyibeen certified as due) such sums-as the Adthonty c
may deem ample to protect it against delay orloss or to assure the. payment of j just claims - -
- of third psrsons, and to apply-such suris in such manner as:the Port. Authority may deem:
- proper to protect it against deldy:or loss or to satisfy such. claims, ANl sums so apphed' o
_ ghall be deducted from the Contractor‘s comjrensation. ' ‘Omission by the Authority 1o
* “withhold out of any -paynient, “final or otherwise, a ‘sum ‘for any of the above
- contingencies, even though such contmgéncy has octurred at the time of such payment,
shall not be deemed to indicate that the Authority does not intend to exercise its right
. with respect to such contingency. - Neither. the above provisions for nghts of -the
Authonty to. withhold and apply monies not any exercise or attempted exercisc:of, or
- omission to-exercise, such rights by the Authority shall create any: obhgauon of any kind
Cte sach matenal 1an, subcontractors, workman or m;her ihu‘d persons

Untli actual payment to the Contractor, hls/her nght to any amount 10 be paid under this
‘Coniract (even though such amount has already been -certified 85 due) shall be
~ subordinate to the nghts of the Authority under thls clause S

In the event payments are wrongﬁ;liy Mthheid mterest shall be pazd m the amount of 6%
’psr annum - : _ DA

-19 Contractor I’ersonnel Stﬂndmds of Performance o

: 'Thc Contractor shall furnish sufﬁcmntly tramed management, supervlsory, and opeérating
- .pcrsonnel to perfﬁrm the servxces reqmrcd of the. Conl;ractor under ﬂus Contract If, in
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the opinion of the Director, any of the' Contractor’s persormel are not satisfactory in the
performance of services to be furnished hersunder, the Confractor shall remove such
personnel and replace them with personnel satlsfactory to the Director.

At the time the Contractor is carrying out its field operations there may be ofher persons
working in the vicinity. The Contractor shall so conduct its operations as to work in
harmony and not endanger, interfere with or delay the operations of others, all to the best
interests of the Authority and others and as may be directed by the Director.

20, Harmony

A The Contractor.shall not employ any persons or use any labor, or use or have any
equipment, or permit any condition to exist which shall or may cause or be conducive to
any labor complaints, troubles, disputes or controversies at the Facility which interfere or
are likely to interfere with the operation of the Port Authority or with the operations of

lessecs; licensees or other users of the Facﬂlty ot w1th the crperatmns of the Contractor
tmder this Contract. -

’I‘he Contractor shall immediately give notice to the Port Authority (to be followed by
written” notices and reports) of any and all impending or existing labor complaints, -
" troubles, -disputes or controversies and the progress thereof, The Contractor shall use its
“best efforts to resolve any such complaint, trouble, dispute or controversy. .If any type of
strike, boycott picketing, work stoppage, slowdown or other. labor activity is. directed
- against the: Contractor at the Facility or against any operations of the Contractor nnder -
- this Contract, whether or not caused by the employees of the Contractor, and if any’ of the
foregoing, in the opinion of the Port Authority, results or . is hkely to result in any
“curtailment or diminution of the services to be performed hereunder or to. interfere. with
oriaffect the operations. of the Port Authority, or 10 interfere with or affect the operations
. of lessees, licensees, or other usets of the Facility.or in thé’evert of any other cessation or

sthppage of operations by the Contractor hereunder for any reason whatsogver, the’ “Port
_ Authomy shall have the right at any time during the continuance thereof 1o suspend the
“operations of the Contractor under this: Contract, and during the period of the suspensmﬂ
“the Contragtor shatl not perform its services hereunder-and. -the, Port Authonty shall-have
the right during. said period to itself or by any. third. Person or/persons selected by it fo
“perform said ‘services:-of-the Contractor using the equipment which is used by the
~ Contrdctor in its operations hereunder as the: Port Authonty deems necessary and without -
cost to the Port. Authonty Durmg such time of suspengion, the- Contractor: shall not be
“entitled to any comipensation, ~ Any flat fees,. including management fees, shall -be
“prorated,  Prior o' the exercise of such fight by the Port Authonty, it shall give the
Contractor notice thereof, which notice may be oral; No exem;lse by the Port Authonty'
“of the rights granted to it in the above subparagraph;shall: ‘be-orbe-déemed to be a waiver
of any rights of termination or revocation contained in ‘this Coniract or a waiver of any

rights or remedies. whxc’n may be available 1o the Port Authonty ﬁndcr thzs Contract cr
othermée , . :

B. Dunng the txrnc that the Contractor is perf‘ormmg the conh'act other perscns may be
engaged in other oparatlons on. or abaut the WOrkmte lncludmg Faclhty operations, -
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pedestnan bus and vehicular traffic and Sther Contractors performing at the worksate, all
of whrch shall remain uninierrupted,

The Contractor shall so plan and conduct his operations as to work in harmony with
others engaged at the site and hot to delay, endanger or interfere with the operation of
others (whether or not specifically mentioned above), all to the best interests of the Port

Authority and the public as may be directed by the Port Authority.

21. High Security Areas

A. Services under the Contract may be required in high security areas, as the ',s&m_e may
be designated by the Manager from time to titne. The Port Authority shall require the
observance of certain security procedures with respect to the high security areas, which
may include the escort to, at, and/or from said high security areas by security pemonnel
desighated. by the Contractor or any subcontractor’s personnel required to work herem.

B. Twenty-four hours prior to !he proposed perfortance of any work in high- secunty, :
area, the Contractor shall notify the Facility Manager and/or Contract Manager. The

Contractor shall conform to the procedures as may be established by the Facility and/or -
Contract: Manager from time to time and at ahy time for actess to high security areas.and
the-escorting of ‘personnel hereunder. * Prior to the start of work, ‘the - Contractor :shall -
request a_description from the Facility Manager and /or Contract Manager of the high

security areas, which will be in effect on the commencement date. The description of -
high ‘security -areas may. be changed - from time to.time and at any time by the Faoﬂlty '
Manager and/or Contract Manager during the term of the Contract '

22 Notiﬁcation of Secunty Requlrements

-]n case. of conflict, the requtrements set forth in. the Proposal Submissmn Reqmremcnts_ '
-.and Scope. of‘ Work shall take prccedence over the: Secunty requtrernents m this section. . -

: The Port Authonty optﬁrates facilities and systems, at whnch terronsm or ‘other criminal -
-acts may have a 31gn1ﬁcant impact on life safety and key mfrasu'uctums “The Authiority -
reserves the right to impose multiple layers of security requirements on ‘the perf‘onnance
of the Contract Work, including on the Contractor, its staff.ant. subcontractors and their
staffs’'depending Upon the level of scourity required, as determined by the Authority. The -
Contragtor shall and shall instruct its subcontractors to-cooperate with :Authority staff"in-

adopting security requirements. Thesc secunty requlrements may include but may notbe -
limited to the followmg , | '

k. Identlty Checks and Background Screenmg

Conh‘actorlsubcontracwr 1dent1ty checks and - background- screenmg shal} mciudc but .
“shall ‘not be limited-to: (1) inspection of not less than two. forms of -valid/current S
_ govériment issued.identification (st Iéast one having -an official photograph} 40 -verify

- staff"s name aitd Tesidence; (2) scfeeting of federal, state, and/or local crimingl justice .
- agéncy-information ‘databases and files; (3) screening of any terrorist 1dentiﬁcat10n files; ..
_(4) multl-year check of personal employment andfor credlt h]story, (5) aceess B
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identification to include some form of bzometnc security methodology such as
fingerprint, facial or iris scanning.

The Contractor may be required to have its staff, and any subcontractor’s staff, authorize
the Authority or its designee to perform background checks. Such authorization shall be
in a form acceptable to the Authority. If the Authority directs the Contractor to have
identity checks and background screening performed by a particular firm designated by

the Authority, the Authority will compensate the Contractor for the cost of such screening
on & net cost basis,

ii. Issnance of Photoe Identification cards

If the Authority requires facility-specific identification cards for the Contractor’s and
subcontractors’ staff, the Authority will supply one card per staff member of such

identification cards 4t no cost to the Contractor. Copies of the 1dent1ﬁcatlon card will be
issued at a;cost of $25. 00 gach.

m.Access Control Inspectlon, and Monitoring by Security Guards

The Authority will provide for facility access control, ingpection’ and m{}mtoring by
Authority retained security guards. Should the. Authority require the Contractor to hire
“security guards for the purpose of facility access contro! and inspection in lien of or in
.addition to the Authority retained -facility security. guards, the Confractor will be
‘reimbursed for the cost of such security guards pursuant to the:Extra Work provisions of
the Contract. However, this provision shall not zelieve the Contractor: ofits responmbxhty
to'secure :ts eqmpmcnt and work at the facility at’ its own expense

. 'I‘he Auihanty may impose, incresse, and/or upgrade secumy reqmrements for the
Contractor, subcontractors and their staffs during the term of this Cantraci to address
changmg sec\lrity condltmns and/or new govemmental regulatwns

23, Insurance Procured By The Contractor

: The Centractor shali take out, mamtam, and pay the prammms o Cemmcrmal Gencral
\ Lmbrhty Insurance, mcludmg but not limited to premises-operations, products-completed .
"operations; and indepondent. contractors coverage, ‘with contractual llabihty language.

" covering the.obligations assumed by the Contractor under this Contract and, if vehicles - - 

~ ‘are {0 be used to.carry out-the perfonnance of this Contract, then the Contractor shall also

take out, maintain, and pay the- premiums on Automaobile Liability Insurance covemng B

-owned non-owned, and hlred autos in the fol]owmg minimun - limits:

‘Commerclai General L;abihi ' surance - $3 nnllmn combim.d smgle laxmt per'_
eccumca for bodﬂy m}ury and property damagc hablllly :

-".;Autom"blle Lisbilify Insurance - $§3 mﬂhon combmed sm;,lc hmn per accldent for
: bodﬂy mJUIy and property damage ha‘bmty ‘ : . A
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In addition, the liability policy (ies) shall name The Port Authority of NY and NI as’
additional insured, including but not limited to premise-operations, producis-completed -
operations on the Commercial General Liability Policy. Moreover, the Commercial
General Liability Policy shall not contain any provisions for exclusions from liability
other than provisions for exclusion from liability forming patt of the most up fo date ISO
form or its equivalent unendorsed Commercial General Liability Policy. The liability
policy (ies) and certificate of insurance shall contain cross-liability language providing
severability of interests so that coverage will respond as if separate policies were in force
for each insured. These insurance requirements shall be in effect for the duration of the
contract to include any warranteef guarantee period.

The certificate of insurance and hablhty policy (1es) must contain the followmg |
‘ endorscm&nt for the above liability coverages: : - -

“The msurer(s) shall not, without obtaining the express advance written permission
Jrom the General Counsel of the Port Authority, raise any défense involving in any way
the jurisdiction of the Tribunal over the person of the Port Authority, the immunity of
the Port Authority, its Commissioners, officers, agents or employees, the governmenial

nature of the Port Authority, or the prawswns of any statutes resPecrtmg sm’ts against -
the PartAuthonty ” . : ‘

“The Contractor shall also take out, maintain, and pay premmms on Worke;s |

Compensation Insurance in accordance with the requirements of law iin the state(s) where
work will take place, and Employer 8 Llablllty Insurance w1th ]nnzts of not 1ess than $1
millioh mch accident, '

Each‘ pohcy above shall contain a provision that the policy may not be canceled, -
terminated, or modified without thirty. (30) days’ prior wiitten notice o the Port
Authority of NY and:NJ, Att: Facility Contract Administrator, at the locatmn where the |

work will take place and {o the General Manager, Rask Management ; ‘

The Port Authonty may at any time during the term of this. agreament change or modlfy .
the limits and coverages of insurance. Should the modification or change results'in-an.”
additional premium, The General Manager, Rxsk Management fer the Port Authonty may :
consider such cost as an out-of poaket expense ' :

Within five (5) days aﬁer the award of this: agreement OF- contract and priorto the start of
work; the -Contractor ‘must ‘submit an original cettificate of insurange, to the Port
Authonty of NY and NJ Fat’:‘ii:ty Contract Adrmmstrator, at thc iocatwn wherg, the work

991_1 — . ;
Manager Risk Management must approve the certificate(s) of insurance before any work
can'begin. Upon request by-the Port ‘Authority, the Contractor shalt furnish'tc thé General
Manuger, Risk Management, a certified copy of each pahcy, mcludmg the prmmmns

b pnor 10 the ‘start.of work: 'I'He General |

1f at uny time the above liability i insurance should be canceled; termmated or modified 50
that the insurance is not in effect as“above required, then, if the Manager ‘shall so- direct

the Contractor: shall suspend performiance of the contract at the premiscs, If tha contract -
1s SO suspendcd, 10 extensmn of time shali be due ort aecount thercof 1f the contract is
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not suspended (whether or not because of omission of the Manager to order saspénsion),
then the Authority may, at its apllon, obtain insurance affording coverage equal to the

above rcquu*ed the cost of such insurance to be payable by the Contractor to the Port
Authority."

Renewal certificates of insurance or policies shall be delivered to the Facility Contractor
Administrator, Port Authority at least fifteen (15) days prior to the expiration date of each
gxpiring policy. The General Manager, Risk Management must approve the renewal
certificate(s) of insurance before work can resume on the facility. If at any fime any of
the certificates or policies shall become unsatisfactory to the Port Authority, the
Contractor shall promptly obtain a new and satisfactory certificate and policy.

The requirements for insurance procured by the Contractor shall not in any way be
coustrued:as a limitation on the nature or extent of the contractual obligations assumed by
the Contractor under this contract. The insurance requirements are not a represéntation by
the Authority as to the adequacy of the insurance to protect the Confractor against the
obligations imposed on them by law or by this or any other Contract (CITS # 2887N).

24. Assngnments and Subcontracts

Any assignment or other transfer by the Contractor of this Contract or any part hereof or’
of any of his rights hereunder or of any monies.due or o become du¢ hereunder and any

delegation of any of his.duties hereunder without the express written consdnt of the

Ditector: shall be veid-and of no effect as to the Althority, prov1dcd ‘however, that the’
Contractgr may-subcontract portions of the Work to such persons as: the Director; may, .

from time to time; expressly approve in writing, For each ‘individual, partnership or
comorahon proposed by the Contractor 2s a subcontractor, the: Contractor shall submit to
the #Authority a. certification or, if a certification cannot be made, 4 statement by sueh

. persom,” ‘partnership or corporation to the same effect .as the -ceitification or statement

‘required from thie Contractor pursuant: to the glauses of the “Integrity™ Section entitled

. MCentification ‘of No :Investigation ]ndlctment Convmtwn, charment Suspenslon S
. Disqualification. and. Disclosure of Other Iaformation and “Non—Cﬁlhxswe Bxdd:ng a‘nd.'.“-

Code of Ethics Cemﬁcatlon, Certification of No Sohmtatlon Based on Commissien, - -

Percentage, Prokerage Cont&ng&nt or-Other Fee". All farther. ‘sitbeontracting by any,

- subcontractor shall also be suh}ect 1o such approval of the Director. "

No consent to any assxgpment or other transfer and no approval of any subcontrantor S
-shall under any citcumstances operate to relieve the Contractor of any of his obligations;
no subcontraet, no approval ¢fany sibcontractor and 1o act or omissien of the Authority -

or the ‘Director shall ¢reate any rights in favor of sich subcontractor and agaihst the

Azzthoniy, and as between the Authonty and the’ Contractor all dss.lgnecs, subcontractors,
and other transferees shall for all: purposes be deemed fo be agents of the Comtractor.
Moreover, all subcontractors und all spprovals of subcontractors, regaridless of their form,
shall be déemed to be conditioned upon performance by the subpontracior in gccordance

-with ‘this Contract; and if any subcontractor shall fail to perform the Contract to the,

satisfaction, of the Director, the Dircctor shall have the absoluté right to rescind his

- approval. forthwith and to require the performance of the Coniract by the Contractor

- "-perso nally or ﬂ-n-ough other approved suboontractors

4

O




25.'Cjértain Contractor"sWarranties
The Contractor represents and warrants:

A. That he is financially responisible and experienced in, and competent to perform this
Contract; that no representation, promise or staternent, oral or in writing, has induced him
10 submit his Proposal, saving only those contained in the papers expressly made part of -
-this Contract; that the facts stated or shown in any papers submitted or referred to in -
connection with his Proposal are true; and, if the Contractor be a corporanon, that it 1s
authorized to perform this Contract;

B. ’I‘hat he has carefully examined and analyzed the provisions and requirements of this.
Contract, that from his own investigations he has satisfied himself as to the nature of all
‘things needed for the performance of this Contract, the genetal and local conditions and
-all-other matters which in any way affect this Contract or its perfomance and that the
-time available to him for such exammatlon, analyms, mspectlon a;nd mvast;gatlons was’
adequafe :

€. That the Contract is feasible of perfonnance in accordance with all its provxswns and
. Tequirements and that he can and will perform it in striet accnrdance with such provnsrcns'
and reqmrements, - .

LD, That no Commissioner, officer, agcnt or employee of the Authonty is personally
mterested dlrectly orindirectly in thig Contract-or the compensatmn to be paxd hereunder, T

. E. That, except only for those representations, statements or prom;scs expressiy )
- gontained in this Contract, no Tepresentation, statérment or promise, Loral or in writing, of © -
- 'any'kind whatsoever by the Authority, its Cemmmsxeners, officers: agents: émployees or
- consultants has induced the Contractor-to-enteririto this Contract or has been relied upon -
" by the- Céniractor, including any Wwith reference to: (1)the ‘meaning, correctness, o
‘ '-,_smtabﬂlty o1 completeness ‘'of any provisions;or requiréments of this Contract; 2y the - . -+
- “fiature, existence or location of materials, strisctures, .obsgiruciions, utilities or conditions,
1 R - which may be encountered at'the installation sitesy (3) ‘the nature, quantity, quality or size
. .- bf the materials, ‘equipment, ‘Jabor-and other ficilities needed for the performance of this
- Couitract;-(4) the general or local donditions whichmay in any way affect this Contract or
_its perfonnance (5) the price of the Contract;-or (6) gny other matiers, whether similar to
. or different from those referred to in (1) *thmugh (5) immediatcly above, affecting or
: havm}, any cofriection With this Contract, the. biddmg thercon, atty discussions thercof,
the performance: thes':ccf or those etnp}oyed ﬂlarem or connecked or concerned therewith.

P ——

" F. That, notw:thstandmg any reqmraments ei‘ this Coritfacl any inspcction or approval of
" the Contractor’s servi¢es by the Authority, or the existence of any patent or-trade name,
the Contractor nevértheless warrants and réprescits that the services and.any intellectual
property supplied o the Authority hereunder shall be of the best quality and shill be fully
it for the purpose for which they are to be used. The Contractor unconditionally

~ guaraniees against défects or failures of dny kind, including defects or failures.in design,
* workmanship. anid materials, .excepting solely defects or failures which the Comtractor
... demonstrates to the satisfaction of the Authority liave arisen solely. from. dccident, abusc
~ or fault-of the Authority ocourring after issuance of Final Payment hereunder and not due
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to fault on the Contractor’s part. In the event of defects or failures in said services, or any
part thereof, then upon receipt of notice thereof from the Auihority, the Contractor shall
correct such defects or failures as may be necessary or desirable, in the sole epnnon of
the Authority, to comply with the above guaranty.

Moreover, the Contractor accepts the conditions at the sites of work as they may
eventually be found to exist and warrants and represents that he can and will perform the
Contract under such conditions and that all materials, equipment, labor and other
facilities required because of any unforeseen conditions (physical or otherwise) shall be

wholly at his own cost and €XPEnse, anythmg in this Contract to the contrary
notwﬁhstandmg

Nothmg in"the Scope of Work or any other part of the Contract is intended as or shall
constitute 4-representation by the Authority as fo the feasibility of performance of this -
‘Coutract or any part thereof, Moreover, the Authcnty does not wartant or represent
either by issuance of the Scope of Work or by any provision of this Contract as 1o time
for performance or completion or otherwise that the Contract: may be perfermed or
completed. by the times required herelﬁ or by any othez' tamcs

~The Contractor further represents: and warrants that he Was given ample. opportunity and
. time and by means of this.paragraph. was requested by the Authotity to review thoroughly
all documents forming this Contract prior to execution of this Contract in order that he
mxght request inclusion in this Contract of any statement, representation, proimise, or
provision which he desired or on which he wished to place reliance; that he did so review
‘'said documnents; that either every such statement, representation, profmise or provision has = .
been. mciuded in this Contract or. else, if omitted, that he expressly relinquishes the .-

- - ;benefit of-any such omitted statement, representation, promise or: provxsmn and is willing

“to perform this Cottract without clazmmg rehance thereon ot makzng any other claun on
' account of such omission. wo

- The Contractor: fnrther recognizes that the provrsm-ns of this clause (though not oniy such
‘7 'prov;swnb) are. essential to-the: Authority’s consent to enter into this Contract and that
: wﬂhout snch prevzs:ons, thc Authomy would not have entered into. thls Contract ‘

16, mgms and Remedies ol‘ The Authonty

) :The Authonty shall have the followmg nghts n the event the D:recfor shall deem. the '
'Gentractor guilty of a breach of any term whatsoever of this csntract o

".a') -The nght to.take over and complete the Work or any part thereof as. agent for ami at’
. theexpense of the Contractor, either directly or through other Coritractors;
“b) The right to cancel this Contract as to any or all of the Work yet to be pcrfonned

¢) The right to spcmﬁc performance, an. m_}unctxon or any other appropnate eqmtable
' ‘remedy, ' . . '

d) The nght to monetary damages

For the purgose of th;s Contract, breach shall include but not be hmlted to the fallowmg,x
whether ‘or not the time has. yet arrived for performance of. an-obligation under this
Contract g stalement by the Contracwr to any reprmentatwe of the Authonty mdxcatmg__, -

44




that he cannot or will not perform any one or more of his obligations under this Contract;
any act or omission of the Contractor or any other occurrence which makes it improbable
at the time that he will be able to perform any one or more of his obligations under this
Contract; any suspension of or failure to proceed with any part of the Work by the
Contractor which makes it improbable at the time that he will be able to perform auy one
or more of his obligations under this Contract; any false certification at any time by the
Contractor as to any materizl item certified pursuant to the clauses hereof . entitled
“Certification of No Investigation (Criminal or Civil Anti-Trust), Indictment, Conviction,
Debarment, Suspension, Disqualification and Disclosure of Other Required Information”
and “Non-Collusive Bidding and Code of Ethics Certification; Certification of No
Solicitation Based on Comtnission, Percentage, Brokerage, Contingent or Other Fee”, or -
the willful or fraudulent submission of any signed statement pursuant to such clauses
which is false in any material respect; or the Contracior’s incomplete or inaccurate
-representation of its status w1th respect to the 01rcumstances prov:ded for in. such clauses.

The: enumeranon in this nambered clause or eiwwhere in this Contract of spaczﬁc nghts
-and remedies -of The Authority shall not be deemed to limit any other rights or remedies

which The Authority would have in the absence of such enumeration; and ho: exercise by
The Authonty of any right or remedy shall operate as a waiver of any other of its rights or

remedies not mconsmtent therewith or to stop it from exercxsmg suc;h other r:ghts or
remedies. : -

‘Ng;ither the acceptanca of the work or any part thercof nor any payment tharefor, nor any
“order’or.certificate issued undér this Agreement or otherw&se issued: by the Authority, or

any. ol'ﬁeer, agema or employee of the Authority, nor any permission- or direction to .
contiritis with the performance or work, nor any performance by the:Authority:6f'any of - -
the Contractor's:duties or obligations, nor any aid provided to the ‘Contractor. by the ~. .
Authonty in ‘his pex‘formancc of siich dities or: abhgafmns, nor any other thmg done or .

~ omitted to ‘be done by the Authotity, its Commzsszoncrs, officers; agents or employges
~ 'shall be-desined to be-a waiver of any. provision' of this agrecment or ‘of any rights or-
. 'rernedlefs to-which the' Authority mdy be entitied:because of gny bréach hereof, excepnng
only a resolution of its ‘Commissioners, prowdmg expressly . for such waiveri’ No
cancellation, rescission -or ainulment hereof, in whole or as to any part of the work,

- because of dny breach: hereof, shall be déented a waiver of any money dd:mages to-which

the Authority may be entitled because of ‘such-bteach.: Moreover, no waiver by the

- Authority of any breach of this Agreemem shall be deemed to be a waiver of any: other or '
- any subsequent breach -

) 27. Rights and Remedies Of ’I‘he Contractor

- Inasmuch as the Contractor ca.n, be adequateiy compcnsated by money damages for any"

L _breach of  this Contract which may be committed by the ‘Authority, the Contractor- .

expressiy agrees that no default, act or omission of the Authonty shall constitute a

material breach of this. ‘Contract, entitling hifm- to cancel .or rescind it or (unless the

-D;rector shall se dlrect) to suspend or aban{ion perl‘ormanca

: ~_j28. Tax Exemptwas,-.Dutxes and Imposts




Sales to the Authority, as the governmental instramentality of the States of New York
and New Jersey, are exempt from taxation, either state or municipal, in those two states,
and also from Federal taxation, including excise taxes, Certificate of Registry for tax-
. free transactions under Chapter 32 of the Internal Revenue Code is No. 13-730079K.
The Contractor should retain a copy of this Contract to substantiate the exempt sale. The
Contractor shall pay all duties and imposts, if any, on the importation of any materials,

_The Authorty is an organization exempt from the New Jersey State Sales and Use Tax
Act, and the New York State and New York City Sales and Compensating Use Tax Act.
- In view of the foregoing, the Contractor should not inctude in his prices any amounts for

New Jersey, New York State or New Ysrk City sales and use taxes on materials supplies
and services.

If (I).any cialm is made against the Contractor by New Jersey, . New York State or New
York City for such sales or compensating use taxes, or (II) any claim is made. against the
Contractor by a materialmen or subcontractor on account of a claim -against such

materialman.or subcontractor by exther State or the City for such sales.or compensating

: usc taxes, then the Authority will reimburse the Contractor in an-amount equal o the

amount of such tax required to- be paid in accordance with the' reqmrements of law,
: prowded that:

"A the Contractor, or the Cmtractor and any such suhcontractar, as the case may be
have complied with such rules and regulations as may have been promulgated relating
~ 1o the claiming of the exemption from such taxes and have filed ali forms ‘and

certificates reqmred by the apphcabie laws, rules. and rcgulailons in cozmectmn
therew1th and - :

B. the Authority is- afforded the. opportumty before any payment Qf tax is- m&dq, to
~ contest said claim in the manner and to the extent that the Authority may choose and
to settle-or satisfy. said claim, -and such - attorngy ‘as the Authority*may desxgn&te is
authonzeé to: act fer the pugpose of cantesttng, se.ttlmg and satisfying sald clalm and

G ;the Contractor or the Comractor and any such subcofitractor, :as the case may be,
. shill give mlmediate notice to the Authority and:its designated atterney in-contesting
- gaid cldim: and furnish'promptly to the Authority and said attorney all information and
documents necessary to contest such claim which items shall be preserv cd for six (6)

L " years :fter the date. of Final Payment or langer if sueh a cIa}m is pendmg or
i threatened al {he: end of such six (6) years. y

N If the Authonty eleots to contcst any such claam, 1t wﬂl bear the: expsnse ef such centest

| 29 Title to Equipment

B Tlﬂe to ali eqmpment to be furmshed hereunder by the Contra,ctor shall be transfcrred to
the Authonty upon its dehvery to the mstallauen mte

. The Contractor shall furmsh such bﬂls of sale and afﬁdavxts of title as the Authoﬁty shall :
='rcasonably request , .
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30 Notice Requirements

No claim against the Authority shall be made or asserted in any action or proceeding at
law or in equity, and the Contractor shall not be entitled to allowance of such claim,
unless the Contractor shall have complied with all requirements relating fo the giving of
written notice and of information with respect to such claim as provided in this clause.
The failure of the Contractor to give such written notice and information as to any claim
shall be conclusively decmed to be a waiver by the Contractor of such claim, such written
notice-and information being conditions precedent to such claim, As used herein “claim”
shall include any ¢laim arising out of this agreement (including claims in the nature of
breach of corntract or fraud or misrepresentation before or subsequent o execution of this
Agreement and claits of a type which are barred by the provisions of this agreement) for

damages, payment or compensation"of any nature or for perfonnance of any part of this -
Agreement,

The requlrements as to the giving of written notice and mfor.mahon with respect to clalms
shall be as foilows.

S Aln the case of any claims for which requu'ements are sct forth e!sewhere in thls o
_ Agreement 28 to notice and mformanon, such requarements shall apply o

B. In the case of all other types of claims, notice shall have been glven to the Dlwctor as

soon as practacable, and inany case within forty eight (48) hours after. occurrence of the

act, omission, or other circumstances upon which the claim is or will be-based, stating as

fully as practicable at the time all-information relating thereto. ‘Such-information- shall be

 supplemented with any further information as soon as practicable. after it-becomes or -

~should-become known to-the Contractot, including daily records showmg 2l costs which

the-Contractoray be incurring or all other circumstances wlnch wilt aff‘ect any ‘claim to
.- be made w}uch records shau be subm:tted 1o the Au&lonty :

" The. above xeqmrements for notices and mfonnatwn are for the purpose Of enablmg the,
Authority to avoid waste of public funds by affording it prompily the. opportunity to
cancel or réevise any order, change its plans, mitigate or remﬁdy the . effects - of

~ circumstances gwmg rise to a claim or take such othei actmn 48 may seem deswabie and
to verify any ¢laimed expense or circumstance as they occur and:the requlrements herein -

- for such-notiee -and information are essential to this Agreement-and are in addztmn o, any -
nouca reqmred by statue with respect to suits agamst the Aut‘nonty -

- The abave refsrred to notices and mformataon are rcqmred whether or not the Authonty
.. is aware 'of the existence of any circumstances which might constitute a basis-for a claim
o and whcther or not the Authonty has mdicatcd it wﬁl consnicr a c]amx o

o -'-No, act, omxssmn or. statement of any kind shail be regardcd as-a waiver of .my of the R
* " ‘provisiohs of this clause or may be relied upon.as such wiiver except only gither a
* written statement s:gned by the Execitive Director of the. Authonty or a resolution of the -
Commissioners of the Authority expressly stating that a ‘waiver is intended as ip any
particular provision' of this ‘clause, and more parucularly, ‘no. discussion, negotiafion, -
_ consideration, correspondence or rcquests for information. with respect to a.cleim by any - ..
3 Cormnu,swner, ofﬁcer employees or ‘agent of the Authonty shail be constmed as.a
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waiver of any provision of thlS c]ause or as authority or apparent authonty {0 effect such
a waiver.

Since merely oral notice or information may cause disputes as to the existence or
substarice thereof, and since notice; even if written, to other than the Authority
representative above designated to receive it may not be sufficient to come to the
attention of the representative of the Authority with the knowledge and responsibility of
dealing with the situation, only notice and information complying with the express

provisions of this clause shall be deemed to fulfill the Contractor’s obligation under this
Agreement.

31.‘Service Of Notices On The Contractor

Whenever provision is made in this Contract for the giving of any notice to the
- Contractor, its deposit in any post office box, enclosed in & postpaid wrapper addressed to

. the Contractor at his/her office, or its delivery to.his/her office, shall be sufficient service

“thereof:as of the date of such deposit or delivery, except 1o the extent, if any, otherwise
* provided in the clause entitled "Submission to Jurisdiction". Until further notice:to the
Authority the Contractor's office will be that stated in his/her Proposal. Notices may also . -
* "be served personally upon the Contractor; or if a corporation, upon. any officer, dlrectar
or managmg or general agent; orifa pa.rtnershlp upon any partner,

- 32 No, Third Party Rxghts ‘

Nothmg cantamed in: t‘ms Agreement is mtended for the benefit of third persons, except .

~to the’extent that the Agreement spemﬁcany prov1dcs otherwme by use of the words -
“baneﬁt” or “direct r;ght of action L :

| L33 Indemmfication .

E {:The Contrantor shaii mdemfy and hold harmless the Autherity, ‘its. Coxmmssmners, e

- ‘officers, representatives and empleyces, from and agamst all clairas and demands, just or o

- unjust, of third persons ansmg out 6f or alleged to-atise out of or in- gonnection with the

" Comractor’s -acts - or omissions, - .and. those of its officers, employce:«, agents -and

" gubcontractors, in’ the performance ior- non-perforntance of its services under- this-
© Contract, and for a all expenses inctired: by the Authority in the defense, seitlement or

B . sdtisfaction thereof. If so directed, the Cuntractor shall at its own ‘expense defend any

. suit based wpon any such .claim or ‘demand, even if such suit, claim or demand. 1s‘-'.
= ;_grmmdless false or fraudulent, and in handling such shall not, without obtaining express
-advance permission from the General Counsel of the Port Authonty, raise any defense -

. involvitig in any way the jurisdiction of the tribunal over the petson of the Port Authority, '
. the inimunity of the Port Authority, its Commissioners, officers, agents or. employees, the

- governmental nature of the Port Authonty or the provmon of any stamteﬁ respeOUng su1ts’ S
against the Port Authenty _ ; :

3. Risks Assumed By T‘he:.Couﬁ'ﬁétbr |




The Contractor assumes the following risks, whether such risks arise from acts or
omissions (negligent or not) of the Contractor, the Authority, or the Contractor’s
subcontractors responsible for any aspect of the work required hereunder, or third persons
or from any other cause: excepting only risks occasioned solely by affirmative, wiliful

acts of the Authority done subsequent to the effective date of this Contract with the intent
of causing the loss or damage,

A. The risk of loss'or damage to property of the Authority ansmg out of the acts or
omissions of the Contractor. The Contractor shall forthwith repair, replace, and make
good any such loss or damage without cost to the Authomty

B. The risk of loss or damage to any property of the -Contragtor.

_ C. The risk of claims, just or unjust, by third persons against the Contractor or the
- Authority on account of personal mjuries {mcludmg wrongful -death) or property
~damage arising or aileged to arise out of or in connection with the Contractoi’s

~ performance of the: Contract, (whether or not-actually caused by or resultmg from the
performance of the Contract) ot out of-or in cohnection with-Contractor’s opéiations . .

or presence at or in the vicinity of Authority premises including olaims for workers' =

" compensation, whether such claims are made and wheiher such injuries, damage, or

loss are sustained at any time both before dand. aﬁer the completwn of the work
provided for herein. : _

D. The risk of claims made against the Contractor-or the Authority for loss.or damage to
any property of subcontractors, - matenalmcn, workmen and others performing the
Contract, occurring’at any time prior to the complemon or-removal af such prOperty
from. the Authonty premlses or the vicinity thereof ~

The Contractsr shal] mdelmufy the Authenty agamst all clalms descnbcd in
subparagraphs B, .Cand D above and for all expenses: incurred:- by it in the defense, -
settlement -or . satxsfacuon thereof, including expenses of attorneys, cxcept Where -
indemnity: meld be precluded by the New York State General Obligations.Law, Scction
© 5-322:1. -'If so directed, the Contractor. shall ‘defend against -any claims'described in
_subparagraphs B, C and D' above; i m which event it shall not, without: o‘btmmn;, express
advance permission from the General Ccunscl of the Aulhemy, raise any defensc
: .-mvo]vm,g in any way jurisdiction :of the “tribunal; inimunity of the Authority,
-gOVemmevtaI nature of the Authonty or the:provisions of any slatute rospectmg -suits
- " agdinstthe Authority. Such defcnse shail be at the Contractor’s cost.

- The prowsmns of th:xs numbered ciause shall also be ‘for the benefit of the

- Commissioners, officers, agents, and empiayees of-the Authonty, so that they shall have
-« ‘all the rights which’ they would have under this numbered clause if they were named al

each place above .4t which-the Anthority is named, inchiding a direct right of action
- #gainst the Contractor to enforce the forgpoing indemnity, except, however, that ‘the

B Authunty acting through its Cﬂmmnssmncrs may at any time in its sols discretion and

without liability on its part dancel the benefit conferred on any of them by tlus numbered

- clatss, whether-or not the‘occaswn for invoking such benefit has already ansen -at:the
time of such canccilanon | ‘
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Neither the Authority’s acceptance of the performance by the Contractor in part or in

whole, nor the making of a payment shall release the Contractor from its obhga.tions
under this numbered clause.

Moreover, neither the enumeration in this numbered clause nor the enumeration
elsewhere in this Contract of particular risks assumed by the Contractor or of particular .
claims for which it is responsible shall be deemed (a) to limit the effect of the provisions
of this numbered clause or of any other clause of this Contract relating to such risks or
claims, (b) to imply that it assumes or is responsible for risks or claims only of the type
enumerated in this numbered clause or in any other clause of this Contract, or (¢) to limit

the risks which-it would assume or the claims for which it would be responszb}e in the
absence of such enumerations

35, Port: Authsmy Technalogy Standards and Guidelines

‘The Contractor and any subcontractors shall follow the Port Authority Technology
Standard and Guidelines attached hereto and made a part hereof and shall comply with
any updates to or changes in best practices related to such Standards and Guidelines, =

: 36. Apphcabie Law

“This Contract shall be construed in accordance with the laws af the State of New York .
The Contractor hereby consents to the exercise by the courts of the States of New York
- and New.Jersey of jurisdiction in personam over it with respcct to any tnatter arising out
of or in connection with this Contract and waives any objection to such Junsdwhon which
. it-might otherwise have; and the Coniractor agrees that. maiimg of process by registered:
mail addressed. (o it at the address of the Contractor set forth in the-Proposal, shall have

- the sami-effect a§ personal service within the States of New York or New J ersey upon a
domestlc corporatmn of said State '

37 Authonty Of The Director

- 'Inasmuch as the pubhc y.nterest requires ‘that the Pro;act to’ wknch this Contraﬁt rciates

“ghali-be- performed in the manner which the Authority, acting. thmugh ‘the Dtrecter decms._
best, the Director.shall have absolute: authamy to detetmine what is or is net'necessary.of -
. proper-Tor: or -incidental thereto and the Specxﬁcatxons shall: be. deemed merecly the
- Direttor’s: present determination on this point. . In the exercise of: this. authority, the

" Director shall have power: 10 alter the Specifications, to require the perforntance’of Work
not required by them in their present form, even though of a totally different character

_ from that not reqmred and to vary, increase and diminish the. character, quanmy and -

quality of, or to countermand any Work now or hereafier required. If at any: time it shall
be, from the vwwpomt of the- Authonty, impracticable or undesirable in-the 3udgment of
the Director 1o proceed with or continue the performance of the Contract or any part

* thercof, whether or not for reasons beyond the control of-the Authority, the Diréctor shall -
 have a’uther;ty to. suspend perfennancc of-any part or all'of the Contract until such ﬁme as
- the Director.may deern it practicable or desirable to pmcecd Moreover, if at any time it

_ shall be, -frém:the ‘viewpoint .of the: Authority" Jmpractlcable or undesirable in the -
Judgment.of the Director to. preceed with or continue the performance of the Contract-or - -

\ any pa.tt thereof f‘or reasons Wiﬂ’lln or beyond the contro] of the Authonty, t_hc birﬁctor.'
: . S = 0




shall have authority to cancel this Contract as to any or all portions not vet performed and
as to any materials not yet installed even though delivered. Such cancellation shall be
without prejudice to the rights and obligations of the parties arising out -of portions
already satisfactorily performed, but no allowance shall be made for anticipated profits.
To resolve all disputes and to prevent litigation, the parties to this Contract authorize the
Director to decide all questions of any nature whatsoever arising out of, under, or in

- connection with, or in any way related to or on account of, this Contract (including

claims in the nature of breach of contract or fraud or misrepresentation before or
subsequent to acceptance of the Contractor’s Proposal and claims of a type -which are
barred by the provisions of this Contract) in the first instance. The Director’s decision
may be based on such assistance as he/she may find desirable. The effect of the decision
shall not be impaired or waived by any negotiation or settlement offers in_connection
with the question decided, whether or not he/she participated therein, or by any prior
decision of hisfher or others, which prior decisions shall be deemed subject to review, or
by any termination or cancellation of this Contract. '

A11 such questions shall be submitted in writing by the Contractor to the Dn‘ector for a.

decision together with all evidence and other pertinent information in regard to-such

questions, in order that a fair and impartial decision may be made. In atly action-against
the Authority relating to any such question the Contractor must allege in the complaint
and prove such submission, which shall:-be a condition precedent to any such:action. No
evidence or information shall be introduced or rched upon in such an action’ that has not.
’oeen se presented to the Director, '

In the perfonnance of the Contract, the Contractor shall conform to all orders directlons

~and requxrements of the Director and shall perform thie Contract to histher satisfaction at

suchtimes and places, ‘by :such methods and such manner and sequence as hie/she may
require, and the Contract shall at all stages- ‘be subject to his/her : ‘inspection. . The
Contractor shall employ ro equipment, materjals, mettiods or persons to which. he/she
objects, and shal remove no materials, equipment or other facilities from the. ‘Authority.

- - $it¢ without permxssmn Upon request, he/she. shall conﬁ.rm in wmtmg any’ orai order,
‘-dxrectzon, requirements or deterxmnation

o The enumerahun herein or elsewherc of pamcular mstances in whxch 1he oplmon,
* judgment, discretion -or detérmination of the Director shall congrol or in which, the
~ Contract shall.be perfermed 16 his/her satisfaction or subject to his/her inspection, shall
~ mot imply that only the matiers of a nature ‘similar: to those enums:rated shall be g0’

governed and perforrned but without exception the entlre Contt‘act shall be so govamed
and pm fmrmed ‘

This provision shall be construed in accordance w;th the laws of the State of ’New York
exoludmg its conﬂwt of law pmvxslons

38. Approvals by the Dlrector
The spproval -by the Qirector of any semcc required hcreunder shall be com,trued

merely 10 mean: that at- that time ‘the Director knows of no .good Teason for objecting
thereto and no such approval shall relcase the Contractor from hlS ful] responszblhty for"




the satisfactory performance of the services to be supplied, "Approved equal" shall mean
approved by the Director.

39. Contract Review and Compliance Audits

The Contractor, and any subcontractors, shall provide system access and ‘Teasonable
assistance to the Authority’s External and Internal Audit staff or its consultants in-their
performance of financial, system, security and operational reviews including producing
specific requested information, extraction of data and reports. The Contractor, and any
subcontractors, shall support requests related to audits of the service level -agreement and
admxmatratmn tasks and functlons covered by this Contract

The Authority reserves the right to use and load secunty and system software to evaluate
the level of security and vulnerabilities in all systems which control, collect, dispense,
confain, manage -administer, or monitor revenue “owned” by the Port Authon ty

40, Authority Access to Records

The Authority shall have access during normal business hours to all . records and
documents of the Contractor rélating to any amounts for which the Contragtor has been
. compensated, or claims he should be compensated, by the Authority. All Co&tractor
records shall’ be kept in the New York Port District. The Contractor shall obtain for-thie
~ Authority similar.access to similar records-and documents of subcontractors, . Stch access
shall be:given :or Obtained both before and within a period of ‘three years aftér Final
. Payment to the Contractor, provided, however, that if within the aforesaid three years
~period the Authority has notified the Contractor in writing of a pending- Glaim by the
Autherity under or in connection with this Coniract to which any of the aforesaid records
‘and docurients of the Contractor .or: of his subcontractors relate either" dlrectiy of

mdlrccﬂy, then the period of such right of access ghall be. extended fo the expiration of L

. 8ix -years from the date of Final Payment with re‘sgcct to. thc records and documents " -
, mvglved ' R ‘ . o

The Contractor shall provide, at no cost to the. Authonty, access for and reasonable
assistance fo such-auditors from the Authonty or the ‘Authority’s -external auditors’ tha,t"*
may, from time to time; be designated to audit detail re¢ords-which support Contractor
charges to the Authority. The Authority shall have access ta the detail records’ that
* .support Contractor .charges to the Authonty far up to three yem's following the

" '.termmatmn of the contract

No pre\nsmn m th:s Centract giving the Aut‘nonty 8 nght of access to records and ‘
~ ‘documents is intended to impair or affect any right of access t¢ records and documents
E whmh the Authonty would havc in the absence of such prOWslan

‘The Comactor wzll prowde system access and reasonabie ass;stam,e to the Aulhorxty s

.External and- Internal Audit Staff-or its consultants-in- the pérformance of financial,
system, . security ' and operatzonal reviews including producing specific - requcsted

. information, extraction of data and-reports. The:Contractor shall support requests related s

to audits of the service level agreement and: adﬂumstratxon tasks ahid filnctions. covercd by
: j_the contract S "

52




Contractor. shall provxde contmuous access to the Authority to electronic. data relatmg to
the Contractor’s performance under this Agreement.

The Authority reserves the right to use and load security and system saﬁware to evaiuate
the level of security and vulnerabilities in all systems that control this system,

Any External Audit staff or consultants accessing Contractor records shall be required to
sign individual Contractor Non-Disclosure and Confidentiality Agreements. .

41. Claims of Third Persons

The Contractor undertak.cs to pay all claims lawfully made against him by subcontractors -
materialmen and workmen, and -all ciaims lawfully. made against him by other third
" persons arzsmg out of or in connection with or because of the performance of this .

Contract and to cause all subcontractors to pay a]l such claims lawfully made agamst
them ;

42, Performance of Work as Agent fnr Contractor :

In the exeércise. of ifs nght to take over and complete Work as agent for the Contractor, for :
which provision is made in the clause hereof entitled “Rights and-Remedies of the
Authority”, the Authority shall have the tight to take possession of arid use or permit the
use of any and all plant, materials, equipment and other facilities - pmwded by ‘the
Contractor for the purpose of the Work and the Conitractor shall not remove any of the
same from the site of the Work without express permission. Unless expressly directed to
- discontinue the performance of all Work, the Contractor shall continue to perform the
* remdinder thereof in such manner as in no way will hinder or mterferc with the. portions

taken over by the Authority. The éxercise by the Auﬁaonty of its ngh( to take overthe ™ ‘

" Work: shall not release the Contractor from any of his obhgatlons or: ha’mhtms uhder thls .
Ccntract . ) .

e 143 No: sterim;uatiun in Empioyment, Equal Employment Oppartumty ‘
Durmg the performance of thzs Contraci the Contractor agrees as follows:

-‘A The Lontractor is aﬁvised to ascertmn and comp!y w1th ali apphcablc Federal, State

" and ‘Local statutes, ordinances, rules and regulations and Federal Executive Orders . =

pertaining to equat employment Oppm'tumiy, afﬁnnatwe action and nan-dzscnmmatmn in
‘_;cmpioymeni ‘ ‘ : . - ‘

" B. Without. hmxtmg the: generahty ot any other term. or prowswn of thls Comrac£ in the' o
event of the Contractor’s non-compliance with any such stawtes,” ordinances, riiles, -
. regulations or ofders, this Cona-act may be cancefed, tennmated or sus;mnded in. wholec |

©or m pdrl
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A. Certification of No Imvestigation (criminal or civil anti-trusi), Indictment,

Conviction, Debarment, Suspension, Disqualification and Disclosure of Other
Informatmn.

By biddmg on this Contract, each Proposer and cach person signing on behalf of any
Proposer certifies, and in the case of a joint bid each party thereto certifies as fo its own
organization, that the Proposer and each parent and/or affiliate of the Proposer has not:

» . been indicted or conwcted in any Junsdxctxon, : _
e Deen suspended, debarred, found not responsible or otherwise d;squahﬁed from

~entering into any contract with any governmental agency or been denied a’
-+ government contract for failure to meet standards related to the mtegnty of the

Proposer;
‘had a contract terminated by any governmental agency for breach of contract of
for any cause based in whole or in part on an indictment or conviction;

“ever used a name, trade name or abbreviated name, or an Employer Identiﬁcatton -
Number different from those inserted in the Bid;

had any business or professional license suspended or revoked or, within the five

years prior to bid opening, had ‘any-sanction imposed in excess of $50,000-as &

- result of anyjudicial or administrative proceeding with respect to dny license held

or with respect to any violation of a federal, state or local env1ronmenta1 law, ruie -
‘gt reguiation;

had any sanction 1mposed as a result of a Judlczal or admxmstratwe proceedmg

g rclated to fraud, extortion, bribery, bid rigging, ,embezz[cmcnt _misrepresentation
* or anti-trust regardless of the dollar ammmi 0f ’s%se sanctions or the date of their

-lmposmon, ‘and

been; and is not currently, thc subject of 4 cnmmal mvestlgauon by any federal,
stite or.Jocal -proseculing or. investigative ageficy and/or :a :Civil anti-trust
mvestzgauon by‘ any federal state or local pmsecutmg or mvesngatwc agency

B Non—Colluswe Biddmg, and Code of Ethics Certxficahon, Certification -of NO

@

Solicitation Based On Commissmn, Percentage, Brokerage, Cnntingent or Other
i‘ees _

By blddmg oIt thls Lonlract gach Proposer and gach, pcrson signing on behalj' of“ |
any Proposer certifies, and in the case of a joint b:é each party thercto certiﬁes &s

to its own organization, that _ o
thé prices in its bid have bcan arrived at mdc.pundentl» without collusmn, :

consultataan, commumcatxan o1 agreemmt for the -purposc of resiricting

compelition, as to any matier reiatmg to such pnces with any other Propoaer or -
with anycompetltar, o X

- the prices. quoted in its bid have not been and w111 not be knowmgly dlsclesed:; 3
dmectly o mdxrectky by the Propaser pnor to the ofﬁczaj opening of sueh bld to.
- 1o attempt has been made and nbne mlfhe made by the Proposer {6 mduce any jj ﬁ

~+'other person, partnership or corporation to submtt o1 mot {o subm:t a'bid for-the: T
‘_:.‘-_.purpasa of restnctmg competmon, - ‘ ~




e this organization has not made-any offers or agreements or taken any other action
with respect to any Authority employee or former employee or immediate family
member of either which would constitute a breach of ethical standards under the
Code of Ethics dated April 11, 1996 (a copy of which is available upon request to
the individual named in the clause hercof entitled “Proposer’s Questions™), nor

- does this Organization have any knowledge of any act on the part of an Authority
employee or former Authority employee relating either directly or indirectly to this
-organization which constitutes a breach of the ethical standards set forth in sald
Code; and

o no person or sélling agency other than a bcna fide empicyee or bona fide
established commercial or selling agency maintained by the Proposer for the
purpose of securing business Has been employed or retained by the Proposer to
golicit ‘or secure thig Contract on the understanding that a commission, percentage,.
brokerage, contingent, or other fee would be paid to such person or selling agency.

¢ The Proposer has not offered, promised or given, demanded or accepted; any
undue advantage, directly or indirectly, to or from 2 public official or employee, -
political candldate, party. or party official, or any private sector- employee
(including a'person who directs or works for a private sector entelpnse in any
capacity), in-order to obtain, retain, or direct business or- te secure, any other_
improper advantage in connection wtth this Contract '

’I‘he foregomg certlﬁcanons shall be deetned to be made by the Proposar as fonows

o ifthe Proposer is corpuratmn, such certification shall be deemed 1o have beent
madé.not only. with respect o the Proposer itself, but also w1th respect to each
- parent, affilzate, director, and:officer of the Proposer, as well as; to the best of the
-certifier’s knowiedge and ‘belief, each stockhoider of the Preposer with an -
'OWI}cr‘ihlp interest in excess ﬂf 10%; :

. ;:.rf the Proposer is u partnershlp, such ceruﬁcatwn shall be: decmed to have been
‘made not only with rcspcct to the Pmposer ltself but also with respect to each
---partner S : _

“Manovcr the foregomg cemﬁcatfons, if made by a corporate Proposer, shall be deemed
to have been authorized by the: Board of Directors of the Proposer, and such authorization
shall be deemed to include. me :signing 4nd submission of the bid and the inclusion therein
* of such certification as theact:and deed of the corporation.
- In any case where the }”reposer cannot make the foregoing certifications, the Proposer
$hal} so statc and shall furnish with:the: signed bid a szgned statemnent ‘which sets forth in
. detail the reasons, therefor, If the Proposer. is uncertain as o ‘whether it can make the
- foregoing. certtﬁcatzons it shall so indicate in a signed statement furnished with 1ts b1d o
' setting forth-insuch statemenit the reasons:for its uncertaity. :
Notw:thstandmg that the Proposcr may be able to make the foregoing certifications at the-' :
_ time the Proposal is submitted, the Proposer- shall- immematcly notity the Authority in.

writing: during the period in which its Proposal is under consideration of any change of =

* circumstances which might under this ¢lause make it upable to make the foregoing

- -certifications or require disclosure. The foregoing. eemﬁcatlons orsigned statcment shall -~
.be deemed to have been made by the Propos&r thh full knowlédge that they would
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become a part of the records of the Authority and that the Authority will rely on their
truth and accuracy in awarding this Contract. In the event that the Authority should
determine at any time prior or subsequent to the award of this Contract that the Proposer
has falsely certified as to any material item in the foregoing certifications or has willfully
or fraudulently furnished a signed statement which is false in any material respect, or has
not fully and accurately represented any circumstance with respect to any item in the
foregoing certifications required; to be disclosed, the Authority may determine that-the
Proposer is not a responsible Proposer with respect to its bid on the Contract or with
respect to future bids on Authority contracts and may exercise such other remedies as are
provided to it by the Contract with respect to these matters. In addition, Proposers are
advised that knowingly providing a false certification or statement pursuant hereto may -
be the basis for prosecution for offering a false instrument for filing (see, e.g. New York
Penal Law, Section 175.30 et seq.). Proposers are also advised that the. inability to make
such certification will not in and of its¢lf disqualify a Proposer, and that in each instance
the Authonty will evaluate the reasons therefor provided by the Proposer '

C. Propoaer Eligibility for Award of Contracts - Betermmatien by an Agency of
State of New York er New Jersey Concerning Eligibility to Receive Public Contracts

_?fOposcrs are advised that the Authority has adopted a policy fo the feffep’t' that in
awarding its contracts it will honor any determination by an agency of the State of New

York or New Jersey that a Proposer is not eligible to bid on or be awarded public. - |

contracts because the Proposer has been determined to have engaged in 1ilcga1 or
dishonest ¢onduct or to have violated prevailing rate of wage legislation. .
The policy:permits a Proposer ‘whose ineligibility has been so determined by an agancy of
© the State of New York or New Jersey to submit a bid -on a Port Authority contract-and
thento estabiash that it is eligible to be awarded a contract on which it has bid because (1) :
the-state agency determination relied upon does not apply 1o the Proposer, dr (ii) the state. -
agency ‘determination- relied upon was made without affording the- ‘Proposeér thc notice
~ and héaring to which the Proposér was entitled by the requirements of due process: of 1aw,
~er (m) the state agency determmatzon wias- clearly. erroneous: or (iv) the State. agency
“determination relied upon was not based on.a finding-of conduct dcmonstraung afackof -
“integrity or violation:of a prevailing rate:of wage law. y :
The full text of the resohution adopting ‘the policy may be found in the Mmutes of t.he
Authority’s Board of: Commzssmnérs meetmg of September 9 1993

- D. No Gifts, Gratuitues, Offers of Employment, Etc

i _Dunng the term of thls Contract the Proposer shall not. offer, : gwe dr agree to gw&
-anything of value either to'a. Port Authority employee, agent, job shopper,, consuitant
constru¢tion manager .or Hther ; person or-firm representing the Port Authority, or to a -
* member;of the immediate family (.e.; 2. spouse, child, parent, brother or sister) of any of -
the foregomg, in connegtion with the performance by such. employee, agent; job shopper, -
, consu]tant construction manager or other person or firm representing the Port: Auﬂwnty o
of .duties involving - transacuons with the Proposer on behalf of the Port -Authiority,
whether or not. such duties are related to this Contract or any other Port Alithority -
~ contract or matter, Any sugh conduct shall be deemed a material breach of this Contrdot. .
As-used herein “anything of value” shall include but niot be limited toany (a) fuvors, such.

- as meals, entertamment, transportatmn (other than that contemplated by the Coniract or - . -




any other Port Authority confract), etc. which might tend to obligate the' Port Authority
employee to the Proposer, and (b) gift, gratvity, money, goods, equipment, services,
lodging, discounts not available to the general public, offers or prorises of employment,
loans or the cancellation thereof, preferential treatment or business opportunity. Such
term shall not include compensation contemplated by this Contract or any other. Port
Authority contract. Where used herein, the term “Port Authonty” shall be deemed to
include all subsidiaries of the Port Authority.

The _Proposer shall insure that no gratuities of any kind or nature whatsoever shall be
solicited or accepted by it and by its personnel for any reason whatsoever from the

passengers, tenants, custorners or other persons using the Facility and shall so instruct its
- personnel. . :

In addmon, during the term of this coniract, the Proposer shall not make an offer of
employment or use confidential information in a manner- proscribed by the Code of
Ethics and Financial Disc¢losure dated April 11, 1996 (a copy of which is avallabie upon ;
request to the Qffice of the Secretary of the Port Authonty)

The Proposer shall include the provisions of this clause in each subcontract entered into
under this Contract : .

E: Deﬁnitiuns
‘As. used m this secnon, the following terms shall mean: -

Afﬁhate Two -or more firms are afﬁhatcs 1f a parent owns morc than ﬁﬁy percent of the'
“voting :stock ‘Gf ‘each of the firms, or a. common shareholder.or group of: shareholders
‘owns more than fifty percent of the voting, stock of each of the firms <0r xf the ﬁrms have
“a.common propristor or general partner.

geney _or_ Govennnental Agency. - Any -federal, state, clty or ethe:r ]ocai agenby,
mcludmg departmients; offices, pubhc authorities and corporatlons, boards of education
‘and higher education, pubhc dcvaiopment corporahons, Ioca} devciopment corporations
and others.

Investigation - Any inquiries rnade by amy federal state or local criminal prosecuting

[ agency. and any inguiries concerning civil antitrust mvestlganom made by any federal,

.‘gtate or local governimental agency. Except for inquiries congerning civil anti-trust
: 'xnvesugatlons ‘the term does not inolude inquiries made:by any civil govemment agency
concerting compliance with 4ny regulation, the nature of which does'not carry crimisal

. penalnes, nor doe:; 1t mclude any hackground mvesuganons for crnploymcm or Fedcral L

- chxef ope:ratmg ofﬁcer of ths Bldder by whatevsr titles known

Parcnt - An individual, partnership, joint ventu;re or cmporatwn which owns more than
' 50% of the votmg stock of the Bldder R -

: If the soiimtatlon is.a chues’t for Proposul:

- Bid:-- sha!l meari Proposal; -
' ,EB_l_dd_ “ghall mean Propc!ser :
‘Blddmg shall mean submxttmg a Proposal

T 57




In a Contract resulting from the taking of bids:

Bid - shall méan bid;
Bidder - shall mean Bidder;
Bidding - shall mean executing this Contract.

In a Contract resuiting from the taking of Proposals:

Bid - shall mean Proposal;
Bldder shall mean Proposer;
Bidding —-shali mean executmg this Contract

F.. Confhct Of Iuterest

Dur_in_g the tenn of this Agreemeﬁt, you ‘shall not pﬁfﬁéi‘patc in any way in ithe
preparation, negotiation or award of any coniract (other than a confract for your own .
services-to the Authority) to which it is contemplated the Authonty may become a party .

of participate in any way in the review or resolution of a claim in connection-with-sucha

contract, if you have substantial financial interest in the contractor or potential contractor :
of the Authority or if you have.an arrangement for future employment or for ‘any other

business relationship with said -contractor or-potential contractor. nor shall-you at any .

time take: any other action which might bé viewed as or give the appearance of a. conflict
- of interest-on your part. If the possibility of such an arvangement for future- employment
or for. a.nother busitiess arrangement has been-or is the subject of a previous or current
discussion or if ‘you have reason to believe such an arrangenient may be the Lsubject of
~ future discussion, or if you have any financial interest, substantial or not; in'a contractor.
orF petennal confractor of the Authority, and your partmpatwn in the preparatmn :
negottatmn or award of any contract with such a contractor. or'the review or resolution of . -
“a claim_ in’ connection ‘with such a contract is contempfatcd ‘or if you-have reason 10
beheve that any' other situation exists which might be viewed as or gwc the appéarance of

a conflict :of interest you shall. immediately inform the. Director in writing -of sugh ~ _°
s1tuanon ngg the full details thereof, Unless you recewe the specific writteh approval .

of'the D:rector 'you shall not take: thc contemplated action. whwh might be viewed as 6r
give the appcaxance of'a conflict:ofi mterest In the evetit the Director shall determinie that -

the! perfonnance by youofa portion of your services under.this Agreement is prechxded, o
by. the provisions of this numbered puragraph, or a portion of your said serviceis . ¢

determined by the Director to.be.no longer appropriate because ef such preclusion, then’
the Director shall Have full authority on beéhalf of both parties to order that such portion |

of -your -services not be performed. by you, -Teserving the right, however, to have the

services ‘performed by others. and reserving the right to reduce the lump ‘sum

compensation as he/she may.deem . roasongble in his/her sole discretion, Your execution -

of this- Agrecment shall constitute a representation by you :that at the time of such..
gxecution you kiiow of no circumstances, present or autxcxpated, which come within the

provisions: of this paragraph or which might otherwae be wewed as or give the
appearance of a conﬂlct ofi mtcrest ot your part E .

45 Confi dential quormatlon -
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Confidential information’ shall mean all information disclosed to-the Contractor or the
personnel provided by the Contractor hereunder which relates to the Authority's past, . .
present, and future research, development and business activities including, but not
~ limited to, software and documentation licensed to the Authority or proprietary to the
Authority and all associated software, source code procedures and documentation.
Confidential information shall also mean any other tangible or intangible information or
materials including but not limited to computer identification numbers, acoess codes,
passwords, and reports obtained and/or used during the performance of the Contractor’s
services under. this Contract. The Contractor shail hold all such confidential information
in trust and confidence for the Authority, and agree that the Contractor and the personnel
- provided by the Contractor hereunder shall not, during or after the termination or
expiration of this Contract, disclose to any person, firm or corporation, nor use for its
own business or benefit, any information obtained by it under or in connection with the
supplying of services contemplated by this Contract, The Contractor and-the personnel
‘provided by the Contractor hercunder shall not violate in any manner any patent,
copyright; trade secret or other proprietary right of the Authority or third persons in -
connection with their services-hereunder, either before or-after termination ot éxpiration
of this'Contract. The Contractor and the personnel provided by the Conitractor hiersunder
-shall niot willfully or otherwisé perform any dishonest or- fraudulent acts; breach any
~ security procedures, or daxnage or destroy any hardware, software or ‘documentation,
© proprietary or otherwise, -in’ connection with their services hereunder. The Contractor
~ shall promptly and fully mform the Director in writing of any patent,’ copyright, trade

sectet or other intellectual propeity rights or disputes, whether existing of potential; of . e

which the Contractor has’ ‘knowledge, relating to any idea, design, methiod, material,

: equapment or other matter related to this Contract or coming to the Contractor $ attention - o

e in connection w1th thxs Ceniract

| . The Contractor and all znvoived subcontractors shall be requu'ed to SEgn a Nen- o
~ Disclosure and Confidentiality Agreement (NDA) included hcrem as Attachment B pnor
‘to being granted access to- docﬂmentatlon 'for the current system Er '

The Cnntractor shall adhere 0 thc ?ort Authonty‘s mf‘ozmatzon security pO]lClCS und.’ o

. pxoeﬁdures as publtshed in the Part Authorﬂy s Technolugy Standards and Guidelines,

' , " 46, Prov:sions Of Law Deemad lnserted

- Each and every provmlon of }aw and clause raqmred by law to be inserted in this Contract
- shall bé deemed to be inserted heéreiniand the Contract stiall be read and enforced as
- - though it were jncluded. theréin, atid if through mistake or otherwise any such provision is
ot inserted, or is not correctly inseried, thén upon the application of either purty, the

' Cr:mtract shall forthwnh be phymcall“y amended to make such msemon

: .47 hwalid Clanses e

Ife any pmvxswn ‘Of this Contrac!. shall be such as 1o destroy its mﬁtuahty or to render it
“invalid or illegal, then if it shai! not -appesr- to hisve been S0 material that without it the
- Contraet would not havé. been made by the partleS, it shall not 'be deemed to form part-"‘
,.thereof‘ but the balance of the Comract shall remam in full force and effect.




48. No Estoppel or Waiver

The Authority shall not be precluded or estopped by any acceptance, certificate or
payment, final or otherwise, issued or made under this Contract or otherwise issued or
made by it, the Director or any officer, agent or employee of the Authority, from showing
at any time the truec amount and character of Work performed, or from showing that any
such acceptance, certificate or payment is incorrect or was impropetly issued or made;
and the Authority shall not be precluded or estopped, notwithstanding any .such
acceptance, certificate or payment, from recovering from the Contractor any damages
which it may . sustain by reason of any failure on his part to comply strictly with this

Contract, and any monies which may be paid to him or for hls account in excess of those
to. which he s lawfully entitled. :

" 49, Non-Llabmty of The Authority Representatives

* Neither the Commissioners of the Authority, nor any ofﬁcer, agent, or employee thereof -
shall be charged personally by the Contractor with any liability or held liable under any

‘term.or provision of this Contract, or because of its execution or attempted executmn, or-
-'because of any breach hereof, '

L 50. Modiﬁcaftlon of Contract

No change in ‘or modification, .tetmmatmn er dlscharge of thzs Contract in any. fonn .
whatsoever, shall be valid or enforceable unless it isin writing and signed by the party to ~
be chargad therewith or his duly authorized representative, provided, however, that any

change ifi or- modxﬁcat:on, termination or discharge of this Contract expressiy prov:ded .
for in this Contract shall be effective as s0 provnded : : -

’ ,51 MIWBE Subcontractmg Provisions

The Port Authonty of NY & Ni has 2 long-standmg practme of makmg its busmess e
opportunitics available to Minority Business Enterprises (MBEs) and Womeén-owned
Businesses (WBEs): and has taken affirinative steps lo encourage such firms to seek
. ‘busmess opportunities’ with the: Port Authérity. The sueccssfiil Proposer will use cvery
- good faith eftort to provzde for. meamngful ‘pamc1pdl:on by Port Authonty certified

i ‘M/WBEs as defined in this document, in-all purchasing, subcontracting and ancillary
- service opportunities associated with this contract,, ‘including purchase of equipment,

. supplies and idbor services. Good faith efforts include 1) dwxdmg the ‘services and

“maienials to be-procured into:small portions where feasible, 2)-giving reasongble advance
notice of specific subcontracnng and purchasing oppoitunities to such firms as may be
appropnate, 3) soliciting services and materials from M/WBESs, which may be certified

by the-Port Authority and 4) msunng ‘that prowswn is made for mnely progress payments :
to the M/WBES y T .

- The Port Authonty has a Tist of cemﬁed M/WBE ﬁnm which-are avaﬂable to Proposers
at their request. The Port-Authority makes no representation as to the qualzﬁcatmns and

. abilify of these firms to pefform utider this contract. The Proposer msy use firms which
<. aré not on the fist but will be required 1o submit, to the Port Autherity’s Small Bysiness .
. ~Programs (SBP) for certlﬁcatwn, the names of M/WBE firms it proposes o) use GnTy '
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Port Authonty certified M/WBE ﬁrms may be considered to mest the goa.ls Fcr incuiries
and assistance, please contact SBP at (212) 435-7819.

To the maximum-extent feasible and consxstent with the Proposer’s exercise of good

business judgment, the Proposer shall make a good faith effort to include 12%
- participation by MBE’s and 5% pasticipation by WBE’s in all procurement,

subcontracting and ancillary service opportunities assomated with this contract,

s2. Entire Agreement

This Contract including thc Request for Proposals for Agreement fo Perform.
Maintenance and System Administration Services of the Access Control System -at
George Washington Bridge and Bus Station, Holland Tunnel, Lincoln Tunnel and Staten
Island Teleport (including its Scope of Works and other attachments, endersements and
~ exhibits, if any,) as well as the Proposal submitted by the Contractor contains the entire
agreement between the parties. In the event of any inconsistency bctween this Confract
_ and gther - attachments, endorsements and exhibits, if any, mcludmg -the Proposal{
o ‘subzmtted by the Cantracter, th:s Contract shall'be controllmg




PART IIT - COST PROPOSAL SHEETS

ENTRY OF CHARGES:

The prices quoted shall be written in black or blue ink where required in the spaces
provided on the Cost Proposal Sheets attached hereto and made a part thereof.

The Contractor is asked to make sure that all charges quoted for similar operations in the
Contract are consistent.

The Contractor is asked to make sure that all figures are inserted as required, and that all

computations have been verified for accuracy. The Contractor is advised that the Port

Authority may, in its discretion, verify only that which it determines appropriate to verify

and may not check for errors in each and every price submitted. In the event that the

Contractor makes errors, the Port Authority reserves the right to correct any error and to

recompute the Total Estimated Contract Price, as required, based upon the applicable unit
price inserted by the Contractor, which amount shall goverm in all cases.

In the event that a Contractor quotes an amount in the Estimated Total Price column but
omits to quote a Unit Price for that amount in the space provided, the Port Authority
reserves the right to compute and insert the appropriate Unit Price.

The Total Estimated Contract Price is solely for estimating and proposal evaluation

purposes. Compensation shall be in accordance with the section of the Contract entitled
“Contract Terms and Conditions” (Part IT).
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PART III - COST PROPOSAL SHEETS

EXHIBIT A

Preventive and Corrective Maintenance of the Access Control System - Three Year Base Term

(Y] B) <) )
Description ) Monthly Maintenance and X 12 |Estimated Total Annual Price
Corrective Repair Months

George Washington Bridge x12 0
{Holland Tunnel x12 0

Lincoln Tunnel x12 0

Staten Island Teleport - Servers and Workstations x 12 0

Total Estimated Annual Maintenance Cost ' $ Q

{Sum of item in Colurmn D )

Note: All prices will be inclusive of materials and labor including software patches and replacements parts and components if required.

Note: Software updates and new releases for which the software vendor normally charges wﬂl be compensated as Extra Work.
Installation thereof will not be sepamtely compensated.




PART HI - COST PROPOSAL SHEETS

EXHIBIT B

Computerized Maintenance Management System - Three Year Base Term

Management System

The Contractor's compensation will commence once the Authority has accepted the system.

(A) (B) _{C) ®) E) ¥)
Seftware Cost per Authority |[Estimated |Monthly Tetal X 12 Months |Estimated Total Annual
Licensed User Required - {Price

Number of

Authority

Licensed

& Users
Software Licenses (per user) 2 $0|x 12 $0|
Other 2 $0[x 12 $0|
Other: 2 $0|x 12 $0.00
Other: 2 $0ix 12 $0.00
Other: "2 $0ix 12 $0.00}.
Other: 2 S0jx 12 $0.00
Other: 2 $0ix 12 $0.00}
" Total Estimated Annual Price for Computerized Maintenance $0.00

{8um of item in Column F)



PART III - COST PROPOSAL SHEETS
EXHIBIT C

System Adminstration Services - Three Year Base Term

D)

A (B) : )
Description Monthly System Adminsfration X 12 Months . [Estimated Total Annnal
Services ' Price

George Washington Bridge . x 12 0
Holland Tunnel x12 0
Lincoln Tunnel x 12 0
Staten Island Teleport x 12 0
Total Estimated Annual System

$ 0

Adminstration Cost

(Sum of ftem In Column D §




PART III - COST PROPOSAL SHEETS

EXHIBIT D

Miscellaneous Costs - Three Year Base Term

{A) Cost to add additional operator workstation to the preventive maintenance schedule $

{8) Cost to add door security setup to the preventive maintenance schedule $
(for example, inside/reader, strike lock or magnetic lock, audio/visual device)

{C) Costto add a camera and PTZ units to the preventive maintenance schedule $
(D) Cost to add motion detector device to the preventive maintenance séheduie : $
(E) Cost t{) add Access Control Panel cabinet to the preventive maintenance schedule $
*F) Fiber Optic Repair Cost=3§______ /hr * 36 hrs * 4 times/yr $
*(G) Repositioning of Camera during Facility Cleanup = $ /hr * 2 hrs/unit * 25 unitsfyr 5
(H) Purchase of security ID cards (Quantity of 1000) B
: Tatal_ Estimated 3 Year Price , . _ $ : a

{Sum of Hems Rows A - H)

Provide rates as requested above. Work may be requested at the sole discretion of the Contract Manager at any time during the
term of the Contract. No work will be started without prior authorization. -

** Note: Normal working hours are between the hours of 6 AM - 6 PM , unless otherwise directed by th_e Contract Manager
or the Facility Manager.




PART III - COST PROPOSAL SHEETS

EXHIBIT E
Maintenance of Traffic
A) (B) €) @)
Description Closure X 12 Months |Estimated Total
per Month Annual Price
George Washington Bridge 41x 12
Holland Tunnel 41x 12
Lincoln Tunnel , 4ix 12

Total Estimated Annual Maintenance Cost : $ 2]
. - : {Sum of {tem in Column D)

Note: Normal working hours are between the hours of 11 PM - 6 PM , unless otherwise directed
by the Contract Manager or Facility Manager.

Nate: The Proposer shall refer to the Extra Work sections in Part li for explanation of compensation,




(A}

(8)

{C})

(D}

(E)

PART I - COST PROPOSAL SHEETS

EXHIBIT F

Price Summary

Estimated Total 3 Year Price - Preventive and Corrective
Maintenance of the Access Control System

{Muiltiply totat estimated annual price from Exhibit A by 3 years) $
Estimated Totat 3 Year Frice - Computerized Maintenance Management
System. _

{Muitiply total estimated annual price from Exhibit B by 3 years) 3

Estimated Total 3 Year Price - System Adminstration Services
{Multiply total estimated annual price from Exhibit C by 3 years) $

Estimated Tutél 3 Year Price - Miscellaneous Costs

{From Exhibit D) $

Estimated Total 3 Year Price - Maintenance of Traffic
{Muttiply total estimated annual price from Exhibit E by 3 years) $

(The Proposer shall refer to the Extra Work sections in Part 1l for explanation of compensation)

TOTAL ESTIMATED CONTRACT PRICE

(Total items (A), (B), (C), (D) & (E) §




ATTACHMENT B
NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT

THIS NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT (the
“Agreement”) is made as of this ____ day of ‘ , 2007, by and between The
Port Authority of New York and New Jersey (the “Port Authority”) a body corporate and politic
created by Compact between the States of New York and New Jersey, with the consent of the -

Congress of the United States, and having an office and place of business at 225 Park Avenue
South, New York, New York, 10003, and _ {“Recipient”), a

WHEREAS, the Port Authority desires, subject to the terms and conditions set forth
below, to disclose to Recipient confidential and privileged information in connection with
“Maintenance of Access Control System and System Administration Services for the
. George Washington Bridge, Lincoln Tunnel, Holland Tunnel and Staten Island Teieport

Access Control System™ (collectively, the “Project(s)) and in addition, the Port Authority may
deem it necessary to disclose on a need to know basis certain security and safety information
which has been designated or is deemed to be Sensitive Security Information (*SSI”), and/or

(Protected) Critical Infrastructure Information (“CIVPCIT”, as is further referenced and defined
herein); and

WHEREAS, recognizing the need to share confidential and privileged information with
Recipient and in furtherance of critical governmental interests regarding public welfare, safety
and security at the Project site(s), the Port Authority has collected information and undertaken
the development of certain plans and recommendations regarding the security, safety and

protection of the Projects, including the physical construction and current and future operations
of the Projects; and

WHEREAS, the Port Authority has developed the Security Program Handbook (the
“Handbook™) to address standard operating procedures, including the Port Authority’s plan for
implementation and application of uniform security procedures regarding the identification,

handling, care and storage of Confidential and Privileged, and Confidential Information, as well
as SSI and/or CII/PCII; and

WHEREAS, in order to protect and preserve the privilege attaching to and the
confidentiality of the aforementioned information, as hereinafier defined, as well as to limit
access to SSI and CII/PCII on a strict need to know basis, the Port Authority has requested, as a
condition of its sharing and/or providing access to such confidential, privileged and sensitive
information, that Recipient enter into this Agreement and that its respective officers, principals,
contractors, agents, employees, contractors and consultants thereafier acknowledge that each
such officer, principal, agent, employee, contractor or consultant understands that it will be
required to treat as strictly confidential and privileged any such information so provided, as well
as the work product and conclusions of any assessments and evaluations or any
recommendations relating thereto and/or relating to any construction and operational information
containing Confidential and Privileged, Confidential, SSI, CII/PCIL, and to also fully comply
with applicable federal rules and regulations with respect thereto




NoN-DISCLOSURE & CONFIDENTIALITY AGREEMENT

NOW, THEREFORE, in consideration of the mutual promises and covenants contained
herein, and for other good and valuable considefation, the receipt and sufficiency of which is
hereby acknowledged, it is agreed and ¢xpressly understood and acknowledged as follows:

1. (a) “Confidential and Privileged Information” includes, but is not limited to,
any and all information, documents and materials entitled to protection pursuant to the public
interest privilege under New York State law, and exempted, protected or otherwise not subject to
disclosure to third parties pursuant to New York, New Jersey, federal, or common law, in any
form, format or medium, whether tangible or intangible, whether oral, written, photographic,
optical or any other form, it being understood and agreed that all such information shall be
designated “Confidential and Privileged” by the Port Authority. Certain Confidential and
Privileged Information may also be designated or include SSI or CII/PCI], as defined below,

(b) “Confidential Information” includes, but is not limited to, any proprietary, -
business or other financial information and/or any information that is sensitive in nature, but not
otherwise privileged, in any form, format or medium, whether tangible or intangible, whether
oral, written, photographic, optical or any other form, it being understood and agreed that all
such information shall be designated “Confidential” by the Port Authority.

(¢}  Certain information provided to the Recipients may be designated and/or
include SSI as defined in the Transportation Security Administrative Rules & Regulations, 49
C.F.R. 1520, (49 U.5.C. § 114), the Office of the Secrctary of Transportation Rules &
Reguiations, 49 C.F.R. 15, (49 U.S8.C. § 40119), and/or CII/PCII as defined in the Office of the
Secretary, Department of Homeland Security Rules and Regulations, 6 C.F.R. Part 29 (6 U.S.C.
§131-134.) SS8I and CII/PCII shall also be received and handled as required by the applicable
federal regulations or as provided for by the responsible Federal agency or as may be provided
for by any agreement between such Federal agency and the Port Authority. Information

designated or including SSI and/or CII/PCII may also be designated, or include, Confidential and
Privileged Information.

2. Pursuant to the aforementioned Federal Regulations, specifically 49 C.F.R.
§§15.17 and 1520.17, any such violation thereof or mishandling of SSI therein defined “is
grounds for a civil penalty and other enforcement or corrective action by the [Department of
Transportation] DOT [Department of Homeland Security], and appropriate personnel actions for
Federal employees. Corrective action may include issuance of an order requiring retrieval of SSI
to remedy unauthorized disclosure or an order to cease future unauthorized disclosure.” Under
federal regulations, specifically 6 CF.R, §29.9, any violation of, mishandling, or niisuse of
CII/PCH is grounds for disqualification from future receipt of CI/PCII and/or SSIL

N The first page of any document designated. ~Confidential and Privileged” or
FConfidential” will be plainly marked as such. All information, documents and other material
provided as such and. any part thereof, shall be deemed “Confidential and Privileged™ or
“Confidential”, notwithstanding the fact that only the first page of a document or the comtainer is
actually marked; and :




NON-DISCLOSURE & CONFIDENTIALITY AGREEMENT

4, The first page of any document designated “SSI” or any container holding
information designated “SSI" will be plainly marked “SENSITIVE SECURITY
INFORMATION.” All information, documents and other material provided as such, and any
part thereof, shall be deemed “SSI", notwithstanding the fact that only the first page of a
document or the container is actually marked.

5. All information provided to Recipient in any form, format or medium containing

Confidential and Privileged, and/or Confidential Information shall be handled and treated with
the highest care and in a manner consistent with the Port Authority’s practices and procedures as
set forth in the Handbook, as may be amended from time to time, and in a manner designed to
prevent their disclosure to unauthorized third parties consistent with Port Authority security

policy, practices and procedures, and all such information stored in the electronic form will be
password protected.

6. Confidential and Privileged and/or Confidential Information shall be used solely
for the purpose of aiding the Recipients in carrying out or undertaking their duly authorized
responsibilities relating to the Projects and shall not be used, quoted, cited or otherwise
replicated in any way and shall not be used as part of any draft or final communication,
memorandum, report and/or other written, audio or visual medinm,

7. The Confidential and Privileged and/or Confidential Information shall only be
used in the performance of duly anthorized activities relating to the Projects and shall not be used
for any other purpose, except as expressiy permitted by this Agreement, or as expressly directed

“in writing by the Port Authority, and, until such time that the information is no longer considered

Confidential and Privileged and/or Confidential Information, it will be held and treated in the
strictest confidence and shall not be disclosed either directly or indirectly to any other person
who has not acknowledged and agreed to be bound by this Agreement and such information shall
only be provided to such persons to the extent that it is required for use on the Recipient’s behalf
in performing its duly authorized activities at or in connection with the Projecis and shall be
provided only on a need-to-know basis; nor shall any copies of documents or materials in any
form, format or medium, which contain disclosures of such Confidential and Privileged and/or
Confidential Information, be made without the prior written consent of the Port Authority.

8, Confidential and Privileged and/or Confidential Information shall not be disclosed
to persons other than those employed by or acting on behalf of the Recipient who have a need to
know and/or a need to have access to the information without the express permission of the Port
Authority in its sole discretion; and if such permission is granted then snch information will be
provided only upon the execution of an acknowledgment (the “Acknowledgerment™). the form of

which is attached hereto as Exhibit A, by the person receiving the information, agreeing to be
bound by this Agreement. ‘

10.  If a subpoena, discovery request, Court Order, Freedom of Information Request,
or any other request or demand authorized by law seeking disclosure of any Confidential and
Privileged and/or Confidential Information is received, the Port Authority will immediately be
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notified of such request or demand so that it may seek to quash the subpoena, seek a protective
order, or take such other action regarding the request as it deems approptiate, and the
undersigned will fully cooperate in the Port Authority’s efforts in this regard so as to assure that
confidential treatment will be afforded the Confidential and Privileged and/or Confidential
Information. In the absence of the protective order, disclosure will be made of only that part of
the Confidential and Privileged and/or Confidential Information as is required to be disclosed,
after advising and consulting with the Port Authority, the Recipient and their respective counsel
as to such disclosure and the nature and wording of such disclosure. If at any time the
Confidential and Privileged and/or Confidential Information is inappropriately disclosed, the

undersigned will immediately report that fact and the circumstances regarding such disclosure to
the Port Authority.

11.  Upon the earlier occurrence of either the Port Authority’s written request,
or lermination of the business relationship or of the negotiations which gave rise to this
Agreement, Recipient shall promptly return to the Port Authority, or destroy, at Recipient’s
expense, all tangible materials describing, analyzing, containing, of referring or relating to, the
Confidential and Privileged and/or Confidential Information, including, but not limited to, all
originals, extracts, studies, copies, and summaries, whether received from the Port Authority or
created by Recipient, or its representatives, and regardless of the medium in which the
Confidential and Privileged and/or Confidential Information was provided or maintained,
including any information stored in elecironic form, which shall also be completely removed
from any computer database; provided, however, that Recipient may retain copies of
Confidentiat and Privileged and/or Confidential Information in accordance with the requirements

of this Agreement if (a). such retention is required for professional reasons, and (b) Recipient -

received the express wriiten consent of the Port Authority’s authorized representative for such
retention. If the Recipient elects to destroy the Confidential and Privileged and/or Confidential
Information, then the Recipient shall deliver to the Port Authority a certification, in the form

attached hereto as Exhibit B, signed by an authorized representative of the Recipient confirming
its compliance with this requirement, ,

12.  The obhgatwns under this Agreement will be perpetual (unless otherwise
provided in this Agreement) or utntil such time as the information is no longer considered
Confidential and Privileged and/or Confidential.

13. If any term or provision of this Agreement shall be determined invalid or
unenforceable to any extent or in any application by any court of competent jurisdiction, the
validity and enforceability of the remaining provisions will not be affected thereby.

14.  Recipient acknowledges and agrees that the unauthorized disclosure and handling
of the Confidential and Privileged and/or Confidential Information could have an adverse and

detrimental impact on public safety and security and significantly endanger the Port Authority,

its facilities, its patrons and the general public.

15.  Recipient hereby expressly agrees that the obligations of confidence required
hereunder are extraordinary and unique and are vital to the security and well-being of the Port
Authority, its customers, facilities and the general public, and that any breach by it or its
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representatives of the terms hereof will result in unique and immeasurable harm to the Port
Authority for which monetary damages would be inadequate. Accordingly, Recipient hereby
agrees that if it breaches or threatens to breach this Agreement, the Port Authority shall be
entitled, in addition to all other rights or remedies available at law or in equity, to seek temporary

or permanent injunctive relief, without the necessity of proving damages or to post any bond or
other security, in order to prevent further breach.

16.  This Agteement shall be governed by and construed in accordance with the laws
of the State of New York, without regard to the conflict of laws principle.

17.  Any violation of this Agreement may resulf in legal and/or disciplinary action

against the Recipient, and any individual violating this Agreement and the signed
acknowledgment.

18.  The failure of any party to enforve, at any time, or for any period of time, any
provision of this Agreement shall not be construed to constitute or evidence a waiver of such
provision or the right of such party to enforce cach and every provision thereafter.

19.  This Agreement constitutes the entire agreement between the Port Authority and
Recipient on the subject matter contained herein and supersedes any and all prior negotiations,
correspondence, agreements, understanding, duties or obligations between the parties hereto
respecting the subject matter hereof. The provisions of this Agreement may be amended,

modified or revoked, in whole or in part, only by a written instrument executed by each of the
parties to this Agreement.

20.  This Agreement is the joint product of the parties hereto and each provision of
this Agreement has been subject to the mutual consultation, negotiation, and agreement of the
parties hereto, and shall not be construed for or against any party hereto,

Dated:  New York, New York
, 2007

By:

Name:
Title:







Exhibit A

ACKNOWLEDGEMENT
1, , am employed ©as
a(n) (fill in job title) by (fill in
employer) located at . I understand that, because of my employer’s
relationship with (fill in the other Party to the

agreement with the Port Authority), both my employer and I are being, or may be, provided with
access to, and/or copies of, certain sensitive security materials and information relating to the

Project. I have been provided with and read (fill in the Party’s name) Non-
Disclosure and Confidentiality Agreement with the Port Authority of New York and New Jersey,
executed by (fill in the Party) on , 2007, Ifit is required

for me to review or receive information provided by the Port Authority that is matked
"CONFIDENTIAL AND PRIVILEGED”, “CONFIDENTIAL”, “SENSITIVE SECURITY
INFORMATION,” and/or “PROTECTED} CRITICAL INFRASTRUCTURE
INFORMATION”, I acknowledge that I will be bound by each and every ferm and provision
contained therein and that failure to do so may include, but is not limited to, the imposition of
disciplinary action and sanctions, and/or the institution of legal action seeking injunctive relief,
monetary and/or criminal penalties for violation of law and/or Port Authority policies and
procedures, as well as for violation of federal and/or state regulations.

To the extent ] am currently in possession of, or have previously come in contact with,
marked information as it relates the aforementioned Agreement, I agree to conform my handling
procedures for "CONFIDENTIAL AND PRIVILEGED," “CONFIDENTIAL”, "SENSITIVE
SECURITY INFORMATION," and/or "(PROTECTED) CRITICAL INFRASTRUCTURE
INFORMATION" to the practices and procedures set forth and defined herein or risk loss of
access to said information, removal from said project and/or subjecting myself to the
- aforementioned disciplinary actions and/or ¢ivil and criminal penalties,

NAME OF RECIPIENT
Print Representative Name:
Signature:
Title:
Date:







Exhibit B

CERTIFICATION

To: The Porl Authority of New York and New Jersey (the “Port Authority™)

Reference is made to the Non-Disclosure and Confidentiality Agreement (the “Agreement”)
between the Port Authority and (the “Recipient”) dated
. Capitalized terms used and not otherwise defined herein shall have the

meanings ascribed to them in the Agreement. Pursuant to the Agreement, the Recipient hereby
certifies the following to be true:

The Recipient has destroyed and has caused its agents to destroy all tangible
materials describing, analyzing, containing, or referring or relating to, the
Confidential and Privileged and/or Confidential Information, including, but not
limited to, all originals, extracts, studies, copies, and summaries, whether received
from the Port Authority or created by Recipient, or its representatives, and
regardless of the medium in which the Confidential and Privileged and/or
Confidential Information was provided or maintained, including any information
stored in electronic form, which shall also be completely removed from any
computer database, to the extent that the destruction would preclude recognition

or reconstruction of the Confidential and Privileged and/or Confidential
Information.

Name:
Title;

Date:










Attachment F
Security Administration Function

Responsible for:

+

Establishment of access rights, groups, profiles etc. for a system or application for
which they are responsible and documenting their use and definitions.

The development of security procedures which define the granting of access and the
administration of security functions of their system or application. The ongoing
review and update of these security procedures.

Respongible for the development of add/change/delete access requests forms.

The development of procedures for changing or deleting accounts or privileges when
staff leave or change assignments. Execution of these procedures in a timely manner.

Regular review of who has access to their data and determining if it is appropriate and
still required.

Ensuring that users are required to acknowledge, in writing, that they have been
informed of the orgamzahon s position on security and conﬁdentlallty of information
prior to access being given.

Assigning appropriate expiration dates for accounts used by temporary/consulting
staff.

The development of procedures for responding to, documenting and escalating
security incidents.

The investigation and appropriate escalation of a security incident matter.

Setting any global system or application controls (i.e. password controls, time out,

concurrent logins) consistent with the Standards and Guidelines for Port Authority
Technology.

Restricting remote access and monitoring and reviewing the activity log. (Limit orno
use of modems. Modems should be configured according to the Standards and
Guidelines a certified by the Information Systems Security Officer.)

Development and review of reports such as Kane Security Analyst, ISS or ESM to
monitor arcas of security exposure.

Daily event log reviews for irregular activities and security violations.

Keeps management and the business unit informed on security issues.




' Developmem of regular processing schedules for the production of secunty raports
i.e. ynsuccessful logon attempts, andit trail reports.

Development of procedures for reviewing the reports and logs on a regular basis and
“taking appropriate corrective actmn

Responsible for ensuring that the system complies with the Standards and Guidelines
for Port Authority Technology.

Determining hlgh-nsk activities, establishing logs of those activities and tables and
determining appropriate review cycles.

Ensuring that operating system, database system and application security issues are
coordinated. -

Keeping abreast of vulnerabilities of systems, databases, or application as they are
discovered and patching them or implementing compensation controls.

Development of procedures for the disposal of unneeded confidential data produded
from the application.

Ensure all system hardware (i.e. servers, comm. rooms, backup tapes, etc.) and
software are secured from tampering or damaging.

Ensure that operating systems at a minimum complies with the Distributed Sysiems
Environment in the Standards and Guidelines and industry standards,

Document a virus protection and recovery plan.
Firewall Administration, Firewall configuration, rules, logs, and patches

Intrusion Detection System Administration, monitoring network traffic across the
firewall and in the DMZ,

Router and Switches Administration, configuration file, backups, patches, and change
controls,




13)Account Policies
a) Concurrent log in
b) Vendor/Consultant Account Expiration (usually the length of the contract)

Remote Access
14) Strategy/Approach
15)Approvals

Operation
16) Administrator(s) roles and responsibilities
a) Chart or description
17)Startup and Shutdown Server procedures
18)Batch processing _
a) Production runs - list of baich programs with schedules
19)Backups
a) Schedule — frequency
b) Testing of tapes
¢) Offsite locations
i} When picked up
ii)  Where stored
d) Tape encryption
i)  Each tape and/or dlsk files should have an external label
e) Tape destruction — scratching and disposal of tapes
20)Recovery
a) Procedures

Physical
21)Server Location
- a) Site Security
b) Server Mounting
i)  What is the rack configuration and who has access to the keys
¢) Environmental Controls
i)  Humidity and Temperature Monitoring

Anti-Virus Management
22)Engine and Definition Management

23)Emergency Updates
24)Remote Distribution Server

Change Management
25)Testing Environment

26)Normal Procedures

27)Emergency Procedures

28)Requests are documented

29)Specific timetables/scheduling are documented
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30)Documented reason for request and approvals
a) name of requester

b) phone number and department

¢) requester's signature

d) reason for change

¢) List of modules that need to be changed

f) Supervisor's name

g) Supervisor's approval (changes must be approved by someone other than the requester).
31)Determine if priorities are assigned to the change requests.
32)Budget/costs are communicated to sysiem owner.
33)Process used to control and monitor change requests (central repository/ tracking system).

Patch Management
34)Procedures

a) Operating System

b) Database

¢) Application
35)Testing
36)Approvals
37)Remote Distribution

Reporting and Monitoring
38)System Monitoring
a) System Utilizatioh and Performance
i) CPU
it)  Disk space
b) System Response time
319)System Reporting —
i)  Report generation schedule and distribution
ii) Review and approval
a) System Performance
b} Audit Trails
¢} Violation Reports

Problem & Incident Management

40)Problem reporting/resolution tracking system
a) Problems are appropriately logged and prioritized.
b) Corrective measures are documented.

Segregation of Duties
41)Developers and or Programmer have no access to the production server.
42)OS administrators have no access to the Production database and application.
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The Port Authority of New York and New Jersey
Handbook for Protecting Security Information

Summary ‘
This Security Program Handbook describes in detail The Port Authority of New York and New
Jersey's (PANYNJ) requirement for the implementation and application of uniform security
procedures regarding the identification, handling, care and storage of Confidential and
Privileged Security Information belonging to the PANYNJ and Sensitive Security Information as
identified in 49 CFR parts 16 and 1520. Confidential and Privileged Port Authority Security
Information Is information that, if subject to unauthorized access, modification, loas or misuse
" could adversely affact the PANYNJ, public safety and homeland security. Sensitive Security
Information, in accordance with 48 U.S.C. 114(s), is information obtained or developed in the
conduct of security activities, including research and development, the disclosure of which TSA
has determined would-
» Constitute an unwarranted invaslon of privacy - including, but not limited to,
information contained in any peraonnel, medical, or similar file)
« Reveal trade secrets or privileged or confidential Iformation obtained from any
person;

» Be detrimental to the security of transportation.

This handbook describes the requirements and other safeguards that are necessaiy o prevent
unauthorized disclosure of both Confidential and Privileged Port Authority Security Information
and Sensitive Security Information, and to control the authorized disciosure of this information

for use intemally within the Port Authority or when released by the Port Authority to outside
entities. |

The components of this Security Program Handbook are:

Securlty Manual - Establishes uniform procedures for identification, handling, receipt, - .
care, and storage of Confidential and Privileged Security Information and Sensitive
Security Information (SSI).

Access Control Guide - Establishes the basls for determining what type of information
requires special handling and that which does not.




Non-Disclosure and Confidentiality Agreement -

Company Non-Disclosure and Confidentiality Agreement: As a condltion of its providing
confidential and privileged security information, the Port Authority is requiring those
working on projects that require access to Port Authority Security Information / Sensitive
Security Information, whether retained by it or by other contractors or consultants for its
projects, fo enter into this agreement, thereby acknowledging that they understand that it
will be required to safeguard any such information provided, as well as its work product
including conclusions of security assessments, evaluations and/or recommendations.

individuai  Non-Disclosure and  Confidentiality Agreement Acknowisdgement:
Acknowledges the agreement between the PANYNJ and those individuals provided
access to Confidential and Privileged Port Authority Security Information 7 Sensitive
Security Information, whereby the individual agrees io not disclose Confidential and
Privileged Port Authority Security Information / Sensitive Security Information to any
unauthorized person. . Additionally, this agreement informs the individual of (1) the trust
that is placed in them by providing them access 1o this information; (2) their
responsibility to protect this information from unauthorized disclosure, Port Authority
employees with a “need to know” will be required to sign an agreement,

Security Information Practices and Procedures document (SIPP)

This supplemental document details the procedures outlined in the Security Handbook
and applies them within a specific program. Users of the Security Handbook should
contact the appropriate Security Information Manrager to confirm that they are
referencing the appropriate Security Information Practices and Procedures document,
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SECTION 1. lntroducﬁon

This document establishes uniform progedures for the identification, handling, receipt, care, and
storage of Confidential and Privileged Port Authority Security Information and Sensitive Security
Information (SSl). This Manual prescribes requirements and other safeguards that are
necessary to prevent unauthorized disclosure of this information and to control authorized
disclosure of it when released by The Port Authority of New York and New Jersey (PANYNJ) to
architects, engineers, consultants, contractors, subcontractors, suppliers, and others deemed
necessary in order to design, bid on and subsequently complete the work or contract.

Each organization that requires access to Confidential and Priviieged Porl Authority Security
Information / Sensitive Security Information shall appoint a senior management level employee
to be the company’'s Security Information Manager. The role of the Securily Information
Manager is an important one. This person is responsible for implementing and maintaining the
firm's PANYNJ Program For Protecting Confidential and Privileged Security Information / SS1.
An alternate Security Information Manager shall also be appointed. The alternate will assume
the responsibilities of the Security Information Manager in their absence.




SECTION 2. Access to Confidential and Privileged Security Information

To protect Confidential and Privileged Security Information / SSI, each organization that
requires access to this Information shall participate in the requisite confidentiality and non-

disclosure agreements and provide PANYNJ approved training to any employees requiring
access to this information.

The firm shalt ensure that employees: (1) are citizens of the United States of America or an
alien who has been lawfully admitted for permanent residence or employment (indicated by
immigration status) as evidenced by Immigration and Naturalization Service documentation or a
national of the United States as deflned by the immigration and Nationality Act’; and (2) have
the' requisite need to know as defined in the Depariment of Transportation and the Department
of Homeland Security's regulations on Protection of Sensitive Securlty Information®, and (3)
have completed the PANYNJ Non-Disclosure and Confidentiality Agreement Acknowledgment.
If an employee refuses to execute the acknowledgment, access to the protected information
must be denied. The requirements set forth above regarding citizenship or permanent

" residency may be waived by the Port Authority and PATH as appropraite. This information

will be reflected on the Authorized Personnel Project List, cribed below, that will be provided to
the PANYN.J.

The dissemination must be included In any contract awarded that will require access to
Confidential and Privileged Security information / SS1.

The dissemination of Confidential and Privileged Security Information / 851 shalllonly be made
upon the determination that the recipient is authorized to receive it. Authorization is bas_ed ona
potential recipient's need-to-know as determined by the Security information Manager and the
proper execution of a PANYNJ Confidentiality Agfee'ment Acknowiadgement.

Confidential and Privileged Security information / SS! includes proprietary data and/or other
information that, if subject to unauthorized access, modification, loss or misuse could adversely
affect the PANYN.), public safety and homeland security.

S8l is, in accordance with 48 U.S.C. 114(s), information obtained or developed in the conduct of

"The term "national of the United States” means (A) a citizen of the United States, or (B} a
person who, though not a citizen of the United States, owes permanent alleglance to the United
States, 8 U.S.C. 1101(a)(22} (Dec 18,20 03)

Y49 CFR § 15.11; 49 CFR § 1520.11




security activities, including research and development, the disclosure of which TSA has
determined would—

+ Constitute an unwarranted invasion of privacy - including, but not limited to,
information contained in any personnel, medical, or similar file

+ Reveal trade secrets or privileged or confidential information obtained from any
person,

« Be detrimental to the security of fransportation.

The Security Information Manager from each organization that requires access to Confidential
and Privileged Security information is required to prepare an Authorized Personnel Contract
Project List - a list of employees who are authorized to access Confidential and Priviiaged
Security Information and the date they executed the Confidentiality/Non-Disclosure Agreement.
A copy of this list will be provided to the PANYNJ. This list will be used as a method for
authenticating that individuals have been briefed into the program and are certified for access to
Confidential and Privileged Security information.

Security requirements are a material condition of all FANYNJ contracts that will require access
to Confidential and Privileged Security Information, Contracts shall be subjedt to tenmination for
default, when it has been determined that a failure to comply with security requirements resulted
from willful misconduct or a lack of good faith,

An individual's access to the Confidential and Privileged Security Information / 581 may be
contingent upon satisfactory completion of a security background check and the imposition of
satisfactory procedures and requirements for safeguarding. '

Unauthorized disclosure of $81 may be grounds for & civil penalty and other enforcement or
corrective action by DOT, and appropriate personnel actions for Federal employees, Comective -
action may include issuance of an order requiring retrieval of S8! to remedy unauthorized
disclosure or an order to cease future unauthorized disclosure.

When a person authorized access to safeguarded information becomes aware that the
information has been released to unauthorized persons, the authorized person must promptly
notify the Security Iinformation Manager. iIn the case of 85I, the Security Information Manager




must immediately inform TSA or the applicable DOT or DHS component or agency of the
breach.




SECTION 3. Security Training & Briefings

Each organization that provides an employee with access to Confidential and Privileged
Security Information shall provide training and briefings appropriate to their involvement.

Training Materials
Sample briefings and training materials may be requested from the PANYN.J.

- Security Information Manager Training

The role of the Securily Information Manager Is critical. The Security Information Manager is
responsible for implementing and maintaining the facility's PANYNJ Security Program. The
Security information Manager is responsible for educating smployees on the handling of
Confidential and Privileged Security information / SSi. Security Information Managers are
required to complete a half-day training session. Training requirements shall be based on
the company's involvement with Confidential and Privileged Security Information and may
include an orientation course. Security Information Manager training will also include a
detalled explanation of the process for qualifying an individual's credentials for access. The

PANYNJ is responsible for providing an initial security briefing to the Security Information
Manager.

Initial Security Briefings ‘
Prior to being granted access to Confidential and Privileged Security Information / $5I, an
employee will receive an initial security briefing that includes the following:

a. An explanation of security procedures applicable to the employes's job.
b. An overview of the security categorization.

After receiving this briefing and prior 1o being granted access to ény Confidential and
Privileged Security Information the employee must execute a PANYNJ Non-Disclosure and
Confidentiality Agreement Acknowledgement. If an employee refuses to execute the
agreement, access to Confidential and Privileged Security Information must be denied.




Refrasher Training

Employees granted access to Confidential and Privileged Security Information shall be provided
with some form of PANYNJ approved security education and training annually. Refresher
training shall reinforce the information provided during the inittal security briefing and shall keep
employees informed of any changes in security regulations.




SECTION 4. Safeguarding Confidential and Privileged Security Information

All persons granted access to Confidential and Privileged Security Information / SSi are
responsible for safeguarding all such information in their possession or contfrol. Confidential and
Privileged Security Information / $Si shall be protected at all times either by appropriate storage
or having it under the personal observation and control of a person authorized to receive it.
Each person who works with Confidential and Privileged Security Information is personally

responsible for taking proper precautions .to ensure that unauthorized persons do not gain
access to it, '

Use and storage

During actual working hours, steps shall be taken to preclude access to Confidential and
Privileged Security Information / 881 by unauthorized personnel, Before or after actual working
hours, Confidential and Privileged Security Information / SSi shall be stored In an environment
with password protection or in a secure conlainer such as a safe, locked desk or file cabinet..
Only authorized individuals are permitted access to the focks combination or to the locks key. A
list should be maintained as to which individuals have access to which container. It Is strongly

suggested that more than one employee has access to each storage container. Authorized
individuals must protect combinations and keys.

Reproduction

Confidential and Priviteged Security Information / SSI may be reproduced to the minimum extent
necessary - consistent with the need to carry out contract performance provided that the
reproduced material is marked and profected in the same manner as the original material.
Authorized individuals must accomplish all reproduction. Authorized service providers may be
used for this task provided that the information remains safeguarded.

Disposal of information

When Confidential and Privileged Security Information is no longer needed it shall be disposed
of by any method that prevents unauthorized retrieval. All paper products wilt be destroyed
using a crosscut shredder at a minimum. Authorized individuals must perform the destruction.

Authorized service providers may be used for this task provided that the information remains
safeguarded until the destruction is completed.
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Transmission and Shipment of Confidential and Privileged Security Information

Confidential and Privileged Security Information may be sent via the U.S. Postal Service or
express mail services (e.g. FEDEX) provided it is packaged and sealed in a way that does not
disclose its contents or the fact that it Is Confidential and Privileged Security Information. All
packages shall be sealed in a manner that easily ideniifies whether the package has been

opened prior to defivery 1o the final consignee. The use of double wrapped package or a tamper
resistant envelope may be used to fulfill this requirement.

In addition, the package must be addressed to an individual whose name appears on the
Authorized Personnei Contract Project List or preferabiy to the Security information Manager.

Security Information Access Control Guides

The PANYNJ Is responsible for providing Security Program participants with the Security
Information Access Control Guides needed during the performance of the contract.

The Security Information Access Control Guide identifies the types of Security Information that
will require protection. It is each organization's responsibility 1o understand and apply all
aspects of this guide. Security information Access Control Guidance is the exclusive

responsibility of the PANYNJ, and the final determination of the appropriate categorizatlon
for the information rests with the PANYNJ.

If the PANYNJ does not advise to the contrary, a firm must retum all Confidential and Privileged
Information in its possession fo the PANYNJ upon completion of a contract. If instead, the firm.
chooses to dispose of the information it must follow the destruction requirements identified in
this manual. The contractor shall provide a written list/certification that all Confidential and
Privileged Security Information has bean properly destroyed. If the PANYNJ determines that a
firm has a continuing need for the Confidential and Privileged Information a letter will be issued
to show the authorized retention perlod and to provide final disposition instructions.
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SECTION 5. Markings

Marking of Confidential and Privileged Security Information:

All documents, drawings, etc. that contain Confidential and Privileged Security information / SS|
must contain protective markings. In addition, the front page (or front and back cover if
appropriate) shall be marked at the top and bottom of the page. In the case of Port Authority
Confidential and Privileged Security Information, the protective marking is: CONFIDENTIAL
AND PRIVILEGED SECURITY INFORMATION. A 16-point font size should be used for this

marking. All coples of Confidential and Privileged Security information / $SI documents shall
also bear the required markings.

Inerfor pages of & document shall be conspicucusly marked or stamped at the top and bottorn
with the category of the information appearing thereon. The document may be conspicuously
marked or stamped Confidential and Privileged Security Information / 85I at the top and bottom

of each interior page, when the particular information to which protection is assigned is
adaquately identified. '

Interior pages of a document shall be conspicuously marked or stamped at the top and bottom
with the category of the information appearing therean. Alternatively, the document may be
conspicuously marked or stamped Confidential and Privileged Security informatian / SSI at the
top and bottom of each interior page, when necessary to achieve production efficiancy, and the
particutar information to which protection is assigned Is adequately identified, Portions of this
document shall be marked in a manner that eliminates doubt as to which of its parts contain or
reveal Confidential and Privileged Security information or SSI.

Sets of documents large enough to be folded or rolled shall be marked so that the marking Is
visible on the outside of the set when it is rolled or folded. In addition, all sensitive project
information shall contain the following label on the front cover, title sheet or first page (for

Confidential and Privileged Security Information pténs and drawings the label shall be applied to
each drawing): :

"WARNING": This document is the property of the PANYNJ. Further
reproduction and/or distribution outside the contract team is prohibited
without the express. written approval of:

The Port Authority of NY & NJ
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In the case of paper records containing SSI, protective markings must be conspicuously placed
on the top, and the distribution limitation statement on the bottom, of the outside of any front and
back cover, including a binder cover or folder, if the document has a front and back cover, any
fitle page; and each page of the document. The protective marking is: SENSITIVE SECURITY
INFORMATION. A 16-point font size should be used for this marking.

The distribution limitation statement is:

WARNING: This record contains Sensitive Security information that is controllad under 40 CFR
parts 16 and 1520. No pan of this record may be disclosed to persons without a “"need to
know", as defined in 49 CFR parts 15 and 1520, except with the written permission ofthe
Administrator of the Transportation Security Administration or the Secretary of Tfansbar&euon.
Unauthorized release may result in ¢ivil penalty or other action, For U.S. govemment agencies,
public disclosure is governed by 5 U.8.C. 552 and 49 CFR parts 15 and 1520. . An B-pomt font
size should be used for this marking,

in the case of non-paper records that contain S3J, including motion picture films, videotape

recordings, audio recording, and electronic and magnetic records, a covered person must

é!early and conspicuously mark the records with the protective marking and the distribution

limitation statement such that the viewer or listener is reasonably likely to see or hear them
‘ when abtaining access to the contents of the record,
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SECTION 6. Authorized Personnel Project Lists: Team Rosters

Each organization that participates on a contract that involves Confidential and Privileged
Security Information will prepare an Authorized Personnel Project List. The list will include:

= Firm's name and address

» Name and contact information for the firm's Security Information Manager and
Afternate
e A list of employees authorized to access Confidential and Privileged Security

tnformation and the date they signed the Confidentiality/Non-Disclosure Agreemant
Acknowledgement

A copy of this list will be provided to the PANYNJ. Additional copies of this list will be
provided to other companies authorized access, which the fim will interact with during the
performance of the contract. This list will be used as a method for authenticating that
individuals are authorized access to Confidential and Privileged Security information. The
PANYNJ needs o be notified immediately of any/all changes to key personne! on the roster.
Each organization’s Security Information Manager is responsible for the accuracy of this fist.

if an individual's name does not appear on the list they will be denied any access to
Confidential end Privileged Security Information,
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SECTION 7. Document Accountability

Each organization that has Confidential and Privileged Security information / SSi in its
possession will have in place a system that will account for the material in such a manner

that retrieval is easily accomplished at the contract's conclusion. The accountability jog
must include:

« The date that a document was received or created
» The identity of the sender or creator

= A very brief description of the document

+ Number of copies

« Transmission history (sent to whom, when)

» Certification that the document has been destroyed or returned to the
PANYN.J '




SECTION 8. Ihformation Technology Systems

Information systems that are used {o electronically capture, create, store, process or
distibute Confidential and Privileged Security information must be managed to protect
agalnst unauthorized disclosure. Protection requires a balanced approach to include but not
limited to operational (software security controls), physical and personnel controls.

The main objectives are to
« Restrict access to authorized users exclusively
« Comparimentalization of aii Confidential and Privileged Security information

a  Complete removal of all Confidential and Privileged Security Information from the
system when it is no longer needed

Each contractor and consuliant will provide the PANYNJ with an Information Technology
Systems Protection Plan for approval. The Protection Plan should describe the measures
that the firm will apply to accomplish the objectives stated above.

The plan should include:

« A hardware baseline description and configuratlon diagram
» Software list ‘

e Procedures for restricling access to authorized users exclusively

« Procedures used for compartmentalizing all Confidential and Privileged
Security Information

» Procedures used to place sysiem into and remove from “protected” mode
+ Procedures used for removal of Confidential and Privileged Security information

All electronic exchange of Confidential and Privileged Security Information / 881 must be

accomplished using a project web site with centrally managed access control on a per individual
basis with encrypted transfer.
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SECTION 9. Bidding & Procurement

Confidential and Privileged Security Information that is provided under a solicitation is

subject to the handling requirements for Confidential and Privileged Security Information
identified in this manual.

Dissemination of Confidential and Privileged Security Information shall only be made upon
the determination that the recipient Is authorized to receive it. The measure for determining
authorization is “need-to-know” and completion of a PANYNJ Confidentiality Agreement,
This includes all persons or firms necessary to do work at the request of the PANYNJ such
as architects and enginsers, consultants, contractors, sub-contractors, suppliers, and others
that the contractor deems necessary in order to submit an offer/bid or to complete the work
or contract. It is the responsibility of the person or firm disseminating the information to
assure that the recipient is an authorized user and to keep records of recipients,

The contractor shall provide a written list/certification that he and his subcontractors have
properly disposed of all Confidentlal and Privileged Security information after Contract
award, after completion of any appeals process or completion of the work.




Section 10, Security Information Access Control Guide

The following are the basis for categorization of information and material involved in design,
development, construction and/or maintenance contracts for PANYN.] projects.

Authority

The uniform procedures for categorization and/or contro! of Confidential and Privileged Port
Authority Security Information related to architecture, engineering, construction, or rehabilitation
of Port Authority facilities are issued under the authority of the Port Authority of NY&N..

Standards

Construction of security systems often requires that an exact standard be met or exceeded in
order to insure that the security system will function properly. Drawings, details, and
specification books are to indicate materials 10 be used, as well as any other information
necessary to construct the system. They ars not to indicate that the type of construction shown
meets a security standard, or to contain any refarence to the limits or capabilities of the type of

construction/security system. This information will only be contained or referred 10 in the
detailed Statement of Work.

Appiicability

This gulde applies to PANYNJ personnel, as well as to firms and individuals who are under
contract, purchase order, letter contract, or who are in receipt of Confidential and Privileged
Security Information through a request for quote, proposal, bid, or third party agreement.

All users of this guide are encouraged to assist in improving and maintaining its currency and
accuracy.

Public Release

The fact that this section defines certein information as UNMARKED does not allow automatic
pﬁblic release of this inforfnation. Proposed public disclosures of UNMARKED Information
regarding construction/renovation shall be processed through Port Authority's project manager
or the duly designated reprasentatives for the specific contract.
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Contractual Release _ .
Contractors are responsible to the PANYNJ for all Confidential and Privileged Security
Information drawings, including shop drawings, or other documentation provided to

subcontractors.
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.Security Information Access Control Guide ,
Information constituting Confidential and Privileged Security Information and UNMARKED.

information revealing detalls
unique or essantial to the

Topic Categorization Remarks

Any mention of information that | CONFIDENTIAL &

reveals vulnerabllities, built-in | PRIVILEGED

or potential, relating to our

critical infrastructure.

That a facility is designed with | UNMARKED

extensive security features.

\dentity of individual security CONFIDENTIAL &

systems instalied at the facility. | PRIVILEGED

Time frame or schedules UNMARKED

showing project progress.

The general areas of the UNMARKED

project or where security

systems will be installed.

Announcement of security UNMARKED

subcontract awards.

Results of site survey CONFIDENTIAL & When referring to specific

documentation or review that PRIVILEGED terrorist threats and/or the

address specific physical specific capabilities of the

security vulnerabilities, installation {o counter the
threat, or when referring to
site-unique technical threat.

Design and construction UNMARKED UNMARKED when referring

to commercially available
security systems, accepted
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sacurity system(s),

CONFIDENTIAL. &
PRIVILEGED

construction techniquas,
information which is in the
public domain and/or when
security systems will be
installed in area accessible to
public view.

CONFIDENTIAL &
PRIVILEGED when referring
to methods of defeating the
security system(s) and/or
covertfunexposed security
systems.

Design drawings with specific
forced entry i-aﬂngs

CONFIDENTIAL &
PRIVILEGED

Shop drawings that provide
specific rating Information

CONFIDENTIAL &
PRIVILEGED

\What specific security systern/
hardware model number is
instalied at a specific location?

CONFIDENTIAL &
PRIVILEGED

When referring to fire safety
systems, access denial
systems, intrusion detection
systems, core area security
systems, and.in-piace
surreptitious entry verification
systems,

Details concerning overall

| security system(s) or individual
subsystem(s), including design,
engineering, construction, and
fabrication. Also includes
capabilifies, vulnerabilities
diagrams, operational

UNMARKED

CONFIDENTIAL &
PRIVILEGED

UNMARKED when data is
commercially avaitable in the
public domain,

CONFIDENTIAL &

‘PRIVILEGED when high

technology data, which was
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characteristics, and support
requirements,

developed by or for the
PANYNJ, is revealed; or
when data is site specific or
CONCEeMmSs core area systems,

Security system effectiveness, " UNMARKED UNMARKED when the
to include range, information is commercially
maneuverability, resolutions, available or in the public
accuracy, and readiness cycle. domain.
CONFIDENTIAL & CONFIDENTIAL. &
PRIVILEGED PRIVILEGED when the
system was developed or
modifted for or by the
PANYNJ; or when the
information concerns a
specific special application.
information identifying critical UNMARKED UNMARKED
elements of the system; such If equipment is readily
as master controls, overrides, observable 1o the public,
backup power sources.
CONFIDENTIAL & CONFIDENTIAL &
PRIVILEGED PRIVILEGED when an
slement has heen developed
and/or modified by or for the
PANYNJ for a special
application; or when such
elements are not readily
observable by the public.
Seacurity systems command CONFIDENTIAL &
and control operating PRIVILEGED

instructions and supporting




countermeasures when
referring to a specific site or
project location.

Biast protection design CONFIDENTIAL &
requirements for new or PRIVILEGED
existing PANYNJ facilities.
Blast analysis that addresses | CONFIDENTIAL & if specific weaknesses are
specific vulnerabilities to new or | PRIVILEGED reflected or rmaximum
existing PANYNJ facillties. tolerances are provided.
Structural pians, details, and UNMARKED UNMARKED when generic
specifications. criteria are used, Site-
specific information generated
from genéric criteria is
UNMARKED.
CONFIDENTIAL & CONFIDENTIAL & _
PRIVILEGED PRIVILEGED {f site-specific
' information involves details of
securlty system(s) or
. additional protection.
Design data revealing UNMARKED | UNMARKED if generic design
engineefing, construction, or criteriafterms are used.
fabrication details of a :
Communications Center CONFIDENTIAL &
alectrical syatem or facility CONFIDENTIAL & PRIVILEGED if data reflects
support systems with signal PRIVILEGED calculations resulting in
cables (e.g., intercom, ' selection of specific items to
telephone). This Includes be used inside a specific
grounding systems. Communications Center
' and/or fisting of those items.
Drawings and specifications for CONF%DENTIAL & CONFIDENTIAL &
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emergency gensrator room or
building.

PRIVILEGED

PRIVILEGED if site-specific
or if any reference to control
or security system.

What vulnerabilities will render
the electrical and
communicatidns system(s)
incperative,

CONFIDENTIAL &
PRIVILEGED

Record documents identifying
protective measures around
Operations & Control Centers

CONFIDENTIAL &
PRIVILEGED

Record documents identifying
the lacation of Police and
Emergency Communication
Lines

CONFIDENTIAL &
PRIVILEGED
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INFORMATION CONSTITUTING SSi

Except as otherwise provided In writing by TSA, in the interest of public safety or in furtherance
of transportation security, the following information, and records containing such information,
constitute SS1: '

Sacurity Programs and 88| | Any security program or security contingency
Contingency Plans plan issued, established, required, received, or
approved by DOT or DHS, including-

Any aircraft operator or airporl operator
security pragram or security contingency plan
under this chapter;

Any vessel, maritime facility, or port area
security plan required or directed under
Fedaral law,

Any national or area security plan prepared
under 46 U.8.C, 70103; and

-1 Any securlty incident response plah
established under 46 U.5.C. 70104.

Security Directives 88| | Any Becurity Directive or order--
' {i) Issued by TSA under 49 CFR 1542.303,

1544.305, or other authority,

(ii) Issued by the Coast Guard under the
Maritime Transportation
Security Act, 33 CFR part 6, or 33 U.8.C. 1221
et saq, related to maritime security; or

(iiiY Any comments, instructions, and
implementing guidance pertaining thersto.

Information Circulars 88l | Any notice issued by DHS or DOT regarding a
threat to aviation or maritime transportation,
including any--

25




(i} information Circular Issued by TSA under 49
CFR 1542 303, 1544.305, or other authority;
and _ .
(i) Navigation or Vessel Inspection Circular
issued by the Coast Guard related to maritime
security.

Performance Specifications

8St

Any performance specHication and any
description of a test object or test procedure,
for—

Any device used by the Federal government or
any other person pursuant to any aviation or

| maritime transportation security requirements

of Federal law for the detection of any weapon,
explosive, incendiary, or destructive device or
substance: and

Any communications equipment used by the
Federal government or any other person in
carrying out or complying with any aviation or
maritime transportation security requirements
of Federal law,

Vuinerability Assessments

881

Any vulnerabliity assessment directed, created,
held, funded, or approved by the DOT, DHS, or
that will be provided to DOT or DHS in support
of a Federal security program.




Security inspection or 8S1 [ Details of any security inspection or
Investigative Information. investigation of an allaged violation of aviation
or maritime transportation security
requirements of Federal law that could reveal a
security vulnerability, including the identity of
the Federal special agent or other Federal
employee who conducted the inspection or
audit.

881 | in the case of inspections or investigations
performad by TSA, this includes the following
information as to events that occurred within 12
months of the date of release of the
information: the name of the airport where a
violation occurred, the airport identifier in the
case number, a description of the viclation, the
regulation allegedly viclated, and the identity of
any alrcraft operator in connection with specific
locations or specific security procedures, Such
information will be refeased after the relevant
12-month period, except that TSA will not
release the specific gate or other location on
an airport where an event occurred, regardless
of the amount of time that has passed since its
occurrence. During the period within 12 months
of the date of release of the information, TSA
may release summaries of an aircraft ‘
operator's, but not an airport operator's, total
security viclations In a specified time range
without idenfifying speclfic violations or
focations. Summaries may include total
enforcement actions, total proposed civil .
penalty amounts, number of cases opened,
number of cases referred to TSA or FAA
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counse! for lega! enforcement action, angd
number of cases closed,

Threat information

§sl

Any information held by the Federal
government concerning threats against
transportation or transportation systems and
sources and methods used to gather or
develop threat information, including threats
agalnsl cyber infrastructure,

Security Measures

ssl

Specific detalls of aviatien or maritime
transporiation security measures, both
operational and technical, whether applisd
directly by the Federal government or another
person, including— '

Security measures or protocols recomimanded
by the Federal government;

Information conceming the deployments,
numbers, and operations of Coast Guard
persorinel engaged in maritime security duties
and Federal Air Marshals, to the extent it is not
classified natlonal security information; and

Information concemning the deployments and
operations of Federal Flight Deck Officers, and
numbers of Federal Flight Deck Officers -
aggragated by aircraft oparator.

Security Screening Information

S8

The following information regarding security
screening under aviation or ma';itime
transportation security requirements of Federal
law:
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Any procedures, including selection criteria and
any comments, instructions, and implementing
guidance periaining thereto, for screening of
persons, accessible properly, checked
baggage, U.S. mail, stores, and cargo, that is
canducted by the Federal government or any
other authorized person.

Information and sources of information used by
a passenger or property screening program or
system, including an automated screening '
system, '

Detailed information about the locations at
which particular screening methods or
equipment are used, only if determined by TSA
to be SSI.

Any sscurity screener test and scores of such
tests.

Performance or testing data from security
equipment or screening systems.

Any electronic image shown on any screening
equipment monitor, including threat images
and descriptions of threat images for threat
image projection systems.

Security Training Materials

55t

Records created or obtained for the purpose of
training persons employed by, contracted with,
or acting for the Federal government or
another person to cany out any aviation or
maritime transporiation security measures
required or recommended by DHS or DOT.
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Identifying Information of
Certain Transportation Security
Personnel

Ssli

Lists of the names or other Identifying
information that identify persons as—

Having unescorted access 0 a secure area of
an airport or a-secure or restricted area of a
marltime facility, port area, or vessel or;

Holding & position as a securify screener
employed by or under contract with the Federal
govermment pursuant to avistion or maritime
transportation security requirements of Federal
law, where such lists are aggregated by airport;

Holding a position with the Coast Guard
responsible for conducting vulnerability
assessments, security béardings, or engaged
in operations to enforce maritime security
requirements or conduct force protection;

Holding a position as & Federal Air Marshal; or
the name or other identifying information that
identifies a person as a current, former, or
applicant for Federal Flight Deck Officer.

Critical Aviation or Marjtime
Infrastructure Asset Information

8§81

Any list identifying systems or assets, whether
physical or virtual, so \)ita} to the aviation or
maritime transportation system that the
incapacity or destruction of such assets would
have a debilitating impact on transportation
security, if the list is—

Prepared by DHS or DOT; or Prepared by a
State or local govemment agency and
submitied by the agency to DHS or DOT.

Systems Security Information

88!

Any information involving the sacurity of
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operational or administrative data systems
operated by the Federal goverﬁmant that have
been Identified by the DOT or DHS as crifical
1o aviation or maritime transportation safety or
securlty, including automated information
security procedures and systems, security
inspections, and vulnerability information
concerning those systems.

Confidential Business 8si Solicited or unsolicited proposals received by
information DHS or DOT, and negotiations arising there
from, to perform work pursuant to a grant,
contract, cooperative agreement, or other
transaction, but only to the extent that the
subject matter of the proposal relates to
aviation or maritime transportation security
measures;

Trade secret information, including information
required or requested by regulation or Security
Directive, obtainad by DHS or DOT in carrying
out aviation or maritime transpontation security
responsibilities; and Commarcial or financial
information, including information required or
requested by regulation or Security Directlive,
obtained by DHS or DOT in carrying out

| aviation or maritime transportation security
responsibiiities, but only if the source of the
information does not customarily disclose it to
the public.

Research and Development ssi Information cbtained or developed in the

* | conduct of research related to aviation or
maritime transportation security activities,
where such research is approved, accepted,
funded, recommended, or directed by the DHS
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or DOT, including research results.

‘Other Information

88!

Any information not otherwise described in this
section that TSA determines is SSI under 49
U.8.C. 114(s) or that the Secretary of DOT
determines is SSi under 49 U.S.C. 40119.
Upon the request of another Federal agency,
TSA or the Secretary of DOT may designate as
S8 infarmation not otherwise described in this
section,







NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT

THIS NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT (the
“Agreement”) is made as of this ____day of , 2007, by and between The
Port Authority of New York and New Jersey (the “Port Authority™) a body corporate and politic
created by Compact between the States of New York and New Jersey, with the consent of the
Congress of the United States, and having an office and place of business at 225 Park Avenue

. South, New York, New York, {0003, and (“Recipient™), a

WHEREAS, the Port Authority desires, subject to the terms and conditions set forth
below, to disclose to Recipient confidential and privileged information in-connection with (insert
description_of project/work) (collectively, the “Project(s)) and in addition, the Port Authority
may deem it necessary to disclose on a need ‘to know basis certain security and safety
information which has been designated or is deemed to be Sensitive Security Information

(“SS8I™), and/or (Protected) Critical Infrastructure Information (“CIVPCII®, as is further
referenced and defined herein); and

WHEREAS, recognizing the need to share confidential and privileged information with
Recipient and in furtherance of critical governmental interests regarding public welfare, safety
and security at the Project site(s), the Port Authority has collected information and undertaken
the development of certain plans and recommendations regarding the security, safety and

protection of the Projects, including the physical construction and current and future operations
of the Projects; and

WHEREAS, the Port Authority has developed the Security Program Handbook (the
“Handbook”) to address standard operating procedures, including the Port Authority’s plan for
implementation and application of uniform security procedures regarding the identification,
handling, care and storage of Confidential and Privileged, and Confidential Information, as well
as SSI and/or CIVPCII; and

WHEREAS, in order to protect and preserve the privilege attaching to and the
confidentiality of the aforementioned information, as hereinafier defined, as well as to limit
access to $S1 and CII/PCII on a strict need to know basis, the Port Authority has requested, as a
condition of its sharing and/or providing access to such confidential, privileged and sensitive
information, that Recipient enter into this Agreement and that its respective officers, principals,
contractors, agents, employees, coniractors and consultants thereafier acknowledge that each
such officer, principal, agent, employee, contractor or consuliant understands that it will be
required to treat as strictly confidential and privileged any such information so provided, as well
.as the work product and conclusions of any assessments and evaluations or any
recommendations relating thereto and/or relating to any construction and operational information
containing Confidential and Privileged, Confidential, $SI, CIVPCIL, and to also fully comply
with applicable federal rules and regulations with respect thereto

NOW, THEREFORE, in consideration of the mutual promises and covenants contained
herein, and for other good and valuable consideration, the receipt and sufficiency of which is
hereby acknowledged, it is agreed and expressly understood and acknowledged as follows:




NON-DISCLOSURE & CONFIDENTIALITY AGREEMENT

1. (8)  “Confidential and Privileged Information” includes, but is not limited to,
any and all information, documents and matcrials entitled to protection pursuant to the public
interest privilege under New York State law, and exempied, protected or otherwise not subject to
disclosure to third parties pursuant to New York, New Jersey, federal, or common law, in any
form, format or medium, whether tangible or intangible, whether oral, written, photographic,
optical or any other form, it being understood and agreed that all such information shall be
designated “Confidential and Privileged” by the Port Authority. Certain Confidential and
Privileged Information may also be designated or inctude SSI or CII/PCI], as defined below.

(b) “Confidential Information” includes, but is not limited to, any proprietary,
business or other financial information and/or any information that is sensitive in nature, but not
otherwise privileged, in any form, format or medium, whether tangible or intangible, whether
oral, written, photographic, optical or any other form, it being understood and agreed that all
such information shall be designated “Confidential” by the Port Authority.

(¢)  Certain information provided to the Recipients may be designated and/or
include SSI as defined in the Transportation Security Administrative Rules & Regulations, 49
CFR. 1520, (49 US.C. § 114), the Office of the Secretary of Transportation Rules &
Regulations, 49 C.F.R. 15, (49 U.S.C. § 40119), and/or CII/PCII as defined in the Office of the
Secretary, Department of Homeland Security Rules and Regulations, 6 C.F.R, Part 29 (6 U.S.C.
§131-134.) SSI and CIV/PCI! shall also be received and handled as required by the applicable
federal regulations or as provided for by the responsible Federal agency or as may be provided
for by any agreement between such Federal agency and the Port Authority. Information

designated or including SSI and/or CII/PCII may also be designated, or include, Confidential and
Privileged Information,

2 Pursuant to the aforementioned Federal Regulations, specifically 49 C.F.R.
§§15.17 and 1520.17, any such violation thereof or mishandling of SSI therein defined “is
grounds for a civil penalty and other enforcement or corrective action by the [Department of
Transportation] DOT [Department-of Homeland Security], and appropriate personnel actions for
Federal employees., Corrective action may include issuance of an order requiring retrieval of 8SI
to remedy unauthorized disclosure or an order to cease future unauthorized disclosure.” Under
federal regulations, specifically 6 C.F.R. §29.9, any violation of, mishandling, or misuse of
CII/PCII is grounds for disqualification from future receipt of C1I/PCII and/or SSI.

3 The first page of any document designated “Confidential and Privileged” or
“Confidential” will be plainly marked as such. All information, documents and other material
provided as such and, any part thereof, shall be deemed “Confidential and Privileged” or

“Confidential”, notwithstanding the fact that only the first page of a document or the container is
actually marked; and




NON-DISCLOSURE & CONFIDENTIALITY AGREEMENT

4. The first page of any document designated “SSI” or any container holding
information  designated “SSI” will be plainly marked “SENSITIVE SECURITY
INFORMATION.” All information, documents and other material provided as such, and any

part thereof, shall be deemed “SSI”, notwithstanding the fact that only the first page of a
document or the container is actually marked.

5. All information provided to Recipient in any form, format or medium containing
Confidential and Privileged, and/or Confidential Information shall be handled and treated with
the highest care and in a manner consistent with the Port Authority’s practices and procedures as
set forth in the Handbook, as may be amended from time to time, and in a manner designed to
prevent their disclosure to unauthorized third parties consistent with Port Authority security

policy, practices and procedures, and all such information stored in the electronic form will be
password protected. :

6. Confidential and Priviteged and/or Confidential Information shall be used solely
for the purpose of aiding the Recipients in carrying out or undertaking their duly authorized
responsibilities relating to the Projects and shall not be used, quoted, cited or otherwise
replicated in any way and shall not be used as part of any draft or final communication,
memorandum, report and/or other written, audio or visual medium.

7. The Confidential and Privileged and/or Confidential Information shall only be
used in the performance of duly authorized activities relating to the Projects and shall not be used
for any other purpose, except as expressly permiited by this Agreement, or as expressly directed
in writing by the Port Authority; and; until such time that the information is no longer considered
Confidential and Privileged and/or Confidential Information, it will be held and treated in the
strictest confidence and shall not be disclosed-either directly or indirectly to any other person
who has not acknowledged and agreed to be bound by this Agreement and such information shall
only be provided to such persons to the extent that it is required for use on the Recipient's behalf
in performing its duly authorized activities at or in connection with the Projects and shall be
provided only on a need-to-know basis; nor shall any copies of documents or materials in any
form, format or medium, which contain disclosures of such Confidential and Privileged and/or
Confidential Information, be made without the prior written consent of the Port Authority.

8. Confidential and Privileged and/or Confidential Information shall not be disclosed
to persons other than those employed by or acting on behalf of the Recipient who have a need to
know and/or a need to have access to the information without the express permission of the Port
Authority in its sole discretion; and if such permission is granted then such information will be
provided only upon the execution of an acknowledgment (the “Acknowledgement”), the form of

which is attached hereto as Exhibit A, by the person receiving the information, agreeing to be
bound by this Agreement.

10.  If a subpoena, discovery request, Court Order, Freedom of Information Request,
or any other request or demand authorized by law seeking disclosure of any Confidential and
Privileged and/or Confidential Information is received, the Port Authority will immediately be
notified of such request or demand so that it may seek to quash the subpoena, scek a protective
order, or take such other action regarding the request as it deems appropriate, and the
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undersigned will fully cooperate in the Port Authority’s efforts in this regard so as to assure that
confidential treatment will be afforded the Confidential and Privileged and/or Confidential
Information. In the absence of the protective order, disclosure will be made of only that part of
the Confidential and Privileged and/or Confidential Information as is required to be disclosed,
after advising and consulting with the Port Authority, the Recipient and their respective counsel
as to such disclosure and the nature and wording of such disclosure, If at any time the
Confidential and Privileged and/or Confidential Information is inappropriately disclosed, the

undersigned will immediately report that fact and the circumstances regarding such disclpsure to
the Port Authority.

11.  Upon the earlier occurrence of either the Port Authority’s written request,
or termination of the business relationship or of the negotiations which gave rise to this
Agreement, Recipient shall promptly return fo the Port Authority, or destray, at Recipient’s
expense, all tangible materials describing, analyzing, containing, or referring or relating to, the
Confidential and Privileged and/or Confidential Information, including, but not limited to, all
originals, extracts, studies, copies, and summaries, whether received from the Port Authority or
created by Recipient, or its representatives, and regardless of the medium in which the
Confidential and Privileged and/or Confidential Information was provided or maintained,
including any information stored in electronic form, which shall also be completely removed
from any computer database; provided, however, that Recipient may retain copies of
Confidential and Privileged and/or Confidential Information in accordance with the requirements
of this Agreement if (a) such retention is required for professional reasons, and (b} Recipient
received the express written consent of the Port Authority’s authorized representative for such
retention. If the Recipiént elects to destroy the Confidential and Privileged and/or Confidential
Information, then the Recipient shall deliver to the Port Authority a certification, in the form

attached hereto as Exhibit B, signed by an authorized representative of the Recipient confirming
its compliance with this requirement.

12,  The obligations under this Agreement will be perpetual (unless otherwise

provided in this Agreement) or until such time as the information is no longer considered
Confidential and Privileged and/or Confidential.

13. If any term or provision of this Agreement shall be determined invalid or
unenforceable to any extent or in any application by any court of competent jurisdiction, the
validity and enforceability of the remaining provisions will not be affected thereby.

14.  Recipient acknowledges and agrees that the unauthorized disclosure and handling
of the Confidential and Privileged and/or Confidential Information could have an adverse and

detrimental impact on public safety and security and significantly endanger the Port Authority,
its facilities, its patrons and the general public. -

15.  Recipient hereby expressly agrees that the obligations of confidence required
hereunder are extraordinary and unique and are vital to the security and well-being of the Port
Authority, its customers, facilities and the general public, and that any breach by it or its
representatives of the terms hereof will result in unique and immeasurable harm to the Port
Authority for which monetary damages would be inadequate. Accordingly, Recipient hereby
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agrees that if it breaches or threatens to breach this Agreement, the Port Authority shall be
entitled, in addition to all other rights or remedies available at law or in equity, to seek temporary
or permanent injunctive relief, without the necessity of proving damages or to post any bond or
other security, in order to prevent further breach,.

16.  This Agreement shall be governed by and construed in accordance with the laws
of the State of New York, without regard to the conflict of laws principle.

17.  Any violation of this Agreement may result in legal and/or disciplinary action

against the Recipient, and any individual violating this Agreement and the signed
acknowledgment.

i8.  The failure of any pariy to enforce, at any time, or for any period of time, any
provision of this Agreement shall not be construed to constitute or evidence a waiver of such
provision or the right of such party to enforce each and every provision thereafter.

19.  This Agreement constitutes the entire agreement between the Port Authority and
Recipient on the subject matter contained herein and supersedes any and all prior negotiations,
correspondence, agreements, understanding, duties or obligations between the parties hereto
respecting the subject matter heréof. The provisions of this Agreement may be amended,

modified or revoked, in whole or in part, only by a written instrument executed by each of the
parties to this Agreement.

©20.  This Agreement is the joint product of the parties hereto and each provision of
this Agreement has been subject to the mutual consultation, negotiation, and agreement of the
- parties hereto, and shall not be construed for or against any party hereto.

Dated:  New York, New York

, 2007

By:

Name:
Title:







Exhibit A

ACKNOWLEDGEMENT
1 4 \ am employed as
a(n) (fill in job title) by (fill in
employer) located at . I understand that, because of my employer’s
relationship with (fill in the other Party to the

agreement with the Port Authority), both my employer and T are being, or may be, provided with
access to, and/or copies of, certain sensitive security materials and information relating to the

Project. I have been provided with and read (fill in the Party’s name) Non-
Disclosure and Confidentiality Agreement with the Port Authority of New York and New Jersey,
executed by (fill in the Party}on __ , 2007. 1f it is required

for me to review or receive information provided by the Port Authority that is marked
"CONFIDENTIAL AND PRIVILEGED”, “CONFIDENTIAL”, “SENSITIVE SECURITY
INFORMATION,” and/or  “(PROTECTED) CRITICAL INFRASTRUCTURE
INFORMATION?, 1 acknowledge that § will be bound by each and every term and provision
contained therein and that failure to do so may include, but is not limited to, the imposition of
disciplinary action and sanctions, and/or the institution of legal action seeking injunctive relief,
monetary and/or criminal penalties for violation of law and/or Port Authority policies and
procedures, as well as for violation of federal and/or state regulations.

To the extent 1 am.currently in possession of, or have previously come in contact with,
marked information as it relates the aforementioned Agreement, | agree to conform my handling
procedures for "CONFIDENTIAL AND PRIVILEGED," “CONFIDENTIAL”, "SENSITIVE
SECURITY INFORMATION," and/or "(PROTECTED) CRITICAL INFRASTRUCTURE
INFORMATION" to the practices and procedures set forth and defined herein or risk loss of.
access to said information, removal from said project andfor subjecting myself to the
aforementioned disciplinary actions and/or civil and criminal penalties.

NAME OF RECIPIENT
Print Representative Name:
Signature:
Title:

Date:







Exhibit B

CERTIFICATIO

To: The Port Authority of New York and New Jersey (the “Port Authority™)

Reference is made to the Non-Disclosure and Confidentiality Apgreement {the “Agreement”)
between the Port Authority and (the “Recipient”) dated
. Capitalized terms used and not otherwise defined herein shall have the
meanings ascribed to them in the Agreement. Pursuant to the Agreement, the Recipient hereby
certifies the following to be true: '

The Recipient has destroyed and has caused its agents to destroy all tangible
materials describing, analyzing, containing, or referring or relating to, the
Confidential and Privileged and/or Confidential Information, including, but not
limited to, all originals, extracts, studies, copies, and summaries, whether received
from the Port Authority or created by Recipient, or its representatives, and
regardless of the medium in which the Confidential and Privileged and/or
Confidential Information was provided or maintained, including any information
stored in electronic form, which shall also be completely removed from any
computer database, to the extent that the destruction would preclude recognition
or reconstruction of the Confidential and Privileged and/or Confidential
Information.
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Introduction

Introduction

The purpose of this document is to communicate the standards established by the
Technology Services Department and provide managers and technical staff, including
contractors working under their direction, with guidance in managing the Port Authority's
(PA) information Technology (IT) resources in the most effective way. Managers and
technical staff should consult this document when making decisions about how to
acguire or evolve their computing systems, platiorms, networks and applications. Port
Authority department managers and staff need to ensure that changes in their
department's Information Technology are compatible with the current Enterprise
computing and telecom munications infrastructure. This is crucial to connect and
exchange information with other Port Authority departments, as well as with individuals
and organizations outside the Port Authority. To that end, these guidelines are inte nded
to help depariments do the foliowing:

+ Implement computing and networking solutions that ensure the
utmost reliability, availabllity and security.

» Procure hardware and software that advances current and mandated
business needs and enables departments to work with other
departments/offices more effectively.

« Easily and efficiently communicate and exchange information
- throughout the agency.

‘» Achleve greater systems integration through leveraging and building
upon standardized Infrastructure and facilitating systems
management,

Adherence to these standards ensures that IT investments achieve Enterprise
connectivity, interoperability, consistency, and will enhance performance in a cosl-
effective way.

How to Use This Document

Throughout this document you will find cross-references, also called hy perdinks, to other
documents that provide more specific and detailed information. For example, the very
latest standard PC desktop and server configurations are listed on a linked page.
Because the computer industry is dynamic and change is frequent, this ime-sensitive
information will be maintained on the PA's Intranet{ XE "Intranet” } (eNei{ XE "eNet" })
so that it can be monitored and easily updated, assuring y.ou of the most current
information. This document will also be available on the eNet, so that when viewing it
online, you ¢an click on the underiined hy perlink to immediately access that information.
If you are reading a paper copy of this document, you will need to access eNet to obtain
the cross-referenced information. Contractors will be provided this information during
contract negofiations,

The Technology Services Department welcomes your feedback/comments on these
standards and guidelines, Please address your e-mail to: [Tstandards@panynj.gov.
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1.0 The Port Authority Wide Area Network{ XE
"Wide Area Network” }{ XE "Networks" } (PAWANET{
XE "Port Authority Wide Area Network (PAWANET)"
) |

1.1 PAWANET{ XE "Port Authority Wide Area Network (PAWANET)"
} Overview

The Part Authority (PA) has a modern distributed computing network, called the Port
Authority Wide Area Network{ XE "Wide Area Network" { XE "Networks" } (PAWANET{
XE "Port Authority Wide Area Network (PAWANET)" }), which is managed as an
Enterprise resource. It connects all the various Port Authority facilities and
transportation systems using high-spesd voice, data, and video lines or link s.

This network is crucial to all Port Authority businesses because it provides the
connections for applications such as e-Mail, Internet and Intranet{ XE "Intranet" }
access, SAP{ XE "SAP" ), PeopleSoft{ XE "PeopleSoft" }, Electronic Toll Collection,
CADD, Lease Image, Closed Circuit Televi sion (CCTV{ XE "Closed Circuit TV"})
surveillance systems, and in the future, videoconferencing, and more.

PAWANET{ XE "Port Authority Wide Area Network (PAWANET)" } consists of state-of- .
the art Cisco{ XE "Cisco" } Systems equipment and services provided by several other
vandors. Equipment includes Asynchranous Transfer Mode (ATM{ XE "Port Authority
Wide Areda Network (PAWANET): ATM Node Assignments” Y{ XE "ATMs" }) switches,
high performance Cisco Catalyst switches, and Cisco routers, Cisco Systems maintalns
all network equipment. AT&T{ XE "AT&T" } provides leased high-speed data lines
connecting varlous Agency facilities to form a Wide Area Network{ XE "Wide Area
Network" H{ XE "Networks" } (WAN).

The standard for all application, databass, print, file servers and personal com puters is
IBM. Specific models, images and part numbers will be provided to the successful
proposer.

1.2 Natwork{ XE "Networks" } ATM{ XE "Port Authority Wide Area
Network (PAWANET): ATM Node Assignments" }{ XE "ATMs" }
Node{ XE "Nodes" ) Assignments

The network consists of 22 ATM{ XE "Port Authority Wids Area Network (PAWANET):

ATM Node Assignments" H XE "ATMs" } nodes, which together form a private Porl
Authority ATM network.

Non-ATM{ XE "Port Authority Wide Area Network (PAWANET): ATM Node
Assignments” Y XE "ATMs" } nodes are connected to the ATM core network.
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1.3 Network({ XE "Networks" } Dlagram{ XE "Port Authority Wide
Area Network (PAWANET): Diagram" }

This diagram will be supplied as sppropriate to the succe ssful proposer.

1.4 inter-site Services Providers

The Technology Services Depariment has contracted with a variety of companies to
provide inter-site services. If dapartmeants have need for expanding thelr WAN{ XE
“Wide Area Network" } services, such as a request for additional data lines, the -
Technology Services Depariment must be contacted. Companies providing
communications gervices for the Wide Area Network{ XE "Networks" } are listed below

« ATRT{ XE "AT&T" } Local Service{ XE "Local Service" }s
e« Verizon{ XE "Verizon" } :
¢  MCI WorldCom

1.5 PAWANET{ XE "Port Authority Wide Area Network (PAWANET)"
} Functions{ XE "Port Authority Wide Area Network (PAWANET):
Functions" }

Currently PAWANET{ XE "Port Authority Wide Area Network (FPAWANET)" } provides
the following funcilons:

Data Supports the low and high volume transfer of data used for
applications, such as SAP{ XE "SAP" } and PeopleSoft{ XE
"PeopleSoft" }, and for network cornmunications, such as e-Mail.

CCTV{ XE "Closed The transfer of Clased Circuit TV{ XE "Closed Circuit TV" } (CCTV)

Clreuit TV } data is supported across the entire network to provide security for
the Port Authority’s key facilities, (
Voice The network provides the hardware capabilities for voice

transmission for future implementation.
Videoconferehcing  The network switches and transmission lines are capable of

{ XE handling videnconferencing to support the agency’s future needs.

"Videoconferencin ' ‘

9"}

1.6 - Features of PAWANET{ XE "Port Authority Wide Area Network
(PAWANET)" }

PAWANET{ XE "Purt Authority Wide Area Network (PAWANET)" } provides a high
performance and reliable fail-safe communications network, These are its key features:

» Alternate paths of communication

« Support of high volume traffic such as CADD, CCTV{ XE "Closed
Circult TV" } and others
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¢ logical Permanent Virtual Circuits (PVC’s) to direct traffic based on its
priority level.

« ATM{ XE "Port Authority Wide Area Network (PAWANET): ATM Node
Assignments" }{ XE "ATMs" } nodes have a redundant power supply
and redundant cabling for alternate routing in the event of a node card
failure.

« Dual ATM{ XE "Port Authority Wide Area Network (PAWANET): ATM
Node Assignments" 3}{ XE "ATMs" } switches,

» Cisco{ XE "Cisco” } router family products with redundant power
supplies. _

1.7 Supported Protocols{ XE “"Port Authorily Wide Area Network
(PAWANET): Supporied Protocois” }{ XE "Protocois™ }{ XE "Port
Authority Wide Area Network (PAWANET): Protocols” }
. The network supports the following network protocols, allowing dissimilar platforms to
communicate within PAWANET{ XE "Port Authority Wide Area Network (PAWANET)" }:

TCPAIP:{ XE  TCP/IP{ XE "TCPAP" Y{ XE "IP Addresses" } is the universal profocol

'IP that allows communications between all systems within the Port
Addresses” Authority's network, as well as other networks.

H XE '

"TCRIP" }

IPX/SPX:{ This protocol alfows communications between all Novell platforms,
XE :

"IPX/SPX" }

SNA/SDLC:{ This protocol allows communications batween all IBM systems and other
XE systems that support SNA,

"SNA/SDLCY

}

1.8 PAWANET{ XE "Port Authority Wide Area Network (PAWANET)"

} Switches{ XE "Switches" }{ XE “Port Authority Wide Area
Network (PAWANET): Switches and Routers" ) and Routers{ XE
"Routers™ )

The current standard switches and routers used on PAWANET{ XE "Port Authority Wide
Area Network (PAWANET}" } are;

+ Cisco{ XE "Cisco" } switchas

« Cisco{ XE "Cisco" } routers -

Cisco{ XE "Cisco" } ISDN routers
1.9 Enterprise Addressing Scheme{ XE "IP Addresses” }
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(including IP addressing) €Format changed to "Heading 2" for

this bullet
The Port Authority’s Enterprise network is a TCP/IP{ XE "TCP/IP" } Class B network
1.10 Enterprise Network{ XE "Networks: Enterprise Network" }{ XE

"Networks" } Monitoring Software{ XE "Port Authority Wide Area
Network (PAWANET): Network Monitoring Software” }{ XE
"Networks: Monitoring Software” }

.« The Port Authority continually monitors its WAN{ XE "Wide Area
Network" ¥ and the availability of Its tinks,
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2.0 Network Resources{ XE "Networks" ¥

2.1 Network{ XE "Networks" } Overview

The Port Authority has a modern distributed com puting network, which is managed as
an Enterprise resource. The network connects all individual PCs{ XE "Workstations" },
servers, printers, and other devices in a unified computing infrastructure that makes it
possible far the Port Authority to conduct #ts business.

The Enterprise Network{ XE "Networks: Enterprise Network" } consists of the
PAWANET{ XE "Port Autherity Wide Area Network (PAWANET)" } {see Saction 1.1} and
connected Local Area Networks (LAN's). The line of demarcation between the cable
and wiring which is the responsibility of the carrier and the Part Authority's area of
responsibility is usually a wiring closet. The Port Authority's Enterprize Network{ XE
"Networks" } consisia of the following components on the Port A uthorlty side of
demarcation;

.« Enterprise Devices :
¢ Cabling{ XE "Telephone Network: Cabling” }{ XE "Cabling” 3}

* Routers{ XE "Routers" }{ XE "Port Authority Wide Area Network
(PAWANET): Switches and Routers" }

o Switches{ XE "Switches" }{ XE "Port Authority Wide Area Network
(PAWANET): Switches and Routers" } -

« Wiring Closets{ XE "Wiring Closets" }
e Communications Equipment Racks
o Server{ XE "Servers" } Racks{ XE "Servers: Racks" }
» File and Print Servers{ XE "Servers" } - .
» Application Servers{ XE "Servers: Application" }»{ XE "Servers" }
o Storage Area Networks{ XE "SANs" } (SAN)
s Network{ XE "Networks" } Printers{ XE "Printers" }
v LAN Devices{ XE "LAN Devices" }
« Desktop PCs{ XE "Workstations" }
= Workstations
« Laptops{ XE "Laptops" }
¢ Local Printers{ XE "Printers" }
¢ Scanners{ XE "Scanners" }
= Copiers
s PC Peripherals
The purpose of the following subsections is to:
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+ Define the policies and standards governing Enterprise and LAN
resources throughout the Port Authority.

» Delineate the duties and responsibilities of the Enterprise System
Administrator{ XE "System Management" }s, the Technology Services
Department {TSD), and the Departmental System or Application
Manager,

See the (Guide to Systems Admtnlstratio {this will be made available during the ¢o ntract
negotiation phase) for detailed information on system requirements and procedures.

2.2 Enterprise Network{ XE "Networks: Enterprise Network" }{ XE
"Networks" } Architecture .

The Port Authority operates an extensive netw ork of Enterprise file, print and application
servers. These devices are link ed to an Enterprise Wide Area Network{ XE “Wide Area
Network" ¥ XE "Networks" }. The flexibility provided by the use of multiple servers,
server clusters and Storage Area Netw orks{ XE "SANs" } (SAN) cffers users improved
network response, greater reliability, increased data security and reduced operating
cost, Adherence to the standards outlined in this section allows departments to manage
their systems, applications and data in a way that best meets their business nesds while
maintaining interoperability and safeguarding Port Authority's information assets.

221 Operating System{ XE "Operating Systems" } and Software

All Enterprise file & print services in the Port Authority are based on the Novell Netw are{
XE "Nejware” } operafing system. Microsoft Windows NT{ XE "Windows NT" } and
Windows 2000{ XE "Windows 2000" } servers anhd Sun Solaris{ XE "Sun Solaris" } are
supported only as application servers and anly when required for functionality.

The standard for all application, database, print, file servers and perscnal com buters is
|BM,

In addition to the base operating system, all Enterprise servers must include or provide
access {o the following components:

s Virus Protection{ XE "Virus: Protection” }

+ Network{ XE "Networks" } Security{ XE "Networks: Security" }{ XE
"Security” }

+« Remote Monitoring and Management
+ Intrusion Detection{ XE "Intruder Detection" }
+ Mainframe Systems Backup

» Uninterrupted Power Supply{ XE “Uninterrupted Power Supply™ } (If
central UPS is not installed at the location)

« Current Novell NetWare Support Pack

The standard for all application, database, print, file servers and personat computers is

IBM. Specific models, images and part numbers will be provided fo the successful
proposer.
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222 Configuration

Al network devices—including servers, workstations, network printers, and network
faxes--must contain IP{ XE “IP Addresses" } addresses which conform fo the standards
outlined in sections, 1.9 Enterprise Addressing Scheme, and 2.3.1, Server{ XE "Servers"
) Names, and which will be assigned by Technology Services Department Infrastructure
staff{ XE "Servers: Names" ). In addition, all Novell servers must include an IPX
address provided by the Network{ XE "Networks" } Architecture Division.

Systemn Administrator{ XE "System Management" }s may refer to the Guide to System
Adminisiration for specific instructions on how to install and configure the Novsl! and
Windows operaling systems. All Novell servers must be configured using the following
parameiers:

» Minimum Size of DOS Partltlon{ XE "Partition” }: 1GB

» Both IP{ XE "IP Addresses" } and IPX Protocol{ XE "IPX Protoco!" }s{

XE "Protocols™ }{ XE "Port Authority Wide Area Network (PAWANET):
Protocois” )}

« Frame Type for IPX protocol:  IPX Ethernet_802.2
» Volume Names: SYS, DATA, APPS

2.2,2.3 Workstation{ XE "Workstatlons" } Brive Mapping{ XE

"Workstations: Drive Mapping" }{ XE "Drive Mappings" } .
Conventions

Mapping of workstation drive pointers to SAN{ XE "SANs" } or server disk volumes or
folders is accomplished through the Novell NetWare Lagin{ XE "Logins" } Script.
Guidance will he provided by Infrastructure staff as needed.

s Public (Shared) application software installed on a NetWare file and

print Server{ XE "Servers" }, or server cluster must reside on a
separate volume named "APPS",

Example: PAPPS

« Each software application Installed on the NetWare file and print
server, or server cluster, must have its own sub-folder.

Examples: PAPPS\EXCEL
PWPPSWLOTUS

« S5YS volume must be used for pperating system and support software
only,

» Shared Data stored on a NetWare file and print Server{ XE "Servers"

}. or server cluster, shall reside in a volume named Data, and shalil be
mapped to the “S:\” drive pointer.
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Example <Server{ XE "Servers" } _name>\DATA\SHARE on a single server

2.2.2.2 Connecting LAN Devices{ XE "Networks: Connecting
LAN Devices" }{ XE "LAN Devices" } to the Enterprise
Network{ XE "Networks: Enterprise Network" }»{ XE
"Networks"” }

The Technology Services Department is responsible for connecting all LAN
devices to the Enterprise Network{ XE "Networks: Enterprise Network” { XE
"Networks" } (FPAWANET{ XE "Port Authority Wide Area Network (PAWANET)" })
provided they meet the Port Authority's standards. The following system
components must meet the standards in order to connect department devices,

Type of Device or Software

» Primary Network{ XE "Networks" } Operating System{ XE "Networks:
Operating Systems" } (NOS{ XE "Operating Systems" })

s Application Server{ XE "Servers" } Operating System{ XE
"Operating Systems" }

« Network{ XE "Networks" } Interface Card{ XE "Network Interface
Card"” ¥ (NIC) '

The standard for all application, database, print, file servers and parsonal computers is
IBM. Specific models, images and part numbers will be provided to the successful
proposer.

2.2.3 Network Resources{ XE "Networks" } Security{ XE -
"Security” } ,

2.2.3.1 Server{ XE "Servers" } Physical Security{ XE "Servers:
Physical Security” }{ XE "Workstatlons: Security” }{ XE
"Security: Physical Security” }{ XE "Security” }

All network equipment must be physically secured in a locked room.

2.2.3.2 Server{ XE "Servers" } Logical Security{ XE “Servers.
Logical Security” }{ XE "Security" }

To safeguard the Port Authority’s Information Technology (IT) systems and data, TSD
has implemented a number of processes and procedures, including the requirement that
all users accessing the Port Authority ‘s networks authenticate to the Novell NetWare
Directory Service (e-Directory ). The e-Directory Service is a database containing
deseriptions of all network devices including servers; printers, shared drives and user
accounts.

In plain English, this means that by executing a login when you first power on your PC
you are teiling the network who you are. This is accomplished by providing your Novel!
NetWare Usermame and password. Just as you are issued an ID card for access to
certain facilities, buildings or rooms you need to visit to perform your job, your Novsli
authentication grants you access to network resources, such as shared data volumes,
software applications and network printers you use in performing your assigned tasks.

i
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TSD, or its contracted vendor, is responsible for providing all Enterprise servers with the
following protection of their logical resources:

¢ Guard against unauthorized access by making sure that servers
cannot be booted from a floppy.

» Scan all workstations for viruses daily,

« Scan all laptops for viruses at log-in,

« Scan all incoming data from users, server peripherals, diskette, CD-
ROM, tape drives, other servers, and the Internet for viruses

» Perform daily incremental backups and full backups weekly.

= Store all monthly backups off site at a secure location and secure daily’
and weekly backups on-site in a locked area.

+ Test recovery procedures annually.

» System and application passwords that conform to the Technology
Services Department standards.

+ Configurations must conform to security parameters identifled by Kane
. Security { XE "Security"” } Analyst software.

¢ Perform deleted file purges immediately or no iater than 6 days after
file deletion.

+ Control all remote access using the Port Authority’s Remote Access{ |
XE "Email: Remote Access" } System via a VPN using a PA providor.

224 Network{ XE "Networks" } Access{ XE "Networks: Access"
} and User Account{ XE "User Accounts" } Security{ XE
“User Accounts: Security" }{ XE “"Security" }

2.2.4.1 Account Creation{ XE "User Accounts: Creation" }

User accounts are created and managed in e-Directory for both Novell and NT{ XE
"Windows NT" } network resources. The Novell Username must be unique. Individual
user accounts are established based on a manager's approval and are inactivated
and/or remaved as appropriate. Documentation for the creation of user accounts and
authority for access is maintained by the System Administrator{ XE "System
Management” }.

The Novell Usemame is determined by combining the first initial of the user’s first name
and the complete last name. '

Example: User’'s Name Novell Login{ XE "Logins" } ID
Tony Robinson trobinson

When the Novell Login{ XE "Logins" } ID is assighed, see the Gulde to Systems
Administration for additional examples of altemative account names to use.
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2.2.4.2 Time Restrictions{ XE "Time Restrictions" }

The standard time restriction for user access Is 6 AM to 9 PM, Monday through Friday.
Time restrictions may be modified to allow for authorized access where warranted and at
the discretion of individual department system managers. Requests and app roval for
access outside of the standard hours should be documented and retained by the System
Administrator{ XE "System Management" }.

2.2.4.3 Concurrent Logins{ XE "Logins: Concurrent” }{ XE
"Networks: Logins” }{ XE "Logins" }

Login{ XE "Logins" } sessions should be {imited to one connection per user. User
accounts should not have the ability to login to multiple workstations after establishing
one active connection to the network.

2.2.4.4 Intruder Detection{ XE "Networks: Intruder Detection”
}{ XE "Intruder Detection” }

These system-monitoring features should be active.
» Restrict the count of incorrect login attempts

o The time out feature for which unsuccessful login attempts are
retained to determine a possible intruder attack should be used

« The time feature for which a user account remains disabled before the
account can be used again should be used,

2.2.4,5 Passwords{ XE "Passwords" }
All user accounts should have passw ords conforming to the following standards.
» Minimum length is six (6) characters.

+ Should not be easily guessed. It should not be related to one's job
and should not be a word in the dictionary or a proper name.

+ Should be set to expire at least every 90 days and 30 days for
accounts with system or application administrator access.

s Grace logins should be activated and limited to three.

+ Users should be notified several days in advance of password
expiration.

« Users should be forced to change their password on initial login and
once it expires.

+ Unique passwords should be required when changed. Users should be
prevented from reusing a previous password for a minimum of one-
year,

« Users should not be permitted to change their passwords more than
once a day.

« Passwords{ XE "Passwords" } should be encrypted in storage.
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« Passwords{ XE "Passwords" } must be entered in a non-display field
with a re-enter verify function for new passwortds.

« Passwords{ XE "Passwords" } must not be available on hard copy.

= Passwords{ XE "Passwords" } used in system startup flles and login
scripts must be encrypted.

« If an application uses a default password, change it on Installation .

« Do not use cyclical passwords, such as the word, February, during the
month of February.

« Do not reveal your password to anyone except authorized persons.

« Use both upper and lower case characters and special characters
where possible.

+ Change password if it has been disclosed or compromised.

» Protect by using a screen saver password with a recommended 15-
minute time-out period.

s Passwords{ XE "Passwords" } should not be the same as the user ID

Passwords{ XE "Passwords" } are considered confidential data. They protect the Port
Authority's network resources and grant system privilages and access. Disclosure may
reault in unauthorized access to data, systam files and transactions, Passwords are also

your signature and identify you as the individua! who is responsible for the system
activity.

2.2.4.6 Modems{ XE "Modems" }

Staff are prohibited from connecting dial-up modems to workstations that are
simultaneously connected to PAWANET{ XE "Port Authority Wide Area Network
(PAWANET)" } or ancther internal communication network unless approved by the
Information Systems Security{ XE "Security” } Officer.

Where modems have been approved, users must not leave modems connected to
personal computers In autoansw er mode, such that they are abie to receive in-coming
dial-up calls.

225 Remote Access{ XE "Emall: Remote Access" } System

The use of local modems to establish direct dial conn ections to devices on the PA
network is prohibited. Exceptions to this policy require the approval of the Technology
Services Department’s Security{ XE "Security" } Officer. There is an approved remote
access solution (via a VP N using a PA provider), which provides a secure access fo the
corporate network, requiring additional software & passwords for the person who will be
connecting remotely. The solution is issued to an appropriately authorized individual.
Details of the solution will be disclosed on a nesd to know basis. This access protacol is
in addition to the application security access protocols.
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22,6 Network Resources{ XE "Networks” } Hardware Standards

2.2.6.1 Standard Servers{ XE "Servers: Standard Hardware"” }{
XE "Servers" }

To see the curent Port Authority standards for servers, see the Technology Services
Departmant web page on eNet{ XE "eNet" }, or click below.

The standard for all application, database, print, file servers and personat computers is
IBM. Specific models, images and part numbers will be provided to the successful
proposer. : |

2.2.6.2 Printers{ XE “Printers" >
The current standard is the Hewlett Packard family of printers.
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2.3 Network{ XE "Networks" } Naming Conventions{ XE "Networks:
Naming Conventions" }{ XE "Naming Conventions” )

2.3.1 Server{ XE "Servers" } Names{ XE "Servers: Names” }

All server names should conform to the standard code and will be supplied fo the
successful contractor. Novell servers must be configured with an IPX address obtainsd
from the Network{ XE "Networks" } Architacture Division within the Technology Services
Depariment. All information regarding the names and address configuration should be
forwarded to the Standards and Guidelines Group.

2.4 Directory Services and Structure

The Port Authority uses Novell e-Directory 1o manage network resources and user

access. All network printers should be created as e-Directory objecis. NDPS should be
utilized.

. Applications are distribuled based on the type of workstation and user definitions,

using an automated tool. Scheduling of distributions is done in conjunction with client
departments,

2.5 System Management{ XE "System Management" }
The Port Authority has retained a third parly system administrator, The Proposers

System Administration proposal will be evaluated against the third party system
administrator the PA has retained for functionality and cost,

All computing at the Port Authority is delivered on -workstations through PAWANET{
XE "Port Authority Wide Area Network (PAWANET)" }. Port Authority depariments
receive support for their network from the Tachnology Services Department and the -
authorized Enterprise vendor. There is a division of responsibllity between Technology

Services Dopartment and those responsible for the management of departmental
network resources.

The department is responsible for selecting a Business System Manager{ XE "System
Management” } who will manage the departmental network resources, Technology
Services Department will oversee the System Administrator{s). The System
Administrator provides day-to-day operational support. The following chart delineates
the major responsibilities of Technalogy Services Depariment Systern Administrators
and the Departmental Business System Managers. Datalled information concerning
System Administrator duties can be found in the Guide to System Administration.

[A copy of this Guide will be provided to the successful contractor.]
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251

Technology Services Department and Departmental

Business System Manaler{ XE "System Management” }

Responsibilities

Technology Services Department
Responsibilities

Business System Manager{ XE
"System Management"” }
Responsibilities

{May be carried out by department staff, contract
with TSD or third party)

Select and install:
Servers{ XE "Servers" }
Desktop PCs{ XE "Workstations" }

CAD{ XE "Computer Aided Design" }
Workstations

Network{ XE "Networks" } & Local
Printers{ XE "Printers" }

PC Peripherals

Routers{ XE "Routers" }{ XE "Port
Authority Wide Area Network
{PAWANET): Switches and Routers”
} and switches

Cabling{ XE "Telephone Netwaork:
Cabling" }{ XE "Cabling” }

Wiring closet hardware

Select and Manage:
Business Applications Software

Promulgate Port Authority Standards for,
install and maintain:

Workstation{ XE "Workstations" }
0S{ XE "Operating Systems" } and
configuration

Network{ XE "Networks" } 0S{ XE
"Operating Systems" } and
conflguration

Physical and loglca! security for;
Network{ XE "Networks" }
Servers{ XE "Servers" }

Workstations
PC Peripheral Devices
User Accou nts{ XE "Workstation;

Review and Verify Port Authority Standards
for instaliation and maintenance of:

Current Workstation{ XE
"Workstations" } OS{ XE "Operating
Systems" }

Current Network{ XE "Networks" }
05{ XE "Operating Systems" }

Physical and logical security for:
Network{ XE "Networks" ¥
Servers{ XE "Servers" }

Workstations
PC Peripheral Devices

User Accounts{ XE "Workstation:
User Accounts” }{ XE "User
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Technology Services Department
Responsibilities

Business System Manager{ XE
"System Management" }
Responsibilities _
(May be carried aut by department staff, contract
with TSD or third party)

User Accounts” }{ XE "User
Accounts" }

Databases{ XE "Databases" }
Virus Protection{ XE "Virus: Protection” }

Back up and Recovery{ XE "System Backup
and Recovery" }

Hardware
Software

Addressing/ Naming Conventions { XE
*Naming Conventions” } for

Network{ XE "Networks" } devices

Accounts" }
Databases{ XE "Databases" }
Virus Protection{ XE "Virus: Protection" }

Downioad and install current virus
protection software and data files.

Back up and Recovery{ XE "System Backup
and Recovery" }

Maintain tape library

Establish and monitor Performance and
Capacity Standards

Review and verlfy Performance and Capacity
reporis '

Set standards for, and provide database
adminpistration

Monitor database parformance

Establish requirements for Business
Resumption Plan{ XE "Business Resumption
Plan"}

Develop, validate and documaent Business
Resumption Plan{ XE "Businass Resumption
Plan" )

Implement Business Resumption Plan{ XE
"Business Resumption Plan" } if necessary

Conduct Change Management{ XE *Change
Management” } Meetings:

Establish version control procedures

Create a forum to insure good
communication in the agency.

Review and monitor Change Management{
XE "Change Management" } tasks:

Verify version control

Document changes in department
devices

Inform Technology Services
Department of all significant changes
— hardware and software.
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Technology Services Department
Responsibilities

Business System Manager{ XE
"System Management” }
Responsibilities

(May be carried out by department staff, contract

with TSD or third party)

Maintain Documentation Library containing,
for example:

Suppliers’ manuals on all software
and Hardware

Configurations of all servers and
worlkstations

Physical media, such as back up
tapes,

Seiect, configure and deploy software
distribution tools,

Monitor and review software distributions.

Electronic Messaging to include e-Mail,
calendaring and message-enabled
applications. '

Supply users e-mail setup information as
needed

Provide direct support to end users on the
use of workstation and applications running
on the department’s network resources.,

Select and provide virus protection software
and dats files. :

Maintain a log of all virus scan activity for
daily review,

Report all suspested instances of computer

viruses immediately to the Virus Response

Team{ XE "Virus Response Team" } in

accordance with established IT security
procedures

Maintain and control software licenses

Note: System Administrator{ XE "System Management" }s do not create patches or

upgraces.

To see a more detailed description of System Administrator{ XE "System Management"
} responsibilities, see the Guide to Sy stem Administration, or click below. This
information will be provided to the success ful contractor.

2.5.2 Change Management{ XE "Change Management” }

System Administrator{ XE "Systam Management" }s are responsible for reporting to the
Technology Services Department all changes pertaining to;

Departmental hardware:
All network connected devices, such ag:
e Printers{ XE "Printers” }
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¢ Print servers
+ Scanners{ XE “Scanners" }

o  Network{ XE "Networks" } Interface Card{ XE "Network Interface
- Card" }s

Software;
» Non-standard operating systems
» Non-standard applications

System administrators are responsible for participating in Change Management{ XE
"Change Management"' } meetings online via the eNet{ XE "eNet" }; or for making sure
that a representative participates.

253 Turning Over a New LAN Resource fo the System
Administrator{ XE "System Management" }

Whenever a new departmental network resource goes into production, the instafiation
team or vendor is responsible for turning over to the System Administrator{ XE "System
Management" } of the new deparimental network resoutrce all of the items on the
Information and Docum entation Transition List. This list will be provided fo the
successful Proposer.

26 System Backup and Recovery{ XE "System Backup and
Recovery”}

There are two Port Authority approved standard software products used to perform
scheduled server backups:

+« Mainframe—hased tools are used to create data backups that will be
stored remotely and managed automatically. The use of mainframe
backups is required to assure off-site data storage at a secure facllity.

« The System Administrator{ XE "System Management” } is responsible
for verifying that system backups, both local and remote can be used
to restore the data, Tests of the ability to successfully restore from
both backup systems will be performed annually. It is recommended
that the test data restore be performed on a single non-critical
directory only, not the entire server. Tests of the abillty to restore
systern and application files will be performed on a non-production
server in the Lab, When incremental or differential backups are
routinely used, the test restore procedure should incorporate both.

« Immediately prior to performing the test restore procedure, do a
special full backup on the directories being tested.

« Testing a full restore should only be performed on a non-production
- server, T

The product used will depend on the criticality of the data and the need for
redundancy. i .
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The standard for all application, database, print, file servers and personal computers is

IBM. Specific models, images and part numbers will be provided to the successful
proposer.

All backup media and records must be treated with the same level of security and
confidentiality as the original data,

2.6.1 Backup Logs{ XE "System Backup and Recovery: Logs" }

The System Administrator{ XE "System Management" } should maintain the following
logs for a period of two years:

« Back-up activity

» Rotation of back-ups,

s Usage/rotation of back-up media
« Off-site data storage,

262 Backup Scheduling{ XE "System Backup and Recovery:
: Scheduling” }

The System Administrator{ XE "System Management” } is responsible for performing
back ups of data, application and system files. This must be as follows:

s  Weekly full back up of each server. A full back up is a back up ofgjj
files on the server Including the e-Dlret:tor'y structure,

¢ Daily differentiat, incremental or full back up of each server or server
cluster. . The type of back up performed is dependent on time
constraints and the amount of data to be backed up. Incremental
back ups are back ups of all files changed since the last back up.

Differential back ups are back ups of all files changed since the last full
“back up.

« A Grandfather, Father, Son (GFS) scheme based on a 33 tape rotation
should be used to ensure complete back up and recovery.

= Store daily and weekly back-up media in a locked fire proof cabinet
outside of the server room. Monthly media must be stored outside the
immediate building.

« Remote Mainframe backups are stored at the Teleport facility and
regularly transported to a secure facility for long-term storage. .

2.7 Business Resumption Plan{ XE "Business Resumption Plan" }

DO WE REQUIRE A CONTACTOR OR VENDOR TO PROVIDE A BUSINESS
RESUMPTION PLAN FOR ACQUIRED SYSTEMS ???77?29227 77777

[Marie's thoughts: | think the answer is yes, so long as the customer wants them to, and
it's in the scope of work. Otherwise, once they use the system & the dependency is
there, what does the customer do? This should lead to a discussion on disaster
recovery & what needs to be set up in advance.]
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2,8 Telecommunications Standards{ XE "Telecommunications:
Standards" } for Enterprise Network{ XE "Networks: Enterprise
Network"” } Resources{ XE “"Networks" }

The standards and guidelines for the following telacommunications components, wil be
provided to the successful contractor.

Appendix 3 -- Standards for Setting up Closets & Communication Room{
XE "Communication Room" }s

Appendix 4 -- Standard Cabling{ XE "Telephone Network: Cabling" }{ XE
"Cabling” } Schemes

Appendix 5 -~ Unified Wiring Specifications

Appendix 6 -- Telephone Closet{ XE "Telephone Closets® } / IDF
Termination Blocks{ XE "IDF Termination Blocks" }

Appendix 7 -- Workstation{ XE "Workstations" } Jacks{ XE "Workstations:
Jacks” }{ XE "Jacks" }

Appendix 8 -~ Standard Switches{ XE "Swstches" }{ XE "Port Autherkty
Wide Area Network (PAWANET): Switches and Routers" }

Appendix 9 — Workstation{ XE "Workstations" } and Lateral Cable
Identification Management

2.8.1 Closet and Telecommunications Room{ XE
"Telecommunications Room" } Access

The following standards need to be followed regarding access to closets and
communication rooms.

« All telecommunications rooms must be physically secured. Remote
locations which are not secured by a guard or within line of sight of

personnel must be secured by a card access system and/or video
cameras.

~« The Network{ XE "Networks" } Connections (NC) group is responsible
for installing routers, switches and station drops. They also patch
connections and troubleshoot LAN cabling.

» System Administrator{ XE "System Management" }s requiring routine
maintenance of data communications equipment should call the Port
Authority Help Desk{ XE "Support Desk" }. When new devices or
reconfigurations are required, the System Administrator must submit a
Service Request Form.
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2.8.2 Telecommunications instaliation Contractor's
Responsibilities

1. Adherence to all of the above specifications.

2. Assurance of labor harmony by providing installation technicians
whom currently maintains appropriate union membership.

3. The contractor must supply all cable, blocks, brackets,
connectors, jacks, housings, face plates, special tools, etc,,
as necessary to perform an installation which is satisfactory to
the Port Authority.

4. The contractor must label every workstation (jack faceplate) and
the corresponding ¢ross connect point (punch down block or
patch panel) in accordance with the cabie Identification
management plan, as previously described.

5. Install ali Category 5e cabling in the proper manner, with the
appropriate number of twists, so as to maintain Category Se
integrity and capabilities, as outllned in the TIA/EIA 568-B.2
standard.

6. The contractor must ensure that cable connections are in
accordance with standard telecommunications practices and that
all cabling maintains normal connectivity and continuity.

7. All materials must be agreed upon by PA Network{ XE
"Networks" } Services prior to the start of installation.

8. All computer or network commaunication rooms and closets are
to be isolated, locked, and secured. No other eguipment,
storage area, or smoking area are to be located in this room.
Access to this room will be reserved to TSD staff and an agreed
upon member of the site where the PAWANET{ XE "Port
Authority Wide Area Network (PAWANET)" ¥ equipment is
located. This procedure is to ensure the security and the
integrity of the Port Authority's computer network and its users.

2.8.3 Electrical Requirements{ XE "Telecommunications:
Electrical Requirements” }{ XE "Electrical Requirements:
Telecommunications” )

The following power and rece;itacles should be instatied to support different
‘equipment requirements such as;

« Standard 110/120 volt power receptacles
» Standard and/or NEMA 5L-30P 208/220 volt power receptacles
« Dedicated circuit breaker per AC feed, with alternate power source,

« Server{ XE "Servers" } rack electrical requirements are specified in
the appropriate design document,
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Currently, services obtained through the PA's contract are required to have the APC

(American Power Conversion) UPS { XE "Uninterrupted Power Supply" } included in the
delivered service.

284 Telephone Company Interface{ XE "Telephone Company
Interface” }

The following items are needed for the telephone company interface. If your department
has contracted with the Technology Services Department (TSD} to provide internal
telecommunications for the department's network, TSD will provide them. If the ,
department is designing and procuring its own network rasources, then the department

will be responsible for providing them, depending on the requirement of the depatment's
network. '

a) Install a dedicated wallboard for Telco demarcs
by Standard Telco Demarcs:
¢« P66 Block

s  Network{ XE "Networks" } Termination Unit (Rj48 interface)
Smatrtjacks

» Network{ XE "Networks" } Termination Unit (DB15-pin female
interface) :

» Network{ XE "Networks" } Termination Unit (V.35/V.36 female
interface)

¢ Digital Signal X-connect (DSX)

+ Basic T1 CSU/DSU

« Basic DS3 handoff coax/HSSI unit

« High-speed dialup modems for network trouble-shooting

2.9 Documaeantation

It is the responsibility of the System Administrator{ XE "System Management™ } to
establish and malntain a library of all dacumentation designated as standard by the Port
Authority. These include archived system files and system backups. System
Administrators should refer to the Guide fo System Administration (to be provided to the
successful Proposer) for a list of standard/required documentation.
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3.0  Virus Scanning{ XE "Virus: Scanning” } &
Management

3.1 Overview

This section describes the standards and guidelines for the prevention, detection and
removal of computer viruses and worms. Its purpose is to minimize the risk and
negative impact of computer virus infections in the work environment by establishing
clearly defined roles, responsibilities and procedures for tha effective management of
computer viruses, To that end, the Technology Services Department has established a
procedure with the Support Desk{ XE "Support Desk" } to provide an expedited
response for quick containment. The Support Desk is staffed 24 hours a day, seven
days a week.

3.2 Standards

The Contractor will malntain current versions of standard virus protection software and
virus detection flles established by the Technology Services Department, including
configuration-specific instructions for downloading and installing the sof tware on network
servers and desktops for use by PC users. The software and instructions will bs made
available to departmental system administrators through Enet{ XE "eNet" }Standard
virus protection software must be installed on all network servers and personal ,
computers, and updated on at least a monthly basis or sooner if notified by Technology
Services Department. Departments are required to implement appropriate procedures

to ensure adherence to this standard and to promptly report all virus incidents to the
Help Desk{ XE "Support Desk" }.

All users must leave the current version of virus scanning software installed on their
desktops. The current standards on virus protection software are McAfee. Please
contact the TSD Department for the most current information.

REMOVE THE FOLLOWING SECTION

33 Virus Protection{ XE "Virus: Protection" } Stand Alone, Laptop{
XE "Laptops" } PCs{ XE "Workstations" } and Personal Digital
Assistants{ XE "PDAs" } (PDAs)

Users of stand-alone PCs{ XE "Workstations" }, laptops and PDAs{ XE "PDAs" } are
responsible for the virus protection of these devices. When these devices are connected
to the network, it is crucial that users follow the PA policy of allowing virus-scanning
software to complete its scan before transferring any data into the network. Users of
such devices should see their system administrator for assistance in acquiring and
installing virus protection software on the devica and ensure that the current version of
virus scanning software and DAT files are loaded.

All laptop PCs or any PC supplied by a contractor must have the Novelt ¢lient and virus
protection software with current DAT files loaded. The Port Authority requires that all
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connectivity fo our network be done by logging into Novell prior to accessing any other
component of the network. '

34 Acquisition and Installation

The Technology Services Department will maintain current varsions of standacd virus
protection software and virus detection files, including configuration-specific instructions
for downloading and installing the software on network servers and desktops for use by
PC users. The software and instructions will be made available io departmeéntal system
administrators through eNet{ XE "eNet" }. For assistance in downloading and installing
the software, departmental system administrators should contact the Technology
Services Department Help Desk{ XE "Support Desk" }.

35 Detection{ XE "Intruder Detection” } and incident Response

Whien a virus is suspecied, the affected user should notify the deparimental network
System Administrator{ XE "System Management" }. If the System Administrator
confirms thai a virus may be present, he/she will immediately notify the Technology
Services Department Help Desk{ XE "Support Desk" } at 212-435-7468. The Help
Desk will notify the Virus Response Team{ XE "Virus Response Team" } of the incident,
The departmental system administrator will then attempt to eradicate the virus infection
and notify the Help Desk of its success or failure.
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4.0  Electronic Mail{ XE "Email" }

4.1 E-Mail{ XE "Email” } Overview

The PA’s Electronic Mall{ XE "Email" } System (E-Mail) is designed to facilitate Port
Authority business communication among employesas, job shoppers, contractors,
consultants, and outside business associates. This e-Mail system is comprised of
Microsofi Qutiook desktop software accessing e-mail stored on Microsoft Exchange
servers. This solutlon also includes group calendaring and workgroup collaboration.

4,2 Policy on Use of E-Mail{ XE "Emall" }: Highlights

The Computing Resources Policy{ XE "Workstations: Computing Resources Policy" X
XE "Computing Resources Policy” } provides guidance on the a ppropriate use of e-mail.
This policy applies to any person who has acocess to the E-Mall{ XE "Email" } system.
For a complete copy of the policy, contact the TSD Department for the

Computing Resources Policy{ XE "Workstations: Computing Resources Policy”
¥{ XE "Computing Resources Policy” ¥

Highlights of the policy are:

+« The E-Mall{ XE "Email" } system Is not intended to transmit sensitive
materials, such as personnel decisions and other similar information.

» All e-mall messages and attachments are property of the Port
Authority. The system is not to be used for employee personal gain or
in support of any purposes not related to Port Authority business,

¢ An e-mail message should not be used for disseminating information
that is critical and/or needs to be retained longer than 120 days. Such
information should only be transmitted as an attach ment, for example
a Microsoft Word document. The attachment must be flled outside the
E-Mail{ XE "Emall" } system for retention and security in accordance
with the Port Authority Records Retention Program if appropriate.

« The Port Authortity reserves the right to review the contents of any e-

mail communication when necessary for Port Authority business
purposes.

« Employees and other users may not intentionally intercept in any way
another person's e-mall messages without prior authorization.

« E-mail may not be used for the solicitation of funds or for messages
that are political, harassing, threatening abusive, defamatory,
obscene, religious, sexually explicit or unlawfu! or that infringes on
copyrights. Use of e-mall for employee organization business other

than communication with management representatives is also
prohibited. :

« Each message is automatically deleted from a user’s mailbox on the
Exchange server and from backup media a total of 120 days from the
date of recelpt or crestion. It may be deleted without notice,
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* E-mail messages or attachments that you delete may remain active on
other recipients’ accounts or on backup media, but for ng more than
seven days on back up media.

+ Contractors and other third-party users who are in violation of this e-
mail policy may be denied access to the system and |egal remedles
may be pursued.

« Employees who violate the e-mail policy may be subject to discipiinary
action, including dismissal from employment. In addition, misuse of e-
mail may be referred for criminal prosecution.

» Passwords{ XE "Passwords" } shouid be difficuit to guess and changed
every 90 days to ensure security of the e-mail messages. Users
should not share their password with anyone else, Users are
accountable for messages sent from thelr accounts.

4.3 E-Mall{ XE “Email” } Etiquette

Since E-mail is diiferént from paper-based messages, e-mail messages require certain
conventions to ensure effective communication. For information on E-mail Etiquette for
contract staff please contact the TSD Department for the policy on

E-Mail{ XE "Email"} Etiquetie

4.4 E-Mail{ XE "Email” } System Architecture
A managed application service provider hosts the Port Authority E-mail system.

4.6 { XE "Email: Remote Access" } to E-Mail{ XE "Email" }

We provide a secure Internet-based web browser access to corporate s-mall utilizing
Microsoft's Outlook Web Access. In addition, we have wireless e-mail access utilizing
RiM's Blackberry Enterprise Server{ XE "Servars" } and Blackberry handheld devices.

Also, remote access to the Port Authority E-Mail{ XE "Email" } system is available
through the Agency provided, VPN based Remote Access{ XE "Email: Remote Access”
} System. Please refer to the section on Remote Access System in this document.

Version 2.9 Page 31




5.0
5.1

Intranet{ XE "Intranet" }

intranet{ XE “Intranet” } Overview

» The Port Authority EmployeeNet {eNet{ XE "eNet" }) is intended to
provide timely Information and resources to employees via the web
browser on their desktops. eNet is a decentralized collection of web
pages, data lookup services and applications which are managed as if
there were a centralized enterprise resource, It is accessible to all
personal computer workstations on the Port Authority Wide-Area
Network{ XE "Networks" } (PAWANET{ XE "Port Authority Wide Area
Network (PAWANET)" }).

53 eNet{ XE “"eNet” } Software{ XE "eNet; Software" ) Infrastructure
Standards & Guidelines
Category Software Name Minimum
Version
Browser:{ XE "Browsers" } Microsoft Intemet Explorer{ XE 5.5
' "Intemet Explorer” } '
Browser{ XE "Browsers" } Plug- | Windows Media Player 7.2
in: Adobe Acrobat Reader 4‘0
Macromedia Shockwave Player 5' 0
Web Server{ XE "Servers: Web" | Sun Microsystems iPlanei{ XE 4.0
¥ XE "Servers” } Software: "iPlanet” } Enterprise Server{ XE '
"Servers" }
Microsoft 1IS 4.0
Media Server{ XE "Servers" } Windows Media Server{ XE 6.0
Software "Servers” } :
Application Server{ XE "Servers” | Cold Fusion Enterprise Server{ XE 4.5 2
} Software: ‘ "Servers" )} T
Development and Design Tools: | Macromedia Dreamweaver{ XE 6.0
"Dreamweaver” } MX 6.0
Macromedia Fireworks MX '
Macromedia Flash MX 6.0
Adobe Photoshop 7.0
Database{ XE "Databases" } Oracle{ XE "Oracle" } Database{ XE 8i
"Databases” } 2000
Microsoft Access
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Catagory ' Software Name Minimum
Verslon
Programming Language/Scripts | ColdFusion{ XE "ColdFusion” } MX 6.0
‘ Java{ XE "Java" } 2‘ 0
PERL for Windows '
JavaScript Eg
Search Engine Software: Verity{ XE "Verity" } (Portal One SE) 4.1
Bulletin Board/Discussion: " | Chatspacs WebBoard 5.0
Streaming Audio: Windows Media Server{ XE 7.0
"Servers" } ‘
Web Performance Monitoring: WebTrends 7.0
Content Managemeant: Stelient 6.2
5.3.1 Design Guidelines

We have developed the following guidelines to ensure that all web pages on eNet{ XE

*eNet* } have a consistent look, feel and navigation schem e, while providing creative
flexibility.

Departmental Web Site Standards and Guidelines

Prescribed standards are assigned to only the following items:

Page Width: A fixed page width of 740 pixels _
Page Justification: | The entire page is left-justified within the browser window

Global Navigation: | A top-navigational area, which providee for global links withiny
eNet{ XE "eNel" }

eNet{ XE "eNet" } The top-navigational area includes a n accompanying

Loga: *EmployeeNet" logo whose position is fixed

Resclution: Pages will be designed for optimal viewing at the 800x600
setting.

Sita Navigation; Slte-wide navigation shall be positioned o n the |eﬂ-hand side of

each page, except for the home page, where navigational links
may be positioned anywhere on the page.

All efforts should be made to present the entire nawgat:aaai
scheme without the need to scroll.

Posltioning of each navigational |ink must be consistent
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throughout the entire site.

Masthead - Heading | The design for the masthead area, which Included the page

and Subheading: heading and sub-heading, shall be fiexible and will be
developed with the customer department,

Body: The design for the body area shall be flexible and will be

developed with the customer department,

The Departmental Web Site Standards are llustrated Below:

A. Basic Page
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6.0 Workstation{ XE "Workstations" } and
Workstation Operating System{ XE "Operating
Systems" }

6.1 Overview

The Port Authority makes extensive use of workstations networked into an Enterprise
Wide Area Network{ XE "Wide Area Network" Y{ XE "Networks" } to accompiish its
business objectives. In order to ensure compatibility with the agency's Enterprise
network and to make optimal use of its resources, this section defines the standards
governing workstations and their configuration and use.

6.3 Workstation{ XE "Workstations" } Operating System{ XE

4 "Operating Systems" } Standard A
The Port Authority's standard oparating system for workstations is Microsoft's Windows
2000. In limited circumstances, where business objectives warrant, alternative operating

systems may be depioyed with the approval of the department director and concurrence
with the Chief Technology Officer.

6.4 Workstation{ XE "Workstations" } Configuration
6.4.1 Workstation{ XE "Workstations" } Naming Conventions{ XE

"Workstations: Naming Conventions” }{ XE "Naming
Conventions" }

All deparimental workstations must contain a unique computer name .

6.4.2 Workstation{ XE "Workstations" } User Accounts{ XE
"Workstations: User Accounts" }{ XE "Workstation: User
Accounts" }{ XE "User Accounts" }

Windows workstations must have user accounts that correspond to the user's network
user identification. All workstations should include at least two login accounts, the local
Administrator account and at least one user account. The local Administratot account

should be used only by the System Administrator for workstation installations an
maintenance. :

6.4.3 Remote Workstation{ XE "Workstations" } Management{ XE
"Workstations: Remote Access"” }{ XE "Remote Access” )

The Part Authority also distributes software applications through automated tools.. This
wiil enable remote distribution and updates of software, hardware inventory and
workstation troublashooting.
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644 Drive Mapping{ XE "Workstations: Drive Mapping" }s{ XE
“Drive Mappings" }

6.4.5 Standard Workstation{ XE "Workstations" } Hardware
Configuration{ XE "Workstations: Hardware Configuration”
X XE "Hardware Configuration: Workstations" }s

There are standard configurations establis hed for workstations and laptops. The
standards speclfy the product approved for the following devices: processor, memory,

storage, CD-ROM/multimedia and monitor., The current workstation will be provided to
the successful Proposer; '

Workstation{ XE "Workstations" } Hardware Configuration{ XE "Workstations;

Hardware Configuration™ }{ XE "Hardware Configuration: Workstations" }s
6.5 Standard Department Workstation{ XE "Workstations" }

Software{ XE "Workstations: Standard Software" }{ XE
"Software: Workstations" }

The following software is the standard Port Authority software for departmental
workstations. New computer installations should conform to the existing standard.

Previous installations may use the alternate standard until they are replaced or
upgraded.

8.5.1 Standard for New Installations
Windows 2000{ XE "Windows 2000" }, Professional Edition
Novell NetWare Client for NT{ XE "Windows NT" }
Novell LAN Workplace Pro '
McAfee Assoclates VShield{ XE "VShield" }
Internet Explore{ XE "Internet Explorer” }r
Microsoft Office 2000 Professional
WinZip
6.5.2 Alternate Standard for Existing Installations
Windows 95{ XE "Windows 95" }B
Novell Client for Windows 95{ XE "Windows 95" }
Novell LAN Workplace Pro
McAfee Associates VShield{ XE "vShield" }
Netscape{ XE "Netscape" } Communicator - Netscape Navigator
Microsoft Office 97
QOutlook 98

Because technology is rapidly changing, the TSD Department should be consulted to
obtain the most recent versions of standard software.

Standard Workstation{ XE "Workstations"_} Software
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6.6 Enterprise Software({ XE "Workstations: Enterprise Software” }{
XE "Enterprise Software" }

The sections below describe the standard Enterprise software.
6.6.1 PeopleSoft
{ XE "PeoplaSoft" }

All access to PeopleSoft Is obtained upon receipt of properly
authorized access forms, signed by the requesting
department, and processed through the Human Resources
& Comptroller's Department.6.6.2 SAP{ XE "SAP" }

All access to SAP is obtained upon receipt of properly authorized
access forms, and an indication by the requesting
department of the license to be assigned to the
requestor.6.6.3 Other Business Applications

Other Enterprise applications are deployed on occasion to user workstations. This
includes systems like the Business Expenses system and others, Systom
Administrator{ XE "System Management" }s are responsible for deploying the
workstation clients and network server software according to standards and directions
provided by the Technology Services Depariment. All access to business applications is

controlled by the owner depariments, and requires authorizations & passwords for each
application,

6.7 Workstation{ XE "Workstations" } Security{ XE "Workstations:
Security” }{ XE "Security” }

Workstation{ XE "Workstations" } users and their managers are responsible for the

security of computer equipment and safeguarding critical corporate data and access to

Port Authority network resources, This inciudes both the physical securing of equipment
as wall as logical safeguarding equipment and data.

6.71 Physical Security{ XE "Workstations: Security” }{ XE
: “Security: Physical Security” X{ XE "Security" }

The method of control should be based on the value of the equipment, the sensitivity of
the data, its pontability and the degree of exposure to theft. The department's Business
Systems Manager should make the appropriate determination of physical security
required based on their best business judgment. In addition, it is recommended that
workstations be assigned a coded theft recovery 1D.

The graph below provides general guidance to Business Sy sterns Managers in
determining the level of physically secured required.
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6.7.2 Logical Security{ XE "Security” }
e Workstations should be protected with a boot-up password during
power on, '

e Screen saver passwords should be implemented with 2 maximum of a
fifteen (15) minute time-out.

» All critical data should be backed up nightly onto elther exterior media
or a network drive,

6.8 Support Desk{ XE "Support Desk" }
6.8.1 Functions

The Port Authority Support Desk{ XE "Support Desk" }'s primary role is to provide
prefiminary troubleshooting, basic assistance, a nd referral of problems to the appropriate
party. Support Desk staff are equipped to answer questions partaining to vendor
packeged software, hardware problems and resetting of passwords. Incoming calls are
evaluated and a determination made as to whether the call can be handled by Support
Desk staff or must be referred, Support Desk staff maintain records, disseminate and
collect information, including listings of appropriate contacts, to ensure that all calis are
handied properly.

Using the agency's problem ticketing and referral software, each call Is assigned a
problem number, then forwarded !o one of the following: the System Administrator{ XE
"System Management” }, the siaff member responsible for that particular problem, or an
outside contractor. The ticket number is also given to the employee repotting the
problem, When the problem is fixed the Support Desk{ XE "Support Desk" } staff closes
the problem ticket. When special issues arise within the agency, Support Desk steff Is

alerted, who then plan a strategy to resolve the problem and handle incoming calls
conceming it.
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Reports of outstanding ticketed problems are generaied daily by both the
Port Authority's referral software, as well the outside contractor's on-ling database.
6.8.2 Hours of Staffing

The Port Authority’s Support Desk{ XE *Support Desk" } is staffed 24 hours a day, seven
days a week. Workstation{ XE “Workstations” } support technicians (SLE) ere on site at
major facilities from 7:00a.m. to 6:00p.m. Monday through Friday, and on call as needed
from 6:00p.m. to 7:00a.m. :

6.9 Computing Resources Policy{ XE "Workstations: Computing
Resources Policy” }{ XE "Computing Resources Policy" )

Computing resources are intended solely for the Port Authority's business. Resources
are not intended for personal gain or in support of any purposes not related to the Port
Authority’s business, The Port Authority’s policy on computing resources is available in
the Guide to Port Authority Executive Policy on enet,
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7.0 | Distributed Systems Environment

7.1 Overview

A number of department and enterprise servers provide critical application and system
services. Different operating systems and configurations may be required for specific
applications. This section provides information on the standards and guidelines for
supported systems within the Port Authority.

7.2 Microsoft Windows Server{ XE "Windows Server" }s{ XE
"Servers” }

Microsoft Windows NT{ XE "Windows NT" } v4.0 and Windows 2000{ XE "Windows
2000" }, are supported only as a Network{ XE "Networks" } Operating System{ XE
"Natworks: Opereting Systems” }s{ XE "Operating Systems" } for application servers,
and only where required for functionality.

7.2.1 Configuration

information will be provided to the successful Contractor as appropriate.

Al NT{ XE "Windows NT" } servers must be configured with the following parametérs:
¢ Boot partitions)

« All Microsoft Windows servers must be configured as member servers
within their assigned domain, or as stand-alone application servers,
Systern proposals contatning domain controllers must be submitted to
the LAN Planning & Design Group and Standards/QA for review and
approval prior to implementation. Submitted documents must contain
a design document and an implementation project plan.

o Server{ XE "Servers" ¥ names must adhere to Port Authority standard
server naming convention.

7.2.3 Microsoft Windows Server{ XE "Windows Server" }{ XE

"Servers" } Logical Security{ XE "Security" }{ XE "Servers:
Logical Security" }

All NT{ XE "Windows NT" } servers should be logically secured from unauthorized

access. At a minimum, the following configuration settings should be set unless specific
services are absolutely required:

a  Disable Remote Access{ XE "Ema!ll: Remote Access" } Server{ XE
"Servers" }

» Physically secure Emergency Repalr Disks

« The boot partition should be on a different partition from user data
« Enable weak password filtering

« Enable Administrator account lockout

¢ Secure and manage event logs
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» Encrypt the password database
» Disable Internet Information Server{ XE "Servers" }
+ Disable remote registry access

7.3 Unix{ XE "Unix" }

7.31 Configuration

Sun's Salaris{ XE "Sun Solaris" } 2.5.1 and 2.6 are the currently supported UNIX
operating systems for infrastructure and corporate servers, dependent on the level of the
operaiing system supported by the specific application.

73.2 Unix{ XE "Unix" } Logical Security{ XE "Unix: Logical
Security” }{ XE "Security” }

Unix{ XE "Unix" } servers must be physically and logically secured from unauthorized
access. The following settinas should be implemented in addition to other server or
application security measures taken: IS THIS TOO MUCH INFORMATION?

«  The most current security patches must be applied in a timely manner,

» Startup scripts should be modified to disable unnecessary services
Ensure that only the root account can edit startup files.

« Additional logging should be enabled.

¢« Sendmall should be disabled.

+ Verify that a valid account login shel Is established for each user.
« Verify that valid home directaries are established for all users.

« Restrict access to the crontab flle to the administrator account only
and ensure crontab and Inittab jobs do not access files that are
writeabie by anyone other than root.

~ » Disable remote access to the Unix{ XE "Unix" } system as root,
« Disable anonymous FTP{ XE "File Transfer Program" }.
+ Never use "xhost+"” on an X-server,

+ System logfiles containing information about system activity must be
reviewed and archived on a regular basis, Logfiles must not be stored
in the default location,

+ Usage of sensitive commands shouid be recorded in a system log and
reviewed for unusual activity.

Separate accounts should be created for each system administrator who has been
granted access to the server. The root account should not be used for daily
administrative tasks, The roof account should only be accessible via the server console
and no remote access provided.
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Additional information on these settings is avail able in the Guide to Systerms
Administration which will ba provided to the successful Proposer.

7.4 - OS{ XE "Operating Systems" }/390{ XE "0S/390"}

OS{ XE "Operating Systems” ¥390{ XE "0S/390" } {(currently release 2 8) is the IBM-
supplied operating system on the IBM 30980-400J. This hardware/software supports
multiple users and multiple applications. Provided on this platform for transaction-

processing applications are TSO/E, ISPF, and CICS. The database is DB2, although
other file structures are also supported.

7.5 Databases{ XE “Databases” }

Oracle{ XE "Oracle” } is the preferred database for Port Authority systems. Large
databases (those requiring more than 24 hours to recover) should be Oracle 8.0.5 or
higher running on a Sun Solarie{ XE "Sun Solaris" } platform utilizing Net8{ XE "Netf" }
with a TCP/IP{ XE "TCP/IP" } transport protocel. Medium sized systems should be

- Oracle 8.0.5 or higher and may be on elther a Sun Solarls or Microsoft Windows
platform utilizing Net8 with a TCPAP{ XE "IP Addresses" } transport protocol. Smaller
databases may ulilize Microsoft's Access and should be selected In consultation w ith the
Technology Services Department customer service manager.

Some specific applications may require Microsoft's SQL Server{ XE "SQL Servers" }{
XE "Servers" }. This database engine should only be used for medium or small
databases and In consultation with the appropriate TSD customer technology manager.

For databases, an auditing trail must be enabled for ali accounts with administrator
privileges.

7.6 Application Security{ XE "Security: Applications" }{ XE
"Security” }

Depending on the application residing on the server, security may be administered at the
application, database, module, screen, data field, and/or transaction level in addition to
neiwork authentication When in production, the administrator responsible for day-to-day
administration of the application {Application Administrator} Is responsible for

maintaining the selected security profiles. At a minimum, all applications must raquire
authentication o Novell Directory Services by way of a network iogin.

7.7 Server{ XE "Servers" ) Physical Security{ XE "Servers: Physical
Security” }{ XE "Workstations: Security” }{ XE "Security:
Physical Security” }{ XE "Security” }

All servers and communication equipment must be logated in locked rooms or secured
with & cable and lock with the keyboard secured to prevent tampering and unauthorized
usage. The Business System Manager{ XE "System Management" } is responsible for
determining the appropriate access control method (receplionist, metal key lock,
magnetic card door locks, etc} Hefshe must also maintain a list of persons autharized
to enter secured areas. Technology Services Department staff is available to provide
technical assistance in making this determination.
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8.0  Voice Network{ XE "Telephone Network"” }{
XE "Networks" }

8.1 Voice Network{ XE "Telephone Network" }s (Telephone)
Services
811 Port Authority Telephone Network{ XE “Networks" }

Most of the Port Authority's telephone services are provided by a Nortel SL100{ XE
"Nortel SL.100" } Private Branch Exchange{ XE "Private Branch Exchanges” } (PBX)
network

9.0 Vendor Provided Dedicated Systems

9.7 Overview

Vendor Provided Dedicated Sy stems refars 1o the software and hardware supplied to the
Agency by an external provider. Generally these systems are part of a larger Capital
Project and are based upon detailed requirements as outlined in & Requast For Proposal
(RFP). Capital Projects are usually larger scale, multi-year engagements, requiring
speciallzed technical and managament staff. These projects have a signlificant
construction component, which typically replaces or adds new physical infrastructure to
our facilittes and require the coordinated engagement of staff from muitiple depariments
within the Agency and external vendors.

A representative from the Technology Services Department Capital Program
Management Group {CPMG) provides a single point of contact for technical oversight,
acoountability and control,

9.2 Physical Security{ XE "Workstations: Security” }{ XE "Security:
Physical Security" }{ XE "Security" } Technology Standards

9.2.1 Agency Standard for Digital Video Recording and Access
Control and Alarm Monitoring

Based upon the Agency's investment in and positive experience with Lenel's access

. control and alarm monitoring and Loronix's CCTV{ XE "Closed Circuit TV" } and Digital
Video recording technologies, these product sets are the Agency’s standard (please see
bslow a-description of when these standards apply).

The Port Authority has long recognized the need for a corporate architecture for its
sacurity systems that would allow us to integrate compatible technologies agency-wide,
Tertorist activity in our own region has reinforced the need to maximize the Port
Authority's investment while providing for redundancy. Using these standa rds will
improve the Agency’s security posture and will permit us to leverage additional
operations and business benefits while keeping our operations resources, maintenance
and suppert costs at a minimum.
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Guidelines for using the.Loronix standard include:
1. If the camera system needs to be recorded

2. When an upgraded or new system Is being installed at a PA facility or

at a tenant facility monitored or reviewed by Agency personnel or -
contractors

3. When rule based intelligence is to be added like motion detection and
other related algorithm processes ‘

4, If WEB based video needs to be made available

5. When monitoring at remote locations is needed to view on site

operations and archived events via the corporate WAN{ XE "Wide Area
Network" } '

6. When live monitoring is required.

7. When distributed recording is required l.e. at multiple locations,
concurrently

8. When network transport (communication) medium has limited
bandwidth and the video needs to be sent to designated workstations
on the network. Discuss bandwldth issues with Technology Services
Department before proposing alternate solutions

9. On all new projects where Loronix is the site base system now,

10.When the OEM department needs override capabilities In the event of
an incident.

Guidelines for using the Lenel standard include:

1. On all new or upgrade projects that need card access and / or alarm
monitoring

2. On projects that will have security that needs to be monitored by ?A
personnel or contractors (airports are monitored by contractors)

3. On all new projects where Lene! is the site base system now

4. Where access Is required to work with ID cards that exist and are
compatible with Lenel

5. When the OEM department needs override capabilities In the event of
an incident.
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10.0 Wireless Technologies .

10.1 Wireless Guidelines
{ XE "PDAs" ).

10.1.2 General Policy

When propuosing a wireless devices {o slore, process, transmit or access PA data, the
following must be considered:

s Wirelass Technologies Vulnerablliitles Protection

« Minimum Requirements ' .
« Identification and authentication at both the device and network level.
. Conﬁdentiality encryption of data transmitted is required,

« Data end-to-end over an assured channel (a communication link with
security protocol such as Secured Sockets Layer),

» Atthe.device level, implement file system encryption where applicable.

» Devices should not be connected to PA systems for data
synchronization, data transfer, or any other purpose without virus
protection, moblle code restrictions (executabte Information delivered
to informatlon system and directly executed on any architecture that
has appropriate host execution environment) and other preventative
measures.

10.4.3  Personal Area Networks - PAN
_PAN technologies should not be u sed for transmitting information without encryption.

Bluetooth security alone I8 unacceptable because it is not encrypled and does not use
Federal Information Processing Standardization (FIPS) 140-1/2.

Wirsiess devices should be procured without Bluetooth embedded transmitters, when
not possible transmitter should be disabled

10.1.4 ‘Wireless Local Area Networks - WLANs

Advances in wireless technology and pervasive devices create opportunities for new and
innovative business solutions. However security risks, if not addressed carrectly, could
expose the Port Authority to a loss of service, compromise of sensitive information and
legal liability.

Wireless Is a shared medium. Everything that is transmitted over the radio waves can be
intercepted If the interceptor is within the coverage area of the radio transmitters. This
represents a potential security lssue in the wireless Local Area Networks (l.ANs). The

. seourity exposure is more evident if the wireless LANs are deployed or used in public
areas, such as airporis, hotels or conference rooms,

The Port Authority has standardized on the Cisco{ XE "Cisco" } wireless technology for
LAN & WAN{ XE "Wide Area Network™ } which will be supplied to successful proposers.
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No wireless network or wirsless access point will be installed without being documented,
certified and approved by the Port Authority Information Security{ XE "Security" } Officer.
Assistance and the appropriate form/chacklist for securely implementing and
documenting the wireless environment are available directly from the information
Security Officer (ISO) or his/her delegate. It outlines the required security settings to
allow you to correctly deploy this technology within the Port Authorify .

Sultable controls must be implemented to ensure that a wireless network or access point
cannot be exploited to disrupt Port Authority 's information services or to gain
unauthorized access to PA information. When selecting wireless technologies, 802.1x

security features on the equipment must be available and implermented from the
heginning of the deployment,

Access to systems that hold non-public information or the fransmission of nun—pubhc
information via a wireless network is not permitied unless appropriate and adequate
‘measures have been implemented and approved by the Port Authority's iS0. Such
measures must include authentication, authorization, data protection and logging.

As most wireless networks utilize portable or laptop computers, physical and logical
controls should ba in place to protect the machine and the Information stored on §,
including password protection, virus protection, personal firewall software. Laptops{ XE
"Laptops" } are to be issued to, and used only by, authorized employees and only for the

purpose for which they are issued. The information stored on the laptop.is to be suitably
protactad at all times.

o User level authentication is required for all WLANS.
e Access Points should be an isolated sub-network or virtual LAN.

+ Access Points shall be physically secured to prevent unauthorized
access, either layer 2 or VPNs meet requirement,

+ The following configuration considerations should be taken into
account:

»  WLAN technologies should not be used for transmitting information
without encryption.

+ The wired equivalent privacy (WEP) has fundamental flaws because it
does not use a FIPS 140-1/2 approved encryption aigorithm.

v Virtual Private Network{ XE "Networks" } encryption should be
considered for transmission of highly sensitive data.

s  WLAN with seamless roaming between access points should have a-
timeout set at no more than 30 minutes.

« IR (Infrared), Bluetooth and 802.11 peer to peer should be set to “off”
as the default setting.

Technology Services reserve the right to audit all WLANs
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10.1.5 Portable Electronic Devices {PEDs) - Cellphones, PDAs{ XE
"PDAs" }, messaging devices, laptops and tablets.

if a device receives information via a wireless technology, and that device allows that
information 10 be placed directly into the corporate network at the workstation level, then
all perimeters and host-based security devices have been bypassed, Therefore the
following procedures apply:

s PEDs connected directly to a PA wired network via a hot sync
connection to a workstation shall not be permitted to operate
wirelessly at the same time. Wireless solutions could create
backgrounds into corporate networks.

« IR, Bluetooth and B02.11 peer to peer should be set to “off" as the
defauit setting. Mobile code should be downloaded only from trusted
sources over assured channels,

= Anti-virus software should be on devices and workstations that are

 used to synchronize/transmit data, if available, Where not available on
a device, you need to disable the synchronization capabllity or provide
server or workstation based handheld anti-virus protection.

« PEDs are easily lost or stolen therefore approved file system/data
store encryption software should be installed.

= PEDs need to be capable of being erased or overwritten to protect
data. If the device is no longer needed and cannot be erased or-.
overwritten,it must be physically destroyed, :

10.1.6 Cellular and Wireless Email

Cellular and wireless email devices are subject to several vulnerabilities (e.g.

iterception, scanning, remote command to transmit mode, efc). Therefore the following
procedures appiy

* These devices are not to be allowed into an area where classified
information is being discussed unless it is rendered completely
' inoperable.

« Must have end-to-end encryption.

« PC based redirectors are not allowed as it requires the PC to be active
at all times only server based redirectors should be used.

» Electromagnetic sensing shall be periodically performed to detect
unauthorized LANs, Bluetooth transmitters etc.

10.1.7 Synchronization

Some synchronism systems will operate even if the workstation is focked and the
wirsless or handheld device is not registered with the sync application on the
workstation. As long as the workstatian is on, the user is togged on, the data application
client (8.g. MS Outiook) is actlve, and the “hot sync” cable is attached to the workstation;
any person can place a compatible wireless or handheld device in the “ hot sync” cradle
and download data. Therefore the following procedures apply:

Version 2.9 Page 48




« “Hot sync” cable or cradle has significant security risks, therefore
perform “hot sync”, then remove immediately once “*hot sync”
operation is complete,

» Secure "hot sync” cables and cradles.

« Use only PA approved third party sync access control software installed
on all workstations.

« PA owned devices may only be synchronized with PA owned computer
systems

10.1.8 Responsibilities of Technology Services Department

« Monitor and provide oversight of all PA wireless activities, insure
interoperability of wireless capabilities across the agency.

= Develop appropriate technical standards and guidelines for secure
wireless and handheld solutions.

s Establish a formal coordination process to ensure protection of PA
information with PA information systems employing wireless
technologies.

s Review and evaluate W|re|ess technologies, products, sotutlons that
meet PA requirements.

» Identify approved monitoring mechanisms for wireless devices to
ensure compliance with policy.

« Pericdically review approved wireless technology standards and
procedures to ensure products and solutions remain compliant.

« Support risk management activities associated with evaluating wireless
services

= Act as central coordination point and final approval authotity for any
exceptions to this policy.

» Define or approve acceptable wireless devices, products, services and
usage.

+« Provide immedlate consultation to PA units.
10.1.9 Responsibilities of CTO

Ensure end-to-end protection and mteroperablltty by guiding investments and olher
actions of the agency.

Adhere to wireless procedures and standards, establish procedure for reviewing and
approving reguests for using wireless devices to store, process, or transmit information.

Establish procedures for periodically reviewing approved wireless devices and services

to ensure that the business requirement for device/service/system is still valid and meet
current PA guidance.

Establish procedures for inventory and controi of wireiess devices and equipment.
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Establish procedures and implementation plans for audatmg wure!ess connections to the
network.

Provide user iraining;

10.1.10  Responsibilities of Wireless and Handheld Device Users
Ceordinate all requests through Technology Services Depariment...

Read and follow standards and guidelines.

Accesg information systems using only appruved wirsless hardware software, solutions
and connections, _

Take appropriate measures to protect information, network access, passwords and
equipment,

Use approved password po!%gy and bypass automatic password saving features,

Use extreme caution when accessing P A information in open areas where non-
authorized persons may see PA info (airport lounge, hotel lobby).

Protect PA equipmient and informatlon from foss or thefi at all {imes, especiaily when
traveling.

Keep cumrent anti-virus software on devices.
Use appropriate Intemet behavior (e.q. approved downioads).

Exercise good Judgments in efficient cooperative uses of these resources and comply
with cument and future standards of acceptabie use and conduct at ali times.

Report any misuse of wireless devices, services or systems to management.
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Appendix 2 -- Business Resumption Plan{ XE "Business
Resumption Plan" } Document Format{ XE "Business
Resumption Plan: Document Format" }

PURF’OSE

Goals and objectives of plan

Benefits obtained If plan properly implemented
SCOPE OF PLAN

Planning assumptions
Facilities and resources included in plan
NOMENCLATURE
Recovery{ XE "System Backup and Recovery" } terms
Definitions and acronyms
DISASTER SEVERITY DEFINITION

Define ievel of potential disaster based on impact to critical functions. Explain what
degree of operational disruption would constitute each ieve! of disaster:

V.

catastrophic
serlous
major
limited
OPERATIONS RECOVERY PROCEDURES

{Procedures for recovering services)

1.

Indicate time frames in which essential operationai/business functions
must be resumed,

Specify sequence of operations recovery events and individuals
responsible for activity, Note any specific activities required for
particular levels of disaster severity, For example:

Notifications

Preliminary evaluation

Activate operations recovery personnel

Coordinate with emergency personnei

Evaluate recovery options and issue directive which details:
Assigned tasks _

Project schedule/time frame

Coordination required

Identify relocation activities, if required
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3.

Vi

External/internal status updates

alternate work site
hardware/software

Personal computers

Necessary software packages
Documentation

Peripherals (printers, modems, etc.)
Databases{ XE "Databases" }
Emergency equipment
Communications .

Transportation |

Supplies

Security{ XE "Security" }
Operations and procedures manuals
OFFICE/FACILITY BUSINESS SITE RESTORATION PROCEDURES

(Procedures for restoring phy sical facilities)

identify restoration responsibilities
assess damage ‘

- develop restoration plan/time frames

Identify items required far backup of critical functions. For example:

Vit. BRP UPDATE PROCEDURES
« responsibility for updating and communicating BRP changes
+ frequency of review/update
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Appendix 3 -- Communication Room{ XE "Communication Room"
: J)s/Closets Standards

SPACE

All data communication rcoms must be designed with required and estim ated space to
meet immediate requirements, as well as, future growth..

ENVIRONMENTAL
The foliowing conditions must be met:

a) Doorways/Entrances must be designed to support at least the minimum
space requirements of 80°"Hx72" Wx80" D.

b) The room's cooling capabllities must be sufficient to support the heat

_ digsipation requirements for the equipmeni. This requirement will be

measured in minimum and maximum BTUs powerad by AC-powered
systems. Equipment spacs will be supplied by TSD upon request.

¢} Backup UPS{ XE "Uninterrupted Power Supply" } systems are nscassary
to avoid equipment damage in case of site power failure.

d) Telco demarcs must be located in & ceniral location with sufficient space to
house Telce termination equipment.

@) The room should be designed with the appropriate fire safety regulations
such as Halon. -

fy Cables trays must also be installed in the communications room ceiling

where appropriate, to support the routing of data communications and
Telco cables. : :

g) Basic 19" WI72" H cabinets or racks must be installed to house

communications equipment such as: routers, switches, hubs, DSUs/CSUs
and monitors.

h} To create more wall space the use of wall mount racks can be instailed.
Appropriate sized plywood must be Installed prior to mounting racks.

I} Category 5 cable must be terminated In wallrack mounted patch panel.

j) Fiber patch pane! must be installed in fiber IDF panel with SC female
Interface.

k) The fiber must be neatly tie wrapped and enclosed in flexible inner-duct.

I) Telephone access must be Installed in the appropriate focation to provide
for basic trouble-shooting and vendor support.

m) All communications squipment and cabinets must have ample room for
easy access and proper ventilation.
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Appendix 4 -- Cabling{ XE "Telephone Network: Cabling" }{ XE "Cabling" }
a) Teflon-coated cables should be installed per fire code regulations. ‘
b) Overhead cable tray s and drop post must be installed for cable routing.

¢) Cabling{ XE "Telephone Network: Cabling” }{ XE "Cabling" } scheme must
be used to label and identify all cables. All cables must be neatly tie-
wrapped.

Appendix 5 - Port Authority Unified Wiring Plan{ XE "Unified Wiring Plan" }

: Original; 01790
- 8th Revision: 03102

To salisfy existing and future voice and data communications requirements, while
minimizing the naad for wiring changes and additions, the Port Authority has adoptad the
following lateral wiring specifications for all workstations being constructed. This plan is
applicable to all PA locations, except whan specifically noted.

LATERAL CABLE:

Voice and data telecommunications requirements for each workstafion will be provided
by a combination of thrae individual cables, installed betw een the workstation and the
serving telephone closet / interm ediate distribution frame (IDF), in a "home run"
configuration. All cabling installed will be of plenum type, fire retardant (FEP) rated.

Cable specifications:

(3) Cables capable of supporting Category Se capabllities as outnneé
the TIA/EIA-568-B.2 standard. Specifically:

Gauge: 24 AWG
Pair Size: 4

Insulation: Plenum, fire code rating (FEP)
Cable allocations will be as following:

Cable #1: Volce* ¥
Cable #2: Data
Cable #3; Data

s *100.0MHz Is the speed the PA wants to deliver to the desktop.

» **Cable #1 is to be split in the workstation to support 2
telephones.

* Technical specs for the Cat 5e cable is as follows.

TECHNICAL DATA--ELECTRICAL

Horizontal _ Patch
Attenuation
Frequency dB/100 m Next d8 Attenuation | Next dB min.
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MHz max. min. dB/1C0 m max,
1 2 62.3 74 623
4 4.1 §3.2 49 53.2
10 6.5 47.3 7.8 473 |
16 821 442 9.8 44.2
20 8.3 427 111 427
31.25 11.7 30.8 14.1 30.8
62.5 17 34.3 204 4.3
100 22 32.3 264 323
TECHNICAL DATA--PHYSICAL
CM
CMR CMP (Patch)*
020 020 024
Conductor dlameter-in. {(mm) (0.52) (0.52) {0.61)
‘ 17785 165 715
Cable diameter-in. (mm) (5.0} (4.2) (5.5)
2 21 23
Nomingl cable welght-ib./kft. (kg/km) {31) 31) (34.2)
25 25 25
Max. installation tension-lb. {N) {110) (110) (110)
10 1.0 1.0
Min. bend radius-in. {mm) . (254) {254) {25.4)
* Patch cables ulilize stranded tinned copper conductors
PARAMETRIC MEASUREMENTS
Horizontal Patch
Mutual Capacitance 4.8 nF/100 m nom. 5.6 nF/100 m nom,
DC resistance 9.38 Ohms/100 m Max. 9,08 Ohms/100 m max.
Bkew 45 ns/100 m max. 45 ns/100 m max.
Velocity of 72% nom. Non Plenum 72% nom.
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Propapation

72% nom. Plenum

Input Impedance

100 + 15% 0.7772-100 MHz 100 + 15% 0.772-100MHz

1ISO/NEC 11801

COLOR CODE TEMPERATURE RATING

Pair 1 White/Blue Blue Instaltation’ 0 degrees € fo +50 degrees C
Palr 2 White/Orange Orange Operation -1{} degrees C to +60 degrees C
Pair 3 White/Green Green

Pair 4 White/Brown Brown
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Appendix 6 ~ Telephone Closet{ XE "Telephone Ciosets" } /IDF
Termination Blocks{ XE "IDF Termination Blocks" }

Lateral Data cabling serving each workstation will be terminated on a CAT Se patch
panel (RJ45 face, 110 punch rear ) in the telephone closet. For phone service,
termination is to be on 110 blocks in telephone closet, allow ing access to the telephone
riser. For data, a patch cord is installed betw een patch panel and IT device. The patch
pane! can be mounted on the wall with a wall mount kit or in a rack if one Is needed and
should be appropriately numbered with the workstation number. The patch panel must
be capable of supporting Category 5e the TIA/EIA-568-B.2 standard. The patch panel
shall have a swing away faceplate or rack mountable.

NOTE: The Category 5e patch panel should be equivalent to the AMP 5L |

serles 110Connect Category 5e patch panel. The number of ports may
Vary.

Each workstation will be assigned & unique station tdenhf ication number.

Appendix 7 -- Workstation{ XE "Workstations" } Jacks{ XE "Workstations:
Jacks” }{ XE "Jacks" }
Workstations will be equipped with varlous components of the AMP Communications
Outlet system (AMP equivalent can be used with TSD approval). Each workstation will
be installed with (1) double-gang jack housing box and mafching face plate, capable of
securely mounting three Calegory 5e cables and four modular data connactors,
maintaining the integrity of category 5e capabilitiss as outiined in the the TIA/EIA-568-
B.2 standard. All workstation jacks will be wired in accordance with the the TIA/EIA-
568-8.2 standard. All modular jacks are to be appropriately labeled.

Appendix 8 - Standard Switches{ XE "Switches" }{ XE "Port Authority Wide
Area Network (PAWANET): Switches and Routers” } Inside the
Department

Cisco{ XE "Cisco” } series are acceptable.

Appendix 9 -- Desktop and Lateral Cable Identification Management

WORKSTATION AND LATERAL CABLE
IDENTIFICATION/MANAGEMENT (Facility)

All lateral cabling installed to workstations at the Port Authority Facilities must be -
designated in accord ance with the Port Authority's workstation and lateral cable
identification code: This code consists of two elements, as follows:

1 - Rogom number or depariment name {acronyms are acceptable).
2 - Workstations (3 numeric digits) '

The cable identification code. for Workstation{ XE. "Warkstations" } 10 in rcom 3801 at
LGA CTB is 3801-010.

The cable identification code for Workstation{ XE "Workstations" } 15in PA Automotive
shop is Auto-015
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Introduction

The purpose of this document is to communicate the standards established by the
Technology Services Department (TSD) and provide guidance in proposing 1T solutions
for the Port Authority of New York & New Jersay (PANYNJ), the Agency.

To that end, these guidelines are intended to help RFP Submitters do the following:

implement computing and networking solutions " that ensure the utmest reliability,
availability and security.

Procure hardware and software that advances current and mandated business needs
and enables departments to work with other depariments/ofiicas more effectively.

Easlly and efficlently communicate and exchange information thropghout the agency.

Achiave greater systems intagration through leveraging and building upen standardized
infrastructure and faciiitating systems management.

Adherente to these standards ensures that IT investmenis achieve Enterprise
connectivity, interoparability, consistency, and will enhance performance in a cost-
effective way.

1.0 The Port Authority Wide Area Network{ XE
"Wide Area Nebtwork™ }{ XE "Networks" 1 (PAWANET{
XE "Port Authority Wide Area Network (PAWANET)"

3

1.1 PAWANET{ XE "Port Authority Wide Area Network
(PAWANET)" } Overview

The Port Authority has a modem distributed computing network, cafled the Pert Authority
Wide Area Network{ XE "Wide Area Network" }{ XE “Networks" } (PAWANET{ XE "Port
Authority Wide Area Network (PAWANET)" 1), which is managed as an Enterprise
resource, It connects all the various Port Authority facilities and transportation systems
using high-gpeed voice, data, and video lines or links.

This network is crucial to all Port Authorily businesses bacause i provides the
connections for applications such as e-Mall, Internat and Intranet{ XE “Intranet” }
access, SAP{ XE "SAP" }, PeopleSoft{ XE "PeopleSoft”’ }, Electronic Toll Collection,
CADD, Lease Image, Clozed Circuit Television (CCTV{ XE *Closed Gircult TV" })
survelllance systems, and in the future, videoconferencing, and more.

FPAWANET consist of a Managed Fiber Optic SONET network, provided by Verizon
Select Services. This network consists of two dual OC48 SONET Rings that connects
key Port Authority faclities, and intersects the Port Authority's two Data Centers. High-
spaed D81, DS3, and Resflience Packet Ring (RPR) links are allocated on this network
to form PAWANET's Wide Area Network (WAN) topology. Additional bigh-speed
Ethernet Private Lines {EPL) has been deployed to support Key Port Authority's off-ring
facilities.
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Remote nodes are linked using high-speed dedicated communication lines, Altemate
high speed dedicated communications lines and high-speed dial up communication links
(ISDN Lineg), provide back up pathsa showuld the primary (inks fail.

The network consists of state-of-the-art Ciscof XE "Cisco" } Systems equipment and
sarvices, such as, high performance Cisco Calalyst switches and routers. The Port
Authorily use Cisco Systems SMARTnet hardware/sofiware maintenance services, and
Cisco's Technical Assistance Center {TAC) to support and maintain the network,

1.2 PAWANET{ XE "Port Authority Wide Area Network
{PAWANET)" } Circuit{ XE "Networks" } Diagram
{Mote: IEXs are no longer in the network){ XE "Port
Authority Wide Area Network (PAWANET): Diagram”

by
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high spesd dedicated communications lines and high-speed dial up communication links

Remote nodes are linked using high-speed dedicated communication lines. Alternate
(18DN Lings), provide back up paths should the primary links fail.
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1.3 Inter-site Services Providers

The Techrology Services Department {TSD) has contracted with a varety of companies
to provide Inter-site services Companies providing communications services far the
Wide Area Network{ XE "Networks" } are listed below,

«  ATET{ XE “ATET" ¥ Local Service{ XE "Local Service” }s
« Verizon{ XE "Verizon” }

1.4 PAWANET{ XE "Port Authority Wide Area Network
(PAWANET)" } Functions{ XE "port Authority Wide
Area Network (PAWANET): Functions” }

Currently PAWANET{ XE "Port Authority Wide Area Network (FAWANET)" } provides
the foliowing functions:

Data Supponts the low and high volume transfer of data used for
applications, such as SAP{ XE "SAP" } and PeopleSoft{ XE
"PegpleSoft” }, and for netwark communications, such as e-Mail.
Provides a data path for off-site, data backup of file, print and
application servers. Enables the use of Storage Attached Network{
XE "Networks" } (SAN){ XE "SANs" } for netwark storage of user
files and routing jobs to shared network printers,

CCTV XE "Closed  The transfer of Closed Cireuit TV{ XE "Closed Circult TV'} (CCTV)

Circuit TV"} data is supported across the entire network to provide security for
the Port Authority's key facilities. .
Vaoice The network provides the hardware ¢apahilities for voice

transmission for future implementation.
Videaconfarencing  The network switches and transmigsion lings are capable of

{ XE handling videoconferencing to support the agency's future needs.
"Videoconferencin

g"}

i.5 Features of PAWANET{ XE "Port Authority Wide Area

Network (PAWANET)" }

PAWANET{ XE “Port Authority Wide Area Network (PAWANET)" } provides a high
performance and reliable fail-safe communications network. These are its key features:

» Alternate paths of communication

« Support of high volume traffic sueh as CADD, CCTV{ XE "Closed Circuit TV" } and
others

« Catalyst 3000, 4000 and 6500 switchas at all the major sites, ared at the Teleport.
= Cisco{ XE "Cisco" } high performance 2000, 7200 and 7507 router family products
with redundant power supplies,

1.6 Supported Protocols{ XE "Port Authority Wide Area
Network {PAWANET): Supported Protocols” }{ XE
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"Protocols” }{ XE "Port Authority Wide Area Network
{PAWANET): Protocois” }

The network supports the following network protocols, allowing dissimilar platforms to
communicate within PAWANET{ XE "Port Authority Wide Area Network (PAWANET)" }:

TCPAP{ XE  TCP/P{ XE "TCPAP" }{ XE "IP Addresses” } is the universal protocol

“IP that allows comtnunications between all systems within the Port
Addresses”  Authority's network, as well as other networks.

HXE

TCPAP'}

IPX/SPXA This protocol allows communications between ali Novell platfarms.
XE

“IPX/SPX" }

SNAJSEDLC:{  This protoral allows communications betwaen all 1BM systems and other
XE systems that support SNA.

"SNA/SDLC"

}

1.7 PAWANET{ XE "Port Authority Wide Area Network

{PAWANET)" } Switches{ XE "Switches" }{ XE "Port
Authority Wide Area Network (PAWANET): Switches
and Routers” } and Routers{ XE "Routers" }
The currant standard switches and routers used on PAWANET{ XE "Port Authority Wide
Area Network (PAWANETY" } are:

¢ Dual SONET OC48 Rings that connects key Port Authority facilities and data
centers.

= Cisco{ XE "Cisca” } 7200 high performance routers
Provide high-speead conneclivity and routing capabilities across the ATM{ XE "Port
Authority Wide Area Network (PAWANET): ATM Node Assignments” }{ XE "ATMs" }
natwork in support of TCP/P[ XE ‘TCR/P" { XE "IP Addresses” }, IPX/SPX{ XE
"FR/SPX" § and bridging functions and provides routing capabilities for Port
Authority intemet access,

» QCisaeo{ XE "Cisco” } 7500 series high-capacity redundant routers
Sarve as the -network backbone core router that provides high speed routing
functions between tha, Telepart, Part Authority Technical Center and all PAWANET{
XE "Port Authority Wide Area Network {(PAWANET)" } connected facilities as well as
the IBM mainframe. Also provide high-speed connection and routing capabilities to
the disaster site for data recovery in the avent of a catastrophe.

» Cisco{ XE "Cisco” } 2000 series medium capacity routers
Provide high-speed connectivity andg routing capabilities to the Port Authorky’a
remete [ocations,

1.8 Approved Ser;.rers

1BM Filef Print/Application and NEC Express 5800 serles servers may be connected to
PAWANET. The use of Vmware's ESXi virtual infrastrugture is also an approved
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configuration, Specialized servers {e.q.. appliances) to support a specificlineg
department application will be reviewed on a ‘case-by-case’ basis.

Replacement server must canform to the category listed above. Deviati on from this
paficy will nat be allowed without prior approval of the Chief Technology Cfficer or
hetfhis desigree.

1.9 Enterprise Addressing Scheme{ XE "IP Adidresses" }
(including IP addressing)

The Port Authority’s Enterprise network is a TCP/IP{ XE "TCP/IP" } Cla s B network

allowing for a maximum of 255 subnet assignments. Subnets are assicyned on a

geographical basis according to the number of resources required. Wosrkstations are

configurad for dynamic assignment of IP{ XE "IP Addresses” } addresses via Dynamic

Host Configuration Protocol{ XE "Protocols” } {DHCP).

1.10 Enterprise Network{ XE "Networks: Enterprise
Network”™ }{ XE "Networks" } Menitoring Software{
XE "Port Authority Wide Area Network {PAWANET):
Netwaork Monitoring Software” }{ XE "Networks:
Monitoring Software” }

The Port Authority continually monitors its WAN{ XE "Wide Area Network” } and the
availabilty of Its links, To provide for real time monitoring, the fellowing software utilities

are used:

« HP Open View Network{ XE "Networks" } Management{ XE "HF* Open Viaw Network
Management" } sofiware

« Ciscof XE "Cisco" } Works{ XE "Cisco Works” } for Switched Intern etworks

2.0 Network Resources{ XE "Networks'" }

2.1 Network{ XE "Networks" } Overview

The Port Authority has a modern distributed computing network, which is managed as
an Enterprise resource. The network connects all individual PCs{ XE ""“Workstations" 3,
servars, printers, and other devices in a unified computing infrastructure that makes it
possible for the Port Authority to conduct fts business.

The Enterprise Netwerk{ XE "Networks: Enterprise Network” } consists of the
PAWANET{ XE "Port Authority Wide Area Natwork (PAWANET)" } (see Section 1.1} and
connected Local Area Networks (LAN'g). The fine of demarcation between the oabie
and wiring which is the responsibility of the carrier and the Port Authority’s area of
responsibility is usually a wiring closet, The Port Authority's Enterprise Network{ XE
"Networks" } consists of the following components on the Poart Authotity side of

demarcation.
» Enterprise Devices
» Cabling{ XE "Telephone Network: Cabling” }{ XE "Cabling" }
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» Routers{ XE€ "Routers” }{ XE "Port Authority Wide Area Network
(PAWANET): Switches and Royters” }

»  ESwitches{ XE "Switches" }{ XE "Port Authority Wide Area Netwark
(PAWANET): Switches and Routers" }

o Wiring Closets{ XE "Wirlng Closets"” }
» Communications Equipment Racks
s Server{ XE "Servers" } Racks{ XE "Servers: Racks" }
« File and Pint Servers{ XE "Servers” }
» Application Servers{ XE "Servers: Application” »{ XE "Servers” }
» Storage Area Networks{ XE "SANs" 3 {(SAN)
o Network{ XE "Networks" % Printers{ XE "Printers" }
» LAN Davices{ XE "LAN Devices" }
¢ Desktop PCs{ XE "Workstations" 3
+ Workstations
« Laptops{ XE "Laptops® }
» Local Printers{ XE “Printers” }
¢ Scanners{ XE "Scanners" }
» Copiers
e« PC Peripherals

2.2 Enterprise Network{ XE "Networks: Enterprise
Network™ }{ XE "Networks" } Architecture
The Port Authority operates an extensive network of Enterprise file, print and application
servers. These devices are linked to an Enterprise Wide Area Network{ XE "Wide Arga
Network™ }{ XE “Networks" ). The flexibility provided by the use of multiple servers,
gerver clusters and Storage Area Networks{ XE "SANs" } {SAN) offers users improved
network response, greater reliabilify, increased data security and reduced operating
cost. Adherence to the standards outlined in this section allows the Port Authority to
manage their systems, applications and data it @ way that best meets our business
needs while maintaining interoperability and safeguarding Port Authority's infornation
assets.

2.2.1 Operating System{ XE "Operating Systems” } and
Software

All Enterprise Fiie 8 Print services in the Port Authority are currently based on the Novell
Netware{ XE "Netware" } 6.5 operating system {the agency will be migrating to Microsoft
networking services during Y2010). Microsoft Windows 2003 and 2008 servers
{Standard and Enterprise) are the primary operafing system in use. Sun Solaris{ XE
"Sun Sclaris" } is also supported as application servers and only when required for

functionality.
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In addition to the base operating system, all servers must include the following
components;

» Virus Profection (minimum: McAfee Engine 8.5.0i, with current DAT files){ XE "Virus:
Protection™ }

» Network{ XE “Networks” } Security{ XE "Networks: Security" { XE "Sacurity” }
» Remote Monitoring and Management

» Intrusion Detectlon{ XE "Intruder Detection” }

+ Systems Backup (minimum: Upstream 3.5.0¢)

¢ Uninterrupted Power Supply{ XE "Uninterrupted PowerSuppiy“} {If central UPS is
not installed at the location)

o Current Service Packs and security patches (minimumy; SP1)

MNote: All operating system and server sofiware will be provided by the Technology
Services Department,

2.2.2 Configuration

All network devices—including servers, workstations, network printers, and network
faxes-must use IP{ XE "IP Addresses” } addresses which conform 1o the standards
outliined in sections, 1.9 Enferprize Addrassing Scheme, and 2.3.1, Server{ XE "Servers"
} Names{ XE "Sarvars: Names" ). All servers will be configured using the following
parameters:

Base Configuration:

¢ C: (OS Drive} Mirimum 25 GB

+ [ (Applicafion Drive) Minimum Based on Application's space requiraments
¢ |P Protocol

2.2.2.1 Drive Mapping{ XE "Workstations: Drive Mapping” }{
XE "Drive Mappings” } Conventions and Organization

Mapping of workstation drive pointers to SAN{ XE "SANs" } or server disk volumes or
folders is currently accomplished through a Novell NetWare Login{ XE "Lagins" } Script
or the Microsoft equivalent. The following drive lelters are reserved for Novell
installations:

Pointer Volume or Folder
H: Nevell lagin (first network drive)
M Reserved
j P Publie Applications
Q Instaliation and Upgrade Dtilities
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Departmental shared directorles and files

S
T: Reaserved
u Users Private Home Directory

2 Novell system files (Search mapping}

Public (Shared) application software installed on file and print servers{ XE "Servers"
}. or server clusier must reside on a separate volurne named "APPS".

Example: P\APPS

Each sofiware application installed on file and print servers, or server cluster, must
have its own sub-folder,

Examples: PMAPPSEXCEL
PWPPSILOTUS
S$YS volume must be used for operafing system and support software only.

Shared Data stored on file and print servers{ XE "Servers" ¥, or server cluster, shall
resice in a2 volume named Data, and shall be mapped to the “S.V" drive pointer.

Example <Servar{ XE "Servers” } _namer»\DATA\SHARE on = single server

dciaster_namab:\DATA\dDepanmént_NAMEb‘\SHARE on a server
cluster

Each Dapartment's SHARE foider will contain atleast three sub-folders titled Org,
Everyone and Projects. '

The Projects folder g provided for starage of project related files. All departmental
projects will be kept in a sub-folder under the Projects falder and the folder will be
named using the same name as the project. User rights will be assigned by a group
having the same narme as the project folder. Only colleagues requiring access to the
project fites should be granted rights to that project folder,

Under the Projects folder will be two additional folders, one called “Active” and one
called “Completad”. Aclive projects reside in the “Active” folder.

When staff identify a project as being completed, the project folder will be moved to
the “Completed” folder and all rights, except for ‘Read” and “FileScan” will be
removed from the folder. This will ensure that the final project documents remain
unchanged, while still allowing authorized siaff to review the cld documents and use
them as templates for new documents # desired. The “Completed” folder will be set
1o archive its data,

Under the "ORG" folder will be subfolders with names corrasponrding to the various
divisions within the depariment. By default, only staff within a divislon will have
access to a division's folder. These folders are intended to hold data for a speciic
division that would not normally be shared departmentally. Staff from other divisions
- would not have actess fo these foldars unless the division manager of the owning
division gives their approval. Having felders setup by divisions will simplify the
process of identifying who is responsible for the contents of a folder.

The "8$" and "U" drivas should only be used to store business related files.
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« The Systems Administrator, at the direction of the Director, may from time to time
remove any data deemed to be non-business related.

«  Afolder called "Everyone” will be created in the Share folder. All staff in the
depariment will have full access to this folder to store and retrieve files that are not
related to & project or a divislon's day-to-day operaticns,

» Additional shared folders, with access restricted 1o only specific users, i required, will
be created in the Share folder. Access wili be restricted through the use of Inherited
Rights and @ccess wili be granted through the use of groups. These groups will be
natned using the same name as the folder name.

+ Ingeneral, rights to any folder will be granted through the use of a group having the
same name as the folder. The group would have trustee rights to the folder, and
users would be added to or removed from the group as needed. All rights would be
granted or revoked through an intemal workflow approval process.

»  Auser "UJ° drive will be assigned {o each standard network aceount for use by each
individual user to store business related data on the network. Access to the “UJ' drive
is resiricted to the account owner only. Users receive ali rights 1o this folder except
for "Access Control” and “Supeivisory”. Usera cannot share data on their "U”° drive,
Files should be shared only by using the Share, {*5") drive.

¢ Access to a user's hama directory, by anyone other than the owning user is
prohibited and will ba remaved after notifying the end-user.

o |nstallation files used in the installation of desktop sofiware must reside in a sub-
folder under the "APPS" volume

Example PJIAPPSPsoft

2.2.2.2 Connecting LAN Devices{ XE "Networks: Connecting
LAN Devices” }{ XE "LAN Devices" } to the Enterprise
Network{ XE "Networks: Enterprise Network™ }{ XE
"Networks" }

The Technalogy Services Department (TSD) Is responsible for connacting all LAN
devices to the Enterprise Network{ XE “Networks: Enterprise Network” }{ XE

"Networks” } (PAWANET{ XE "Port Authority Wide Araa Network (PAWANET)" 1)
provided they meet the Port Authority's standards,

2.2.3 Network Resources{ XE "Networks" } Security{
XE "Security" }

2.2.3,1 Server{ XE "Servers” } Physical Security{ XE "Servers:
Physical Security” }{ XE "Workstations: Security" }{ XE
*Security: Physical Security” }{ XE "Security” }

All network equipment must be physically secured in a locked room,
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2.2.3.2 Server{ XE "Servers" } Logical Security{ XE "Servers:
Logical Security” }{ XE "Security” }

To safeguard the Port Authority’s information Technology ((T) systems and data, TSD
has Implemented a number of processes and procedures, including the requirement that
all users accessing the Port Authority's networks authenticate to a Directory Service
{using either Novell Netware e-Directory or Microsoft Active Directory (AD). Bath
Directery Services contain descriptions of all network devices including servers,
prirters, shared drives and user accounts.

" TRD is responsible for providing all Enterprise servers with the foliowing protection of
their logical resources:

o (uard against unauthorized access by making sure that servers cannot be booted
fram & floppy.

o Scan all workstations for viruses daily.

» Scan all laptops for viruses al log-in.

s Scan allincoming data from users, server peripherals, diskette, CD-RCM, tape
grives, other seérvers, and the Internet for viruses

« Perform regularly (daily and/or weekly) backups as defined by the Technology
Sarvices Department. {see section 2.5 - System Backup and Recovery}

= Test recovery procedurss annually,

+ Use system and application passwords that conform to the Technology Services
Department standards. ‘

» Configurstions must conform to security parameters identified by Nefvision Suite
software.

¢ Perform deleted file purges immediately or no later than & days after file deletion.

» Conirol all remote access using the Port Authority's Remote Access{ XE "Email:
Remote Access" } System,

2.2.4 Network{ XE “Networks" } Access{ XE
"Networks: Access” } and UUser Account{ XE "User
Accounts” } Security{ XE "User Accounts:
Security” }{ XE "Security" }

2.2.4.1 Account Creation{ XE "User Accounts: Creation” }

User and Application accounts are unique and provisioned and managed in our
Directory Sarvice for both the Novell and Windows{ XE "Windows NT" } network
resources, Documentation for the creation of user accounts and authority for access is
maintained by the System Administrator{ XE "Systern Managemant" }{ XE
"Administrator01000COCOI00000O00DOG0A00COD0NCO0O0000A00" ).
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2.2.4.2 Time Restrictions{ XE "Time Restrictions" }

Due to the fact that The Port Authority serves its clients 24 hours a day, we do not have
Login Time Restriclions on network resources. All staff may access their Novell account
24 X 7{ XE "System Managemeni” }{ XE

"Administratort] UOOM200Q00CON000300303203000300000003000"}.

2.2.4.3 Concurrent Logins{ XE "Logins: Concurrent™ }{ XE
"Networks: Logins” }{ XE "Logins" }

Login{ XE "Logins” } sessions will be limited fo one connection per user, User accounts
should not have the ability to login to multiple workstations after establlshmg one aclive
connection to the network.

2.2.4.4 Intruder Detection{ XE "Networks: Intruder Detection”
¥{ XE "Intruder Detection” }

These system-muonitoring features must be active:

» Restrict the count of incorrest login attempts to three before the account is locked
tut.

» The time for which unsuccessful login attempts are retained to determine a possible
intruder attack shoutd be a minimum of 3¢ minutes before the counter is reset to
7BID,

+ The time for which a user account remaing disabled before the account can be ysed
again should be a minipwum of 30 minutes,

2.2.4.5 Passwords{ XE "Passwords" }
All user accounts must have passwords conforming to the following standards:
e  Minimum length is six (6) characters.

= Should not be easlly guessad. [t should not be related to ene’s jeb and should not
be a word in the dictionary or a proper name,

« Shouid be set to expire at least every 80 days and 30 days for accounts with system
or application administrator access.

=  Grace Logins should be activated ang limited {o three.
« Users should be notified several days in advance of password expiration,
= Users should be forced to change their password on initial login and once it expires.

+ Unigue passwords should be required when changed. Users should be preventsd
from reusing a previous password for a minimum ¢f one-year.

« Users should not be permitted to change their passwords more than once a day.
« Passwords{ XE "Passwords" } should be encrypted in storage.

e Passwords{ XE "Passwords™ } must be entered in a non-display field with & re-enter -
verify function for new passwords,

»  Passwords{ XE "Passwords” } must not be available on hard copy.
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s Passwords{ XE "Passwords" } used in system startup files and login seripte must be
encrypted.

+ If an application uses a default password, change it on installation.

s Do not use cyclical passwords, such as the word, February, during the month of
February.

» Do not reveal your password to anyone except authorized persons,
+ Use both upper and lower case characters and special characters where possible.
+ Change password if it has been disclosed or compramised.

¢ Protect by using 8 5Craen saver password with a recommended 15-minute time-out
pertod,

» Passwords{ XE "Passwords" } should not be the same as the user ID

FPasswords{ XE "Passwards" } are considered confidential data. They protect the Port
Authiority’s network resources and grant system privileges and access. Disclosura may
result in unauthorized access to data, system files and transactions. Passwords are also
your signature and ideniify you as the individual who is responsible for the system
activity.

2.2.4.6 Modems{ XE "Modems" }

Staff are prohibited from connecting dial-up modems to warkstations that are
simultaneously connected to PAWANET{ XE "Port Authority Wide Area Neiwork
{PAWANET)" } or another internal communication netwark unlaa$ approved by the
Technology Services Department (TSD).

Where modems have been approved, users must hot leave modems connected to
persaonal computers in autoanswer mode, such that they are able fo receive in-coming
dial-up calls.

2.2.5 Reimote Access{ XE "Email: Remote Access” }
System

The use of local moderms to establish direct dial connections to devices on the Port
Authority's network I8 prohibited. Exceptions to this policy require the approval of the
Technology Services Department (TSD).

The approved mechanism for remote access to the Port Authority network is through the
Remote Access{ XE "Email. Remote Access" } System (RAS). The Remote Access
System utilizes an Internet-based Virtual Private Network{ XE "Networks" } (VPN) lunnel
established over the Internet linking remote users to the Port Authority Wide Area
Network{ XE "Wide Area Network” } (PAWANET{ XE "Port Authority Wide Area Network
(FAWANET)" §) {remote client to PA site). |t is designed to provide authorized Port
Authority users with secure access to corporate applications and to files availabie on
iheir departmental file servers. This access to applications and resources is delivered
through a thin-client environmant consisting of a farm of Citrix MetaFrame/Microsoft
Terminal Services servers capable of supporting 200 or more simultaneous users each.
There is no provided access o the user's office PC desktop. The system also provides
access to IBM enterprise server 'mainframe”) appfications. Port Autharity offices
without direct connection to the Porl Authority Wide Ares Network (PAVWANET) can use
this systern 1o establish remote aceess to corporate applications located on PAWANET,
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RAS provides multiple security mechanisms 1o ensure that only authorized users gain
access to the Port Authority's computing resources and systems. Through multiple
security steps, the use! must respond o security challenges. ARer successful
authentication verification, autharized users are provided with access 1o corporate
applications and their departmental network resources through the thin-client
arvironmant,

The Port Authority also supports corporate site-to-site VPN connections and utilizes
Cisco{ XE "Cizco” } equipment for these connections.

2.2.6  Network Resources{ XE "Networks" } Hardware
Standards

2.2.6.1 Standard Servers{ XE "Servers: Standard Hardware" }{
XE “Servers™ j '

A representative sample of standard servers is as follows:
PORT AUTHORITY SERVER 8TANDARDS

Server Description IB® Modsal

WER Server, Smali applications server xSernes 3550M2
Medium applications server *xSeries IB50M2
Database Server, Multiple and Large application server - | xSeries 3850M2

Each server shall have at least 3 network interface ports to support a production,
management and backup network, ahd redundant power supplies.

The Port Authority manages servers models via a lifecycle process with a minimurn ‘i
service' |ife of three (3) years.

2.3 Network{ XE "Networks" } Naming Conventions{ XE
"Networks: Naming Conventions™ }{ XE "Naming
Conventions" }

2.3.1 Server{ XE "Servers" } Names{ XE "Servers:
Names" }

The Port Authorlty employs & naming convention for all servers within PAWANET, That
convention will be discussed during & solution implementation phaze,

Static |P addresses for servers, printers and faxes will be assigned by Technology
Services Department (TSD).
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2.4 Directory Services and Structure

The Port Authority uses Novell e-Directory and Microseft Active Directory o manage
network resources and user access, Port Authority departments are designated as
organizational units (OU) and servers are network objects contained within the OU.

All network printers should be created as e-Directory objects. NDPS shouid be ulllized.

Applications are distributed using Novell's ZENworks. Applications are distributed based
on the type of workstation and user definitions. Scheduling of distributions is dang in
conjunction with client departments.

2.5 System Backup and Recovery{ XE "System Backup
and Recovery” }

The Port Autharity, for distribuled servers, has standardized on FDR Upstream software
for data backups.

= The System Administrator{ XE "System Management” { XE "Administrator” } is
responsible for vetifying that system backups, both local and remote can be used to
restore the data. Tests of the ability to successfully restore from the backup system
will be performed annuaily. it is recommendad that ihe test daia resiore be
performed on a single non-critical directory only, not the entire server, Teste of the
ability to restore system and application fiies will be petformed on & non-production
server in a controlled environment. When incremental or differential backups are
routinely used, the test restore procedure should incorporate both,

s Immediately prior to performing the test restore procedure, do a special full backup
on the directories bsing tested. :

» Testing a full restore should only be performed on a non-production server.

Depending on the criticatity of the data and the redundancy needs, other
products are in use within the Port Authority. Double-Take software is used
for ‘file-level’ copies across distributed servers, IBM’s SAN-to-5AN replication
(block level copy) for database protection.

All backup media and records must be treated with the same levef of security and
corfidentiality as the original data.

2.5.1 Backup Logs { XE "System Backup and Recovery:
l.ogs™ }

The System Administrator{ XE "System Management” { XE
"administratord 00100000000 33G0RB0000R0Da00A0003000000000% }will
maintsin the following logs for a period of two years:

« Back-up activity

« Rotation of back-ups,

» Usage/rotation of back-up media
» Off-site data storage.
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2.5.2 Backup Scheduling{ XE "System Backup and
Recovery: Scheduling” }

The System Administrator{ XE "Systerm Management” { XE

"Administrator 1 00030 300000000000Q83S300000000003535330020" Y is
responsible for performing back ups of data, application and system files. This must be
as follows:

s Weekly full back up of each server. A full back up is a back up of all files on the
server. .

+ Daily differential, incremental or full back up of each server or server cluster. The
type of back up performed js dependent on time constraints and the amsunt of data
to be backed up. Incremental back ups are back ups of al! files changed since the
last back up. Differantial back ups are back ups of all files changed since the iast full
back up,

» A Grandgfather, Father, Son {GFS) scheme based ¢n a 33 tape rotation should be
used to enaure complete back up and recovery.

» Store daily and weekly back-up media in a locked fire proof cabinet outside of the
server room. Monthly media must be stored cutside the immediate building at a
location defined by the Fort Authority.

2.6 Business Resumption Plan{ XE "Business Resumption
Plan® ¥
The Vendaors will work with the Technology Services Depariment (TSD) to develop a
disaster recovery and contingancy plan. The System Administrator{ XE
"Administrater000000CO000000000R0000000C00000O30000000" } wilt
participate in the planning, design, implerentation, testing, updating and documentation
of the plan. Appendix 1 shows a recommended outline for such & plan. The Business
Resumption Pian{ XE "Business Resumption Flan" } will be reviewed quarterly and
tested at least annually.

2.7 Telecommunications Standards{ XE
"Telecommunications: Standards” } for Enterprise
Network{ XE "Networks: Enterprise Network" }
Resources{ XE "Networks"” )

To see the standards and guidelines for the following telecommunications components,
please see the Appendix,

Appendix 2 -~ Standards for Setting up Closets & Communication Roomd{
XE "Communication Room" }s

Appendix 3 -- Standard Cabling{ XE "Telephone Network: Cabling” }{ XE
“Cabling” } Schemes

Appendix 4 -- Unified Wiring Specifications

Appendix § -- Telephone Closet{ XE "Telephone Closets” } / IDF
Termination Blocks{ XE "IDF Termination Blocks" }
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Appsendix 8 -~ Workstation{ XE "Workstations™ } Jacks{ XE "Workstations:
Jacks” 3}{ XE "lacks" }

Appendix 7 -- Standard Switches{ XE "Switches" }{ XE "Port Authority
Wide Area Network (PAWANET): Switches and Routers” }

Apgendix & -~ Workstetion{ XE "Workstations" ¥ and Lateral Cable
Identification Management

Appendix 8 — Fiber Optics Specifications for Netwaork Services - PAWANET

2,7.1 Closet and Telecommunications Roomd{ XE
"Telecommunications Room" } Access

The following standards must be followed regarding access 10 ¢losets and
communication rooms.

« Al telecommunications rooms must be physically secured, Remote locations which
are not secured by & guard or within line of sight of personnet must be secured by a
card actess system ang/or viden cameras.

» The Network{ XE "Networks" } Connections (NC) group is responsible for installing
rauters, switches {along with Cisco Staff when applied) and station drops. They also
patch connestions and troubleshoot LAN cabling.

System Administrator{ XE "System Management” }s requiring routine
maintenance of data communications equipment should eall the Customer
Support Desk when new devices or reconfigurations are required{ XE
"Support Desid" }. .

2.7.2 Telecommunications Installation Contractor's
Responsibilities

1. Adherence to al! of the above specifications.

2. Assurance of labar harmony by providing installation technicians
whom currently maintains appropriate union membership,

3. The contractor must supply all cable, blocks, brackets,
connectors, jacks, housings, face piates, special tools, etc.,
as necessary to perform an instaliation which is satisfactory to
the Port Authority.

4. The cortracter must labet every workstation (jack faceplate} and
the corresponding ¢ross connect point (punch down block or
patch panel} in accordance with the cable identification
managerment plan, as previoysly described.

5. Install all Category Se cabling in the proper manner, with the
appropriate number of twists, 5o as to maintain Category e
integrity and capabilities, as outlined in the TIA/EIA 568-8,2
standard.

Version 7.1 (RFF) FPage 21




6. The contractor must ensure that cable connections are in
accordance with standard telecommunications practices and that
all cabling maintains normal conneactivity and continuity,

7. All materials must be agreed upon by PA Network{ XE
"Networks" } Services prior to the start of installation.

8. All computer or network communication rooms and closets are
to be isoiated, locked, and secured. No other equipment,
storage area, or smoking area are to be located in this room.
This room must provide appropriate cocling and ventilation.
Access 1o this room will be reserved to TSD staff and an agreed
upon member of the site where the PAWANETI XE "Port
Authority Wide Area Network {(PAWANET)" } equipment is
focated. This procedure is to ensure the security and the
integrity of the Part Authority’s computer network and its users.

2.7.3 Electrical Requirements{ XE
"Telecommunications: Electrical Requirements”
}{ XE "Electrical Requirements:
Telecommunications" }

The following power and receptacies should be installed to suppert different
equipment requirements such as:

o Standard i10/120 volt power receptacies
« Standarg and/or NEMA LS-30P 208/220 volt power receptacles
» Dedicated circuit breaker per AC feod, with alternate power source.

» Server{ XE "Servers" } rack electrical requirements are spacified in the appropriate
design document.

Cumently, services obtained through the PA's contract are required 10 have the APC
{American Power Conversion) UPE{ XE "Uninterrupted Fower Supply” } inciuded in the
delivered service if central UPS I8 not installed at the equipment logation.

2.7.4 Telephone Company interface{ XE "Telephone
Company Interface” }

The foflowing tems are needed for the telephone company interface, if needed for a
specific vendor solution::

a) Inslall a dedicated wallboard for Telco demarcs (f none available for implementation)
b} Standard Telco Demarcs:

+ PES Bluck

« Network{ XE "Networks" } Termination Unif (Rj48 interface) Smartjacks

« Netwark{ XE "Networks" } Termination Unit (DB18-pin female interface)

o Network{ XE "Networks" } Termination Unft (V.35/.36 female interface)

s Digita! Signal X-connect (DSX)
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« Basic T1 CSW/DSU
« Basic D83 handoff coaw/H53! unit
» High-spaed dialup modems for network trouble-shooting when needed

2.8 Documentation

It is the responsibiiity of the System Adminisirator{ XE "System Management” }{ XE
"AdministratorG 00000000 233075000907003000C0670000289" Y o
establish and maintain a library of all documentation designated as standard by the Port
Authority. These inciude archived system files and system backups. Vendors will be
provided our *Guide to Systems Adminisiration” during the implementation phase of a
project, The “Guide to Systens Administration” covers the provisioning and setup of
computing & networking resources to succeasfully implement a project within the Port
Authority.
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3.0 Virus Scanning{ XE "Virus: Scanning" } &
Management

3.1 Dverview

This section describes the standards and guidelines for the prevention, detection snd
remaval of computer viruses, (maiware). Its purpose s to minimize the risk and
negative impact of computar virus infections in the work environment by establishing
clearly defined roles, respansibilities and procedures for the effective management of
computer viruses.

3.2 Standards

Standard virus protection software must be instalied on all network servers and
personal computers, and Updated on a8 reqular basis. To that end, the Technology
Services Department {TED) has designated McAfee VirusScan Enterprise +
AntiSpyware Enterprise 8.5.0i (at the time of this writing) as the standard for virus
management on both Windows desktops and servers.

2.3 Acquisition and Instaliation

The Technoiegy Services Department (TSD} maintains current versions of standard
vitus protection scftware and virus detection files, {DATSs), including configuration -
specific instructions for downloading and installing the software on network servers
and desktops,
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4.0  Electronic Mail{ XE "Email" }

4.1 E-Mail{ XE "Email" } Overview

The Part Authority's Electronic Mail{ XE "Email” } System (E-Mail) is designed to
faciltate business communication among employees, job shoppers, contractors,
consultants, and outside business agsociates, This E-Mail system is comprised of
Microsoft Outiook desktop software accessing e-mail stored on Microsoft Exchange
servers, This solution alse includes group calendaring and workgroup collaboration,

4.2 E~-Mail{ XE "Email" } System Architecture

The Port Authority's E-Mail system is hosted by AT&T Corp. who acquired
USinternstworking, a managed application service provider, and conaists of Microsoft
Exchange servers connecled to the Port Authority's enterprise network. Authorized Port
Authority staff access their corporate e-mail through Microsoft Outlook deektop software
on the network. The system has multiple Exchange servers containing mailboxes and
Public Folder{ X& "Public Folder" }s{ XE "Public Folders" }{ XE "Emalil. Public Folders" 3.
Additional zervers host Outlock Web Access, Blackberry services, and perform Intamet-
based e-mail services inciuding anti-spam ang anti-virus e-maif checking.

The hosted Exchange site is on a Windows { XE "Windows NT”" } resource domain with
a one-way trust to the Port Authority's corporate user account Windows domain located
on the Port Authority networik. This Port Authority Windows domain is used for Windows
authentication services when the Oullook client is openad. In addition, the Pont Authority
hoste DNS servers to satiafy requests from the Cutlook client as needed.

High-speed, secure, and redundent network connections connect the AT&T's data
center and network to the Port Autherity network,

4.3 E-Mail{ XE "Email"” } Environment: Design
Considerations and Infrastructure
The E-mai enwironment is further described below:

s The E-Mail{ XE "Email" } system is comprised of Microsoft Outiook 2007 desktop
software accessing e-mait {via MAPI{ XE "MAP!" } mail protocol) stored on severa!
Microsoft Exchange 2007 servars

» The servers are currently configured for the following messaging protocols:
o MAPH XE "MARI" } {Microsoft's Messaging Mail protocol)
o Internally for X.400 mall protocol (which Exchange servers use)

o IMAP4 and POP3 mall protocols, NNTP news protocol, and LDAP directory protocol
are disabled.

s RIM's Blackberry Enterprise Server{ XE "Servers" } software for Exchange provides
wireless s-mail and calendar aceess to Blackberry wireless hangheld device users.

« The two supported forms of SMTP addresses are:

o Primary form: Flastname@panyni.goy
FLastname where F is the first initial of the user’s first name and Lastname is the
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last name, and FLastname conforms to the corporate standards for a unique
Novell uger's usemame (also known as Novell ID). Flasthame is also used as
the Allas for a user in the Global Address List. Note that an earlier format with
truncating the above to a8 maximum of eight characters is stifl in use for accounis

created prior to Sept. 2001 (example; Flastnam@panyvii. gov).
o Secondary form: Flrsingme. Lastname@panyni.gov

« Excepliohs arse governed by Navell directory structure and user account
requirements.

4.4 Integrating Applications Server with Port Authority
Email System

4,4.1 Requesting SMTP Services

The vendor will reguest SMTP rarvices from and coordinate its work with the
Technology Services Department

If the server s Windows-based and has an antivirus program installed, ts settings will
need to be changed if port 25 is blocked.,

4.4,2 Email Restrictions

The foliowing resirictions are in place to protect the SMTP systern and the “gredibllity” of
Agency mail servers on the Net:

« Forged email headers are RSTRONGLY discoursged, but applications for
circurmyention will be entertained, and valid business justificativns must be included,
The *From” and “Reply-to” figlds should be valid users on the systern sending email,

» Settings: The maximum number of recipients par email is currently 30. This includes
*To", “ec®, and “hoc”; maximum size with attachmenis is SMEB. Emalls that do not
conform to these restrictions will be rejected by the SMTP servers.

»  Mail will be relayed only if your server has an entry in the SMTP access database.

Note: SBMTP logs are checked periodically for poliey viclations, Repeated violations
and failure 1o correct them will resuit in SMTP zervices being disabled for the offending
system.
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6.0 Workstation{ XE "Workstations" } and
Workstation Operating System{ XE "Operating
Systems” }

6.1 Overview

The Port Authority makes extensive use of workstations networked into an Enterprise
Wide Area Network{ XE "Wide Area Network” }{ XE "Networks" } to accomplish its
business cbjectives. In order to ensure compatibility with the agency’s Enterprise
network and to make optimal use of its resources, this section defines the standards
govearning workstations and thelr configuration and use.

6.2 Warkstation{ XE "Workstations" } Operating System{
XE "Operating Systems" } Standard

The Port Authority's standard opsrating systems for workstations is Microsoft's Windows

XP Professional (32-bit), Service Pack 2.

In limited circumstances, where business objectives warrant, alternative operating
systems may be depioyed with the approval of the department director and concurrence
with the Chief Technology Officer.

6.3 Workstation{ XE "Workstations”" } Configuration

6.3.1 Workstation{ XE "Workstations" } Naming
' Conventions{ XE "Workstations: Naming
conventions” }{ XE "Naming Conventions” }

All departmental workstations must contain a unique computer name which is the
machine's serial number.

Example. Workstation{ XE “Workstations"“ } nama: 23AAHBE

System Administrator{ XE "Systerm Management" }s are responsible for naming
workstations and maintaining an up-to-date inventary of equipment and names usad,

6.3.2 Workstation{ XE "Workstations" } User
Accounts{ XE "Workstations: User Accounts” }{
XE "Workstation: User Accounts” }{ XE "User
Accounts” }

Windows workstations must have user accounts that comespond to the user's network
user identification.

6.3.3  Remote Workstation{ XE "Workstations" }
" Management{ XE "Workstations: Remote Access"
}H{ XE "Remote Access" }

The Port Authority also distributes software applications and upgrades via Novell's
ZENworks, Each workstation should have Novell's Workstafion{ XE "Warkstations" }
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Management medule installed as part of the NetWare workstation client. This will
enable remote distribution and updates of soflware, hardware inventory and workstation

troubleshooting.

6.3.4 Drive Mapping{ XE "Workstations: Drive Mapping"
ys{ XE "Drive Mappings™ }

Drive mappings for waorkstations shouid be accomplished only through & Novell login
script and should conform to the standard outlined.

6.3.5 Standard Workstation{ XE "Workstations" }
Hardware Configuration{ XE "Workstations:
Hardware Configuration" }{ XE "Hardware
Configuration: Workstations" }s

There are standard configurations estabiished for workstations and laptops. The current
configurations are managed via 2 'lifecycie’ pracess within the Techniology Servicas
Department (TSD).

6.4 Physical Security{ XE "Workstations: Security” }{
XE "Security: Physical Security” }{ XE "Security"

¥
The method of control should be based on the value of the equipment, the sansitivity of
the data, its portability and the degree of exposure to theft, The department's Business
Manager should make the appropriate determination of physical security required based
on their best business judgment.

The graph below provides general guidance to Busingss Managers in deterrnining the
level of physical security required.
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In all cases, laptops must be secured with a Lock/Cable product (e.g.,
Kensington),

6.5 Logical Security{ XE "Security” }

The Technology Services Depariment (TSD) Is responsible for providing for the security
of computer resources and devices;

« Workstations are protectad with Novell and Microsoft directory security mechanisms.,

= Screen saver passwords are implemented with a maximum of a fifteen (15) minute
time-out.

+ Al critical data are backed up nightly onto either external media or a network drive.
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7.0 Distributed Systems Environment

7.1 Overview

A number of department and enterprise servers provide critical application and system
services. This section provides information o the gtandards and guidelines for
supporied systems within the Port Authority. Solutions reyuiring different operating
system environments must have approval from the Chief Technotogy Officer. -

7.2 Microsoft Windows Server{ XE "Windows Server"” }s{
XE “Servers” }

Microsoft Windows 2003 & 2008 Server (Standard angd Enterprise) ara supported

QOperating Systerns for application servers,

7.3 Unix{ XE "Unix" }

Sun's Solarig{ XE "Sun Solaris" } iz a supported UNIX operating system for
infrastructure (e.g., SMTP services) ang corporate servers (e.4., SAP, Peoplesoff). Red
- Hat Linux may alst be supporied, via exception and approval by the Chief Technulogy
Officer.

7.3.1 Unix{ XE "Unix" } Security{ XE "Unix; Logical
Security™ }{ XE "Becurity" 3
Unix{ XE "Unix" } servers must be physically and logically secured from unauthorized

access, Operating system logical security is defined by the Technology Services
Department (TSD,

7.3.2 Backup

Critical systerm backup must be performed regularly (daity andfor weekly) utllizing our
centralized backup strategy and asscciated tools as defined by the Technology Services
Department. (see prior seciion on backup software standards)

7.4 batabases{ XE "Databases" }

Oruclef XE "Oracle” § 10.2.0.4 or higher and MS/SQL{ XE "MS/SQL" } 2005 Server or
higher are the supported database platforms for Port Authority systems. Auditing trail
must be enabled for all database accounts with administrator privileges.

7.5 Application Security{ XE "Security: Applications” }{
XE "Security" )
Dapending on the application, security may be administered at the application,

database, module, screen, data field, and/or transaction leval in addition to network
authentication. Prior to implementation, the Business System Manager{ XE "System
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Managament” } should review the capabilities of the application and consull with
Technoiogy Services Department (TSD) staff to ensure implementation of the
appropriate security levels. Whan in production, the administrator responsible for day-
to-day administration of the application (Application Administratar{ XE

"Administrator0 0005 000002000A000080GORGOAG0GO0G0AO000" Y is
responsible for maintaining the selected security profiles. At a minimum, all applications
tust require suthentication {0 Microsoft Active Directory by way of a network login.

7.6 Server{ Xt "Servers" } Physical Security{ XE
"Servers: Physical Security” }{ XE "Workstations:
Security" }{ XE "Security: Physical Security” }{ XE
"Security” }

All servars and communication equipment must be located in the Port Authority's
centralized data centers. On oceasion, and with Chisf Technology Officer approval,
focal {8.g., in facility) computing resources may be required. For those occasians,
servers must be located in an environmentally contrailed, and locked rotms or secured
with a cable and lock with the keyboard secured to prevent tarmpeting and unauthorized
usage. Technolagy Services Deparimant (TSD) staff must be consulted during the
implementation phase of a project.

8.0 Vendor Provided Dedicated Systems

Overview

Vendor provided dedicated systems refers to the Information Technology software,
hardware and infrastructure fumished and installed through a contract with an extemal
provider. Generally, this refars to systems that are designed to support a large Capital
Project, muiti-year engagements, requiring specialized technical and management staff,
as well as, Systams Integrafion support, These projects normaily have sighificant
construction components and require the coordination, design and support from many
diverse Engineering and Technelogy disciplines

A repressnitative from the Technology Services Department (TSD) provides a single
point of contact for technology oversight, accountability, adhering to Standards and
systems integration, which is required under the Roles and Responsibilities of the Chief
Technology Officer {CTO) and is expscted by our client depariments,

To ensure a successiul project, and honor our responsibllity to our customers and the
Port Authority, ong of the steps undertaken by TSD, is to provide guidance with, and
focus attention on, adherance to and compliance with our Technology Standards and
Guidelines (as described in this dogument), Deployment, integration and testing will be-
monitored by T8D (o ensure that squipment or infrastructure is not duplicated, that the
integration ang migration plan will not adversely impact existing systems, and to
integrate new systems under existing maintenance contragts where spplicable,
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In cases wherg & specific vendor or system is so specialized that it normally dees nat
adhere to the hardware, software, infrastructure and oparations guidelines of this
document, the vendor will be directed to work with TSD in exploring all options, and if an
exception is deemed required, the vendor will work with TSD to prepare the necessary
Business Case to recsive written concurrence from the Chief Technology Officer for this
daviation from the Puart Authority Technology standards,

Appendices

Appendix 1 — Business Resumption Plan{ XE "Business
Resumption Plan" } Document Format{ XE "Business
Resumption Plan: Document Format” }

. PURPQSE

Goals and objectives of plan

© Benefits obtained if plan properly implemented

Il.  SCOPE QF PLAN

Planning assumptions

Facilitins and resources included in plan

1. NOMENCLATURE

Recovery{ XE "System Backup and Recavary" } terms
Definitlons and acronyms

V. DISASTER SEVERITY DEFINITION

Defing lavel of potential disaster based on impact to crifical functions. Explain what degree
of pperational disruption would constitute each leve| of disaster,

catastrophic

serious

major

fimited

V. OPERATIONS RECOVERY PROCEDURES
(Procedures for recovering senvices)

1. Indicate time frames in which essential operationai/business functions must
be resumed.,

2. Specify sequence of operations recovery events and individuals responsibie
for activity. Nate any specific activities required for particular Ieveis of
disaster severity. For example:

Notifications
Preliminary evaluation
Activate opsrations recovery personnel
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Coordinate with emergency personnel
Evaluate recovaery oplions and issue directive which detalls:
Assigned tasks
Project scheduleAims frathe
Coordination required
Identify refocation activities, if required
Externalfintemal gtatus updates
3. ldentify items required for hackup of ¢ritical functions. For example:
aliernate work site
hardware/software
Personal computers
Necessary software packages
Documentation
Peripherals (printers, madams, efs,)
Databases{ XE "Databases” }
Emergency equipment
Communications
Transporiation
Supplies
Security{ XE "Security" }
Operations and procedures manuals
VI.  OFFICEFACILITY BUSINESS SITE RESTORATION PROCEDURES
(Procedures for restoring physical facilities)
identify resioration responsibilities
assess damage
develop restoration planfime frames
Wi,  BRP UPDATE PROCEDURES
responsibility for updating and communicating BRP changes
frequency of review/update
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Appendix 2 -- Communication Room{ XE "Communication Room"
}s/Closets Standards

SPACE

All data communication rooms must ba designed with required and estimated space to meet
immediate requirements, as well as, future growth..

ENVIRONMENTAL
The following conditions must be met:

a} Doorways/Entrances must be designed 1o support at least the minimum space
requirerents of B0 Hx72" Wxe(" D

b) The room's cooling capabifities must be sufficient to support the heat
dissipation requirements for the equipment. This requirement will be
measured in minimum and maximum BTUs powered by AC-powered systems.
Equipment specs will be supplied by TSD upon request.

) Backup UPS{ XE "Uninterrupted Pawer Supply" } systems are necessary o
avoid equipment damage in case of site power failure. Vendors must consult
with the Technology Services Department (TSD) for the approved UPS
systems.

d} Telco demarcs must be Jocated in a central location wlth sufficient space to
house Telco termination eguipment,

g} The room should be designed with the appropriate fire safaty regulations such
as a FM200.

fy Cables trays must also be installed in the communications room ceiling where
appropriate, to support the routing of data communications and Teleo cables.

g) Basic 19" W/72" H cabinets or racks must be installad o house
communications equipment such as: routers, switches, hubs, DSUs/CSUs and
monitors.

h) To create more walf space the use of wall mount racks can be installed.
Approptiate sized plywood must be instalied prior to mounting racks,

i) Category Se cable must be terrninated in wall/rack mounted patch panei,
) Fiber patch panel must be installed in fiber IDF panel with SC female interface.
k) The fiber must be neatly tie wrapped and enclosed in flexible inner-duct,

) Telephone access rmust be installed in the appropriate location to provide for
basic trouble-shooting and vender support.

m} All germmunications squipment and cabinets must have ample room for easy
access and proper veniilation.
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Appendix 3 -~ Cabling{ XE "Telephone Network: Cabling” }{ XE
"Cabling" } '

a) Teflon-coated cables will be installed per fire code regulations.
b) Overhead cable trays and drop post must be installed for cable routing.

- ¢} Cabling{ XE "Telephone Netwark; Cabling” }{ XE "Cabling” } scheme must be
used to label and (dentify all cabies. All cables must be neatly tie-wrapped.

Appendix 4 -~ Port Authority Unified Wiring Plan{ XE "Unified
Wiring Plan" }

Original 01/90
4th Revision: 03502

To satisfy existing and future voice and data communications requirements, while
minimizitg the need for wiring changes and additions, ihe Port Autharity has adopted the
following Jateral wiring specifications for all workstations being constructad. This plan is
applicable to all PA locations, except when specifically noted.

LATERAL CABLE;

Voice and data telecommunications requirements for each workstation will be provided by &
combination of three individual cables, instaliad between the workstations and the serving
telephone clpsat / intermediate distribution frame (JIDF), in a "home run” configuration. All
cabling installed will be of plenum type, fire retardant (FEP) rated.

Cable spacifications:

(3) Cables capabie of supporting Category 5e capabilities as outlined in the
TIA/JEIA-568-B.2 standard, Specificaily:

Gauge: 24 AWG

Pair Size: 4

Insulation; Plenum, fire code rating (FEP)
Cable allocations will be as following:

Cable #1: Voice**
Cabie #2: Data
Cable #3: Data

»  *100.0MHz is the speed the PA wants to deliver to the desktop.
» **Cghle #1 is to be split In the workstation to support 2 telephones,
Technicsl specs for the Cat 5e cable is g5 follows,

TECHNICAL DATA--ELECTRICAL
Horizontal Paich
Frequency Next dB Attenuation
MHz Aﬁi@ﬁ”ﬁ“ min. | dB/100 m max. | Next d8 min.
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max.
1 2 62.3 24 62.3
4 4.1 632 49 53.2
10 6.5 . 47.3 7.8 47.3
16 8.2 44.2 .8 44 2
20 8.3 427 11.4 42,7
31.286 11.7 39.8 14,1 39.8
62.5 17 343 20.4 34.3
100 22 323 284 32.3
TECHNICAL DATA--PHYSICAL
: CM
CMR cmp (Patchi*
020 020 024
Conductor diameter-in, {rmm) (0.52) (0.52) (0.81)
195 165 215
GCable diameter-in. (mm) 50 (4.2) {5.5)
A 21 23
Nominal cable waight-Ib./kft. {kg/km) {31} {31) {34.2)
26 25 26
Max, instatlation tension-ib. (N) {110} {110) {110)
1.0 1.0 1.0
Min. band radius-in. {mm) {25.4) {25.4) {25.4) -
* Patch cables yblize stranded tinned copper conductors
PARAMETRIC MEASUREMENTS
Horizontal Patch
Mutual Capacitance 4.8 nFf100 m nom. 5.6 nF/100 m nom.
DC resistance 9.38 Ohms/100 m Max. 5.08 Ohms/100 m max.
Skew 45 nsM100 m max. 45 ns100 m max.
velogity of 72% nom. Non Plenum 72% nom,
Propagation 72% nom. Plenum
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input Impedance 100 + 15% 0.7772-100 MHz 100 + 15% 0.772-100MHz

ISQAEC 11801
1 -

COLOR CODE TEMPERATURE RATING

Pair 1 White/Blus Blue Instaliation 0 dagrees C to +50 degrees C
Pair 2 White/Crrange Orangs Operation ~10 degrees C to +60 degrees C
Pair3 Whita/Green Green

Pair 4 White/Brown Brown

Appendix 5 -- Telaphone Closet{ XE “Telephone Closets” } / IDF
Termination Blocks{ XE "IDF Termination Blocks" }
Latersl Data cabling serving each workstation will be terminated on a CATSe patch pana!
(RJ45 face, 110 punchrear } in the telephone closet. For phone service, termination is to be
on 110 bincks in teiephone closet, allowing access to the telephone riser. For data, @ patch
cord is installed between patch panel and IT device. The patch panel can be mounfed on
the wall with a wall mount kit or in a rack if one is needed and should be appraptiately
numbered with the workstation number. The patch panel must bs capable of supporting

Category 5g the TIA/EIA-568-B.2 standard. The patch panel shail have a swing away
faceplate or rack mountable.

NOTE: The Categor# Be patch panel should be equivalent to the AMP SL
serles 110Connect Category 5e patch panel. The number of ports may vary.

Each workstation will be assigned a upigue station identification number.

Appendix 6 - Workstation{ XE "Workstations" ¥ Jacks{ XE
"Workstations: Jacks” }{ XE "Jacks™ }
Workstations will be equipped with various components of the AMP Communications Outlet
system (AMF equivalent can be ysed with TSD approval). Each workstation will be installed
with {1} double-gang jack housing bex and matehing face plate, capable of sacurely
mounting three Category Se cabies and four modular data connectors, maintaining the
integrity of category e capabilities as outlined in the the TIA/EIA-568-B.2 standard. All
warkstation jacks wili be wired in accordance with the the TIA/EIA-568-B.2 standard. All
modutar jacks ars to be appropriately labeled.

Appendix 7 -- Standard Switches{ XE "Switches" }{ XE "Port
Authority Wide Area Network (PAWANET): Switches and
Routers” } Inside the Department

Any switches in the following Cisco{ XE "Cisco” } series are acceptable (Venders will consult
with the Technology Services Depariment (TSD) to determine the appropriate switch
configuration at the time of preposal submigsion):

Cisco{ XE "Cisco” ¥ 5500
Cisco{ XE "Cisco” ¥ 3500 series - low capacity
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Cisco{ XE "Cisco" } 4000 series ~ medium capacity
Cisco{ XE "Clisco" } 6000 series - high capacity
Cisco 4507 series - high capacity -~ New

Appendix 8 -~ Desktop and Lateral Cable Identification
Management

WORKSTATLON AND LATERAL CABLE
IDENTIFICATION/MANAGEMENT (Facility)

Al lateral cabling installed to workstations at the Port Authority Facilities must bs designated

in accordance with the Port Authority's workstation and lateral cable identification code: This
cade consists of twp elements, as follows:

1 - Room numbser or department name (acronyms are acceptable).
2 - Workstations (3 numeric digits)

The cable identification code for Workstation{ XE "Workstations" } 10 in room 3801 at LGA
CT8is 3801010,

The cable identification code for Workstation{ XE "Workstations” } 15 in PA Automotive shop
ls Auto-015
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Appendix 9 — PA Telephnne Network{ XE "Nortel SL100" } 5/08

e s ﬁ Y A PA TELEPHONE NETWORK
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Appendix 10 ~ Fiber Optic Specification for Network Services -
PAWANET

General Scpe of Work

1. Conduct a walk thru based on the specific Scope of Work for the job in question,

Z. Note that all diagrams and or sketches that may be provided are approximates and
not to scale. '

3. All fiber optic cable is to be installed in rigid conduit o, where applicable, in plenum
rated flexible inner duct,

4. Contractor shall furnish and install fiber optic cable as designated in t&e spegific
Seope of Work.

5. Fiber optic cable lype will be loose tube, gel filled, with aramid yarn water block:
a. Multimode Fiber — §50/125* micron diameter. Manufacturer of cable TBD

§. Fiber optic cable attenuation from the factory, before installation, shall not exceed:
& For multimode — 3.5 db per km @ 850nm/ 1.0 db per km € 1300nm

7. Al fiber optic cable is to be Jabeled on each end and at any junction or patch panel
with, 28 gauge, 2" wide srmboassed with %" high letters, The labals are to be fastened
to the fiber optic cable using sealed wrap around labels or pliable Velcro ties,

8. Fiker oplic cable shall be installed in agcordance with the manufacturer's
specifications, Any portion of the cable damaged during installation will be repairad
or replace by the contractor without any additional cost to the Port Authority of New
Yuork New Jersey.

Fiber Optic Terminations

1. Fiber gptic terminations wilt use SC** connectors unless otherwise spacified in the
Scope of Work,

2. Fiber optic terminations shafl not yield mare than 1db per mated (at the bulkhead])
connector.

Fiber Optic Testing

1. Fiber optic t&éting shall be perormed by the conteactor and certified fiber optic
technicians.

Fiber optic technicians will be prepared fe complete test procedures with the following
equipment:
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» Souree and power meter testing to provide optical 088 measurements.

» Refarence test cables and mating adapters that match the cables to he
tested.

» Cleaning materials — lint free cleaning wipes and puré alcohol
¢ OTDR test set with the proper launch cables and adapter types.

2. Fiber oplic technicians will parform CTDR test on al) tﬁmmmd fibers unless
otherwise noted in the Scope of Work.

3. Fiber optic test resuits shall be recorded, and reports pmvided to the PA in hardcopy
and via a readable ixt file (PDF or RTF Is acceptable).

*50f125 micron fiber has been chosen over 82.6/125 micron fiber by Network Services:

1. Greater speeds achieved, 82 .5/125 fiber will deliver 1 gigabit per second (Gbps).
50/125 fiber will deliver up 10 Gbpe. This allows for equipment upgradeanbiliy.

2. Greater distances, 62.5/125 fiber will go up to 275 meters from source. 50/126 will
achieve up to 550 meters from source. We can cover greater distances In an
installation without having tc go to the more axpensive single mode fiber installation.

“8SC connectors have bean chosen over ST connectors by Network Services due to the fact
that we ytilize Cisco eauipment, which come furmished with 8C connectors on their fiber
interface blades. His more cost effeclive o use the standard SC-SC patch cable with Cisco
equipment than to add the additional cost of having hybrid 8C-8T cables made. SC
connactors are also easier 1o work with and use less spacs in an instaliation.

Appendix 11 -- Public Telephone Ordering Guidelines

Technolegy Services (TSD) staff is responsible for the management of the permit for public
telephone service are available to answer any questions and provide direction for any matter
relating fo public telephones. The names and contact numbers are listed below

General Guidelines

All public telephone requests —~ that is both coin and non coin in any Port Authority space or
any area of the tenant space — bath “public” and “club” locations will be ceordinated by the
Port Autharity to cover both New York and New Jersey.

Pracess

When the Facility, Property Manager, tenant or their representative {(e.g. designer, arghitect,
general contractor) has a public telephone requirement, they will cantact the Technology
Services Depariment (TSD} whom will review the request and provide coordination with the
appropriate service provider.
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Protocols, 8, 10
Public Folder, 25
Public Folders, 25
Remote Access, 27
Routers, 8, 11
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SAP, 5, 8
Scanners, 11
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ATTACAMENT I - Port Authority Control Reguirements
The follewing Exhibits outline the Port Authority Control Requirements included in this Attachment;

Exhibit 1 Application Controls Chacklist
Exhibit 2 Control Security Requirements

Exhibit 3 Disaster Regovery Cheekiist and Requirements

BExhibit 4 Security Administration Function
Exhibit 3 Security Requirements
Exhibit 6 Systems Administration & Operation Manual Requirements

Exhibit 7 Web Based Application Checklist




Exhibit 1: Application Controls Checklist

General

Overview of the application, what the function is, who uses the application, and where it is
physically located.

Docwnented procedures, Moweharts and processes maps.

Physical aceess to the application hardware should be appropriately restricled.

If vendor(s) support the application, a vendor contract and service level agreement should be in
place. The SLA sheuld have provisions for uptime, performance monitoring, npdaies, eic,

The application should have the Port Authority’s waming banner on the login screen.

Remote access should be restricted and documented in accordance with Port Authority policy.
Determine what form of output is possible through the application,

Hardening of operating system/database that supports the application:

s & & & & B

™

Disable unnecessary ports/services.
Remove all samples from the box.
Change all default passwords; delete all default content and scripts,
Limit user account acoess,
Document system accounis like administrator, root, oracle, and sys.
Document user/group access rights
o Users/groups should be setup with least access required to perform job responsibilities.
Follew Port Authority password standards (D0-day expiration, lockout after 3 incorrect
password attenpts, concurrent logins, b alphanumeric characiers)

Set “antomatic session timeout” to 15 minutes of inactivity and require user to log back in with
a vahd ID and password,

Impiement access control at the database level (Le. user roles and permissions, passwords,
secure hinks)

Apply all new patches and fixes to operating system and application software for security.
Use secure, encrypted remote access methods,

If the application is a web application, log (and monitor) web traffic and trend the activity
Jooking for sbnormal activity.

Ensure that appropriate seeurity and vulnerability assessment tools are running.

License Management

L

Ensure that application licensing requirements are documented, reviewed and mainiained.
Application licenses should be current/valid and individuals/groups with application access

should have completed the necessary access request forms and adhere to licensing
requirements.

Logical Acgess Controls

-*

Procedures to grant/revoke access should be documented.

o Agcess request forms for adding/modifying/deleting users should be used.
Ensure that security administrator procedures exist to:

o create/remove application access in a timely manner

o review user roles/permissions

validate that all users have accessed the application within the past 90 days.
o Review dormant accounts
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Exhibit 1: Application Controls Checklist

» Ensure that password conirols for the application are consistent with Port Authority
requiremants

o Passwords must be at least six (6) alphanumeric characters long

o Passwords must be changed every 90 days

o Passwords must not be shared

o User]? accounts should be locked after a three logon failures.
Password file should be securely stored with limited access and encrypted.

s Application forces initial Passwords to be changed and the initial passwords should not be
ensily guessable,

Each user has a unique userlD,

Should have a segregation of duties/roles. Roles are setup with igast aceess required to perform
job responsibilities,

Application Confrols

Data Validaiion & Input Controls
¢ The application should have input contrels to verify the validity of the data entered.

Data Retention and Management

» All data should be classified according to its sensitivity {confidential, etc) and protected
accordingly,

« Data archive strategy should be docnmented and in place. Additionally, should specify how
long active data is kept,

e Sensitive data like credit card #5 and social security #s should be encrypted,

Application Interfaces
» Interface file should be secured and archived,

s Reconciliation of data should be done ot a hatch record and totals. Detail data reconciliations
should be completed on penodic basis,

Processing Contrels

e Application databases/interfaces should have the necessary controls to prevent processing of
inaccurate, duplicate, or unanthorized transactions and producing inaccurate outputs.

v Controls to ensuré that all data is processed and accounted for should be in place.

» Rejected items should be lopged, tracked and resolved in a timely manner,

Change Management

s Processes and tools should be used to report, track, approve, fix, and monilor changes on the
application,

» The application and all changes to the application should be tested before being put into
production. Additionally, documentation of approval for changgs and evidence of testing should
be in place.

Application Logging, Audit Trails and Record Retention
»  Users and roles should be tracked and reviewed; Maimaity documentation
» All failed iogon atiempts should be logged.

s All sensitive transactions and changes should be logged and an audit trail created.
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Exhibit 1: Application Controls ChecKlist

Aundit trails should contain who made the change, when it was made, and what was changed.
Only the security administrator should have access to change or delete these logs or audit trails.
Audit trails should be reviewed by the business owner(s) and security administrator.

Management Reporting

Management reporting should be produced through the application.
Transaction logs should be maintained.

Contingency Planniog, Disaster Recovery and Backup Management

L]

A Business continpency plan and a disaster recovery plan for the application should be
documented.

Plans should be tested and the outcomes of the tests (success/failure) should be documented.
Backup copies of these plans should be stored off-site,

Backup procedures should be documented and regular backups of the application and the
application data should be stored off-site.

Application executables should be stored off-gile or in escrow.

Application configurations should be documented and backed-up.

Performance Monitoring
-

Incident monitoring procedures should be documented and incidents logs should be reviewed to
ensure that appropriate action s taken.
Performance siatistics should be examined and reviewed periodically by system
administrators/business owner({s),

o There should be SLA and /or requirement with the vendor for “uptime”.
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Exhibit 2: Control Secority Requirements

System Configuration

cotaa.nt-q.oo-'!lq

Default accounts are secured/locked/or retnoved.

Public and Guest accounts/profiles should be secured with no access.
Controlled use of administrative accounts.

Limited assignment of administrative privileges and roles.

Access viglation reporis.

Audit trails for operating, application and databass systems

Not display last user who signed on

No use of login scripts for accounts.

IDAP compliant

Encryption of data in storage snd transmission of data via the network.
Unnecessary services removed and/or disabled.

Secured and approved remote access strategy.

Drata archiving in place,

Data Retention Policy and Procedures in place.

Reguircrment for user name and password

System timeont for inactivity set to 15 minutes.

All default settings or passwords changed,

Test facility which replicates the production system.

Patching up to date. Patch Manapgement Procedures and documentation includes
testing,

Virus software implemented and up ' date.

Physical Protection

¢
L 4

a » & =

Appropriate fire suppression systems in place.
Temperature and humidity monitoring.

Envirorrmental condition adequately controlled (no water, dirt, clutter) and
monitorad.

Physical access secured by single autheniication mechanism i.o. swipe card.
Phiysical security adeguate for equipment (locked cabinets).

‘Security cameras installed in sensitive areas.

Povrer surge protection and emergency power backup are in place.

Backup

&« & S

Backup data maintained off-site
System backup is encrypted.

Fuil system backups exist,

Backup tapes are tested periodically.

Aceess Controls

Background checks are performed on all personnel.
Account expiration for contractors and consultants
Account password is not the same as account name
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Exhibit 2: Control Secority Requirements

No concurrent login capabilities

No accounts assighed to individuals who no longer require the account
Default accounts are locked or secured.

Accounts never logged into are removed,

Accounts adequately identify the user — no generic accounts.
Accounts not used by multiple individoals

Administrator account passwords adequately secured,

Disabled accounts are deleted.

No test accounts on production.

No genenc acceunts

No excessive privileges on accounts ~ least privilege granted.

Guost accounts are removed

Inactive accounts are removed

Review of profiles, access levels, privileges

Access réports by user and privilege

All user aceount profile should include Employee 1D number and full user name.
Assigned Security Administrator

Raseline tools or security products are implemented on a quarterly basis,
Adequate network zoning

Adequate performance monitoring

Intrusion Detection System in place

Secured and authorized remote acoess

Firewalls in place

Warning message/banner

No modems (dial up or wireless)

Password Controls

» & & #

Password encryption enabied.

Password uniqueness functions enabled,

Pagswords ¢xpire every mnety days.

Forced password change at initial log on.

Passwords set for a minimum of six sharacters, combination of letiers, numbers,
and special characters.

Retention of unsuccessful Jogin attempts and length of account lockout time set to
PORT AUTHORITY standards.

Password dictionaries
Account lockout function enabled and get according to standards.
Password age in compliance with PA standards

Documentation / Procedures

»

Security Administration Procedures documented

Procedure for gramting, modifying or deleting access to the system are
documented

Access request forms authorized




Exhibit 2: Control Securitv Reguirements

Access Tequest forms retained

Access request forms are used to assign access

Change Management procedures documented

Test results documented

Rackup, restart and recovery procedures documented

Disaster Recovery Plans and Business Resumption Plans documented a0d
comprehensive,

Documentation is current for System Manuals, Operating lnstructions
Documentation is up to date for Firewall rule sets,

Inventory listings of equipment and software,

Adequate training

Password reset procedures contrelled (Help desk function)

System Administration procedures documented

Data retention and archiving procedures documented

Rales and Responsibilities defined and documented

Virus Paich Management procedures documented

Batch apd Interface Management procedures documented

Paich Management procedure decumenied

Escalation procedures doctonented

Incident Response procedures documented

Incident and Error logging/tracking.

Topologies exist and are up to date {system/network diagrams)
System monitoring/performance

Log reviews

Management reporting — like Access Reports, Exception fransaction reporting
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Exhibit 3: DISASTER RECOVERY PLAN CHECKLIST

Disaster recovery is a plan, which could be executaed in the event of a total disasier in order to bring
the computer systems back to a functioning whola. Typically, the disaster in question is one, which
destroys a complete site that requires restoration of support, particularly Information Tectinclogy
stpport. Most commonty considered causes of disasters are fire, explosion, flooding, husricanes and
tornados. Disaster recovery planning normally involves altemate logations for major systems as well
as {he planning and testing of switch over measures, emergency transportation and so on,

The Disaster Recovery plan should include at a minimum the following areas.

1. Disaster Recovery

» Manager Responsibilifies

« Plan Administration .

o Distribution of the Disaster Recovery Plan — All team members, LAN and an offsite

tocation should have a copy of the current plan and its attachments.
Maintenance of the Business Impact Analysis
Training of the Disaster Recovery Team
Testing of the Disaster Recovery Plan
Evaluation/Review of the Disaster Recovery Plan and Tests - the DR Plan should
be reviewsd and the DR Test should be performed at a minimum twice a year.
Update the plan to reflect changes in activities, procedures, perfarmance, staff, and
ete. Set & regular time for the review,
o Maintenance of the Disaster Recovery Test Results — Maintain copies of the test

rasulls and what scenarios and areas of the plan were tested.

oo oo

2. Business hmpact Analysis - Minimize the impact on the business with respect to dollar losses
and operational interference

» Critical Time Frame - Recover the system and/or component of the system within the
critical time frames astablished and accepled by the user community. This should include
the time estimate of how long it would take to recover the whole system or any sub
companents,

« Application System Impact Statements - This area is where a business owner decision of
what areas of the system has a priority in how it is brought back into normal operation.
How fong could these operations be performed without computer support?

o Essenilal — Are systems or components of the system that are very critical and
need 1o be back in operation immediately because the business cannot function.

o Delayed — Are systerns that are needed but could be delayed and could not
adversaly effect the business process.

o Suspended — Are system or components that are not critical and can wait until
the full system is back 1o normal operation.

+ Recovery Strategy & Approach

3. Disaster Definition - All possible interruptions should be defined, and then the steps to
minimize fheir impact need to be dotumented. This inciudes disk array failure, power loss,
joss of network, 10ss of wireless network, loss remote access, equipment, computer processor
failures, stc.




Exhibit 3: DISASTER RECOVERY PLAN CHECKLIST

Detailed Recovery Steps for each Disaster Definition - This should be the tachnical steps o
racover fhe different areas of the system like the Operating system, database, application,
routars, firewall, and etc.

Escalation Plang and Deciston Points

4. Data Center Systems -~ Dependencies shouid be notated.

Systern Componenis- A copy of all assential office equipment and records should be stored

off-site. Specify any speciat computer hardware, software, databases, networks or other
technology. )

+ Backup Strategy
o Slorage Rotation
o Back-up Files _
o Off Site Storage of Back-up Files
o Back-up Files Retrieval Process, Vendor information and Forms for OFf Site Storage

» Hardware -
o Hardware inventary for system in operation
o Desktop Workstations (In Office)
o Desktop Workstation location
o Desktop Warkstations (Offsite including at home users)
o Laptops

v Software -
o Software inventory of the system in operation
o Systems, Applications and Network Software
o Communications
o Operations

+ QOff-Site Inventory

» Supplemental Hardware/Sofiware Inventory

5. Escalation Plans and Decislon Poinis

6. Disaster Recovery Emergency Procedures

Plan Procedure Checklist - should have a checklist of the plan procedures and area for
documenting excepticns where the plan was not adhere {o and what was done in its place,
Disaster Recovery Procedures in a check list with approval format.

Disaster Recovery Crganization —~ should have the full disaster recovery team listed by
position or individual and what are their responsibilities. This section of the plan shouid
include Port Authority and PATH personnel, PA/PATH management, and ail vendors that
work or have rasponsibilities during a disaster. This area should be reviewed semi-
annually for updates and changes.

o Recovery Organization Chart




Exhibit 3: DISASTER RECOVERY PLAN CHECKLIST

o Disastar Recovery Team & Recovery Team Responsibilities

o Recovery Management & Senior Manager Responsibilities

o Damage Assessment and Salvage Team & Team Responsibilities
Problems and Changes - Need to be documented and what was done to rectify them,

Essential Position — Require back-up personnel to be assigned.

7. Pre-Disaster - What steps need to be in place prior to a disaster for this plan to work? If there
are any assumptions, they should be notated here.
+ Recovery Management
» Damage Assessment and Salvage
o Hardware instaliation

8. Contacts information - This area should be reviewed semi-annually for updates and changes.
+ Disaster Recovery Team - This should include primary and secondary phone numbers,
home address, emergency contact information, and their backups infermation.
» Vendor Phone/Address List — Include account information and account representative
infarmation.

¢« Command Center — Primary and Altarnative site locations, hot apots, phone numbers, time
scheduling '

9. Post-Disaster ~ Detail what steps need to be taken {0 rnove from disaster mode back to narmai
operations.




Exhibit 4: Security Administration Function

Respousible for:

L4

Establishment of access rights, groups, profiles etc. for a system or application for
which they are responsible and documenting their use and definitions,

The development of seourity procedures which defing the granting of access and the
administration of security functions of their system or application. The ongoing
review and update of these security procedures.

Responsible for the development of add/change/delete access requests forms.

The development of procedures for changing or deleting acceunts or privileges when
staff leave or change assignments. Execution of these procedures in a timely manner,

Regular review of who has access to their data and determining if it {s appropriate and
still requived.

Ensuring that users are required to acknowledge, in writing, that they have been

informed of the organization’s position on security and confidentislity of information
prior to access being given.

Assigning appropriate expiration dates for accounts used by temporary/consulting
stafl.

The development of procedures for responding to, documenting and escalating
secusity incidents.

The investigation and appropriate escalation of a security meident matter.

Setiing any global system or application conttols (i.e. password controls, time out,

concurrent loging) consistent with the Standards and Guidelines for Port Authority
Technology.

Restricting remote access and monitoring and reviewing the activity log, (Limit or no
use of modems, Modemns should be configured according to the Standards and
Guidelines a certified by the Information Systeéms Security Officer.)

Development and review of reports such as Kane Security Analyst, 1S5 or ESM to
monitor areas of secunty exposure,

Daily event log reviews for iregular activities and security violations.

Keeps management and the business unit informed on security issnes.




Development of regular precessing schedules for the production of security reports
1.e, unsuccessfvl logon attempts, audit trai) reports.

Development of procedures for reviewing the reports and logs on a regular basis and
taking appropnate corrective action.

Responsible for ensuring that the system complies with the Standards and Guidelines
for Part Authotity Technology.

Determining high-risk activities, establishing logs of those activities and tables and
determining appropriate review cycles,

Ensuring that operating systetn, database system and application security issues are
coordinated.

Keeping gbreasi of vulnerabilities of systems, databases, or application as they are
discovered and patching them or impiementing compensation controls,

Development of procedures for the disposal of unneeded confidential data produced
from the application.

Ensure all system hardware {i.e. servers, comm, rooms, backup tapes, ¢te.} and
software are secured from tampering or damaging.

Ensure that operating systems at 2 minimum complies with the Distributed Systems
Environtnent in the Standards and Guidelines and industry standards.

Docutnent a virus protection and recovery plan.
Firewall Administration, Firewall configuration, rules, logs, and patches

Infrusion Detection System Administration, monitoring neiwork traffic across the
firewall and in the DMZ.

Router and Switches Adminisiration, configuration file, backups, patches, and change
contrals,




Exhibit 6: Systems Administration & Operation Manual Requirements

General Information
1) Server name
a) IP address
b) Location
¢) Operating systermn ~ version, patch level
d) Database — version, patch level
e} Application .
2) LDAP and Domain Controller Configuration
3} Diagrams
a) Network topology
b) Application flowcharts

System
4} System Configuration
2) System Applicationts and Services
6) Network Time Synchronization
7) Patch Management
a) Normal and Emergeney Procedures
8) System Schedule
ay System downtime
b) System backups
c) System batch processing

Access Controls
9) Roles / Profiles (Access Control List)
a) Listof ACLs
) Creation and updates to ACL
¢) Testing and Approval of ACL
10)¥Granting and Revoking User Access
a) Access Request Forms
11)User Accounts and Access Reports
a) Generating Reports
b) Report Distribution and Report Approvals/Reviews

Password Controls
12)Password Configuration
a) Length
b} Alphs/numeric
¢) Password dictionary
d) Password age
¢) Password expiration
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13) Account Policies
a) Concurrent log in
b) Vendor/Consusltant Account Expiration (usually the length of the contract)

Remote Access
14}Strategy/ Approach
15)Approvals

Operation
16) Administrator(s) roles and responsibilities
a) Chart or description
17)Startup and Shutdown Server procedures
18)Batch processing
a) Production runs - list of batch programs with schedules
19YBackups
a} Schedule — frequency
b) Testing of tapes
¢) Offsite locations
1)  When picked wp
i)  Where stored
d) Tape encryption
i)  Each tape and/or disk files should have an extemal Jabel
¢) Tape destruction - scratching and disposal of tapes
20)Recovery
a) Procedures

Physical
21)Server Location
a) Site Security
b) Server Mounting
i}  What is the rack configuration and who has access to the keys
¢) Environmental Controls
i)  Humidity and Temperature Monitoring

Anti-Virus Management
22)Engine and Definition Management

23)Emergency Updates
24)Remote Distribution Server

Change Management
25)Testing Environment

26)Normal Procedures

27)Emergency Procedures

28)Requests are documented

29 Specific timetables/scheduling are documented
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30)Documented reason for request and approvals
a) name of requester
b} phone number and depariment
¢} requester's signature
d) reason for change
£) List of modules that need to be changed
£y Supervisor's narne

£) Supervisor's approval (changes must be approved by someone other than the requester).

31)Determine if priorities are assigned to the change requests.
32)Budget/costs are cornmumicated to system owner,

33)Process used to control and monitor change requests (central repository/ tracking system).

Patch Mapagement
34)YProcedures
a) Operating System .
h) Database
¢) Application
35)Testing
36)Approvals
37)Remote Distribution

Reporting and Muonitoring
38)System Monitoring

a) System Utilization and Performance
iy CPU
i) Disk space
b} Systetn Response time
39)System Reporting —
i}  Report generation schedule and distribution
ii)  Review and approval
a) System Performance
b) Audit Trails
¢} Violation Reports

Problem & Incident Management

40)Problem reporting/resolution iracking system
a} Problems are appropriately logged and prioritized.
b} Corrective measures are documented.

Segregation of Duties
41)Developers and or Programmer have no access to the production server.

42Y08 adminisirators have no access to the Preduction database and application.
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ATTACHMENT J - Existing RWIS System Schematics

The following Exhibits outling each Airport’s existing RWIS layout:

Exhibit A JFK
Exhibit B LGA
Exhibit C EWR

Exhibit [ SWF

Exhibit E TEB




