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possible. All proposers shall indicate and guarantee .the PH for the proposed 
system ttnd not for the svstem's.individual components. 

• A false alan-n rate (FAR) and Nuisance .-Mfimi Rate (NAR) of zero (0) but 
not more than one (1) per zone per five 15) dav period. All proposers shall 
indicate and guarantee the False tind iN'uisance Alarm Rates for the 

• proposed system. 
• A System Operational .Availability' of no less than . 

• A system that is standardized across all four airpoits. 
• An ot^en "system capable of encompassing future integration of additional alarm 

# 

points, comniiinications command and control and assessment technology. 
.AJI integrated control and "display svstent providing event assessment 
capability, alarm event annunciation and notiFication to responding 
security forces. 
Integration of the existing Computerized Access Control and Alamr 
Monitoring Sv.stems (CACS). ' . , • 
PIDS will record and archive intrusion attempts. ' 

FIDS will have the capability for future phased integration of all alanns. 
signals (communications, sensor, power, tamper) and GCTV on the property. 

1.3. PIDS Configuration 

The PIDS consists of seven subsystems operated and controlled at each 
airport; The Control and Display Subsystem (CDS), Audiovisual 
Subsystem, the Intrusion • Detection Subsystem, the Assessment 
Subsystem, the Data Management and Reporting Subsystem, the Facility 
Communications Subsystem, and the Power Infrastructure Subsystem. 

• Control and Display Subsystem. Integral to the PIDS is a Control and 
Display subsystem that collects, transports, processes, integrates, 
displays and disseminates alarms to the operator for analysis. The 
Control and Display Subsystem shall provide cornplete event 
information, thus enabling the operator to monitor, record and control 
all connected security equipment as well as to observe and. assess 
events and initiate an appropriate response. 

•, Audiovisual Subsystem. Audiovisual technology shall be employed to 
project, enhance, scale, multiply, and amplify all PIDS video and 
audio sources utilizing large screen monitors, display walls, and audio 
to annunciate and view events. Operators shall have the capability to 
control all the display device contents from any PIDS Control and 
Display Workstation. Video sources shall include but not be limited 
to alarm monitoring, system monitoring, ground surveillance radar, ' 
live CCTV and recorded video. Facility Grid Map data, system 

Ex. 4
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management and incident reports, broadcast video, and other 
component and composite video sources. 

• Intrusion Detection Subsystem. The Intrusion Detection Subsystem 
shall consist of multi-layered, industry standard exterior perimeter 

. intrusion sensor technologies including, but not limited to, fence 
mounted or buried detection devices and/or cables, video motion 
detection and tracking systems, seismic sensors, break-wire sensors, 
microwave and infrared sensors, laser sensors, and ground 
surveillance radar detectors as per these functional requirements and 
as recommended by the contractor proposing the system design and 
as approved by the PANYNJ. 

• Assessment Subsystem." The Assessment subsystem consists of 
commercially available day/night all weather assessment equipment. 
Cameras shall be remotely. controllable to provide observation, 
assessment and tracking through the Control and Display Subsystem. 
This Assessment Subsystem shall be integrated with the Intrusion 
Detection Subsystem to provide immediate automatic assessment and 
recording of all alarm points. 

• Data Management and Reporting Subsystem - The Data Management 
and Reporting Subsystem shall permit archiving of events and 
distribution of vital infonnation to response teams and PANYNJ 
management! A DDEN D U M 61" 

• Facility Communications Subsystem. The Communications 
subsystem shall provide bi-directional, fault tolerant, and self-healing 
routing of all signals between the Intrusion Detection, Assessment, 
Control and Display and Data Management and Reporting 
Subsystems. This includes, but is not limited to routing of alarm, 
video, tamper, power, and communication signals. The 
communications infrastructure shall be designed to utilize, wherever 
possible, existing fiber optical cabling and available access points as 
indicated on the PCSUP project or existing communication 
inffastmcture drawings. The communications subsystem shall consist 
of commercially available communications products and shall meet 
operational availability and reliability requirements in Section 2 of 
this document. 

• Power Infrastructure Subsystem. The Power Infrastructure 
Subsystem shall provide sources for the PIDS that are uninterruptible 
and battery backed-up. Where available, uninterruptible power 
supplies shall be. powered from emergency power sources to permit 
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full time operation. All power shall be installed with appropriate 
grounding and protection against voltage irregularities andjightning 
strikes. Power shall be drawn from ( ^ c.__j , as 
identified in the Electrical Infrastructure Memorandums in Book IV, 
Attachment 4. 

1.4. Function 

The FIDS shall consist of various security applications and site-specific 
technologies communicating with PANYNJ aviation operations and 
security monitoring and control equipment in an interoperable, open 
architecture environment in order to facilitate a high probability of 
detection and the assessment of events reliably, and with a minimum of 
false and nuisance alarms. Each airport PIDS shall communicate over a 
dedicated communications infrastructure to a Primary Control and Display 
Subsystem (CDS) as well as to a fully redundant Secondary CDS located 
atr J _ ' ,command/dispatch center 
or other location at their respective airports as identified in these 
Specifications and on the Contract drawings. Each CDS shall consist of 
Control and Display Equipment (CDE) including, but not limited to, 
network communications equipment and interfaces with field devices or 
other existing systems, servers, software, audiovisual equipment, 
uninterruptible power supplies, and equipment racks, all of which shall be 
located in equipment rooms within, adjacent to or near the designated 
command center and secondary CDS at each airport. There shall be a 
minimum of (2) Control and Display Workstations (CDW,s) for operator 
interface and control of the PIDS and related subsystems associated with 
each Primary and each Secondary CDS as indicated in these Specifications 
and on the Contract drawings. In addition two (2). CDWs capable of 
monitoringxjhe systems at all four airports, shall be installed, _at/. 

/The PIDS shall be interfaced to and integrated with the 
existing PANYNJ aviation security and communications systems 
including, but not limited to, the Computerized Access Control System 
(CACS), the Closed Circuit Television (CCTV) monitoring and network 
digital video recording (IP DVR) systems, and intercommunications 
systems for monitoring and control purposes. PIDS shall also be designed 
to allow for the integration of future alarm and assessment systems, 
including, but not limited to Guard Post Upgrades, Fuel Farm Upgrades, 
Terminal Security Enhancement Project, Tenant/Leasehold Projects, 

r ' .and AOA Unmanned Gate Projects. The primary and secondary 
SOC shall include a user-friendly operator interface providing system-
wide control and display as specified in these functional requirements to 

Ex. 4

Ex. 4

Ex. 4



Port Authority of New York & New Jersey 
Perimeter Intrusion Detection System 
Functional Requirements - Final 

facilitate annunciation of alarm events, accurate analysis and assessment 
of the incident and initiation of appropriate response procedures. Please 
see Section 1.12, Figures 1 and 2. 

1.5. Technology 

The FIDS shall utilize Commercial Off-The-Shelf (COTS) equipment, 
Non-Developmental Items (NDI) and software designed specifically for 
the security purposes of monitoring and controlling long property lines. 
Where required or necessary multiple, fault tolerant, redundant or 
overlapping technologies shall be applied in order to achieve the objective 
of 100% operational and detection levels desired by the PANYNJ. To this 
end the means utilized shall be engineered utilizing the most advanced, 
field proven technologies available while still meeting or exceeding the 
parameters specified within these functional and performance 
requirements and the associated PCSUP drawings. The system shall be 
upgradeable and designed to accommodate future expansion and the 
incorporation of new technology hardware, firmware and software where 
appropriate. Equipment shall be purchased by the contractor at the time of 
installation to ensure that the most recently available equipment, firmware 
and software revisions and updates are furnished. Any software that is 
written shall be in English and written by an American Company. 

1.6. Project Implementation 

The system design and implementation must include complete system 
integration. During installation, the Contractor shall ensure that the 
operation of existing integrated security systems is maintained. The PIDS 
shall perform all required functions with a minimal impact on existing 
operations and maintenance persormel. 

The design effort shall include assessing the existing physical conditions 
on the perimeter of each airport, as indicated on the PCSUP drawings. 
Existing Comihunication Infrastructure plans and as described in the 
PANYNJ PIDS Design Basis Threat (DBT) and ConOps documents. 

The PIDS design shall interface with and integrate the existing electrical 
and communications infrastructure, wherever possible. 

The PIDS design shall include Architectural development of the Control 
and Display System (CDS) and equipment spaces, for the integrated 
system design. The design shall include: installation of conduit and field 
distribution cabinets, drainage and erosion control, grading, trenching 
below ground for power and signal cabling, and may also require fence. 
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barrier or facility modifications where necessary for the proper installation 
of the PIDS equipment. 

The project effort includes development of equipment specifications and 
detail design drawings, plus the purchase, installation, and integration of 
site-specific software and hardware equipment, system configuration and 
programming, conduct of system tests, training, and commissioning. See 
functional system block diagram on next page. 

1.7. Resources to be Protected 

Airport Property. A PIDS shall be implemented for each airport; John F. 
Kennedy International Airport (JFK) in New York, LaGuardia Airport 
(LGA) in New York, Newark Liberty International (EWR) Airport in New 
Jersey, and Teterboro Airport (TEB) in New Jersey. The exterior ADA 
protection area to be secured by PIDS is noted in the "blue hatched" area 
on the PCSUP drawings. 

1.8. Applicable Documents and References 

The performance standards shall, as a minimum, comply with all 
applicable federal, state and local codes, standards and regulations, the 
requirements of local authorities which would apply or have jurisdiction if 
the Authority were a private corporation, whether express or implied 
herein, as well as with these specifications and related PANYNJ 
specifications, standards and regulations. Refer to Book IV Attachment 7, 
Documents and References, for additional requirements and references. 

1.9. Acronvms 

See Book I, Section 1.2 

1.10. Definitions 

See Book I, Section 1.3, "Definitions" 

10 
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Legend 

^ Communications Link 

Power & Communications Subsystem 

^ PAWANET/Tl Communications 

^ Wireless Link 

Future Project Integration 

Block Diagram Abbreviations 

AV Audiovisual 

GAGS Gomputerized Access Gontrol System 

GDS Gontrol and Display Subsystem 

GDW Gontrol and Display Workstation 

EOG Emergency Operations Genter 

EWR Newark International Airport 

IDS Intrusion Detection Subsystem 

IP DVR Network Digital Video Recorder 

IVMD Intelligent Video Motion Detector 

JFK John F. Kennedy International Airport 

EGA LaGuardia International Airport 

FIDS Perimeter Intrusion Detection System 

PTR Printer 

TEB Teterboro Airport 

13 
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2.0 REQUIREMENTS 

2.1. General 

The following section details the general, technical, operational, installation, 
and additional requirements for the functions of the PIDS. 

2.2. Operating System and Relational Database Requirements 

2.2.1. Relational Database 

The PIDS shall utilize a single seamlessly integrated relational database 
for functionality. The relational database shall be a COTS/NDl product 
such as Microsoft SQL, Oracle or equivalent capable of receiving 
uploads from and transmitting downloads to various PIDS subsystems 
and other PANYNJ security and management systems and of managing 
the data in an interoperable and logical manner. 

2.2.2. Operating System 

This integration shall be provided within one operating environment. 
The PIDS operating environment shall ^ configured with fally multj^ 
tasking, multi-threading u - - - -

^ L . minimum. Operating 
Systems or later version and support for all future upgrades. The 
furnished operating system shall be complete with the latest available 
service packs and updates as approved by the PANYNJ at the time of 
purchase. Refer to Maintenance Document for warranty and 
maintenance requirements. 

2.2.3. Applications Servers and Workstations 

The PIDS applications shall be capable of running on independer^ 
servers and workstations running operating systems including-

\ _ ^ with the most current 
compatible and approved service packs. The applications shall interface 
•with the PIDS database and shall be connected to the PIDS Control and 
Display Subsystem and Control and Display Workstations as required. 
In order to maintain the specified levels of system reliability and 
availability, where PIDS applications run on independent servers, these 
servers shall be fault tolerant and redundant. 

2.2.4. Closed Loop 

14 
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All field hardware, including FIDS controllers, Alarm Input Panels, and 
Control Output Panels shall be connected in closed loop configuration. 

2.2.5. Baseline/Benchmarking 

Baseline tools shall be used to establish benchmarks, monitor and check 
the consistency & integrity of the database, files and directories. 

2.2.6. System Vulnerability Checks 

Security compliance software and vulnerability assessment scanning 
tools shall be used to check for system exploits. 

2.3. Technical Requirements 

2.3.1. Control and Display Subsystem 

All alarm points, assessment, access control and related PIDS security 
systems information shall be routed to a primary and fully redundant 
secondary Control and Display Subsystem (CDS), each equipped with 
appropriate and sufficient Control and Display Workstation(s) (CDW). 
Access to, display of and control of all system operations and events 
shall be based on priority and operator level of authority and as required 
by these specifications. The Control and Display Workstations (CDW) 
spaces shall be designed with consoles, equipment racks and displays 
configured to meet ergonometric requirements. The CDS shall promote 
the rapid aimunciation and display of alarms to facilitate evaluation and 
assessment by the CDW operator. This system shall also provide a 
means to store,: update, and access reference material such as 
instructions, procedures, checklists, and report format. 

The primary and fully redundant secondary CDS and CDWs shall be 
located in the following locations at each facility: (Also please see Book 
IV, Attachment 5.) 

• JFK _ 
- Primary: Security Operations Center (SOC)'t_ _ I? 
- Fully Redundant Secondary:- j ~ 
- Control and Display Workstation(s): 

LGA 

15 
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- Primary:^

• • 
- Fully Redundant Secondary: ( 

- Control and Display Workstations: 

EWR 
- Primary: 
- Fully Redundant Secondary: 

- Control and Display Workstations: 

TEB 
- Primary: ^ ^ 
- Fully Redundant Secondary:

ns: 
_) 

- Control and Display Workstations 

- Control and Display Workstations for all airports: 

2.3.1.1. Primary CDS 

The Primary CDS shall provide an integrated capability that en
ables monitoring and control of all connected equipment, in
cluding that which provides capabilities for detection, 
assessment, notification, entry control, communications and 
power functions by a single operator. The system shall 
automatically transfer all monitoring and control functions to the 
fully redundant secondary CDS, should the primary become 
unavailable due to some type of system failure. There shall also 
be the ability to manually transfer these control functions, from 
the primary to the fully redundant secondary CDS. Upon 
restoration of the Primary CDS to full operation there shall be 
both an automatic and a manual utility to update the Primary 

16 
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CDS database and historical log and return it to its primary op
eration (monitoring, command and control) status. 

2.3.1.2. Fully Redundant Secondary CDS 

The Secondary CDS shall be fully redundant to the primary. The 
secondary shall duplicate all functions of the primary CDS in the 
event the Primary CDS becomes unavailable or if it is 
appropriate to transfer control for incident purposes. CDS 
redundancy is defined as 2N, (i.e., if N components or systems 
are required to perform system 'functions, the system is 
configured with a second set of duplicate components (2) or 
systems). Capabilities must also include the ability to 
automatically or manually transfer control back to the Primary 
CDS without the loss of data. 

2.3.1.3. Control and Display Workstations (CDW) 

The Control and Display Workstation (CDW) shall be a 
Microsoft Windows based workstation connected to the Primary 
and Secondary CDS via the Communications Subsystem that 
permits control and display of PIDS events; observation and 
assessment; management and reporting; and systems 
administration, programming or maintenance as required based 
upon the level of authorization of the operator or manager 
assigned to the station and their password. 

The CDW shall provide an integrated capability that enables 
monitoring and control of all connected equipment, including 

Those that provide capabilities for detection, observation, 
assessment, entry control, audio communications and power 
functions, by a single operator based on operator password and 
priority access level. 

The CDW operation shall not be interrupted by failover 
operations between the Primary and Secondary CDS. Failover is 
defined as the transfer of controls to the secondary CDS should 
the primary system become unavailable. This includes transfer 
of control back to the primary CDS. 

The CDW shall be configured with the following minimum 
characteristics. 

17 
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Intel Pentium processor sized to highest available speed 
or bandwidth. 
2MB RAM 
180 GB hard drive 
Video graphics controller: Capable of displaying a 
minimum matrix of sixteen (16) live or recorded video 
images on a single display without video degradation or 
video latency. Graphics controller shall also be capable 
of displaying a single virtual Windows desktop on no less 
than three (3) video displays 
Two (2) DVD+RW drives 
CDW shall have the capability to be rack mounted 
remotely from CDW Console 

2.3.1.4. CDW Consoles 

At each CDW location, a modular console shall be provided to 
support all FIDS monitoring and operations with spare capacity 
for future expansion and additional equipment. The console 
design shall be open in nature utilizing a modular structural 
system that facilitates placement of 21" LCD displays in close 
proximity to the operator, creating a 'cockpit' around the 
operator where the view distances and reach distances are 
optimized to support a variety of tasks being performed at the 
workstation. The console work surface shall consist of a smooth, 
level work area. All applicable ergonomic standards shall be 
taken into consideration, including view and reach distances, 
keyboard height, and knee-well space to comply with accepted 
Human Factors of Design and applicable ergonomic standards 
including ANSI/BIMFA, CSA, and ISO. 

The CDW consoles shall be easily accessible for operation, 
installation, and maintenance of the CDW. An open desktop 
design shall be utilized. Hinged, sliding, and or removable lower 
panels will provide access to internally mounted equipment for 
installation and service. Front and rear slide out access compart
ments shall be included that offer maximum a;ccessibility while 
minimizing console depth. Work surface heights shall be fully 
adjustable. 

At a minimum the CDW consoles shall be designed with the 
following characteristics: 

18 
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• Accommodate the mounting of a minimum of four (4) 
UXGA 21" Color LCD Displays on articulating 
mounting arms. 

• Mounting of PA fiimished telephone handset with 
wireless headset 

• Mounting of PA famished radio equipment as required 
• Remote Keyboard Video Mouse (KVM) capability to 

accommodate up to four CDW workstations 
• Wire and cable management raceway 
• Task lighting 
® Duplex receptacles and surge suppression power bars 
• Work surface: Min. 1" particleboard, high-pressure 

laminate surface with rounded polyurethane nosing 
• Stmcture: Steel, powder coated 
• Under-counter keyboard and mouse tray 
• Under-counter and mobile lockable filing cabinets 
• Ventilation fans as required 

2.3.1.5. Performance Capabilities 

The CDS shall incorporate but not be limited to the following 
specific capabilities: 

2.3.1.5.1. Redundancy and Data Integrity. The primary and secondary 
CDS configuration shall include servers each of which maintains 
its own copies of system software, application software, and data 
files. System transactions and other activity that alters system 
data files shall cause real-time updates to both sets of system 
files. In the event of a server configuration failure, the other 
server configuration shall assume control immediately and 
automatically without loss of data. Error checking procedures 
shall be automatically enacted to verify and report data integrity 
and duplication between servers. 

2.3.1.5.2. Fault Tolerance. Each server configuration shall be fault tolerant 
and equipped with redundant, hot-swappable power supplies, 
cooling fans, PCI slots, and hard drives in a minimum RAID 5 
configuration. 

2.3.1.5.3. System Fail-over. System fail-over from one server to another 
shall have minimal impact on system operators. All current 
sessions shall be maintained over such a fail-over. Partially 
complete command may have to be re-started, but the screen 
display options shall be sustained transparently to the operator, 
apart from an information message and its associated alarm. 

19 
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Under NO circumstances shall any operator be required to log in 
again and/or reset up his/her options. 

2.3.1.5.4. Data Integration. 
• The PIDS database shall enable the bi-directional 

management of data sharing among PIDS subsystems, the 
PANYNJ Computerized Access Control System (CACS) 
manufactured by Lenel Systems Intemational (Lenel), 
and other airport security systems as may be required 
including, but not limited to, events and alarms, perimeter 
intrusion alarms, assessment, and video display and 
recording. 

• The PIDS shall allow integrated configuration to display 
a near real time, dynamic, iconic status of alarm point 
indications, overlaid onto a fixed composite type graphic 
map of the detection area and zone and provide 
interactive operator control and response. The graphic 
display shall be overlaid on existing PANYNJ Facility 
Security Operations Grid Maps. 

• The PIDS CDS shall include a textual display showing 
alarm activity and operator action, including operator 
procedures, and time/date status. 

• The PIDS shall allow the integrated configuration to 
enable the operator to control the operation of the 
Assessment Subsystem. 

• The PIDS shall allow an integrated configuration, 
permitting security operators to view digital video scenes, 
generated by Assessment video cameras and/or digital 
recording equipment, and to automatically or manually 
display scenes associated with the location of perimeter 
alarms, for both selectable live and recorded video 
scenes. 

• The PIDS shall be expandable ,to incorporate future 
tenant access points to AOA, tenant alarms, intrusion 
detection, CCTV, and any future tenant improvements. 

• The PIDS system shall be capable of integration of future 
alarm points as per Section 4.4.6. 

2.3.1.5.5. User Friendlv. Minimize the need for operator training, provide 
step-through screens and have the capability to skip menus. 
Provide an on-line operator "help" capability. 

2.3.1.5.6. Correct Annunciation. Provide correct annunciation, audibly and 
visibly displayed, in both text and graphic format of each alarm 
generated by an associated sensor. Alarm conditions shall result 
in both audible alarm and visual display to alert the operators of 
the CDE. A single audible alarm acknowledgement control shall 
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silence all audible signals. Audible alerts shall be customizable 
as either tone or .wav files as determined by the PA. 

2.3.1.5.7. Graceful Degradation. Ensure loss of individual devices does 
not result in degradation/failure of security operations, prevent 
reporting and monitoring of other devices or affect overall 
system operation. 

2.3.1.5.8. Hardware Modularitv. Provide a modular system architecture 
that accommodates a console and/or desktop configuration. 

2.3.1.5.9. Displav Characteristics. Provide the capability to import or 
create, modify, select and display: icons for sensors, sensor 
fields, or coverage areas; sensor zones; Facility Grid Maps and 
grid map sectors; PIDS installation maps; map overlays; AOA 
landmarks; and other information when required without 
obstructing the view of underlying map features. 

2.3.1.5.10. Geographical/Text Displavs. Provide the capability for both 
geographic Facility Grid Map and text displays of alarm data. 

2.3.1.5.11. Alarm Displav Prioritization and Queuing. Prioritize and 
simultaneously display multiple alarms and status conditions 

, according to user-defined parameters. Always display the 
highest priority alarm and associated video in the queue as the 
default, regardless of the arrival sequence. Place each 
subsequent alarm in a queue according to user-defined priorities. 
GAGS alarms shall take priority over all other Intrusion 
Detection Alarms with Duress Alarms assigned to the highest 
priority level. Subsequent alarms shall not replace the first, 
highest priority alarm, imtil it is acknowledged and appropriate 
operator response complete. Indicate the alarm type, physical 
location (building/structure/ boimdary/etc.) and alarm area, for 
each alarm. Provide a scrolling capability for selection of 
queued alarms. Display all alarms in the Facility Grid Map 
display. The GDS shall handle multiple alarms simultaneously 
and shall display the highest priority security events before any 
others. 

2.3.1.5.12. Alarm Types. Alarm types that may be reported include, but are 
not limited to. Sensor Alarm, Tamper, Gommunications Failure, 
Power Failure, Low Battery, etc. 

2.3.1.5.13. Alarm Reporting. Automatically report by user-defined 
priorities, the status (secure/alarm/access) and status changes of 
each alarm point (structure or sensor sector or sensor zone), line 
supervision, power source in use and tamper switch. Alarm 
reporting shall be in both text format and on a map display that 
depicts each alarm point or sensor sector or zone in relation to 
the restricted area configuration, roads, area perimeter, and 
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facilities in the area. The time of alarms shall include calendar 
date, hours, minutes, and seconds, using a 24-hour clock. 

2.3.1.5.14. Addressable Points. All alarm sensor and relay control points and 
associated devices shall be individually addressable and 
programmable to permit electronic indexing and identification of 
zone type and status, panel input/output point number and cable 
tag number. Each point shall be adjustable for threshold 
sensitivity, where applicable. 

2.3.1.5.15. Distributed Alarm Processing. Allow processing of alarm 
signals to primary and fully redundant secondary CDS locations 
based on priority, time of day and operator level of authority. 
Allow manual override and control of alarm routing 
programming by system administrators with proper authority. 
Processing and routing of Duress Alarms, trsinsmitted via the 
CACS interface, and certain intrusion alarms as determined by 
the PANYNJ shall be routed to designated Police Displays as the 
top priority to facilitate the proper immediate response. 

2.3.1.5.16. Alarm Bumping. In the event that an alarm is not responded to 
within a programmable time period the alarm shall be redirected 
to a back-up CDW at a Secondary CDS to any other designated 
CDW. 

2.3.1.5.17. Svstem Administration. Allow authorized system administrator 
to configure all alarm priorities, text and graphics information, 
locate display alarm points, video displays/video recording and 
playback characteristics, password management, report 
generation and configuration and other related information. Refer 
to Data Management and Reporting Subsystem, Section 2.3.5, 
and PANYNJ System Administration Overview for Capital 
Programs for additional requirements. Specific System 
Administration requirements are identified in Book IV 
Attachment 8. 

2.3.1.5.18. Svstem Protection. Protect all system components with tamper 
detection devices when not otherwise protected. Detect and 
display alarms for all attempts to access, bypass, spoof, or 
sabotage the system regardless of system status or mode of 
operation. 

2.3.1.5.19. Simultaneous Alarms. Process and display a minimum of five 
(5) alarms occurring within three (3) seconds. 

2.3.1.5.20. Archiving. Provide a capability to archive, retrieve and produce 
reports in electronic and paper rnedia of all system events and 
operator actions by event type, date and time, or location. This 
includes maintenance periods, operator passwords and access 
levels, alarms received/alarm status, accessing/securing sensors, 
sensor access attempts, response device status, entry control. 
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battery/line power source status/change, automatic test, self-test, 
fail safe information, line supervision status, configuration data, 
configuration file changes and .any pthe^^system events tha^ 
occur. 

7 The 
system shall alert the operator and Systems Administrator prior 
to archive capacity being exceeded at 80% and 90% of fiill 
capacity. Download archived files automatically to permanent 
storage media on a minimum of once per day (adjustable). 
Provide methodology to download archived files to a portable 
storage media such as tape or writeable CD as well as to long 
term storage as required. 

2.3.1.5.21. Expansion Flexibility and Capacitv. The svstem shall be able to 
sustain frequent change as a result of the dynamic airport 
environment. The system shall accommodate new intrusion 
detection sensors, cameras and access control elements easily. 
All subsystems, including the communications network, must 
have expansion capability of at least 100%. Future projects that 
will require intrusion and access control alarms, CCTV 
monitoring and assessment functions to be integrated into the 
system shall include, but are not limited to. Guard Posts, Fuel 
Farms, Tenant/Leasehold, Terminal, and Unmanned Gates. 

2.3.1.5.22. Event Logs. The system shall contain a computerized event log 
to record all events that occur on the PIDS. An event is any 
sensor change, operator command, operator assessment, or 
system failure., ' " . 

2.3.1.5.23. Event and Logging Printers. The system shall have the 
capability to print out events, logs, reports and any other selected 
activity upon request from current files and from files archived 
on other media. 

2.3.1.5.24. Configuration. All initial configuration requirements, (i.e. alarm 
point names, mapping, operator instructions, etc.) are the 
contractor's responsibility .until system acceptance. The system 
shall be capable of allowing an authorized PA Administrative 
Supervisor to re-configure the system point names, add or delete 
points, etc. ' 

2.3.1.5.25. Disaster -Recovery.' Provide a written plan for disaster recovery 
with testing scenarios. 

2.3.1.5.26. Security Administration. Allow a PANYNJ authorized security 
administrator to be responsible for establishing and approving 
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levels of access for users, development of security procedures to 
safeguard the integrity of data and applications, review of 
security logs, and regularly reviewing the appropriateness of user 
access levels. Also the responsibility for virus protection, 
Phishing, Spam and Popup bug controls. 

r • 

SECURITY SYSTEM ADMINISTRATION ACCESS 
CONTROL 

Account expiration for contractors and consultants. 
- Account password is not the same as account name. 
- No concurrent login capabilities. 
- No accounts assigned to individuals who no longer require the 

account. 
Accounts never logged into are removed. 
Accounts adequately identify the user. 
Accounts not used by multiple individuals. 
Admin, password adequately secured. 
Disabled accounts are deleted. 

- No excessive privileges on accoimts. 
Firewalls in place. 
Disable Guest Accounts. 
Inactive accounts are removed. 
Separate accounts for System and Security Administrator. 
Retention of unsuccessful login attempts and length of account 
lockout time set to Standards. 

- No test accounts on production. 
- Requirement for Usemame and Password. 
-Secured and authorized remote access, approved by the 

PANYNJ. , ; • 
- No generic accounts. 
- Warning message/baimer identifying Proprietary/Port 

Authority of NY & NJ System. 

PASSWORDS 
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SYSTEM CONFIGURATION 
- Administrative Account renamed. 
- Not display last user who signed on. 
- No excessive administrative privileges assigned. 
- Access violation reports. 
- Accoimt lockout function enabled and set according to 

standards. 
- Audit trails for operating, application and database systems. 
- Data encryption capability. 
- All default settings or passwords changed. 
- Unnecessary services removed. 

Controlled use of the Administrator Account. 
- Virus software implemented and up to date. 

2.3.1.6. Operator Failure to Acknowledge. In the event that an operator fails 
to acknowledge an alarm event within the programmed period of 
time, the alarm shall be rerouted to a Secondary CDS CDW or to any 
other designated CDS and notification shall be transmitted to a 
supervisor and/or the System Administrator. 

2.3.1.7. Operator Response Test. The system shall have the capability to 
randomly interrogate the operator at the Primary and Secondary 
Control and Display locations for the purpose of checking the 
operator status and response. If an operator at any location does not 
provide the correct response within one (1) minute (adjustable), the 
system shall automatically send an operator failure notification to a 
designated back-up CDW and/or an assignable alternative location. 
The back-up CDW location for the Primary CDS shall normally be 
the Secondary CDS and the CDW back-up for the Secondary CDS 
shall normally be the Primary CDS at each airport. However, the 
system shall be designed to accommodate routing of operator failure 
alarms to any other Control and Display Workstation within the 
system as determined by the Port Authority. 

2.3.2. Audiovisual Subsystem 

Audiovisual technology shall be included in the rooms supporting 
Control and Display Workstations. The Audiovisual Subsystem will be 
comprised of equipment designed to project, enhance, scale, multiply, 
and amplify all PIDS operator console displayed video and audio 
sources onto ancillary direct view display devices and loudspeakers to 
be located around each primary and secondary monitoring locations. 
Operators shall have the capability to control all the display device 
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contents from any PIDS CDS console. Video sources shall include but 
not be limited to alarm monitoring, system monitoring, ground 
surveillance radar, live CCTV and recorded video. Facility Grid Map 
data, broadcast video, and other component and composite video 
sources. The audiovisual systems shall be designed for 24 hours a day, 7 
days a week, 365 days a year operation. 

The following audiovisual systems shall have the following minimum 
characteristics. 

2.3.2.1. Video Systems 
2.3.2.1.1. LCD Displays 
2.3.2.1.2. Screen Size; 42" (106 cm) diagonal 
2.3.2.1.3. Screen Aspect Ratio: 16:9 Wide 
2.3.2.1.4. Native Resolution: 1280 X 1024 (WXGA) 
2.3.2.1.5. Displayable Colors: 16.77 million colors 
2.3.2.1.6. Refreshrate:H: 15.6-llOkHz; V:48- 120Hz 
2.3.2.1.7. Contrast: 600:1 
2.3.2.1.8. Brightness (panel): 650 cd/m2 

2.3.2.2. Display Walls 
2.3.2.2.1. Each Display Wall module shall consist of a steel-constructed 

fully enclosed.light tight cabinet, first surface mirror, black bead 
screen and modular Digital Light Processing (DLP) projection 
engine. The cabinet shall be of all-steel construction with 
dedicated removable panels for access to the lamps (redundant), 
power supply, and projection engine 

2.3.2.2.2. Display Wall modules shall be fully enclosed and light tight. • 
Engineered solutions will not be accepted. All modules shall be 
optimized to work in a multi-screen arrangement with less than 
1mm separation between adjacent screens 

2.3.2.2.3. Each display module shall include a single chip DLP light engine 
with native resolution of no less than 1280 x 1024. The 
projection engines shall utilize Digital Visual Interface (DVI) 
technology to connect to the display wall controller 

2.3.2.2.4. Each wall module shall have a contrast ratio of 750:1 
2.3.2.2.5. Each display module shall maintain at least 95% brightness 

uniformity 

2.3.2.3. Display Wall Processor . 
2.3.2.3.1. ___Sjhall be based upon r . ' 

' j or equivalent. ' 
2.3.2.3.2. Allow multiple applications to be run and be displayed 

simultaneously from the sarhe system. Control management 
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software shall be provided such that an operator can complete 
tasks by means of simple point-and-click menus, without 
exposing the complexity of the underlying data access and 
processing. The Graphical User Interface (GUI) will allow to 
operator to define an unlimited number of scenarios according to 
personal and common requirements. This software will allow the 
operators to run and resize any application, video or RGB 
window via remote mouse control on the Display Wall. Multiple 
operators shall be able to use this facility at the same time, unless 
otherwise restricted by the administrator. The software package 
shall also interface with the hardware already in place, such as 
video devices, audio and projectors 

2.3.2.3.3. Allow for hot-swapping of graphics cards, power supplies, and 
fan trays 

2.3.2.3.4. Video Display Processors shall be capable of scaling video 
images. The Video Display Processors shall be fully equipped 
with the required amount of analog, digital, and RGB graphic 
controllers and input video cards to support the viewing 
objectives of the project. 

2.3.2.4. Video Playback and Recording 
Video Playback and Recording Equipment shall include the 
following: 

2.3.2.4.1. Digital Video Disk Recorder (DVD-i-R) 
2.3.2.4.2. . SVHS Video Cassette Recorders 
2.3.2.4.3. Off-Air TV/CATV/SATV Tuners 
2.3.2.4.4. RGBHV and composite video interfaces 
2.3.2.4.5. IP DVR Recording System, 30 EPS capable,) 

recording capability. 

2.3.2.5. Audio Systems 
Audio Systems shall include the following audio system 
components supporting the Audiovisual subsystem: 

2.3.2.5.1. Power Amplifiers 
2.3.2.5.2. Digital Signal Processors (DSP) 
2.3.2.5.3. Program Audio 
2.3.2.5.4. AM/FM Radio 
2.3.2.5.5. Speech Reinforcement with Wireless Microphones 
2.3.2.5.6. Loudspeakers 

2.3.2.6. Control System 

A touch screen control system shall be provided at each primary 
and secondary CDS to operate all audiovisual systems. The 
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control system shall operate by stored program control. The 
operating program shall be fully customizable to allow for user 
defined panel displays, graphical user interfaces, and operating 
modes. The control system shall be capable of providing all 
control functions for each component of the audiovisual 
subsystem from a table-top touch-screen and graphical user 
interfaces. The system shall control all video and audio systems 
equipment and interfaces. A minimum of (10) preset 
configurations shall be provided. 

2.3.2.7. Existing Audiovisual Equipment 

Existing audiovisual equipment may be available to utilize in the 
rooms supporting each primary and secondary CDS. The 
contractor shall determine if any existing audiovisual equipment 
can be utilized and what upgrades and additional components 
will be required to meet the Audiovisual Subsystem objectives. 
For example, the primary PIDS Control and Display 
Workstations shall interface with the Display Wall and control 
systems for EWR located in the [_ TJ" • and for JFK 
located in the; and use of any 
existing audiovisual system must be approved and coordinated 
with PANYNJ. 

2.3.2.8. Space Limitations 

The space available for Display Walls and related equipment is 
limited at each facility. The Contractor's design team shall 
recommend appropriate solutions to meet the intent of CDS and 
Audiovisual Subsystem functional requirements taking 
advantage of available space in the most efficient manner. 

2.3.2.9. Reference Do cuments 

See Airport Upgrade Plans for layout of each primary and 
secondary CDS room. 

2.3.3. Intrusion Detection Subsystem (IDS) 

2.3.3.1. The Intrusion D^ectiori Subsystem (IDS) shall detect unauthorized 
intrusion / : into the Detection Zones along the 
Alarm/Detection Secure Line and Area (not including buildings). 
First time targets are defined in subsection 2.3.3.13.1 and 
Observation and Detection demarcation lines and areas are identified 
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on the Perimeter Characterization and Security Upgrade Plans 
(PCSUP). 

2.3.3.2. The intrusion detection function shall include the performance of 
electronic remote sensing, via field-located, distributed processing 
controllers that communicate changes in the state of sensors to the 
CDS. 

2.3.3.3. Detection performance as defined herein is essential to effective 
PIDS functioning. The measures of performance effectiveness are 
Probability of Detection (Pd), Nuisance Alarm Rate (NAR), False 
Alarm Rate (FAR), operational availability. Mean Time Between 
Failure (MTBF), and Mean Time To Repair (MTTR). 

2.3.3.4. A detection zone is defined as an AOA perimeter alarm/detection 
secure area or an alarm/detection secure line, as indicated on the 
PCSUPs, extending not more than 100 meters in length and y ] 
meters in width, located within one or more Facility Grid Map 
sectors that may be protected by one or more sensors of the same or 
different technologies (in order to maintain the required Pd). 
Individual sensors and/or sensor technologies functioning within the 
zone shall not be "and gated" so that each sensor or sensor 
technology will generate an independent alarm. However, the CDS 
software shall be capable of employing Boolean logic to link alarm 
events within the zone as required for correct annunciation and 
detection performance. There may be more than one zone within a 
Facility Grid Map sector, within the alarm/detection secure area, or 
along the alarm/detection secure line. 

2.3.3.5. An alert/observation area, as indicated on the PCSUPs, is defined as 
an area beyond the alarm/detection secure line or area within which 
the PIDS shall provide the capability to observe activity and provide 
appropriate alerts to enable assessment and notification of the 
appropriate responders. The alert/observation area shall be divided 
into sensor zones with functionality equivalent to that of any event. 
as described herein except that the alert shall be assigned, and 
annunciated as, a lower priority type event than that of an alarm that 
is generated within the alarm/detection secure area or along the 
alarm/detection secure line. 

2.3.3.6. The CDS software shall provide for adjustable sensor and zone 
sensitivity and coverage areas such that in the event that a sensor or 
zone is required to encompass an expanded, or contracted, area the 
system will be able to accommodate the change. This functionality 
shall be fully programmable by an authorized manager and restricted 
by level of authorization and password. 

2.3.3.7. The CDS software shall be able to elevate the priority of the zone in 
alarm and to adjust the facility threat level, as defined by the 
PANYNJ, as necessary based on the number of sensor technologies 
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within a given zone, as. well as the number of zones in the system, 
that are simultaneously activated. 

2.3.3.8. The IDS shall include the detection of failures or tampering of power 
and communications throughout the entire PIDS through built-in 
diagnostic applications and sensors. 

2.3.3.9. If a sensor detection zone includes a combination of multiple alarm 
sensor sources, then the system shall maintain the capability to 
identify each individual sensor. 

2.3.3.10. All alarm sensor input points shall be supervised for trouble or line 
fault conditions utilizing end-of-line resistors or other technology as 
per manufacturer's recommendations. End-of-line resistors shall be 
located at the alarm sensor end of the signal communications cable 
and shall be protected by heat shrink tubing or other approved 
methodology. 

2.3.3.11. The IDS detection coverage shall include bi-directional target 
tracking detecting both incoming from the non-secured areas to the 
AOA and outgoing from the ADA to the non-secured areas. 

2.3.3.12. As a minimum, the alarm/detection areas and lines shall be as shown 
on PCSUPs. If detection gaps occur by a single sensor 
phenomenology, whether within the alert/observation area, within 
the alarm/detection area, or along any portion of the restricted area 
boundary (the alarm/detection line), or within the exterior AOA 
secure area, another sensor system phenomenology must be provided 
to compensate for the deficiency. 

2.3.3.13. Specific detection capability requirements are: 
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2.3.3.13.1. Target Characteristics. The system shall detect targets with the 
following characteristics. Jntruder Definition: r ~ v 
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2.3.3.13.2. Probability of Detection. Probability of Detection (Pd) is the 
likelihood of detecting an intruder within the zone covered by an 
intrusion detection sensor. The design is intended to achieve the 
PANYNJ objective of 100% operational and detection levels. As 
a minimum prov^e a system that shall deliver intrusion 
detection with a? 'Probability of Detection (Pd) with a 
Confidence Level ofi 

2.3.3.13.3. False and Nuisance Alarm Rates (FAR and NAR). The 
definitions of false and nuisance alarms are: 
• False Alarm - An alarm which does not result from a 

valid intrusion by personnel, vehicles, other moving 
objects,. or nuisances, but rather as a result of an 
internally generated sensor or other system component 
noise. The false alarm rate objective is zero (0) with a 
minimum acceptable level of not more than one (1) false 
alarm per zone, per five (5) days of operation. 

• Nuisance Alarm - May result from sources extemal to the 
system, which provide sensor stimuli similar to those of 
personnel, vehicles, or moving objects, such as wildlife, 
weather related (i.e. rain, snow, fog, etc.) and natural 
phenomena. The nuisance alarm rate objective is zero (0) 
with a minimum acceptable level of not more than one 
(1) nuisance alarm per zone, per five (5) days of 
operation. 

FAR and NAR for the entire PIDS shall be tested and calculated 
based on the average number of alarm events per zone occurring 
over a 30 day period. 

2.3.3.13.4. Algorithm Based Object Recognition. The system shall be 
capable of "intelligent" rule-based video and video analytics to 
classify types of targets, discriminate between targets and non
conforming objects such as birds and animals or environmental 
factors including, but not limited to, wind, rain, snow, fog, 
waves, tides, and tree movement and generate alarm events. The 
system shall be able to detect and identify watercraft, land 
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vehicles or humans that are stationary or moving outside the 
perimeter alarm/detection secure line, moving toward the line, 
penetrating the line or inside the line. The system shall identify 
abandoned objects and, discriminate between moving and 

' . stationary-targets. .. ; 
2.3.3.13.5. Tracking. The svstem shall be capable of automatically 

detecting and tracking intrusion into or movement out of the area 
• of detection, breaks in the sensor line, direction of motion and 

speed. The system shall be capable of tracking multiple targets 
with position updates from the point of detection, within the 
alarm/detection area and both inside of the exterior AOA secure 
area and outside of the AOA, in the alert/observation area. 

2.3.3.13.6. Target Data. The system shall provide target coordinates and 
tracking information to the system operator on a facility map 
display with the PANYNJ grid background. 

2.3.3.13.7. Masking. The system shall provide a capability to allow masking 
of nuisance alarm source areas and/or sensor points, and to 
display masked points, zones or areas to the system operator, to 
be programmed and enabled by the system administrator only. 
The system shall be programmed to automatically shunt sensor 
points or groups that may be susceptible to nuisance alarms 
because of their proximity to gates during periods of access or 
egress. 

2.3.3.13.8. Self-Test. The system shall have a self-test capability both as a 
system and for those individual sensors that can be tested. 

2.3.3.13.9. Polling. Computer-based systems with inherent capability of 
constant polling and status display, shall meet the intent of 
system supervision. 

2.3.4. Assessment Subsystem 

The CDE shall include components designed and integrated to afford the 
operator the capability to survey and assess all observation zone, pre-
alarm and alarm events, including during inclement weather, in both day 
and night conditions by means of a Closed Circuit Television (CCTV) 
subsystem. The Assessment Subsystem shall provide automatic or 
manual display (alarm call-up) and manual control capability, 
controllable from a primary or secondary CDS site CDW or from a 
remote CDW or portable device. 
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2.3.4.1. The alarm Assessment Subsystem shall include video equipment for 
the assessment of all PIDS alarm and alert events and shall have the 
capability to rapidly display the video associated with all events, 

. thus avoiding unnecessary dispatch of response forces to an area. 
2.3.4.2. The Assessment Subsystem shall be a digital system configured to 

decode and display both analogue and digital video signals as 
required to interface with both existing and new video surveillance 
equipment. 

2.3.4.3. The PIDS shall perform and support operator assessment validation, 
including whether the alarm(s) is (are) valid (and not a nuisance or 
false alarm), and details about the alarm(s) (i.e. what, where, when, 
and how many). 

2.3.4.4. The assessment display function shall provide a capability of 
automatically and simultaneously displaying multiple live and/or 
recorded event scenes, pre-associated or configured with that 
individual alarm/alert point. The monitor and display system shall 
automatically and uniquely identify live and recorded video scenes, 
presented to the operator from each assessment device. 

2.3.4.5. The Assessment Subsystem shall provide a capability for the system 
operator to automatically and/or manually select any alarm/detection 
or alert/observation area for display at any time. If the operator 
manually selects a video device, when no alarm/alert condition is 
present, and subsequent alann/alert(s) occur, the images from the 
activated sector(s) shall be automatically displayed. When 
additional alarms/alerts occur, they and the associated live video 
shall be prioritized and placed in a queue with unlimited buffering. 
A prompt shall be provided to alert the operator to subsequent 
alarms/alerts, with thumbnail video clips for fast, high-level 
assessment. 

2.3.4.6. The Assessment Subsystem shall display the associated scenes of 
zones in alarm upon activation of any sensor in that detection zone in 
a timeframe that enables the operator to assess the alarm/alert cause, 
including pre-alarm/alert activity for a programmable period prior to 
the alarm event. Recorded activity from the associated camera shall 
be displayed in a window or monitor adjacent to the live display. 

2.3.4.7. The assessment function shall provide a capability for automatic and 
manual operation of pan, tilt and zoom cameras, based on 
permissions and priority. 

2.3.4.8. The Assessment Subsystem shall provide the capability for masking 
of non-critical viewing areas. Video masking controls shall be 
accomplished by the System Programmer and Administrator and 
shall be safeguarded through use of user name and password. 
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2.3.4.9. The system administrator shall have the capability of locking out or 
preventing viewing capability to other users of the system, certain 
cameras or camera groups on a temporary basis. 

2.3.4.10. The Assessment Subsystem shall provide a capability for digital 
video transmission, switching, recording, authentication, archiving, 
and retrieval of all alarm/alert event video. Network Digital Video 
Recorders communicating via standard TCP/IP protocol (IP DVR) 
shall be provided. The IP DVj^^apability shall; 

2.3.4.10.1. Enable a minimum of^ ;days of stored video images 
(not archived) to be selected by the operator for immediate 
playback. 

2.3.4.10.2. Enable stored video associated with subsequent alarm/alerts to be 
switched to designated monitors when manually selected or 
automatically when the previous alarm is cleared. 

2.3.4.10.3. Enable alarm/alert event recording to automatically begin upon 
zone sensor point activation and continue until the operator 
manually terminates the event. The system shall notify the 
operator periodically that video recording is still on going. 

2.3.4.10.4. Enable archiving of recorded alarm event video that shall 
encompass a programmable pre-alarm/alert time for a minimum 
of five minutes prior to the initiation of the alarm event. 

2.3.4.10.5. Enable a means of authenticating archived video to deter and 
eliminate the possibility of tampering with recorded images. 

2.3.4.10.6. Enable automatic and manual switching of all video. 
2.3.4.10.7. Enable automatic and manual forwarding of live and recorded 

video to selected stations, including mobile wireless devices such 
as portable PCs or PDAs. 

2.3.4.10.8. Enable wireless receipt of video from mobile or fixed cameras. 
2.3.4.10.9. Enable all pan, tilt and zoom (PTZ) functions of all PTZ cameras 

based on configurable operator permissions or level of authority 
(access level). 

2.3.4.11. The Assessment Subsystem shall alert the operator when any 
assessment device (CCTV) loses video signal, communication with 
the Control and Display or IP DVR, or when an assessment device 
fails. 

2.3.4.12. The Assessment Subsystem shall provide a complete and functional 
system, providing remote visual assessment, detection and 
classification of threats, assuming target characteristics as defined in 
Section 2.3.3.13.1 above. 

2.3.4.13. The Assessment Subsystem shall provide for day/night video 
assessment in adverse weather conditions utilizing high resolution, 
low light level video imagers capable of switching between color 
and black and white based upon changing lighting conditions and 
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supplemented by infrared illuminators or thermal imagers as 
required. 

2.3.4.14. Responding security forces shall be equipped with portable handheld 
or vehicle mounted video cameras capable of local assessment via 
portable PCs or PDAs and local recording. Live or recorded video 
from these cameras shall be capable of being transmitted wirelessly 
to the CDS. 

2.3.4.15. Pan Tilt Unit (PTU) Modes of Operation. If PTUs are utilized, they 
shall have a minimum of three modes of operation: a manual mode, 
and an automatic mode and a touring mode. The manual mode shall 
enable direct operator control to manually reposition the PTU, in 
both elevation and azimuth, using a single controller for all PTUs. 
The automatic mode shall provide for automatic positioning of the 
PTU at the highest possible speed to a location associated with an 
alarm input and presets. The touring mode shall permit a minimum 
of 256 individual tour sequences per airport that shall include all 
cameras connected to the system. Tours shall be programmable by 
camera, time, focal point, and preset position. The software shall 
support random and fixed touring sequences. 

2.3.4.16. All cameras and lenses shall be folly adjustable both manually and 
automatically for focal length, focus, iris and zoom to the maximum 
extent possible relative to the lens employed, for any given camera. 

2.3.4.17. All CCTV camera enclosures shall be provided with heaters, 
blowers, sun-shields, wipers and washers and shall be pressurized as 
required for resistance to harsh environmental conditions as per 
Section 2.3.4 of this document and relevant PAJYNJ specifications. 

2.3.4.18. Assessment and PTU Controls. All assessment and PTU functions 
shall be integrated into a single control unit. These functions shall 
include: assessment Field of View change (if applicable), assessment 
focus, PTU operations as noted above, and other functions as 
appropriate. 

2.3.5. Data Management and Reporting Subsystem 
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2.3.5.1. PIDS System Management. The FIDS shall be furnished with a full 
system management and reporting application to include logging, 
reporting of and printing of reports documenting all system events, 
incidents, anomalies, operator transactions, service interruptions or 
outages for each subsystem and component thereof, and maintenance 
performance. 

2.3.5.2. Application utilities shall be provided for transfer of system database 
information to other PANYNJ management applications and systems 
via standard email and Microsoft programs including, but not limited 
to. Word, Excel, Access, SQL, Explorer, and Power Point. 

2.3.5.3. Operator Application Controls. The operator shall be able to click 
the mouse once or depress a single function (hot) key for major 
operations within the application software such as acknowledging 
alarms, controlling cameras, generating an incident report, 
transmitting emails, or initiating other management software and 
tools. 

2.3.5.4. Archiving. All logging of system activity shall be retained on 
approved storage media for a period of not less than[ _ t 

2.3.5.5. Printing. Provide event and logging printers as required with 
supplies adequate for at least 365 days of operation at each primary 
and secondary CDS location. 

2.3.5.6. Notification. The notification system shall enable remote patrols and 
managers to view PIDS Alarm and Assessment information via 
wireless technology from a software compatible end-device, such as 
a personal digital assistant (PDA), a ruggedized portable PC, a 
Tablet PC, or a Mobile Vehicle Data Terminal, for assistance in 
intruder alarm assessment by responding security forces. The 
notification system shall display intruder classification and track 
intruder location and movement. The notification system shall 
permit patrolling PAPD and airport security operations persormel to 
identify, in addition to the intruder target(s), airport assets, and 
response forces that may be available to call for assistance and/or 
direct to the target. The notification system shall permit managers 
and system administrators to receive system alarm events, diagnostic 
and operations information either via wireless links or hard wired 
LAN/WAN network communications on their office PCs. 

2.3.5.7. Communications Network Management. The communications 
network management system shall continuously monitor the status of 
the network for failures to communicate, security breaches, etc. 

2.3.5.8. Computerized Maintenance Management System (CMMS). Provide 
a Computerized Maintenance Management System (CMMS) 
Program to document any and all repairs, adjustments or 
modifications to any component of the PIDS project both during 
installation and subsequently during system operation, guarantee and 
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warranty and maintenance periods. This documentation shall be in 
the form of a database, residing either on the Authority's Perimeter 
Intrusion Detection System or on a separate integrated system, that 
shall track system performance and maintenance and document 
maintenance activities. FIDS software shall enable event-based 
requests for maintenance to be tracked as required in the Book III 
Maintenance and Warranties Requirements Document. 

2.3.6. Facility Communications Subsystem (FCS) 

The Facility Communications Subsystem (FCS) network shall be designed, 
built, and installed to support the FIDS to include all hardware and software. 

) The FCS shall interface all FIDS sensor and assessment equipment and the 
' Control and Display and Audiovisual Subsystems equipment including both 

the primary and secondary CDS and CDW. Whenever possible the FCS 
shall use technology and equipment already available at the primary CDS 
and secondary CDS. > 
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2.3.6.1. The Facility Communications Subsystem shall be a redundant, 
diverse, self-healing, and secure communications design using 
proven off-the-shelf technologies with open architecture to allow for 
expansion and grow1:h. 

2.3.6.2. To the maximum extent possible the system shall be a non
proprietary system using industry standard protocols, such as 
TCP/IP. 

2.3.6.3. The minimum bandwidth capability for the PCS shall be lOOOBaseT 
(Gigabit Ethemet), or approved equal. 

2.3.6.4. For wireless data transfer the system shall meet the latest PANYNJ 
Wireless Standard and Govemment/DoD standards, as documented 
in DoD Directive 8100.2. 

2.3.6.5. Wireless links, if employed, shall be secured against eavesdropping 
and shall provide alternative, redundant means of completing 
transmissions in the event of failum of the primary link. 

2.3.6.6. Communications betweenj - . ' 
~ 7 . . ^d/or leased line communications 

links and shall maintain redundancy, data integrity and security as 
per these requirements and PANYNJ standards. 

2.3.6.7. Network Management Software utilities shall be provided to monitor 
the PCS, equipment, system configuration, and network information 
so that effects on network operation can be tracked and managed. 
The Network Management Software utilities shall have the 
following minimum characteristics: 

2.3.6.7.1. Latest SNMP version 
2.3.6.7.2. Web-based access 
2.3.6.7.3. Inventory, configuration, and software management capabilities. 
2.3.6.7.4. Traffic management 
2.3.6.7.5. Ability to automatically notify manager of any network alerts, 

alarms, etc 
2.3.6.7.6. Integrated views and reports of network information with built-in 

access to Intemet resources. 
2.3.6.7.7. Capability to integrate with the PANYNJ existing Business LAN 

Network Management programs installed at each Airport. 
2.3.6.7.8. Notification to Primary and Secondary CDS of network failures. 

2.3.6.8. FCSN etwork Communication Recovery Requirements 

The following are specific recovery requirements in the event of 
communication failure, over and above those required to meet the 
performance and operational availability requirements. 

2.3.6.8.1. PIDS Intrusion Detection and Assessment Subsystems: Shall 
automatically return to normal after any total network 
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interruption caused by power loss, major server failtore etc. This 
^ return to normal shall occur within 10 seconds without any 

operator action. The system shall automatically annunciate any 
communication failures to the,CDS operators with identification 
of the communication link that has experienced a partial or total 
failure. In addition the system communication system shall have 
the redundancy and reliability required to support the overall 
system operational availability listed below in subsection 2.4.1. 

2.3.6.8.2. Primary and Secondary CDS systems: Shall automatically return 
to normal after any total network interruption caused by power 
loss, major server failure, etc. This return to normal shall occur 
within 20 seconds without any operator action. The system shall 
automatically annunciate any communication failures to the CDS 
operators with identification of the communication link that has 
experienced a partial or total failure. In addition the system 
communication system shall have the redundancy and reliability 
required to support the overall system operational availability 
listed below in subsection 2.4.1. 

2.3.7. Power Infrastructure Subsystem 

2.3.7.1. The PIDS system shall operate continuously utiliziiig standard 
commercial 60 Hz power. The Power Infrastructure Subsystem shall 
be designed and installed by the contractor utilizing existing power 
infrastructure if available. The Power Infrastructure Subsystem shall 
be reviewed by the Port Authority prior to installation. 

2.3.7.2. Alternative power sources. Solar, wind, or other sources for field 
equipment may be considered with the approval of the Port 
Authority, provided all field power requirements are met. 

2.3.7.3. Preliminary power calculations and requests for alternative power 
sources considerations must be provided in proposal. 

2.3.7.4. The Power Infrastructure Subsystem shall include emergency back
up power as indicated below: 

EauiDment UPS Run Time Emereencv Power 
Primary Control & 
Display 
Secondary Control 
and Display 
Control and Display 
Workstations 
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Communications 
Devices 

Field Device 
Controllers 

CDS locations 

2.3.7.5. All field equipment and uninterruptible power supplies shall report 
loss of primary power and low secondary power (when batteries are 
running low). Power status alarm messages shall be annunciated at 
the primary and secondary CDS for all system components that have 
battery backup power, prior to system shutdown. Switchover from 
primary commercial power to battery backup shall be automatic and 
transparent so that operation of the security system is uninterrupted 
and no data loss occurs. Audible and visual indications of power 
switching and on-line source(s), shall be provided at the primary and 
secondary CDS. Batteries used for backup power shall be low 
maintenance type and be maintained at full charge by automatic 
charging cjrcuits. All batteries shall be fully recharged within 

' from a discharged condition. When rurming on battery 
power and low battery power is detected, an automatic orderly shut 
dovra of the affected subsystems shall be initiated. The system shall 
broadcast a message to the operator that an automatic shut down 
procedure is in progress. The operator shall have the ability to 
override the shutdown if necessary. If the message is not overridden 
then the systems shall continue the orderly shutdown procedure. 

2.3.7.6. Uninterruptible Power Supply (UPS) Capacity. Any UPS used in 
the system shall provide at least 120 percent of the maximum load 
required by the UPS-serviced equipment. 

2.3.7.7. Furnish and install make-before-break emergency bypass switches 
for all uninterruptible power supplies. 

2.3.7.8. Furnish and install buck-boost and/or step down transformers as 
required for uninterruptible power supplies and battery back-up 
systems. 

2.3.7.9. Line Conditioning and power surges. All equipment shall be 
properly grounded and protected against lightning, power surges and 
transient voltage and shall be provided with line 
conditioning/stabilization, per industry standards. 

40 

Ex. 4

Ex. 4



Port Authority of New York & New Jersey 
Perimeter Intrusion Detection System 
Functional Requirements - Final 

2.4. Operational Requirements 

2.4.1. Operational Availability [ADDENDUM 81 

2.4.2. Materials, Parts and Processes 

Commercial quality components shall be used and shall be subject to all 
the provisions of this document. Materials resistant to moisture 
absorption and fungus shall be used throughout. 

2.4.3. Simulation (Training) Software 

Provide a simulation training software program that shall enable 
operators to practice system operation including alarm 
acknowledgement, alarm assessment, response force notification and 
deployment, and response force communications. The PIDS shall 
continue normal operation during training exercises and the simulation 
software shall automatically terminate exercises when an alarm signal is 
received at the console. Training functions shall be possible at any 
Control and Display Workstation through password control. 

2.4.4. Integration 

It is the Authority's desire to leverage and integrate existing, as well as 
• future, equipment into the PIDS jvherever possible. This includes, but is 

not limited to, the ' ^ . lat LGA, the 
Airport Surface Detection Equipment , , 
Computerized Access Control System (CACS) (Lenel), the Verint 
Systems, Inc. (Verint) CCTV System and other existing CCTV systems, -
unmanned AOA Gate access control and assessment, and current and 
future Guard Post alarms. This integration shall enhance work 
efficiency, without disturbing the existing systems' functionality or 
mission. It is also the Port Authority's desire, to provide similar system 
functions at all airports. The PIDS shall be designed to allow an existing 
single centralized access control system operator to handle all functions 
of the CDE. 
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2.4.4.1. 

-- .. The ASDP will be turned over to the Authority 
after testing. The system at JFK will be made available to the PIPS 
Contractor as Port Authority Furnished Equipment for potential 
integration. The Contractor mav acquire and intemate the ASDP 
Interface System for LGA. and EWR as well. Maintenance of the 
ASDP will become part of the PIPS Maintenance Contract. 
Maintenance responsibilities for the . will remain 
with the FAA'~ 

2.4.4.2. Guard Post Hardening. The PIPS shall interface with any existing 
or future Guard Post alarms, video and barrier systems. The PIPS 
shall have the ability to deploy barrier systems or motorized gates 
during a Guard Post duress or other designated alarm notification. 

2.4.4.2.1. Guard Post Estimated Alarm and Video Inputs 

Facility #of Estimated # of Estimated # 
Guard Alarm Points* of Video 
Posts Inputs 

LGA ')} ' i 

JFK / ; 

EWR !, / \ ' 

TEB f ' 
L '• -

Note 1: J 

% 
A • 

Note 2: 

2.4.4.3. Computerized Access Control System (CACS), and the Verint 
CCTV System. The Lenel (access control/alarm annunciation) and 
Verint (Video Monitoring and Control) systems have been selected 
as the Authority's standard access control, alarm annunciation and 
video surveillance monitoring and control systems. The PIPS 
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checkout, shipping and handling, and shall be designed in 
accordance with all requirements of SEI/ASCE-7-02. 

2.5.2. Infrastructure Protection 

All buried infrastructure shall be protected against Anti-Icing and De-
icing chemical agents, per NEC and PANYNJ standards. 

2.6. Additional Requirements 

2.6.1. Security 

System components and software shall be protected through both 
physical and appropriate software security measures. 

2.6.1.1. Operations Security. The installed system design must protect 
information that could reveal system vulnerabilities or weaknesses. 
The system design itself must be protected, labeled and handled as 
"Confidential and Privileged" material per the PANYNJ "Handbook 
for Protecting Security Information", November 2004. 

2.6.1.2. Software Security. Access to the operating system and user 
maintained configuration applications and tables shall be protected 
by password. Passwords shall be user definable. 

2.6.1.3. Encryption. Data encryption software and hardware shall be used to 
further enhance network security. 

2.6.2. Man Machine Interface 

All system operator controls and displays shall provide for ease of use 
and minimum training requirements. All hardware configurations must 
be ergonomically designed with the goal that a single operator shall have 
access to and control of a complete facility PIDS system. Single 
keystrokes shall initiate system actions. The graphic displayed map shall 
allow the operator to make a quick assessment of an alarm condition. 
The contractor shall provide operator and maintenance training as 
specified in the RFP. All displays and controls shall meet the 
requirements in ISO 9241, 11064, & 13406. 

2.6.3. Wildlife Inhibitors 

All equipment in wildlife areas, as designated on PCSUP drawings, shall 
include wildlife inhibitors (i.e. equipment that does not allow housing of 
animals or perching of birds, etc.). 
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2.6.4. Safety 

The system must be safe to operate and maintain, and must not present 
ergonomic hazards, nor create hazards from special materials used in 
construction or maintenance. System components installed in hazardous 
areas, such as munitions or fuel storage areas, must conform to electrical 
safety and applicable explosives safety standards. Personnel shall be 
fully protected against the effects of electrical shock. 

2.6.5. Computer Resources 

The contractor shall provide system computer resources and 
configuration baselines to be established. Include facilities hardware, 
operating systems, and applications and support software. 

2.6.6. System Updates 

System updates shall include application release upgrades and new 
application versions at no additional cost to the PANYNJ for a period of 
one (1) year after system acceptance. 

The contractor shall provide proactive patching of the operating, 
application and database systems. 

Change Management Procedures must also be in place to control 
program updates, testing and approving program changes. 

3.0 VERIFICATION 

3.1. Methods of Verification 

Methods utilized to accomplish verification shall include but are not limited to 
the following: 

3.1.1. Analysis 

An element of verification that utilizes established technical or 
mathematical models or simulations, algorithms, charts, graphs, circuit 
diagrams, or other scientific principles and procedures to provide 
evidence that stated requirements of this project were met, especially 
with regard to Pd, NAR, FAR. 
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3.1.2. Demonstration 

An element of verification, which generally denotes the actual operation, 
adjustment, or re-configuration of items, to provide evidence that the 
designed functions were accomplished under specific scenarios. The 
items shall be instrumented and quantitative limits of performance 
monitored. 

3.1.3. Examination 

An element of verification and inspection consisting of investigation, 
without the use of special laboratory appliances or procedures, of items 
to determine conformance to those specified requirements which can be 
determined by such investigations. Examination is generally non
destructive and typically includes the use of sight, hearing, smell, touch, 
and taste; simple physical manipulation; mechanical and electrical 
gauging and measurement; and other forms of investigation. 

3.1.4. Test 

An element of verification and inspection, which generally denotes the 
determination, by technical means, of the properties or elements of 
items, including functional operation, and involves the application of 
established scientific principles and procedures. 
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Book II 

Attachment D 

Design, Install and Test Deliverables 

"Days" refers to calendar days unless otherwise noted. 

Name Submittal Date/Timeframe 
Integrated Management Plan (IMP) 

Organization 
- Integrated Schedule 

Subcontract Management 

Proposal Submittal 

Project Safety Program Plan 60 Days After Contract Award 

Site Survey Reports 30 Days after completion of survey 

Facility 30% Design and Specifications 
- JFK 
- EGA 
- FWR 
- FEB • ! 

75 Days after Contract Award 

Project 30%Design Cost 
- JFK 
- EGA 
- FWR 
- TEE 
r"'" • 

75 Days after Contract Award 

Project 30% Schedule 
- JFK 
- EGA 
- FWR 
- TEE 

^ r::v 

75 Days after Contract Award 

Facility 60% Design and Specifications 
- JFK 
- EGA 
- FWR 
- TEE 
r" " "V 

150 Days after Contract Award 
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Name Submittal Date/Timeframe 
Project 60%Design Cost 
- JFK 
- EGA 
- EWR 
- TEB 
A c 

150 Days after Contract Award 

Project 60% Schedule 
- JFK 
- EGA 
- EWR 
- TEB < • • • ' 

150 Days after Contract Award 

Project 90% Design and Specifications 
- JFK 
- EGA 
- EWR 
- TEB 

' - , - J 

1 1 

90 Days after 60% Approval 

Project 90%Design Cost 
- JFK 
- EGA 
- EWR 
- TEB 
. - 1 

90 Days after 60% Approval 

Project 90% Schedule 
- JFK 
- EGA 
- EWR 
- TEB 

1 

90 Days after 60% Approval 

Design Review Agenda 5 Working Days prior to review 
Design Review Minutes 10 Working Days after review 
100% Final Specification and Construction 
Drawings 
- JFK 
- EGA 
- EWR 
- TEB 

i ' 

30 Days after 90% Review 
30 Days after 90% Review 
30 Days after 90% Review 
30 Days after 90% Review 
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Name Submittal Date/Timeframe 
Final Project Schedule 
- JFK 
- EGA 
- EWR 
- TEB 

S '• ._J' 

30 Days after 90% Review 
30 Days after 90% Review 
30 Days after 90% Review 
30 Days after 90% Review 

Filial Project Cost 
- JFK 
- EGA 
- EWR 
- TEB 

" L - -

, ^ 

30 Days after 90% Review 
30 Days after 90% Review 
30 Days after 90% Review 
30 Days after 90% Review 

Migration Plan With 30%, 60%, 90% and 100% Design 
Submittal 

Facility Final 100% Security System and 
Infrastructure Design 
- JFK 
- EGA 
- EWR 
- TEB 
- - ; - -1 

30 Days after 90% Review 
30 Days after 90% Review 
30 Days after 90% Review 
30 Days after 90% Review 

Site Restoration Plan In conjunction with 100% Security System and 
Infrastructure Design. 

Contractor Quality Assurances and Control 
Plan 

In conjunction with 30%, 60%, 90% and 100% 
Design Submittals 

Site Safety Provisions and Reports As required 
Monthly Construction & Installation Progress 
Report 

Monthly - Within 5 Working Days after the 
end of each Month 

Comprehensive Acceptance Test Plan 60 Work Days prior to Factory Acceptance 
Test. 
Updates - 20 Working Days Prior to Field 
Acceptance Test and Operational Test 

Acceptance Test Report 20 Working Days after completion of each Test 
Phase (Factory, Field or Operational) 

System Start up and Commissioning 

- Work Activity Eog (Transfers) Daily 
Training Plan 90 Working Days prior to Factory Acceptance 

Test 
Training Manuals TBD 
System Documentation TBD 
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Name Submittal Date/Timeframe 
Software Documentation TBD 
Hardware Documentation TBD 
Communications Network Documentation TBD 
Drawing Package As Required 
Operating Documentation 

Standard Operating Manuals 
Emergency Operating Contingency 
Manuals 
System Administrator Manuals 
Supervisor Manual 
Site Specific Manual 

U' draft with 90% Project design submittals. 
The Final document ninety (90) days prior to 
commencement of the formal Training 
Program 

Software Licenses and Agreement TBD 
Meeting Minutes As Required 
Concept of Operation With 30%, 60%, 90% and 100% Design 

Submittal 






















































































