0\

Torres Rojas, Genara Eﬁjﬁ‘ /214

From: jim.p.hoffer@abc.com

Sent: Tuesday, August 14, 2012 5:03 PM

To: Duffy, Daniel

Ce: Torres Rojas, Genara; Van Duyne, Sheree
Subject: Freedom of Information Online Request Form
Information:

First Name: Jim

Last Name: Hoffer

Company: WABC-TV

Mailing Address 1: 7 Lincoln Sq
Mailing Address 2: 4th Floor News Dept
City: New York

State: NY

Zip Code: 10023

Email Address: jim.p.hoffer@abe.com
Phone: 212-456-4154

Required copies of the records: Yes

List of specific record(s):
I am requesting access 10 or copies of all letters andor memos exchanged between Port Authority and Raytheon
concerning the PIDS systemperimeter intrusion detectin systemduring the period of January 2011 to present.



IORITY OF NY & NJ

FOI Administrator

June 3, 2014

Mr. Jim Hoffer

WABC-TV

7 Lincoln Sq., 4th Floor News Dept.
New York, NY 10023

Re: Freedom of information Reference No. 13414
Dear Mr. Hoffer:

This is in response to your August 14, 2012 request, which has been processed under the Port
Authority’s Freedom of Information Code (the “Code”, copy attached) for copies of all letters
and/or memos exchanged between the Port Authority and Raytheon concerning the PIDS system
perimeter intrusion detection system during period of January 2011 to the date of the request.

Material responsive to your request and available under the Code can be found on the Port
Authority’s website at http://www.panynj.gov/corporate-information/foi/13414-O.pdf. Paper
copies of the available records are available upon request.

Certain material responsive to your request is exempt from disclosure pursuant to exemption (4)
of the Code.

Please refer to the above FOI reference number in any future correspondence relating to your
request.

Very truly yours,

NS
S A
Daniel D. D fy
FOI Administrator

Attachment

225 Park Avenue South, 17th Floor
New York NY 10003

T 212 435 3642

212 435 7555



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:12:115 Marlboro, MA 01752-3799 USA
16 August 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer

Subject: Background Checks and Non-Disclosure Acknowledgements
Enclosure: (1) Raytheon NDA’s_Security Handbook Updates.pdf (1 file)
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with the requirements of the reference contract, Raytheon hereby submits
enclosure (1), as signed Non-Disclosure Acknowledgements, and signed Port Authority
Security Handbook Acknowledgements from Raytheon,

The attached signed documentation is from:

Mr. James Hartwell
Mr. Kevin Hayata
Ms. Joni Nicol

M. Scott Schoen

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

Arthur F, Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:12:118 Marlboro, MA 01752-3799 USA
22 August 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: TEB TRR Notification
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

This letter is to provide notification to the Port Authority that Raytheon is planning to
conduct TEB TRR for Phase 2a at 9 AM on Wednesday, August 29, 2012.

Testing will then commence that same day.

The venue for the TRR is still to be determined. Raytheon will prov1de additional
information in the near term.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company
(il & Bk

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:117 Matlboro, MA 01752-3799 USA
17 August 2012

Port Authority of New Yotk and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mt. Edward Hicks, Sr. Resident Engineer
Subject: JFK TIntrusion — Provision of Data

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Attachments: (1) Copy of Subpoena described below
(2) Copy of Business Card of Sergeant James H. McDaniels of Port
Authority Police Department

Dear Mr. Hicks:

Raytheon’s Fred Cox received the attached witness subpoena dated 14 August 2012 issued
for the Queens County NY Criminal Court, Part AP5. The subpoena commands Raytheon
to appear at Courthouse on 10 September 2012 at 9:30 AM as a witness in criminal action
prosecuted by the People of New York against Daniel J. Casillo, Docket No:
2012QN043425.

The subpoena further states that Raytheon is required to bring and leave the following:

"ANY AND ALL SURVEILLANCE VIDEO OF THE PERIMETER INTRUSION
DETECTION SYSTEM, OR PIDS, AT JFK INTERNATIONAL AIRPORT, ON AUGUST
10,2012, BETWEEN 8:00PM AND 11:00PM"

The subpoena was delivered to Raytheon by James H. McDaniels. His business catd (copy
attached) identifies him as: "Court Liaison Setgeant" and indicates that he is with the Port
Authority Police Department (PAPD) and "THE PORT AUTHORITY OF NY & NJ", with an
office at JFK International Airport.

Raytheon’s Fred Cox provided Sgt. McDaniels with a copy of a disk of the requested
surveillance video.



Letter No : AFB:PA:12:117
Page 2

This letter is to confirm Raytheon’s notice
subsequent Raytheon action. We also suggest that we meet soon wi
general protocol to respond to future subpoenas or requests of thisn
forth to Raytheon by the Port Authority or other parties. In the
continue to only provide data of this nature directly to the Port
If the Port Authority has any concetns or issues about the delivery 0
suggest you contact PAPD Sgt. McDaniels directly.

Please
questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contract Manager
Phone: 508-490-3448

Fax: 508-490-3151

E-mail; Arthur F Bastian@raytheon.com

Network Centric Systems
Secutity/Transpottation System
1001 Boston Post Rd

Matlboto, MA 01752-3799 USA

to the Port Authority of such subpoena and

th your office to establish a
ature that may be brought
meantime, Raytheon will
Authority or its representatives.

£ such surveillance video, we

advise a time when it would be convenient to meet and discuss. If there are any



THE PORT Nl'l'ﬂﬂm‘ﬂ
Joln E. Kennedy ntermational Alrporl

Bullding #269

l amalca, NY 11430 Court 01ﬂce.718.286.6785
i Fax, 718.544:3115
| James H. McDanlels cell, 917.567.2925
| countLiSON SERGEANT £mall, Jmedanlels@panyn g0V
|

e




In the Name of the People of the State of New York

TO: RAYTHEON
T2

***’*** Frke

GREETING:

YOU ARE COMMANDED {o appeér before the CRIMINAL COURT, PART AP5 of the County of Queens at the
Courthouse located at 125-01 Queens*"'oulevard, Kew Gardens, Queens County, in the City and State of New York, on
September 10, 2012, at 9:30 AM in the*forenoon of that day, as a witness in a criminal action prosccuted by the People of the
State of New York against DANIEL J CASILLO, Docket No 5012QN043425, and you are required to bring and leave the
following: '

ANY AND ALL SURVEILLANCE VIDEO OF THE P RIMITER INTRUSION DETECTION
SYSTEM, OR PIDS, AT JE;Q[NTERNATIONAL PORT, ON AUGUST 10, 2012, BETWEEN
8:00PM AND 11:00PM B

*******#****##*é##***#**#********h ***************************#*

he Penal Law.

T LEL L ****************

Dated, The City of New York, Borough and County of Queens, August 14, 2012,

ADA: MICHAEL VANUNU

Bureau: Criminal Court Richard A. Brown
Phone No. (718) 286-6496 : District Attorney - Quects County
Email: MVanunu@gqueensda.org

In lieu of Personal Appéarance, if‘you so choose, you may mail or deliver the requested doouments to JOSEPH
VITOLO, CHIEF CLERK OF THE CQUR’I‘, ROOM G-64, 125-01 Queens Boulevard, Kew Gardens, New York, 11415,
Attention: PART APS, ADA MICHAEL VANUNU




Network Centric Systems
Security/Transportation System

1001 Boston Post Rd
Letter No : AFB:PA:12:115 Marlbora, MA 01752-3799 USA
16 August 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Background Checks and Non-Disclosure Acknowledgements
Enclosure: (1) Raytheon NDA’s_Security Handbook Updates.pdf (1 file)
Reference: Purchase Order 4500044655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with the requirements of the reference contract, Raytheon hereby submits
enclosure (1), as signed Non-Disclosure Acknowledgements, and signed Port Authority
Security Handbook Acknowledgements from Raytheon.

The attached signed documentation is from:

Mr. Janies Hartwell
Mr. Kevin Hayata
M:s. Joni Nicol

Mr. Scott Schoen

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company
bl £ Bld—

Arthur E. Bastian

Raytheon Contract Manager
Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur E Bastian@raytheon.com



APPENDIX I1.

ACKNOWLEDGEMENT
1, JamesH. Hartwell Jr. . am employed by (fill in employer)
Raytheon Company {ocated at 1001 Boston Post Rd
Marlborough, MA, 01753 ] . In my capacity as
Di f ~Tam involved with the Security Capital Program

Projects. I have been provided with and read the Port Authority of New York and New
Jersey’s Non-Disclosure and Confidentiality Agreement (hereinafter referred to as “The
Agreement”) dated November 1, 2004, Ifit is required for me to review information

* provided by the Port Authority and marked «CONEFIDENTIAL AND PRIVILEGED,” and/or
«SENSITIVE SECURITY INFORMATION” pursuant 0 the terms of The Agreement dated
November 1, 2004, 1 acknowledge that I will be bound by each and every term and
provision contained therein, including but not limited to the civil and criminal penalties

described therein, pursuant to federal and state regulations.

Signed: /

(e
Print Name: James H. Hartwell Jr.
Title: Director, STS Contracts

Dae:  _15August2012
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The Port Authority of New York and New Jersey
(PANYNJ) |

Perimeter Intrusion Detection System (PIDS)

gecurity Handbook Update

Purpose: T0 disseminate security directives of the revised PIDS Security Handbook
All employees of Raytheon and its subcontractors assoclated with the PANYNJ PIDS

Program must read and re-acknowledge thelr responsibilities to safeguard all categories
of PANYNJ PIDS sensitive security information.

| acknowledge that | have read the attached briefing.

Printed Name: James H. Har‘tWel\ Jr.
4

, I

/
Signaturs: Y ///o;_,@/
/ // ot L V 7 /

'\_/( V
Date: 15 August 2012

Please return this page {o your program office.

THE FORT AUTHORITY OF (V@ NG ,?/%




ApPENDIX IL.

ACKNOWLEDGEMENT

, 81 employed by (ﬁll in emplQ er)

7/5‘01 W, wvwfj

. In my capacity as

Projects. 1 bave been provided with and read the Port Authority of New York and New
Jersey's Non-Disclosure and Confidentiality Agreement (hereinafter referred to as “The
Agreement”) dated November 1, 2004 1fit is required for me to review information
provided by the Port Authority and marked “CONFIDENTIAL AND PRIVILEGED,” and/or
wgENSITIVE SECURITY INFORMATION” pursuant to the terms of The Agreement dated
November 1,2004,1 acknowledge that 1 will be bound by each and every term and

provision contained therein, including but not limited to the civil and criminal penalties

described therein, pursuant to federal and state regulations.

Signed:

Print Mame:

Title:

Date:




THE POET AOTHORITY T & 5T

The Port Authority of New York and New Jersey
(PANYNJ)

Perimeter Intrusion Detection Systemn (PIDS)

security Handbook Updaie

Purpose: To disseminate security directives of the revised PIDS Security Handbook
All employees of Raytheon and its subcontractors assoclated with the PANYNJ PIDS

Program must read and re-acknowledge thelr responsibilities to safeguard all categories
of PANYNJ PIDS sensitive securlty Information.

1 acknowledge that | have read the attached briafing.

Printed Name;

Slgnature:

o /1.
Date: 2( /14//@

Please return this page 1o your program office.

4

TME FORT AUTHDRITY 7 7 @00 e
/(' W,
i~




APPENDIX IL

ACKNOWLEDGEMENT
I, KJ our C/ /{/L@/_ , am employed by (fill in emplayer)
20t located at A0/ Hest Ui verss /;/ "
ﬁh./(}hwx,,l 77 15070 . In my capacity ag

NLS i Technical Divee fry’ 1 am involved with the Security Capital Program
Projects, I have been provided with and read the Port Authority of New York and New
Jersey's Non-Disclosure and Confidentiality Agreement (hereinafter referred to as “The
Agreement”) dated November 1, 2004; If it is required for me to review information
provided by the Port Authority and marked “CONFIDENTIAL AND PRIVILEGED,” and/or
“SENSITIVE SECURITY INFORMATION” pursuant to the terms of The Agreement dated
November 1, 2004, I acknowledge that I will be bound by each and every term and
provision contained therein, including but not limited to the civil and criminal penalties

described therein, pursuant to federal and state regulations.

l -
Signed: W
print Names . Uomi J_Nicol ‘ :
Title: NEs ‘777/55/-0?( &urﬂﬂx Z;?chmﬁ Dmeca

Date: §—14-/2
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The Port Autherity of New York and New Jersey
(PANYNJ)

Perimeter Intrusion Detection System (PIDS)

security Handbook Update

Purpose: To disseminate security directives of the revised PIDS Security Handbook

All employees of Raytheon and its subcontractors associated with the PANYNJ PIDS
Program must read and re-acknowledge thelr responsibiiities to safeguard all categories
of PANYNJ PIDS sensltive security Information.

| acknowledge that | have read the attached brisfing.

Printed Name; &/014" Q/ /U/c,a/

Signature: A

Date: SVt~ 3ap /2

Please return this page to your program office.

p
THE PORT AUTHORITY G [V BIX 550
Ly




AprpENDix IL.
ACKNOWLEDGEMENT

C -
| “_Q_gg ‘J . theenn  ,am employed by (fill in employer)
_Ra‘gﬁ them Cw_@@ﬁﬂif _located at _]oo] Easigﬁ,fi- &gt‘!

MIS 1-8- 1925, [Hgdéﬁggé MA 0178 . Tnmy capacity as
 Sonur Gunsed . Yaminvolved with the Security Capital Program
Projects. I have been provided with and read the Port Authority of New York and New
Jersey's Mon-Disclosure and Confidentiality Agreement (hereinafter referred-to as “The
Agreement™) dated Novembet 1, 2004, Ifitis required for me to review information
provided by the Port Authority and marked “CONFIDENTIAL AND PRIVILEGED,” and/or
“SENSITIVE SECURITY INFORMATION" pursuant to the terms of The Agreement dated
November 1, 2004, T acknowledge that T will be bound by each and every term and
provision contained therein, including but not limited to the civil and criminal penalties

described therein, pursuant to federal and state regulations.

( N
Signed: 4 ' JJMM,

-Title: o S& V\‘\@_f' Q@g nI-L ;

Date: _li’._wa
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The Port Authority of New York and New Jersey
(PANYNJ)

perimeter Intrusion Detection System (PIDS)

security Handbook Update

Purpose: To disseminate security directives of the revised PIDS Securlty Handbook

All employees of Raytheon and lts subcontractors associated with the PANYNJ PIDS
Program rust read and re-acknowledge thelr responsibllities to safeguard all categories
of PANYNJ PIDS sensitive security Information.

| acknowledge that | have read the attached briefing.

Printed Name: &H j *S;héfﬂ
Signature: :g.eﬂ,f (\: J:éﬁﬂ.

Date: _ﬁ-_&ajmf‘“ 2948

Please return this page fo your program office.

/"7"',
THE PORT AUTHORITY GIP XVBLLS 778

P




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd
Letter No : AFB:PA:12:116 Mariboro, MA 01752-3799 USA

16 August 2012

Port Authotity of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, St. Resident Engineer
Subject: Notification — Training — Phase 2a — All Airports
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

This letter is to provide notification to the Port Authority that Raytheon has conducted
“Over-The-Shoulder” training for Phase 2a capabilities at LGA and Raytheon is ready to
conduct “Over-The-Shoulder” training for Phase 2a capabilities at the three (3) other
airports.

Raytheon will work with the Port Authority to conduct “Over-The-Shoulder” training at a
day and time to be mutually agreed upon.

If there are any questions concetning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

Al £ Bl —

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:111 Marlboro, MA 01752-3799 USA
07 August 2012

Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, St. Resident Engineer

Subject: Raytheon Response - Application 1D: 1-6308-00019/00147 NYSDEC
Notice of Incomplete Application

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTL-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: A) M. Helman email dated 25 July 2012
B) R. Burger email dated 2 August 2012

Attachments: 1) NYSDEC Notice of Incomplete Application Letter
2) Anti-Perching Product Specs
3) JFKAccPier Permit Plans MP2 Overall Plan
4) JFKK AccPier Permit Plans MP4 Plan Detail
5) Anti-Perching Device-JFK Radio Antenna Tower
6) Anti-Perching Device- Pier Railings

Dear Mr. Hicks:

This letter is in response to the reference A) and B) emails received by Raytheon from the Port
Authority with regards to the notice of incomplete application received from NYSEC for the
proposed piet system on Thurston Bay Basin.

The NYSEC has requested we evaluate the size of the proposed platform and PANYNJ proposed
mitigation of birds.

1. Inorder to minimize the degree of impact with the proposed pier system we have reduced
the size of the platform from 6°'x12’ to 6'x9’. We have attached a revised overall plan and
pier end detail plan, showing the proposed equipment Jayout and minimum OSHA
workable area requirements for maintenance of such equipment. In order to maintain the
proposed equipment a worker will require some spacing to place an A frame ladder of
12t of height and 6.5°ft of spreadable area which due to the reduction in size will be
partly on the catwalk and partly on the proposed platform end. In order to minimize
overwater shading, we have reduced the size of the platform as much as possible, we are
utilizing an open grating fiberglass grating deck and we have established a high pier
elevation compared to the water sutface. We believe this proposal represents the least
possible impact while still fulfilling the purpose and need of the proposed structure.




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:111 Marlboro, MA 01752-3799 USA

Page 2

9. The PANYNJ has proposed the installation of an anti-perching system along the catwalk
and platform handrails of the proposed pier system at JFK Thurston Bay. The proposed
system will consist of nylon cord threaded and supported by a seties of anti-perching
rods. The rods are made from industrial strength PVC and are designed to be attached to
the handrails by weather and UV-resistant cable ties. Rod tips will be dulled and coated
in a rubberized matetial for safety. Approximately 83 rods will be installed on the pier,
spaced five fect apart. The nylon cord, strung between the rods, will prevent birds from
accessing the perching sites on the pier. The system will be installed in 100 ft sections
that can be temporarily removed to allow for routine maintenance or construction on the
pier (see product specifications). Once installed, the anti-perching system will require
little-to-no maintenance. The PANYNI has installed this type of anti-perching system for
Runway 13 Lighting Pier at LaGuardia airport, as well as, at the JEK radio antenna tower
to mitigate the potential attraction of birds. We have attached pictures of those locations
and the product for your reference.

Please review this entire submittal and please respond accordingly.
Should you have any questions concetning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

(el 7 Bl —

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




New York State Department of Environmental Conservation
Notice of Incomplete Application - This is NOT a Permit

Application ID: 2-6308-00019/00147 Batch Number: 692398

Facility: JFK INTERNATIONAL AIRPORT
JOHN F KENNEDY EXPRY
JAMAICA, NY 11430

Contact: BERNICE R MALIONE Owner ID: 1069756
PORT AUTHORITY OF NY AND NJ
2 GATEWAY CENTER 14 FL. SW
NEWARK, NJ 07102

Permii(s) Applied for: 1 - Section 401 - Clean Water Act Water Quality Certification
1 - Article 15 Title 5 Excavation & Fill in Navigable Waters
1 - Article 25 Tidal Wetlands

project Location: in QUEENS in QUEENS COUNTY

Your application for Permit is incomplete. The following items are required:

1. The Applicant needs to Jook at alternatives to the proposed pier systerm due to the degree of
impacts to wetlands that would be associated with the project as it is currently designed. The
Department recommends a smaller off-shore platform that could support the equipment and
remain secure, while causing less over-water cover and impact to the emergent marsh.

2. The subject location and structure will attract birds to the perimeter of the airport. What
activities will PANYNJ undertake to discourage bird presence at this location? Can the pier
structure be modified to reduce or prevent bird roosting?

cc: Sandy Chan, DEC

Please submit requested information by
No further action can be taken until all of these materials are yeceived.

Contact Person;
HAROLD J DICKEY L0

NYSDEC
47-40 218T ST
LONG ISLAND CITY, NY 11 101

Telephone Number: (71 8) 482-4997



THE PORT AUTHORITY OF NY & NJ

Ex. 4

The anti-perching rod system is composed of two parts: the base unit anu s 1ou.
The base unit will be secured to the handrail system with weather and UV-resistant
cable ties. The rods sits inside the base units and are secured by cotter pins. The
cotter pins can be easily removed to allow the rods to be separated from the base
units when necessary for maintenance or construction projects on the pier. Nylon

cord will be t

hreaded through the eyelets in the rods. The rods will be modified to

have dull, rounded tips that are coated in a rubberized material (not pictured).

page 2




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:110 Marlboro, MA 01752-3799 USA
06 August 2012

Port Authority of New York and New Jetsey
241 Brie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Notification — PAPD Vehicle Laptop Training
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: R. Burger email to Raytheon, 6 August 2012
Dear Mr. Hicks:

This letter is to provide thirty (30) days notification with regard to the PAPD vehicle laptop
training by Raytheon to the Port Authority.

With regard to the reference email, Raytheon is looking to work with the Port Authority to
have the necessary vehicles ready for training and to mutually work with the Port Authority
to establish the actual day, time and place to conduct said training.

Please review and please let us know.

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

Ol Bl —

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Security/’[‘ranspoﬂation System

1001 Boston Post Rd
Letter No : AFB:PA:12:108 Marlboro, MA 01752-3799 USA
27 July 2012
port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: M. Edward Hicks, St Resident Engineer
Subject: Request Authorization - Net Cost - TEB Pole 22
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-F ACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Request your written authorization 10 proceed with the necessary effort with regards to TEB Pole
22.

This authorization should include your approval for Raytheon to commence the effort and to
invoice the Port Authority for this offort under the Net Cost provision of the reference contract.

Please forward your written quthotization to My attention at your earliest convenience.
Thank you.

Please direct any questions concerning this matter to the undersigned.

Thank you.

Sincerely,

Raytheon Company

(k. ¢ B L

Arthur F. Bastian

Raytheon Contract Manager
Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@,raytheon.com




Letter No :

AFB:PA:12:108

Ex. 4

Network Centric Systems
Secur'\ty/Transpoﬂation System
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:105 Marlboro, MA 01752-3799 USA
23 July 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: EWR Phase 2a Test Readiness Review (TRR) Notification
Reference: Purchase Order 4500044655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:
In accordance with our subject contract requirements, notice is hereby provided that the Test
Readiness Review (TRR) for the EWR Phase 2a testing will be held on 27 July 2012 from 9:00

AM Eastern to 11:00AM Eastern. Raytheon will advise the PANYNJ of the specific venue for
the TRR as soon as finalized. We expect it to be in the EWR Snow Room.

The formal testing is scheduled to commence on Monday, 30 July 2012,
Please direct any questions concerning this matter to the undersigned.
Thank you.

Sincerely,

Raytheon Company

Qb 7 Bed—

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Security/Transportation System

. 1001 Boston Post Rd
Letter No : AFB:PA:12:096 Marlboro, MA 01752-3799 USA

19 June 2012
Port Authority of New York and New Jersey

241 Brie Street, Room 238.
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: L.GA Phase 2a Test Readiness Review (TRR) Notification
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with our subject contract requirements, notice is hereby provided that the Test
Readiness Review (TRR) for the LGA Phase 2a testing will be held on 26 June 2012. Raytheon
will advise the PANYNJ of the specific venue for the TRR as soon as finalized.

Please direct any questions concerning this matter to the undersigned.
Thank you.
Sincerely,

Raytheon Company
e Ry 2 2
(Ll £ Bl

Arthur F. Bastian

Raytheon Contract Manager
Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:12:069 Matlboro, MA 01752-3799 USA

04 May 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Raytheon Questions — JFK Snow Desk Project
Reference: Purchase Order 45000-44655, Contract No, 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: 1) E. Hicks Authorization To Proceed, dated 04/26/12
2) Raytheon Proposal — AFB PA 11 142, dated 08 December 2011

Dear Mr. Hicks:

Raytheon has received reference 1), the PA’s authorization to proceed with work on the JFK
Snow Desk in accordance with reference 2), Raytheon’s proposal. Subsequently we have
been contacted by Mr. Dominick Leggio to discuss the fiber terminations.

Before we engage with Mr. Leggio, Raytheon has a number of questions to ask the Port
Authority with regards to their portion of work under this project.

1) We would like to understand the network approach and plan for the Snow Desk as
well as the schedule/ roles and responsibilities to update any node drawings, airport
BOMSs, A&E Fiber Drawings, etc. Updates to the drawings were not included in our
SOW, but we do want to make sure that any work the PA completes also keeps the
affected drawings current in their ‘as-built’ state.

2) Can you please advise Raytheon when the Port Authority will have the network
approach for review and the connections ready? Once the network approach is
understood and the fiber connections made, Raytheon is prepared to reconfigure the
network and TP addresses as needed.

3) Can you please provide Raytheon with an updated Bill of Material (BOM) that
details the material the Port Authority is purchasing for this project? As you are
aware Raytheon had submitted a BOM and we are aware that a number of changes
were made through informal dialogue between the PA and Raytheon engineering
(mainly due to parts availability). It is our goal to ensure a common understanding of
the BOM prior to installation to minimize potential for risk.
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4) Can you please provide Raytheon with a schedule when the material is to arrive and

be installed at JFK?

5) Can you please provide Raytheon with an updated facility drawing?

6) Can you please provide Raytheon with an overall project s

If there are any questions concerning this matter, p

Thank you.
Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contract Manager
Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com

chedule?

lease contact the undersigned.
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Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA:12:059 Marlboro, MA 01752-3799 USA
18 April 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Sr. Resident Engineer
Subject: TEB Poles_Part 77 Height (Pole 22)
Reference: A) THE MULTI-FACILITY AVIATION PERIMETER

INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308M

Reference: 1) Port Authority Apptoval Letter — TEB Remediation Plan, dated 3
August 2011
2) Raytheon Letter AFB:PA:1 1:133, dated 14 November 2011
3) Port Authority Approval Letter — TEB Drawing Package, dated 13
January 2012
4) Email — Raytheon’s Ed McFarlane to PA’s Ed Hicks, dated 17 April
2012

Dear Mr. Hicks:

This letter is being sent to address an email request by the Port Authority (Ms. Cathy Nigto and
Ms. Pam Phillips to Lauren Sampson) regarding Pole 22. Ms, Nigro and Ms. Phillips have been
in communication with Raytheon’s Lauren Sampson regarding the pole height being raised from
10 feet to 14 feet per the TEB remediation drawing package. The email communication
specifically requested that Raytheon reduce the pole height by six (6) feet.

Raytheon presented a remediation plan to the PA for TEB in August 2011 (reference 2 August
2011). The remediation plan was approved by the Port Authority on 3 August 2011 (letter from
Ed Hicks/PA to Raytheon, dated 3 August 2011).

Raytheon submitted a drawing package to the Port Authority (reference Raytheon Contracts
Letter AFB 133, dated 14 November 2011) and received approval from the Port Authority on 13
January 2012 (reference Ed Hicks letter dated 13 January 2012).

Raytheon submitted FAA 7460°s for TEB and received approval from the FAA in April 2012.
This was communicated by Alan Bright to Raytheon via email on 4 April 2012,

Based upon all of the above, Raytheon implemented the remediation as indicated in the approved
drawings and the approved FAA 7460.
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Please advise us whether the PANYNJ needs a modification of this design. Please respond with
written contractual direction to my attention. Please note that any directed change at this point of
the project will be considered “scope” and the Port will be required to accept the financial,
schedule and performance impacts.

Should you have any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company
Y/ PRV
Arthur F. Bastian
Raytheon Contracts Manager
Phone: 508-490-3448

Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon.com

Attention: M. Jorge Reis-Filho
Ms. Pam Phillips
Mr. Rainer Burger
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Letter No: AFB:PA:12:036 Marlboro, MA 01752-3799 USA

22 March 2012

Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 073 10

Attention: M. Edward Hicks, Sr. Resident Engineer
Subject: LGA/JIFK Pole Anchor Bolt Protrusions

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTL-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: (1) PACC 0037
(2) Port Authority Letter —27 February 2012

Aftachment: (A) Pole 93 — JFK Picture
Dear Mr. Hicks:

In response to the reference (2) letter, Raytheon will be performing the plannéd remediation
actions as detailed in the LGA/JFK PIDS Pole Anchor Bolt Protrusions Report, dated 1/19/12

with the following exception:
JFK Poles 90, 91, 92 and 93.

The subject four pole foundations were installed by AECOM/PIS as part of the AOA changes
resulting from the Hangar 12/Node 11 project. Raytheon did not install the four subject
foundations and therefore is not responsible to correct the bolt protrusion issue at these locations
without equitable adjustment.

If you would like Raytheon to submit pricing to resolve the bolt protrusion issue at the specified
locations, please provide a written request to my attention. If there are any questions concerning
this matter, please contact the undersigned.

Sincerely,

Raytheon Company,
I - a /0
(loch £ Lot

Arthur F. Bastian
Raytheon Contract Manager '
Phone: 508-490-3448/Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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1001 Boston Post Rd

Letter No : AFB:PA:12:023 - Marlboro, MA 01752-3799 USA
08 March 2012

Port Authority of New York and New Jersey
241 Erié Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Bdward Hicks
Sr. Resident Engineer

Subject: Back-up CDS configurations

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

This letter is to inform the Port Authority that consistent with the PIDS phased capability plan, the backup
CDS at each airport will no longer mirror the configuration of their respective active CDS. This departure
is now necessary in otder to conduct the integration of capabilities necessary to support phase 2. In
addition, we may also require the reconfiguration of current phase 1 assets (cameras, fence lines, medium
range radars, etc) from the active operational system to the backup CDS in order to support ongoing phase
2 integration activities. In the event of such transfer, we will work to minimize any capability reduction
of the active system by selecting devices to the maximum extent possible where there is redundancy of
capability. Raytheon will coordinate these changes with the respective airport security managers. It is
not our intent to arbitrarily transfer assets in support of our integration activities. Assets will be selected

based on specific integration goals to be accomplished and upon having done so, will be returned to their
respective active system for continued operational use.

As a result of these necessary CDS configuration changes, the ability to affect rapid disaster recovery will
no longer be supported. In the case of a disaster associated with an active CDS, Raytheon estimates our
ability to recover the backup CDS to be a fully functional active CDS is approximately two hours upon
our team artival at the respective airport.

If there are any questions concerning this matter, please contact the undersigned.
~ Sincerely,
l‘(’ic/{:u F /5’?. /M—

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur F_Bastian@raytheon.com




Public Safety and Security
1001 Boston Post Rd

Letter No: AFB:PA:12:029M Marlboro, MA 01752-3799 USA
08 March 2012

Port Authority of New York and New Jersey
225 Park Ave South

9'" Floor — Aviation Dept.

New York, NY 10003

Attention: Mr. Jorge Reis-Filho
Subject: Normal Working Hours_PIDS Maintenance Contract
Reference: A) THE MULTI-FACILITY AVIATION PERIMETER

INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308M

Dear Mr. Reis:

This letter is to express a concern regarding certain requested activities at the airports under
Phase 1 maintenance and the terms of our maintenance confract.

The contract (MFA-134.308M) defines ‘normal working hours' in paragraph 6.1.9 as:

"6.1.9 Normal Working Hours: Monday through Friday from 8:00 AM to 5:00 PM.
Excludes Port Authority holidays."

In addition, contract clause 6.4.2.3.1 and clause 6.5.1.1.5 describe work to be done during
“normal working hours”.

Our concern is as follows - we have received several requests to support VIP masking outside of
normal working hours, as defined in the maintenance contract. The PA would recognize this as
one of the system administration functions that Raytheon retains responsibility to provide, and
we have been responsive. We would like to point out that if the masking efforts are needed
outside of normal working hours, requests such as this will be considered as out of scope under
the terms of the maintenance contract. As such, we request that future off-hour requests be done
under a maintenance task order to allow for Raytheon to receive reimbursement for the premium
time necessary to have one of our staff support the off-hour activity.

We are willing to accept email direction from the site security manager to our site lead, with a cc
to Art Bastian as an acceptable means to receive direction. Other system administration ‘
activities - such as password resets or setting up new passwords that are required outside of
normal working hours fall under the same category. In those cases, as password resets are
normally called in via the help desk, we request a “priority” approval to provide off hours’
support to minimize system down time.
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This is to advise you that these systems administration activities will be invoiced to the Port
Authority if they take place outside of normal business hours. In general, the minimum time that
will be invoiced is four (4) hours for any activity.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

g e
(iochs £ dord—n

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Asthur F Bastian@raytheon.com

CC:  Mr. Patrick Bonner
Ms. Pam Phillips
Ms. April Gasparti
Mzr. Sean Potrter
Mr. Tom Beke
Mr, Rainer Burger
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1001 Boston Post Rd
Letter No : AFB:PA:12:020 Marlboro, MA 01752-3799 USA
16 February 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: M. Edward Hicks

Sr. Resident Engineer

Subject: BCR Response and White Paper
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Reference: Port Authority Letter, dated January 5; 2012, IMS Phase 2 BCR IMS Review
Comments

Dear Mr. Hicks:

[n December 2011, Raytheon submitted a baseline change request (BCR) for PIDS Phase 2 that described a plan to
provide “as is” tracking and sensor remediation at JFK that included only those improvements related to coverage at
Thurston Basin, The PANYNJ rejected the BCR citing concerns about the omission of auto-tracking and sensor
remediation at JFK,

Separately, the PANYNIJ asked Raytheon to provide a budgetary planning estimate for the work required to bring
the airport operations area perimeter associated with Tenant Areas to a standard of security consistent with PIDS.

In response to the items cited above, Raytheon is preparing a white paper with the objective to submit the paper on
or about February 28, 2012. The white paper will include:

1. Proposal for the 100% design effort for PIDS Phase 3 and a budgetary planning estimate for options
associated with the PIDS Phase 3 infrastructure; installation and integration; maintenance and training
9. Recommended approach to achieve auto-tracking improvements
3. Approach that Raytheon will take on the JFK sensor remediation to include assumptions and schedule
to be used for planning purposes. The start date of the planning schedule should not be construed as an
actual start date, but instead is used to provide vinformation about the duration of work once it is started.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

R .

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail; Arthur F Bastian@raytheon.com




Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA: 12:018 ' Marlboro, MA 01752-3799 USA

14 February 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

EPA_Joint Application Form for

Attention: M. Edward Hicks
Sr. Resident Engineer
Subject: JFK Thurston Accessory Pier —
Signature
Enclosure: 1) Joint Application Form — JFK Thurston Accessory Pier
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION

DETECTION SYSTEM (PID

Dear M. Hicks:

S) CONTRACT MFA-134.308

Raytheon has posted to LiveLink, the Joint Application Form (EPA) for JFK Thurston Accessory

Pier.

The application can be found at the following link:

‘_J JFK [MU' Contractor}' Consultants—: = !_&
-_j—:') Project Wabsite Home
I Security Capltal Program
. ] PIDS RFP MFA 134.308
") oS Stage IV Design & Installation
L} PIDS JFK

(7] JrK 40 Contractor/Consults
SEE————
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Page 2

The form needs the signatures of the Port Authority on pdf pages 4, 5, 22 and 30.
Please have this form signed and please advise.when complete.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

LI e
ok & fod—

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon,com
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Letter No : AFB:PA:12:004 Public Safety and Security
1001 Boston Post Rd
Marlboro, MA 01752-3799 USA

05 January 2012

Port Authority of New York and New Jetsey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer

Subject: TEB Power Bill Transfer to the Port Authority

Enclosure: Copies of Power Bills

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

With the Pott Authority acceptance of the infrastructure and field equipment at TEB, Raytheon is
forwarding for your payment and future ownership, invoices for power from PSEG.

Raytheon will no longer be paying these costs.

Should you have any questions or require further information, please contact the undersigned.

Sincerely,

Raytheon Company

K:Z/chm £ 5 L;

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-34438

Fax: 508-490-3151

E-mail: Arthur F Bastian(@raytheon.com
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Network Centric Systems
1001 Boston Post Rd

Letter No: ATFB:PA:12:011 Marlboro, MA 01752-3799 USA
27 January 2012
Port Authority of New York and New Jersey

741 Frie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - St. Resident Engineer

Subject: Raytheon Submittal: LGA/JFK PIDS Pole Anchor Bolt Protrusion
Report

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Attachment: LGA/JFK PIDS POLE ANCHOR BOLT PROTRUSIONS - dated 19
January 2012

Dear Mr. Hicks:

In response to the punch list from the RE/AQ inspection, Raytheon is pleased to provide this
report titled: LGA/JFK PIDS Pole Anchor bolt Protrusions, dated 19 January 2012.

Please review.

Raytheon believes this detailed report completes the action from that inspection. All poles have
been addressed in order to mitigate this issue. Once Raytheon receives the PA’s written approval
we can proceed with this correction.

Should you have any questions o need additional information, please contact the undersigned.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Managet
Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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INTRODUCTION

As a continuation of its support services to Raytheon Technical Services Company LLC
(Raytheon) in the development of the Perimeter Intrusion Detection System (PIDS) for John F
Kennedy International (JFK) and LaGuardia (LGA) Airports, AMSEC LLC (AMSEC) has
investigated the issues regarding the anchor bolt installations on the camera poles at both
airports. It is our uriderstanding the Port Authority of New York and New Jersey (PANY&NJ)
inspector has rejected the pole installations because the anchor bolts do not protrude beyond
the nuts by three threads. AMSEC has investigated the issues regarding bolt protrusion,
surveyed the poles in question at JFK and LGA airports, and presents its findings and
recommendations herein

THREAD ENGAGEMENT

The length of a bolt in a nut must provide sufficient thread engagement such that the shear
strength in the threads equals or exceeds the tensile strength of the bolt. It is generally
desirable to have the bolt fail before the thread strips. The following formula provides the
length of engagement “ " to provide thread shear area equal to twice the bolt tensile area:

L=2A/(0.577(D-0.681952p))

Where: A= tensile area of the bolt in square inches
D = outside diameter of the bolt in inches
p = thread pitch in inches

For the 1 — 8 UNC anchor bolt used for the shorter PIDS poles, the minimum length of
engagement is 0.84 inches. Standard 1 inch “full or finish” nuts have a height of 0.86 inches.
“Heavy” 1 inch nuts have a height of 1.00 inches. .

Eor the 1 % - 8 UNC bolt used for the longer poles, the minimum length of engagement is 1.28
inches. Standard 1 % inch “full or finish” nuts have a height of 1.28 inches. “Heavy” 1 % nuts

have a height of 1.47 inches.

Thus full strength of the nut/bolt connection is developed when the thread fully engages a
standard nut.

BOLT PROTRUSION

A literature search finds no real standard for thread protrusion. Several internet sources cite
the US Navy General Specifications for Overhaul of Surface Ships, Section 075, Threaded
Fasteners, which states, “Minimum thread protrusion for male treaded fasteners is one full
thread beyond the face of the nut or plastic insert of self locking nuts.” The standard also
allows the leading edge of the first male thread to be "flush with the face of the nut” when
standard or heavy hex nuts are used in existing work. The excerpted text from the
Specification is provided in Appendix C.



The PIDS structural drawings provide no standard in the notes or details of the bolt
installation. While the three-thread standard used by the PANYNJ inspector provides easy
visual verification of the nut /bolt connection, there appears to be no basis for the standard in
the project drawings or specifications. Check of the PANY&NJ Tenant Construction Review
Manual provides no standard for bolt protrusion.

“The US Navy acceptance of one thread protrusion is recommended as a reasonable standard
of acceptance that will assure full strength of the connection, prevent water and debris
accumulation on the bolt and allow visual verification of the connection.

SURVEY METHODOLOGY AND RESULTS

The poles in question at LGA and JFK airports were surveyed on 9 December 2011 by the
undersigned in the presence of and as guided by Raytheon on-site personnel.

Drawing S103 shows the detail of the pole installation and calls for galvanized hex nuts, flat
washers and lock washers. It also calls for a maximum 1 inch space under the base plate to
be filled with grout, with no other components shown below the base plate. Inspection of the
poles indicates considerably more than 1 inch of grout and installations more consistent with
the AASHTO Standard for pole installations, Appendix D, with flat washers and leveling bolts
under the base plate. Thus grout and base thicknesses were measured, as well as the washer
thicknesses, nut heights and bolt protrusions so as to have sufficient information to evaluate all
alternatives for remediation.

Photographs were taken of the bolts in question. Measurements were taken using a digital
caliper, which allowed accurate readings to be taken quickly. Readings to the nearest 0.001
inch provided a greater degree of precision than that required for civil work. Therefore, grout
and base thicknesses were rounded to the nearest 0.1 inch in the results. Similarly washer
thicknesses, nut heights and bolt protrusions are presented to the nearest 0.01 inch.

The results for nine (9) poles surveyed at LGA are presented in Appendix A. Results for the
fourteen (14) poles surveyed at JFK are present in Appendix B.

Bolts that protrude the length of one or more threads above the nut are acceptable and require
no remediation.

REMEDIATION

The desired end result is bolts that provide full engagement when locked in place over flat
washers. One thread protrusion with standard nuts provides full engagement and is taken as
the standard of acceptance. Where bolts have less than one thread protrusion, two
alternatives are available for remediation:




Remove the lock washer and reinstall the nut using thread-locking liquid or tape. Loctite
2047 Threadlocker liquid and L octite Quicktape 249 Threadlocker are products suitable
for use on bolts greater than 7/8 inch diameter. :

Where removal of the lock washer is not sufficient to provide oné thread protrusion,
remove the grout and lower the base plate by backing off the leveling nuts. The
necessary lowering may require the removal of concrete under the leveling nuts and
removal and resetting of the pole. The actual procedure is left to the contractor
performing the work.

Based on the above, re

LGA POLE7

LGA POLE 8

LGA POLE 9
LGA POLE 10
LGA POLE 19
LGA POLE 20
JFK POLE 6
JFK POLE 6
JFK POLE 90

JFK POLE 91

JFK POLE 93

JFK POLE 92
JFK POLE 15
JFK POLE 18

JFK POLE 19
JFK POLE 21
JFK POLE 25

mediation of the following poles is recommended:
Remove lock washers; reinstall nuts using thread locker.

Remove heavy nuts and lock washers; reinstall full nuts using
thread locker.

Remove lock washers; reinstall nuts using thread locker.
Remove lock washers; reinstall nuts using thread locker.
Remove lock washers; reinstall nuts using thread locker.
Remove lock washers; reinstall nuts using thread locker.
Remove lock washers; reinstall nuts using thread locker.
Remove lock washers; reinstall nuts using thread locker.

Remove gout and lower pole. Reinstall nuts using thread locker and
replace grout.

Remove gout and lower pole. Reinstall nuts using thread locker and
replace grout.

Remove gout and lower pole. Reinstall nuts using thread locker and
replace grout. -

Reinstall nuts using thread locker.
Remove lock washers; reinstall nuts using thread locker.

Remove gout and lower pole. Reinstall nuts using thread locker and
replace grout.

Remove lock washers; reinstall nuts using thread locker.
Remove lock washers; reinstall nuts using thread locker.

Remove lock washers; reinstall nuts using thread locker.



JFK POLE 40 Remove gout and lower pole. Install missing flat washers. Reinstall
nuts using thread locker and replace grout.

Details of the remediation for each pole at LGA and JFK are given in Appendices A and B,
respectively.

In executing the above modifications, all work should be done when winds are relatively light.
Not more than one nut should be removed from a pole at any time unless the pole is to be
reset and is supported by @ lifting device. All critical measurements should be confirmed as
the anchors are disassembled to assuré that the prescribed remediation will result in a polt
protrusion of one thread length peyond the bolt. All reworked connections should be cold

galvanized after reassembly.
W(%&?Z«;

Richard C. Rodi, PE
New York PE No 055704




APPENDIX A

LAGUARDIA AIRPORT POLES




LGA POLE1 CcB0701

Ex. 4

Bolts 1-8 UNC One thread equals 0.125 inches

Bolt
Protrusion

Comments:

Minimum protrusion is 0.25 inches, or 2 threads. All bolts are acceptable.




LGAPOLE6 CB0802

Ex. 4

Bolts 1-8 UNC One thread equals 0.125 inches

Bolt No Grout Base Flat Lock Nut Bolt
Depth Thickness | Washer | Washer Protrusion

1 - 1.0 - 0.29 1.00 0.29

2 1.3 1.0 0.16 0.29 1.00 0.17

3 - 1.0 - - 1.00 0.16

4 - 1.0 - - 1.00 0.26

All dimensions in inches. — Measurement not taken.

Comments:

Minimum protrusion is 0.16 inches, or 1.3 threads. All bolts are acceptable.




LGA POLE7 CB0902

Ex. 4

Bolts 1-8 UNC One thread equals 0.125 inches

Lock
Washer

-0,05
_ 1.00 -0.05
4 16 | 035 | 100
All dimensions in inches. ‘

Protrusion
100 | 003 |
100 |

Comments:

Remove lock washers from all bolts; replace nuts using thread-locking

liquid or tape.
Minimum protrusion will be 0.23 inches, or 1.8 threads at Boli 3.




LGA POLE 8 CB0901

Ex. 4

Bolts 1-8 UNC One thread equals 0.125 inches

Comments:

Remove nuts and lock washers. Replace heavy hex nuts (1.00 inches high)
with full or finished nuts (0.86 inches high) using thread-locking liquid or
tape, Bolt 2 will have the minimum protrusion of 0.11 inches, or 0.9
threads.

LB At




LGAPOLE9 CBO0105

Ex. 4

Bolts 1-8 UNC One thread equals 0.125 inches

Bolt No Grout Base Flat Lock Nut Bolt
Depth Thickness | Washer | Washer Protrusion

1 - 1.0 0.15 0.33 0.81 0.47

2 1.3 1.0 0.16 0.30 0.81 0.13

3 - 1.0 0.15 0.34 0.81 0.24

4 1.2 1.0 - - 0.81 0.68

Al dimensions in inches. — Measurement not taken.

Comments:

Remove lock washers from all bolts: replace nuts using thread-locking
liquid or tape. Minimum protrusion will be 0.43 inches, or 3.4 threads at

Bolt 2.




LGA POLE 10 CB0102 (CB2702)

Ex. 4

Bolts 1-8 UNC One thread equals 0.125 inches

Bolt No Grout Base Flat Lock Nut Bolt
Depth Thickness | Washer | Washer Protrusion

1 - 1.0 0.14 0.33 0.83 0.21

2 1.3 1.0 0.16 0.30 0.81 0.05

3 - 1.0 0.13 0.31 0.82 0.14

4 1.4 1.0 0.16 0.31 0.82 0.29

All dimensions in inches. - Measurement not taken.

Comments:

Remove lock washers from all bolis; replace nuts using thread-locking
liguid or tape. Minimum protrusion will be 0.34 inches, or 2.8 threads at

Bolt 2.




LGA POLE 19 CB0202

Ex. 4

Bolts 1-8 UNC One thread equals 0.125 inches

Bolt No Grout Base Flat Lock
Depth Thickness Washer | Washer

All dimensions in inches. - Measurement not taken.

Comments:

Remove lock washers from all polts: replace nuts using thread-locking

liquid or tape. Minimum protrusion will be 0.24 inches, or 1.9 threads at

Bolt 1.




LGA POLE 20 CBO0601

Ex. 4

Bolts 1-8 UNC One thread equals 0.125 inches
Bolt No Grout Base Flat Lock Nut Bolt
Depth ~ | Thickness | Washer Washer Protrusion
1 - 1.0 0.14 0.28 1.00 0.07
2 1.4 1.0 0.15 0.25 1,00 -0.15
3 - 1.0 0.16 0.29 1.00 0.14
4 1.6 1.0 0.15 0.29 1.00 0.32

All dimensions in inches. — Measurement not taken.

Commenis:

Remove lock washers from all bolts; replace nuts using thread-locking

liquid or tape. Minimum protrusion will be 0.10 inches, or 0.8 threads at

Bolt 2. Note these are heavy nuts and full engagement length is provided

with less than 1 thread protruding.




LGA POLE 23 CBO0104

Ex. 4

Bolts 1-8 UNC One thread equa

Comments:

— Measuremen

is 0.125 inches

{ not taken.

nches, or 1.5 threads. All bolts are ac

ceptable.

Minimum protrusion is 0.18 i
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KENNEDY AIRPORT POLES




JFK POLE 6

Bolts 114 -6 UNGC

CB0701

One thread equals 0.167 inches

All dimensions in inches.

Comments:

Bolt No Grout Base Flat Lock Nut Bolt
Depth Thickness Washer | Washer Protrusion

1 2.2 1.4 0:20 0.37 1.28 0.40

2 2.2 1.4 0.21 0.38 1.28 0.21

3 2.2 1.4 0.21 0.38 1.26 0.04

4 a2 | 14 | 017 040 | 128 0.37

Remove lock washers from all bolts; replace nuts using thread-locking

n will be 0.42 inches,

or 2.5 threads at

liquid or tape. Minimum protrusio

Bolt 3.




JFK POLE 90 CB1105

Ex. 4

Bolts 1% - 6 UNC  One thread equals 0.167 inches

Bolt No Grout Base Flat Lock Nut Bolt
Depth Thickness | Washer | Washer Protrusion

1 2.5 1.5 0.18 X 1.46 -0.34

2 2.5 15 0.17 X 1.47 -0.21

3 2.5 1.5 0.17 X 1.53 -0.07

4 2.5 15 0.17 X 1.46 -0.02

All dimensions in inches. X Not installed.

Comments:

Remove grout. Lower pole by backing-oif lower (leveling) nuts three {(3)
turns (0.5 inches). Replace nuts using thread-locking liquid or tape.
Replace grout. Minimum protrusion will be 0.16 inches, or 1 thread at Bolt

1.

(e




JFK POLE 91  CB1101

Ex. 4

Bolts 1% -6 UNC One thread equals 0.167 inches

Commenis:

Remove grout. Lower pole by backing-off lower (leveling)
Replace nuts using thread-locking liquid or tap
0.15 inches, or 0.9 threads at

provided with less than 1 thread protruding.

e. Replace grout.
Bolt 2. Note these are heavy n

Base Flat Lock Nut Bolt
Thickness Washer | Washer Protrusion

0.21 X 1.46 0.50

X 1.47 -0.52

1.44 0.03

1.47 0.68

nuts four (4) turns (0.67 inches).
Minimum protrusion will be

uts and full engagement length is




JEK POLE 93 CB1106

Ex. 4

Bolts 1% - 6'UNC  One thread equals 0.167 inches

Bolt No Grout Base Flat Lock Nut Bolt
Depth Thickness Washer | Washer Protrusion
1 1.8 1.5 0.18 X 1.34
2 1.8 1.5 0.17 X 1.29
3 1.8 1.5 0.18 X 1.26
4 1.8 1.5 0.16 X 1.24

L__—_f,__ N
All dimensions in inches. X Not installed.

Comments:

Remove grout. Lower pole by backing-

off lower (leveling) nuts two (2) turns

(0.33 inches). Replace nuts using thread-

locking liquid or tape. Replace

grout. Minimum protrusion will be 0.16 inches, or 1 thread at Bolt 1.




JFK POLE 92 CB1107

Ex. 4

Bolts 1% -8 UNC One thread equals 0.167 inches

Bolt No | Grout Base Flat Lock Nut Bolt |
‘ Depth Thickness | Washer | Washer Protrusion

1 2.3 1.5 0.17 X 1.46 0.89

2 2.3 1.5 0.17 X 1.46 " 0.05

3 2.3 1.5 0.16 X 1.47 0.57
|4 2.3 1.5 0.17 X 1.47 0.54
All dimensions in inches. X Not installed.
Comments:
Reinstall all bolts using thread- iqui . Minimum protrusion

will be 0.05 inches, or .3 threads at Bolt 2. Notethese are heavy nuts and
full engagement length is provided with less than 1 thread protruding.




JFK POLE 15 CB0304

Ex. 4

Bolts 1% -6 UNC  One thread equals 0.167 inches

Bolt No | Grout Base Flat Lock | Nut Bolt |
' Depth Thickness | Washer | Washer Protrusion
1 2.2 1.5 0.22 0.37 1,23 0.40
2 2.2 1.5 0.22 0.38 1.37 0.43
3 2.2 1.5 0.21 0.38 1.27 0.53
4 2.2 1.5 0.22 0.40 1,27 0.08
All dimensions in inches.
Cominenis:
Remove lock washers from all bolts; replace nuts using thread-locking

lqwd or tape. Minimum protru:on will be 0.48 mces,or 2.9 threads at

Bolt 4.




JFK POLE 17 CB0306

Ex. 4

Bolts 1% -6 UNC  One thread equals 0.167 inches

Bolt No Grout Base Flat Lock Nut Bolt
Depth Thickness | Washer Washer Protrusion

1 2.2 1.5 0.20 0.37 1.24 0.52

2 2.2 1.5 0.18 0.39 1.28 0.54

3 2.2 1.5 0.19 0.37 1.27 0.36

4 S22 1.5 0.16 0.34 1.24 0.52

All dimensions in inches.

Comments:

Minimum protrusion is 0.36 inches, or two threads. All bolts are acceptable.




JFK POLE 18 CB0307

Ex. 4

Bolts 1% -6 UNC  One thread equals 0.167 inches

Bolt No \ Grout Base Flat Lock | Nut Bolt
Depth Thickness Washer | Washer Protrusion

1 1.8 1.5 0.20 X 1.30 0.27

2 1.8 1.5 0.19 X 1.27 0.08

3 1.8 1.5 0.20 X 1.43 0.10

4 1.8 1.5 021 | X 1.44 -0.03

Al dimensions in inches. X Not installed.

Comments:

Remove grout. Lower pole by packing-off lower (leveling) nuts iwo (2) turns
(0.33 inches). Replace nuts using thread-locking liquid or tape. Replace
grout. Minimum profrusion will be 0.3 inches, Or 1.8 threads at Bolt 4.




JFK POLE 19

2901

Ex. 4

Bolts 1% -6 UNC  One thread equalé 0.167 inches

Bolt No Grout Base Flat Lock Nut Bolt
Depth Thickness | Washer | Washer Protrusion
1 2.0 1.5 0.20 0.38 1.28 0.52
2 2.0 1.5 0.22 0.35 1.25 0.54
3 2.0 1.5 0.20 0.37 1.27 0.54
|4 2.0 1.5 0.23 0.38 1.28 0.16
All dimensions in inches.
Comments:
Remove lock washers from all bolts; replace nuts a thread-locking

liquid or tape. Minimum protrusion will be 0,54 inches, or 3.2 threads at

Bolt 4.




JFK POLE 21  CB2902

Ex. 4

Bolts 1% -6 UNC ~ One thread equals 0.167 inches

[ Bolt No Grout | Base | Flat Lock Nut “Bolt |
Depth Thickness | Washer | Washer Protrusion _

1 1.8 15 0.19 0.37 1.26 0.40

2 1.8 15 0.19 0.37 1.29 0.10

3 1.8 15 0.19 0.37 1.29 0.28

4 | 18 15 0.20 027 | 128 | 024

All dimensions in inches.

Comments:

Remove lock washers from all bolts: replace nuts using thread-locking
liquid or tape. Minimum protrusion will be 0.47 inches, or 2.8 threads at

Bolt 2.




JFK POLE 38 CB1506

Ex. 4

6 UNC One thread equals 0.167 inches

Bolts 1%2 -

] G | e [ e
_ 0 Thickness Washer

m-m-m

123 |

“ﬂ-_ o

Comments:
Minimum D rotrusion is 0.34 inches, of iwb threads. All bolts are accegiable.




JEK POLE 24  CB1601

Ex. 4

Bolts 1% -6 UNC One thread equals 0.167 inches

Depth Thickness Washer Protrusion

--!--E

Comments:

0.42 inches, of 2.5 threads. All bolis are accepi’abie.

Minimum protrusion is




JFK POLE 25 CB1602

Ex. 4

Bolts 1% - 6 UNC One thread equals 0.167 inches

Comments:

Remove lock washers_from all bolis; replace nuts using thread-locking
liquid or tape. Viinimum protrusion will be 0.14 inches, or 0.8 threads at
Bolt 3. Note these are heavy nuts and full enaagement length is provided
with less than 1 thread protruding.




JFK POLE 40 CcB2303

Ex. 4

Bolts 1%z - 6 UNC One thread equals 0.1687 inches

Comments:

Remave grout. Lower pole by packing-off lower (leveling) nuts four (4)
turns (0.67 inches). Install minimum thickness (0.16 inch) flat washers on
Bolts 2 and 3. Replace nuts using thread-locking liauid or tape. Replace
grout. Minimum protrusion will be 0.18 inches, or 1.1 threads at Bolt 3.
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FOR OFFICIAL USE ONLY S9AAO-AB-GOS-010
2004 Edition

GENERAL SPECIFICATIONS FOR OVERHAUL
OF SURFACE SHIPS (GSO)
DEPARTMENT OF THE NAVY
NAVAL SEA SYSTEMS COMMAND

SECTION 075
THREADED TFASTENERS

0750, Scope
This section contains requirements for threaded fasteners ot contained in other sections of these specifications.

075D, Goneral (New Tustallations and Modifications to Existing Systems)
This section defines threaded fastener requirements applicable to shipyard assembled joints and attachment of machinery and

componenis to their foundation or to hull structure. Threaded fastener requirements for components shall be as defined in the applicable
rmilitary component specification except that where no requiresents exist, the requirements herein shall apply.

Definitions shall be as given in the following:

Sorew-Thread Standards for Pederal Services, FED-STD-H-28.
Glossary of Terms for Mechanical Fasteners, Standard ANSI B18.12.

Sorew threads shall comply with the standards of FED-ST D-H-28 or standard ANSI B1.1. Threads for fasteners shall be of the unified
series unless otherwise speoified.

Where the use of a thread locking compound is allowed, the material and its application shall comply with Mil. Spec. MIL-8-22473
and be inspected, after installation, in accordafice with DOD-STD-1371. Theuse of & olags 2 or 3 thread fit with a thread looking oompound
may be used in leu of a class 5 thread fitas an alternative method for setting studs where design temperatures are 200 degrees F or less.

Unless otherwise specified, bolts and studs shall e installed in holes no greater than the following sizes (see Section 072 for shock

requirements):

Nominal Bolt Dia. Maximum Dia, of Hole
(Inches) (Inches)
3/4 inch & smaller Bolt diameter + 1/32
Larger than 3/4 in. Bolt diameter + /16

Conting of fasteners shall bs in accordance with MIL-§-1222, See Section 070 restriotions on the use of cadmium plated fasteners.
Threaded fasteners shall comply with the following speoifioations:

Studs, bolts, hex cap sCrEws and nuts  MIL-S-1222

Cap serews - socket head FF-8-86
Machine sorews FP-S-92
Setscrews FF-5-200 & FF-S-210

Threaded fasteners of commercially stocked lengths shiall bs used unless otherwise speoified or approved, The following provides the
guidance that should be used for threaded fastener installations, '

a.  For any Instellations where new fasteners are being installed. ] .
(1) The minimum thread protrusion for male threaded fasteners is one full thread beyond the face of the nut or plastlo insert of

self locking nuts. Excessive protrusion should be avoided, partioularly where necessary olegrances, accessibility and safety are important.
Where practicable, the mumber of threads protruding should not exceed five, Inno caseé should thread protrusion exceed ten threads. In the
case of studs, excessive thread protrusion may indicate that the stud has not been propeily driven in the blind hole,

(2) For self-locking (plastio insext) nut installations, where the distance from the face of the nut to the edge of the plastic insert
is equal to or greater than the chamfer on the bolt or stud end, the bolt or stud end may be flush with the faco of the nut after the threaded
fasteners have been instailed and tightened. Tests and service experienoe have shown this to provide sufficient thread engagement for these
instatlations.

b.  For existing threaded fastener joints and for installations where threaded fasteners are being reused, '

(1) Where standard or heavy hex nuts are used the acceptabls minimum protrusion would be where the leading edge of the
first male thread on the bolt or stud end is flush with the face of the nut, No maximum amount of thread protrusion is established except
where excessive protrusion oould cause damage to machinery or harm to personnel.

1 Section 075
FOR OFFICIAL USE ONLY
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Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:11:139 ‘ Marlboro, MA 01752-3799 USA
06 December 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, qr. Resident Engineer
Subject: Future Software or System Release

Reference: Purchase Otder 45000-44655, Contract No. 4600006166 - THE
MULTIL-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: Meeting — 1 December 2011 — Future Software or System Release

Dear Mr. Hicks:

Raytheon would like to document the understanding regarding future software or system releases
that were discussed in the meeting held on December 1,2011 at the PATC.

Prior to the turn over at Phase 1, Raytheon coordinated the software releases, configuration, and
functionality at the airports through the SPM - namely working with Rainer Burget and Alan
Bright.

Now that the systems are operational with Phase 1 at each of the 4 airports, we recognize that
any software or system update may be disruptive to the on-going airport security operations. Asa
result, it is our understanding that the primary coordination for software and system functionality

releases should take place with the Airport Security/Operations teams, namely:

s EWR - Pat Bonner
» TEB - Pam Phillips

o LGA - April Gasparri
o JFK - Sean Porter

As an example, and as you are aware, we would like to transition EWR and TEB from the P1B2
software release to the P3B2 software release. As these are operational systems and since the
transition may involve some system down time as well as some changes to the operator interface
we should coordinate directly with Pat Bonner and Pam Phillips. We will copy Rainer and
Burger and Alan Bright on any of the associated correspondence, and will plan to keep SPM
informed through communication with Rainer and Alan.



Letter No: AFB:PA:11:139

Page 2

It is our understanding that this is the approach that we sh

advise if this understanding is incorrect.

If there are any questions concerning this matter, p

Sincerely,

Raytheon Company

s
tr/

STy “4
o i P
./('r(rél F il

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com

Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

ould use going forward. Please

lease contact the undersigned.




Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:135 Marlboro, MA 01752-3799 USA
21 November 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Sr. Resident Engineer

Subject: LGA and TEB UPS Environmental Problems

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTIFACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks,

This letter is to detail the environmental problems that Raytheon is encountering at LGA and
TEB with regards to the indoor UPS systems.

LGA

The Eaton 9355 UPS located in Room SR1 of the Central Terminal Building (CTB) is designed
to provide backup power to the operational PIDS hardware in the Central Terminal Building
(CTB). This operational hardware includes the Control Display Workstation (CDW) used by the
PIDS Operator in the Operations Control Center (OCC). In addition it powers the equipment in
CTB Room CR5. This room contains the Secondary CDS, the CTB Pathfinder Marine Small
Target Tracker (MSTT), and nodes 3 and 3A. The room the UPS is located in has neither air
conditioning nor ventilation. This situation has been shown to introduce risk in the use of the
UPS. The room does have a sprinkler head in it which meets the fire suppression requirements
for a UPS.

The Eaton 9355 UPS has an operating range of 50° — 104° F. The optimal temperature for the
batteries used in the unit is 77 °F. On?25 Aug’1! the Eaton technician serviced this UPS and
noted that the room temperature was 79° F. He also informed us that for every 15° F above 77 °
F the battery life is reduced by 50%. On 26 Oct "11 Eaton atrived approximately 5 hours after
the UPS was shut down due to overheating and found the temperature around the top of the UPS
to be about 90° F. The Extended battery cabinet, which contains 72 batteries, was deenergized
on 26 Oct and remains in that state. The main UPS cabinet was left on as it contained
undamaged batteries and would provide a few minutes of emergency power to provide some
hope that the PIDS could be shutdown in an orderly fashion. On 8 Nov *11 Fred Cox found the
temperature in SR1 to be 93° F. To ensure that the high heat did not cause a crisis the UPS was
taken off line. The unit remains off line awaiting some means to cool the room so the unit can be
safely operated.



Network Centric Systems
1001 Boston Post Rd
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The safe and effective operation of the CTB UPS requires that a means be provided to
adequately cool room QR]. Ifit is not possible to cool SR1 the UPS needs to be relocated to a
room that can be properly cooled. Table 12, page 85 of the PowerWare® 9355 UPS 20/30 kVA
Installation and Operation Manual states that the heat rejection of a 30 KVA unit like that found
in the CTB is 13,831 BTU/hr. Itis believed that this value does not account for the Extended
Battery Cabinet.

TEB

A similar unit at Teterboro is located on the fourth floor of the Old FAA Tower, Atlantic Hangar
3. This UPS unit provides backup power for Node 4 and all equipment associated with that
node. The unit is an Alpha NOVUS 5000 RM Indoor unit (Part Number 026-061-21), and this
unit was serviced by an Alpha technician on October 14, 2011. 1t was at that time that Alpha
informed Raytheon that one battery is swollen and dead, needing replacement, and the othet 7
show signs of bloating from excessive heat exposure. Similar to the Eaton units, the optimal
battery tempetrature range is 70°F to 77°F.

The temperature in the room where the UPS located, during the summer months, is too high for
propetr health of the UPS. Because of the multiple windows in the room allowing direct sun light
to come in and because the room is on the 4th floor (where the heat rises), the room’s
tempetature is very high without ample ventilation and cooling. It would be possible to remove
some window panels and put in (at the least) yentilation in the form of an AC unit or window
fans. The Node, UPS and one CB are the only things that exist in the room so it should be
feasible to alter the room in such a way as to reduce the temperature in the summer. Otherwise,
we would need to relocate that unit to a room with more moderate temperature.

The UPS for LGA has been under warranty and maintenance since March 29, 2011 and the UPS
for TEB has been under warranty and maintenance since October 12,2010. As a consequence of
the environmental conditions that contribute to the degraded battery life - including the necessary
replacement of failed or swollen batteries, the Port Authority must take responsibility for the
costs associated with the battery failures and the subsequent maintenance/replacement.

Raytheon recommends that the Port Authority identify a location to move the UPS where the
environment can be better controlled or that the Port Authority install the proper environmental
controls in the UPS current locations.

As you know, the poor environmental controls at 1.aGuardia led to the battery swelling incident
which ultimately led to the complete loss of power for the CDS rack (the loss of power was
actually caused by a Port Authority person disconnecting all power from the UPS because of
concerns over the battery swelling). This incident in and of itself is a cause of serious concern for
both Raytheon and the Port Authority Operations team at LaGuardia.
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As the root cause of this was a facility issue, and the reason the UPS was powered off was due to
the actions of the Port Authority, Raytheon does not recognize that replacing the batteries in the
CTB UPS as in scope work, and Raytheon intends to send a cost to the Port Authority to
reimburse us for this activity undet a separate letter.

Given that the CTB room is not yet environmentally controlled and that the replacement batteries
will be subject to over temperature conditions at this time, we recommend that we delay the
installation of new batteries into the CTB UPS until the environmental conditions are corrected.
However, should the Port Authority so direct we will order and replace the batteries at additional
cost to the Port Authority with the Port Authority assuming the risk of the lesser battery life. Of
course, without the batteries in the UPS the Port Authority also assumes the risk of complete loss
of the secondary system should a power outage occur. So we await Port Authority direction in
this regard.

Similar direction is requested at Teterboro. Until the environmental conditions are corrected
there, any new battery installation is subject to a degraded life and over temperature condition.

Should you have any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

(bl 7 Bk ——

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Security/Transportation System

1001 Boston Post Rd
Letter No @ AFB:PA:11:131 ' Marlboro, MA 01752-3799 USA
07 November 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Raytheon Submittal — Initial PIDS Maintenance Plan - LiveLink
Enclosure: (1) PIDS Maintenance Plan 111106.docx
Reference: Purchase Order 45000-44655, Coniract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER [NTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with the requirements of the reference contract, Raytheon hereby submits enclosure (1), as the
PIDS Maintenance Plan 111106.docx. The document has been posted to LiveLink at the following location:

v

- —T
-\ Corvespondance |

L3
L.? Project Webslte Homs

1.7} sacurity Capital Program

|| PIDS RFP MFA 134308 L

"} pIpS Stage Iv Design & Installation | ..
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1) correspondance
=il

IJB'-'B27'PSF’"O—E?E§WTI’PE\WW"M& | Final submittals.ndf =

yal{

|0 5 new E:mall Folder )

pA review of Training Plan Submittal.msg =

O
| 2l
| (0 @] pos Naint Flan 111106 Initlal.doox =}

1f there are any questions concerning this matter, please contact the undersigned.



Network Centric Systems
Security/Transportation System

1001 Boston Post Rd
Letter No: AFB:PA:11:131 Mariboro, MA 01752-3799 USA
Sincerely,
Raytheon Company

Arthur F, Bastian .

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:116 Marlboro, MA 01752-3799 USA
14 September 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks — St. Resident Engineer
Subject: LaGuardia (LGA) Airpott, Phase | Test Readiness Review (TRR)
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - PERIMETER

INSTRUSION DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Tn accordance with our subject contract requirements, notification is hereby given that the PIDS Phase 1
TRR for the LGA airport will be held on Thursday, 22 September 2011. The review will be held at the
L.GA Hampton Inn Hotel on Ditmars Blvd. The review will begin at 9:00 AM.

Should you have any questions or need additional information, please feel free to contact the undersigned.
Sincerely,

Raytheon Company

Arthur F, Bastian

Raytheon Contracts Manager
Command and Control Systems
Phone: 508-490-3448

Fax: 508-490-3151
E-mail: Arthur F_Bastian(@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:103 Marlboro, MA 01752-3799 USA
18 August 2011
Port Authority of New ¥ ork and New Jersey

741 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: RTN Proposal_PACC 51
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: 1) Ed Hick’s email to RTN, dated July 22,2011
2)PACC 00051, dated July 22, 2011

Dear Mr. Hicks:

Raytheon is pleased to provide this Firm Fixed Pricing Proposal for work, as requested under PACC
51. Raytheon’s firm fixed price for PACC 51 is $19,000. ‘ '

This price included all labor, material and equipment required in order t0 complete the scope of work
described in PACC 00051, dated July 22, 2011.

This offer is valid for thirty (30) days from the date of this letter.

Should you have any questions ot need additional information, please contact the undersigned.
Sincerely,

Raytheon Company

//':- /7 / S
(b, £ B

Arthur F. Bastian

Raytheon Contract Manager
Command and Control Systems
Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:102 Marlboro, MA 01752-3799 USA
15 August 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: JFK Video Viewing Process
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-1 34.308

Dear Mr. Hicks:

Recently, there have been a number of multiple requests, from multiple sources, to view and create copies
of video at JFK produced by the PIDS equipment.

In the past, it has been Raytheon’s policy to provide video to credentialed personnel of the Port Authority
Aviation and/or Port Authority Police Departments. Raytheon documents every transaction with a log
that captures who requested, who viewed and if a copy of the video was supplied. The log also details the
event and the reason for the request. :

This letter is to advise the Port Authority that Raytheon has documented verbal instructions from the PA
and email confirmation of instructions into a policy for release and/or viewing of PIDS generated video.

This letter is also being sent to make the following request;

1) As ConOps is the responsibility of the PA, request “contractual confirmation” of the documented SOP
for JFK with contact information of site authorized personnel.

2) Request SOP for all other airports.
Should you have any questions, please contact the undersigned.
Thank you.

Raytheon Company

YA
el Gl

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone; 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Command and Control Systems

1001 Boston Post Rd
Letter Mo : AFB:PA:11:096 Marlboro, MA 01752-3799 USA
04 August 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr, Edward Hicks
Subject: Submittal of EWR Plastic Fence Summary
Enclosure: (1) EWR Plastic Fence Summary.ppt - Livelink
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THRE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Per our briefing presented to the Port Authority on August 1, 2011, Raytheon is pleased to
submit for your review, the EWR Plastic Fence Summary Presentation. This presentation can be
found in Livelink at the following location:

:Ei;(,Pro-je\_:t welstta Home
_ Secuiity Capital Frogral
! PIDS RFE MPA 134508
I FIDS Stage Iv Design & Installation

‘i PIDS EWR

" FWR GBL Trairiings
Raytheon believes we have collected sufficient data to warrant a recommendation that the entire
plastic fence at the Newark Airport be modified with the cross bar design that was established for

three test zones in June and July.

While we would have preferred more 'windy' days that would provide more information under
adverse weather conditions, as the report indicates during the windy days that did occur, the
alarm rate along the modified plastic fence zones was significantly lower. We believe the alarm
rate is a function of the fence integrity as well as wind direction and speed, so even after the
modifications are completed along the entire fence line we do expect some variability in

performance.
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Command and Contro! Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:096 Marlboro, MA 01752-3799 USA

Page 2

However, assuming weather patterns meet the distribution included in the presentation that were
obtained from National Weather Service data, we anticipate that the number of alarms along the
plastic fence will be manageable for the operator once the modifications are complete.

As we have agreed to deliver the Newark phase 1 capability without including the plastic fence
zones, we recognize that as a performance issue, we would like to rectify this issue as soon as we
can, Therefore, we request that you reaffirm the commitments made, to make the appropriate
modifications to the plastic fence and provide the construction schedule so that we can make

appropriate plans.

Should you have any questions or need additional information, please contact either Mr. Ed
McFarlane or the undersigned.

Thank you.
Sincerely,

Raytheon Company

I IO A

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F_Bastian(@raytheon.com
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Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:093 Marlboro, MA 01752-3799 USA
29 July 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks — Sr. Resident Engineer
Subject: LGA Operator Training Notification
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - PERIMETER

INSTRUSION DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon is providing notification of our intent to conduct Operator Training at LaGuardia (LGA) airport.

Raytheon’s outlook is for three (3) 2-day Operator Training classes that will begin on September 22nd
and conclude on September 29th with a ‘Go Live’ anticipated on 9/30/11. Final, firm training dates are
dependent upon the successful completion of LGA Fld AT test results and the actual schedule and will be
coordinated with the Port Authority as the testing concludes.

If you have any questions in this regard, please contact Philip Bugnacki (508.335.4418), or the
undersigned.

Sincerely,

Raytheon Company
[ivcbs £ fBade—

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:090 Matlboro, MA 01752-3799 USA
26 July 2011
Port Authority of New York and New Jersey

141 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mz. Edﬁ/ard Hicks — St. Resident Engineer
Subject: Newark (EWR) airport, Phase 1 Test Readiness Review (TRR)
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - PERIMETER

INSTRUSION DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with our subject contract requirements, notification is hereby given that the PIDS Phase 1
TRR for the EWR airport will be held on 1 August 7011. The review will be held in the EWR snow 1oom
in EWR bldg 79 from 1300-1600. The associated testing will be conducted from 2-5 August 2011 in the

PIDS integration facility in EWR bldg 79.

Should you have any questions or need additional information, please feel free to contact the undersigned.

Sincerely,

Raytheon Company

(i £ Bk —

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:087 Marlboro, MA 01752-3799 USA
20 July 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: PATC Training Manuals

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE
‘ MULTIL-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: PIDS Contract, Book 1T
Dear Mz. Hicks:

This letter is to inform you that Raytheon has submitted the PIDS Overview presentation used
for PATC Viewer training. This satisfies a portion of the Training Material specified in Book II
Attachment D CDRL list.

The file has been downloaded to LiveLink in the following location:

Project Website Home > Security Capital Program > PIDS RFP MFA 134,308 > PIDS Stage
IV Design & Installation > 51.06.56 PIDS Training > 2011 PATC Training Presentation —
PIDS Overview

If there are any questions concerning this matter, please contact Jake Slaughter (719.641.4635)
or the undersigned.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:086 Marlboro, MA 01752-3799 USA
14 July 2011
Port Authority of New York and New Jersey

241 Frie Street, Room 238
Jersey City, NJ 07310

Attention: M, Edward Hicks
Subject: Request for Port Authority Direction — LGA AOA Line Changes
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Reference: Raytheon Letter AFB PA 11 070, dated 25 June 2011 (EWR)
Dear Mr. Hicks:
This letter is to request written direction from the Port Authority in regards to the AOA secure line at LGA.

As you know, there have been several changes at LGA, particularly near the new ARFF building and the West side
of the airport just North of Parking Lot 10E. For example, portions of historica) fence lines are no longer part of the
AOA secure line as they fall sither inside or outside of the AOA secure line.

Consequently, Raytheon recommends eliminating portions of zone CO1 which resides outside of the AOA secure
line (a gate that is in disrepair and a small portion of the old fence line), and portions of zone C07 which now resides
inside the AOA secure line.

Raytheon requires direction on how to proceed in the area north of Parking Lot 10B where fence line chatges have
been made and gate(s) have been added, This area does not have Zon¢ designations as the gate and fence are new.
Additionally, Raytheon requires direction on areas near the ARFF building. This includes zones mmediately north
of the AREF building (Zones C4 and C5 where the fence line has been modified and gate(s) added) and south of the
ARFF building (Zones C7 where the fence line has been rerouted and gate(s) added).

Due to these changes Raytheon can no Jonger be responsible for the AOA secure line until formal direction is
received regarding the changes to the AOA secure line and the direction from the Port Authority on how to proceed
in these areas. We must note that there may be a cost or schedule impact based on the direction received from the

Port.

Please review and please advise immediately.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448
Fax:  508-490-3151

B-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No @ AFB:PA:11:083 Marlboro, MA 01752-3799 USA

11 July 2011

Port Authority of New York and New Jersey
241 FErie Street, Room 238

Jersey City, NJ 07310

Aftention: Mr. Edward Hicks

Subject: TEB Operating Training_Phase !

Reference: Purchase Order 45000-44655, Contract No. 4600006 166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETRCTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:
This letter is to advise the Port Authority that operator training for phase 1 at TEB has been compieted. In order to
forward to Raytheon, the Port’s “gell off”” document or “permit to occupy”, here are the specifics of what Raytheon

completed.

The following classes and materials were provided:

PIDS Operator Training - 2 classes, 2 days each Dates: 20-21 June 2011 and 22-23 June 2011
Adttendees:

Alvarez, Timothy Cox, Camilla El-Gerby, Hanan Green, Tanisha

Irizarry, Orlando Jackson, Tariq  Reyes, Aurelio Rogers, Terrell

Affram, Enoch Alvarez, William Campbell, Rashawnda Cornejo, Eric

Felilciano, Guadalberto Little, Sultan Miller, Victoria

Materials Provided

20 Operator Manuals

20 Student Guides

Course completion cetificates for students

Course Critiques for each student

Written test, one (1) per student (scores have also been provided)
Student Name cards, which the students kept

Please forward the “sell off” document or “permit to occupy document”’, acknowledging completion of this task by
Raytheon. If there are any questions concerning this matter, please contact the undersigned.

Sincerely,
Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448/Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:081 ‘ Marlboro, MA 01752-3799 USA

07 July 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238

Jersey City, NI 07310

Attention:

Subject:

Reference:

Reference:

Dear Mr. Hicks:

Mr, Edward Hicks
TEWR Plastic Fence — Phase !

DPurchase Order £5000-44655, Contract No. 4600006166 - THE
MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

1) Bmail, A. Bastian to E. Hicks, dated 9 June 2011
2) Email, A. Bastian to E. Hicks, dated 14 June 2011
3) Bi-Weekly Meeting 9 June 2011

In the reference 1) and reference 2) emails, Ray”cﬁeon requested written concurrence to docurnent
what the Port Authority verbally stated; that the plastic fence is not part of the EWR Phase 1
Field Acceptance Testing.

To date, we have not received written confirmation from the Port Authority.

Therefore, Raytheon is moving forward with Phase 1 Field Acceptance Testing and assuming
that the plastic fence is not part of the EWR Phase 1 FAT.

If that is not a cotrect assumption, please let Raytheon know right away.

If there are any questions concerning this matter, please contact the undersigned.

Thank you.

Sincerely,

Raytheon Company

/)

- PR
({,/f:ll £Le VAR

Arthur F. Bastian

Raytheon Contracts Manager
Command and Control Systems
hone: 508-490-3448
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Command and Control Systermns
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Letter No : AFB:PA:11:081

Marlboro, MA 01752-3799 USA
Fax: 508-490-3151 .
F-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:080 , Marlboro, MA 01752-3799 USA
06 July 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: (1) Newark (EWR) airport, Phase 1 Test Readiness Review (TRR)
(2) Clear View P3 FAT TRR
(3) Newark (EWR) Phase 1 Pd, FAR/NAR and airport configuration review

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTL-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with our subject contract requirements, notification is hereby given that the PIDS Phase 1
TRR for the EWR airport will be held on 14 July 2011. The review will be held in the EWR snow room
in EWR bldg 79 from 0900-1100. The associated testing will be conducted from 18-21 July 2011 in the
PIDS integration facility in EWR bldg 79.

Notification is hereby given that the PIDS Clear View P3 TRR will be held on 14 July 2011. The review
will be held in the EWR snow room in EWR bldg 79 from 13:00-17:00. The associated testing will be
conducted in the LGA integration room,

Notification is hereby given that the EWR Phase 1 Pd, FAR/NAR and airport configuration review will
be held on 7 July 2011, The review will be held in the EWR snow room in EWR bldg 79 from 09:00-

10:00.

If there are any questions concerning this matter, please contact the undersigned.
Thank you.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager
Command and Control Systems
Phone: 508-490-3448

Fax:  508-490-3151



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:080 Marlboro, MA 01752-3799 USA
E-mail: Arthur F Bastian@raytheon.com



Network Ceniric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:078 Marlboro, MA 01752-3799 USA
05 July 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Background Checks and Non-Disclosure Acknowledgements
Enclosure: (1) Raytheon Master Cleared Persons ListﬂUpdatedjﬂO‘l_ZOl 1.xls

(2) Raytheon NDA’s_Security Handbook Updates.pdf (2 files)

Reference:. Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with the requirements of the reference contract, Raytheon hereby submits
enclosure (1), as Raytheon’s updated Master listing of Background Checks, Non-Disclosure
Acknowledgements, and Security Refresher Training.

Also, please find the enclosure (2) which contains additional acknowledgements that have
been received since the last submittal was made to you.

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

Y P R
[fi_,i:'lv'Cpl... £ Led——

Arthur F. Bastian

Raytheon Contracts Manager
Command and Control Systems
Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:079 Marlboro, MA 01752-3799 USA
05 July 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: Meeting Minutes — EWR NAVAIDS - Parking Lot Project

Enclosure: (1) Meeting Notes — EWR NAVAIDS Parking Lot Project — June 16, 2011
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Enclosed with this letter, are the meeting notes as recorded by RTN in relation to the EWR
NAVAIDS Parking Lot Project held on June 16, 2011.

Please review and please advise if these notes capture the essence and agreements made at
the meeting held in EWR Building #80 on the 16" of June. :

If the PA needs to make corrections or clarifications to the document, please use track
changes and return to my attention.

If there are any questions concerning this matter, please contact the undersigned.
Thank you.
Sincerely,

Raytheon Company

o) 7 ; a s
(lech F Pod—

Arthur F. Bastian

Raytheon Contracts Manager

‘Command and Control Systems

Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Meeting Notes — EWR NAVAIDS

Parking Lot Project
EWR Building #80
June 16, 2011

Attendees:
Port Authority Raytheon
Peter Rozpedowski — PA CMD Lauren Sampson
Fred Lamptey — PA SPM Ed McFarlane
Ed Hicks - PA Art Bastian
Tom Moroney — PA CMD Ed Bonny
John Mihalenko — URS — PA/CMD Steve Ropson

The reason for the meeting was to determine responsibilities, contract vehicle, scope of work,
payment for the Paving Lot project associated with the EWR NAVAIDS project at Parking Lot
P6.

Meeting notice from Ed Hicks had the following agenda items:

PURPOSE:

As a result of our PIDS Update meeting last week, it became obvious that a meeting was needed
to discuss Raytheon’s participation in the NAVAIDS project and their work as a subcontractor to
HBC. We need to discuss the following,

* Status of design.

Underground infrastructure

Additional Sensors required

Required testing, Integration etc.

Schedule

“Order of Magnitude” Cost based on the above

3=

* ¥ ¥ ¥ *

Note: HBC was not a part of the meeting.

Ed Hicks began the meeting with some history and where we are today and what needs to be
done in the short and long term.

Step 1:

Ed Hicks agreed that he/the PIDS program/contract will pay for the following work under “net
cost”. Instep 1, RTN agreed to do the following

- Site Survey

- Drawings

- Design

. Tstablish where the PIDS infrastructure would need to be in order for all the under-
ground work to be done now before the parking lot gets paved. Use “marked up
drawings”.



Meeting Notes — EWR NAVAIDS
Parking Lot Project
EWR Building #80
June 16, 2011

Page 2

PA agreed to “over conduit” the lot

It was agreed between RTN and the PA (Bd Hicks) that we would bill the PA for all the cost of
worlk already spent by RTN on this project, such as initial work done by Ed Bonny already.

Ed Hicks asked Ed Bonny (look over their shoulder) to monitor the under- ground work being
done by HBC and/or their subcontractor in order to get the needs of PIDS done correctly. PA
agreed to pay for Ed Bonny’s time invested in this effort.

Step 2:

The “construction worl” that would need to be done by the RTN PIDS program. This work 1s
later and will be handled in a contract petween HBC and RTN.

Parking Lot P6 now, Parking Lot F is going in the same direction in the future.



Network Centric Systems
Command and Control Systems

1001 Boston Post Rd
Letter No: AFB:PA:11:075 Marlboro, MA 01752-3799 UsA
30 June 2011
Port Authority of New York and New Jersey
741 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks

gr. Resident Engineer

Subject: Process for Administrative Changes
Reference: Purchase Order 45000-44655, Contract No. 4600006166 -

THE MULTI FACILITY AVIATION PERIMETER
INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308

Dear Mr. Hicks:

As part of our system administrator role that begins following the completion of Tield Acceptance-Test,
we recognize that over time we will receive a number of requests from the Port Authority to address items

such as:

1. Add or delete users from the system

2. Add or modify suppression Zones and/ or alarm areas

3. Reconfiguration of sensors (reposition, retune, ete)

4. Pull stored video recordings
5, Provide reports

This list is representative and is not inclusive. Other changes will come up. We want to clarify the
process that Raytheon and the Port Authority will use to make such administrative changes. We intend to
implement changes of this nature by the following means:

1. RFI

2. Email direction from the SPM Office

7 Bmail direction from the local Airport Security Office

4. Email direction from Aviation representative

5 (Contractual direction from designated Port Authority contracts officer
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Letter No : AFB:PA:11:075 Matlboro, MA 01752-3799 USA

Page 2

While the direction can come to any of our key program personnel - program manage, engineering lead,
sensor lead, integration and test lead, deployment lead, or airport leads, we will maintain a log of
requested changes through our contracts organization,

Please advise if you would like us to follow a different process or if you plan to have a single point of
contact who will manage administrative items (such as user accounts and the other items listed above) for
all the airports. We have already received and implemented several requests at Teterboro Airport - such as
the radar suppression zone to be in place during the runway repavement project.

Thank you.

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company
(el ¥ Bod—

Arthur F. Bastian

Raytheon Contracts Manager
Command and Control Systems
Phone: - 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
Command and Control Systems

1001 Boston Post Rd
Letter No: AFB:PA:11:064 Marlboro, MA 01752-3799 USA
14 June 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks
Subject: LGA — Sensors P1001/R1001 at Hangar 7N Roof
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULT!-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

This letter is to request formal direction (authorization to proceed with the work) and to request a PACC
for the work needed at LGA regarding Hangar 7N roof and sensors.

As you may be aware, the RE at LGA has been in some discussion with Greg Read about sensors on the
Hangar 7N roof. We believe the PA wants to move them, although we do not have all the details.

Here are some things to consider:

1. Downtime for waterside camera — coordination with security operations

2. Moving the camera - camera configuration, alignment, cabling, and line of sight measurements
3. Mount stability and video quality

4. We need to evaluate the effect on our radar license (are we moving it more than the allowed distance
that does not require a new license) as well as the effect on performance (for both radars and cameras).

5. Impacts to test plan and effects on drawings that Raytheon provides
6. Schedule

In any case, whatever we do, Raytheon will need your formal direction. [f there are any questions
concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

(bl 7 Bod——

Arthur F, Bastian - Raytheon Contracts Manager
Command and Control Systems

Phone: 508-490-3448/Fax:  508-490-3151
E-mail: Asthur F_Bastian@raytheon.com
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Command and Control Systems

. 1001 Boston Post Rd
Letter No ¢ AFB:PA:11:061 Marlboro, MA 01752-3799 USA

09 June 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Afttention: Mr. Edward Hicks
Subject: Potential Node Damage_Continental Baggage Project
Reference: 1) Port Authority Letter, dated October 28, 2010, titled: EWR Airport —

Temporary Permit To Occupy or Use for Infrastructure

2) Raytheon Letter, AFB HOLT 01 001, dated 31 May 2001 to Holt
Construction (CC Port Authority)

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

This letter is to advise the Port Authority of the potential for damage to Node 11, Guard
Post C4 at EWR. Should Holt Construction choose not o move the Node 11 from the
current site during the Continental Baggage build out, there could be considerable damage.

Should this actually occur, it would therefore be the responsibility of the Port Authority
under this contract, to cover any and all costs of needed repairs done by Raytheon as a result

of the potential damage occurring in this area.

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur ¥ Bastian@raytheon.com
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Network Centric Systems
Command and Control Systems
_ 1001 Boston Post Rd
Letter No : AFB:HBC:PA:11:001 ~ Marlboro, MA 01752-3799 USA
~ 03 June 2011

HBC Co, Inc. Port Authority of New York and New Jersey
131 Washington Street 241 Erie Street, Room 238
Lodi, NJ 07644 Jersey City, NJ 07310

e
Attention; Mr. Jerry Hoogendoorn Mr. Edward Hicks
Subject: EWR NAVAIDS Parking Lot Paving — P6
Gentlemen:

This letter is being submitted to both HBC and the Port Authority to advise both parties on the current
status of Raytheon and the impact of PIDS to the upcoming EWR NAVAIDS Parking Lot Paving - P6.

Background:

In early 2010, Raytheon submitted a proposal to the Port Authority for the EWR NAVAIDS effort, based
upon establishing detection and assessment capabilities in the affected areas and the impact on the PIDS
equipment and program, The Port Authority on November 8, 2010, in a letter to Raytheon stated the
proposal was unacceptable. In January 2011, Raytheon, in a letter advised the Port Authority that
Raytheon had already expended significant resources with regards to assessing this effort and pulling
together a SOW, drawings and a proposal. Due to the long length of time between the original proposal
submittal and now, Raytheon’s proposal has expired and is no longer valid due to the following reasons:

o Updated drawing package is different from what was originally proposed

e Updated contract relationéhip. Raytheon was advised that due to budget constraints on the part of
the Port Authority, Raytheon would need to work under a different contract vehicle (HBC and
NAVAIDS).

o Proposal was not comprehensive — did not include tracking requirements, effects on data storage,
pre-alarm video, etc.

s Proposal did not address the maintenance aspects of any updated implementations.

Today:

Raytheon is willing and able to work with both HBC and the Port Authority on this project, but there
needs to be a contract vehicle in place in order to put together a detailed design.

There are two options in moving forward:

1. Raytheon requires a contract from HBC with funding and that our next step is to do a detailed site
survey considering the latest NAVAIDs drawing package and all the PIDS program requirements
some of which were omitted (ie: tracking) in the initial proposal. Until then Raytheon cannot give
a good indication of the best places for conduits as the initial design may add new poles or move
the planned poles to accommodate fracking.
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2. Raytheon provided HBC the drawings that were part of the original proposal of last year
with no mark ups (since Raytheon did not do any new design in the meantime) but the drawings
are not warranted and it is likely that after Raytheon does the site surveys and final designs the

conduits would probably need to be modified. Raytheon met with HBC on June 1, 2011 and:

e Went over NAVAIDS current drawing changes
o Reviewed previously submitted design drawings
o Performed cursory walk through.

o Discussed a plan forward.

HBC can use this information in implementing its design, although Raytheon cannot watrant the design.
HBC and the Port Authority would be moving out at their own risk.

Please note that both approaches have the caveat that expediting this in any way breaks the process we
agreed to follow in our discussions held on and documented on November 1, 2010. (PACC to HBC for
site survey > subcontract from HBC to participate in site survey > cost and design proposal done based on
site survey - as part of the PACC and subcontract > new PACC to HBC to implement the design > new

subcontract from HBC to Raytheon to implement the design > n parallel update to the maintenance
contract to accommodate the new design).

Finally,

In closing, Raytheon is doing all that it can, in good faith and without any contract, funding or assurances
of cost reimbursements in place. '

Raytheon needs a contract in place today in order to continue to move forward with support.
If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

”

[l F Bol—

Arthur F. Bastian

Raytheon Contracts Managet

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Letter No : AFB:PA:11:060 Marlboro, MA 01752-3799 USA
01 June 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: | Mr. Bdward Hicks
Subject: Background Checks and Non-Disclosure Acknowledgements
Enclosure: (1) Raytheon Master Cleared Persons List Updated_5_31_2011 xls

(2) Raytheon NDA’s: Security Handbook Updates.pdf (2 files)

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with the requirements of the reference contract, Raytheon hereby submits
enclosure (1), as Raytheon’s updated Master listing of Background Checks, Non-Disclosure
Acknowledgements, and Security Refresher Training.

Also, please find the enclosure (2) which contains additional acknowledgements that have
been received since the last submittal was made to you.

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

(_,»l/L’CéLm F é;-/"‘—‘“

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax;  508-490-3151

E-mail: Arthur F_Bastian@raytheon.com
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31May 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks
Subject: Teterboro (TEB) airport, Phase 1 Test Readiness Review (TRR)
Reference: MULTI-FACILITY AVIATION PERIMETER INTRUSION

DETECTION SYSTEM (PIDS) SECURITY DESIGN, PURCHASE,
CONSTRUCTION, INSTALLATION, AND INTEGRATION AND ON-
SITE MAINTENANCE - MFA-134.308M

Dear Mr. Hicks:

In accordance with our subject contract requirements, notification is hereby given that the PIDS Phase 1

TRR for the TEB airport will be held on 2 June 2011. The review will be held in the large conference

room in TEB bldg 72 (90 Moonachie Ave) from 0900-1100. The associated testing will be conducted
from 3-7 June 2011 in the PIDS integration facility in TEB bldg 72.

This letter is to confirm the mutually agreed upon date of 2 June 2011 from previous email’s between
Raytheon and the Port Authority.

Should you have any questions or require further information, please contact the undersigned or Ed
McFarlane at Edward J McFarlane@raytheon.com or 727-302-3138.

Sincerely,

Raytheon Company

(Lt £ 2Rt

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3443/Fax.  508-490-3151
E-mail: Arthur F_Bastian@raytheon,com
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Letter No : AFB:PA:11:055 Marlboro, MA 01752-3799 USA
19 May 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mz, Edward Hicks

Subject: Maintenance Transition Plan — Executive Summary

Enclosure: Executive Summary Maintenance Transition Plan.pptx uploaded to
LiveLink

Reference: MULTI-FACILITY AVIATION PERIMETER INTRUSION

DETECTION SYSTEM (PIDS) SECURITY DESIGN, PURCHASE,
CONSTRUCTION, INSTALLATION, AND INTEGRATION AND ON-
SITE MAINTENANCE - MFA-134.308M

Dear Mr. Hicks:

Raytheon is pleased to begin initial dialog with the Port Authority regarding the upcoming PIDS warranty
and maintenance phase. We have outlined our approach and core principles that provide the foundation
for jointly developing a mutually successful maintenance contract.

We look forward to presenting the attached on Tuesday, May 24th from 3:00 - 5:00 at the Aviation Port
Authority offices (233 Park Ave 9th Floor CR 977).

You can find the Executive Summary Maintenance Transition Plan.pptx uploaded to LiveLink in the
following location:

Project Website Home > Security Capital Program > PIDS RFP MTFA 134.308 > PIDS Stage IV Design
& Installation > 51.06.92 PIDS Misc. Submittals > 110525 Maintenance Plan Exec Sum

Please review the Executive Summary prior to the meeting. We will walk through the presentation
together and have a dialogue.

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company

)

e r _ > S
{ (fl:ﬁ'/\ I Q&/ﬁ

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon.com
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Customer Success Is Our Mission

Maintenance Transition Plan

Executive Summary

Dave Davenport / Jake Slaughter

24-May-11

Capyrlghl©2010RayﬁheanOompany.All righls reserved.

Customer Suecess Is Our Misshon (s 3 reglatered {rademarkof Raylheon Company.
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V4 Network Centric Systems
Objectives
4

» Agreement in %7 '/%nciple on Maintenance Approach

— Based on DoD IBest Practice™

— Apply Lessons Leamed from Army Support Contracts

— Centralized Loglstics Approach

— Centralized Management of Warranty and Maintenance Contract

_ Define Maintenance Concepts
— Define and Measure Host Services Availability

= Fully understand PA Maintenance Contract players and roles
Introduce revised Maintenance Contract SOW
« Set the stage for detailed discussion

5/20/2011 | Page2

May 20, 2011
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Warranty/Maintenance Period Rayiheon
(W/M P) Approach Network Centric Systems

Modeled after DOD
Award Winning
ITAS CLS Program

The Contractor Loglstics
Support (CLS) program
supplies wholesale and relail
spare and repair improved
Target Acquisitlon System
(ITAS) parts and tracks sach
unit's inventory, ensuring
operatlonal readiness.

Since 2000, Raytheon has
malntained an average 99.7
percent operatlonal
readiness rate agalnst a
requirement of 80 percent.

!na
Adobe Acobal

Document
5202011 | Page3
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. . Metwork Centric Systems
Core Principles y

« Central Management of Warranty & Maintenance
— Fully Staged Maintenance Warehouse and Intermediate Maintenance =
Facility
_ Web-Based Computerized Maintenance Management System
— Manage PIDS as a Total System Based on Common Design _
= Central Warehouse / Maintenance Facility Features  ~— é{‘
— Single POC for Maintenance / Loglstics
— Reduction in Spares Inventory
— Smart Deployment of Malntenance Personnel
— One Set of Test, Measurement, and Diagnostic Equipment (TMDE)

— Reduced Logistics Footprint
» Single Warehouse as opposed to Four Warehouses -

— Lowest cost solution x

612012011 | Paged

May 20, 2011
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PIDS W/MP Organization Chart
NCS PMO
NCS Englneering .. RTSO Supporl
Reach back (PACC) T +Coniracls
System Englneedng T~w._  *Subconlracls
+ TestEnglneering \‘:z"pp'y Chata
- Fleld Englngering = Len Ear;co
¢  Loglstics* «Scheduls (IMS)
+ Drawings +Securly
< Supply Chaln AdminHR
TQA/QC
( } Radar/Fence Engineer
N P Camera Engineer
EWR/TEB JFKJLGA‘ Network Englneer
!

SW/SE Engineer SW/SE Engineer

Sr. Techniclan 1 Sr. Techniclan 1~ Part TIme

Technliclan 2 Techniclan 2

Technician 3 Techniclan 3 é”

Techniclan 4
Loglstles*: provistonlng, obsolescente, safety/HFE, environmentaf, Tech Manual, Iralning, testabliity, supply/iransport
6/20/2011 | Paga 6
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Rayihesn
Nelwork Centric Systems

Organization Philosophy

= Establish Program Structure Built Around Continuous Maintenance

Support

» Provided adequate staff to support night/weekend/holiday emergency
call coverage

Hire local NY/NJ talent

» Subcontract techniclans to HBE, [E, or similar

Sensor engineers float as required to support all airports

« Cross-train engineering staff to support each other

» All Techs will be Cross Trained, Badged, and Capable of Supporting

Any Facility

Provide Reach back support for Problem Resolutlon PACCs, etc.

a Provide part-time PMO support as required

» JFK Designated as Operational Headquarters
— Stage Techniclans at TEB and EWR as one entlty with EWR as prlmary
— Stage Techniclans at JFK and LGA as one entity with JFK as primary

u Provide sustainment/maintenance

o
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Warranty vs Maintenanc

'/ Rayiheon

Network Centric Systems

= Warranty Phase
— Design Responsibility — RTN
— Spares Ownership ~ RTN

— Continue Use of Engineering
Resources for Maintenance

N
« Maintenance Phase
— Stand Alone Contract
— Design Responsibility — PA
° PACCS
. Obsolescence

~ Spares Ownership — PA
— Transition Maintenance to 3"
Party Vendor e

§/20/2011 | Page7
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Impact of taggered Phases - Curren

Rayiheon
i\letwork Centric Systems

— 8lngleLayerTetection & Assessment
— Inltial Operatlonal Capabllity
— Remediation Continues

s Phase Il - Full Operational Capability
~ Remediation Complete

« Phases may be staggered by Alrport
— Potentlal of 8 Maintenance Perlods

s Phase I(S::H Omrlggers Inttiatlon of Warranty / Malntenance Perlod (W/MP)

Conceptual Schedule
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Maintenance Phase Synchronization Network Centlc Systems

Disparale alrport and phase warranly and malntenance periods wili be synchronized by eslablishinga common warranty starl
dale. The common warranty slart dala for ali PIDS assels Wi be calculated based on the slart dale of the final assel
permit and be proraled In arrears by dividing accrued monthly credils by Ihe monthly creditrate. An example:

Feb Mar

Assol A = $100/mo value; slart dale 2/1/11 Apr M§y Jun  Jul
14

Assel B = $300/mo value; slart date 2/1/11
Assal C = $400/mo valus; start data 3/1/11
Assel D = $200/mo value; slart date B/1/11

Monthly Cradit Rate = $100 + $300 + $400 + $200 = $1000/mo A Lasl Assel Sl;r\ Date

Accrued Monthly Credits =~
Assel A; $100/mo * 3 months = $300 month credit
+ Assot B: $300/mo * 3 months = 5800 month cradit ‘f-——-—
+ Assel C: 3400/mo * 2 manths = $800 month cradit :
+ Assel D; $200/mo * 0 months = $0 month credit
= $2000 month credils :

Common Warranty Start Date A common Warranly Start Date

= Las| Agset Slarl Date - (Accrued Monthly Crediis / Monthly Credil Rate * months)
= 6M4/11 - (52000131000) mo

= 6111 -2 months

= 3N

612012011 | Page ®
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M ai nienan ce Types Netwaork Centric Systems

PIDS
Malntenance. Severity
Catastrophic
" Blanned Unplanned " | Critical
(Corrective) | Non-Critical

RRE

PAResp.

Force Majeure Troubleshooling
Vandallsm
Accldenls

/2012011 | Page 10
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Planned Maintenance Network Centric Systems

« Planned Maintenance - activities to prevent failures
(preventative) or activities to provide system upgrades or
changes to existing configurations

= Planned Maintenance Actions Typically Include:
. Preventative Malntenance
« Upgrades and Revisions
« PAGCCs
. Obsolescence Remediation

5/2012011 | Page 11
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Unplanned Maintenance - Corrective Network Centrlc Systems

Corrective Maintenance is performed upon failure
— Corrective maintenance cannot be planned or scheduled — it is reactive
— It Is important to investigate causes for these failures
. |dentifles areas where additional training may be necessary
« Trend analysls for Future Conslderations
= Corrective Maintenance Actions Include:
— Random Failure - Primarily due to physical causes and only apply to the

hardware components within a system. This type of fault is often
caused by effects such as wear-out, corrosion, or thermal

— Induced Failures not attributable to random faults such as:
. Attributable to overstressing the hardware

. Damaging the hardware through Improper handling or events where the
hardware is damaged though neglect, mishandling or accldents.

. Caused by, or is directly attributable to, another “primary” incldent/event

5{20/2011 | Pege 12
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M ai nten ance Severity _ LGVG‘S Network Centric Systems

« Maintenance Severity Levels for Unplanned Maintenance
— Catastrophic
— Crltical
~ Non-Critical
— Rapld Recovery Event

5§/20/2011 | Page 13
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Catastrophic Failure Networl Centric Systems

Catastrophic Failure: A complete system failure of the
computing infrastructure
— The system is unable to detect through any sensor or the operator is
unable to assess through any camera.
— Complete system lock up or the inability to access all sensors
" _ No work-around exists to achieve an operational state
Response Time Within 2 Hours*
» Repair Time Within 12 Hours* /
« Host Services Availability Based upon Immediate Resolution
of Catastrophic Failures

Y

«assumes Timely Notification and Access to System

6/202011 | Page 14

May 20, 2011
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C ritical Fal lure Network Centric Systems

« Critical Failure: A failure that renders a portion of the system
inoperable without any degree of redundancy for that portion
_ Loss of a section or portion of the system resulting in a degraded state
— A work-around exists that may include:

. Use of assassment sub-systems for detaction
« Personnel deployment
. Loss of Fence Sensor — then place PTZ in tour mode
. Loss of Camera — then rellance on Fence Sensor
- Critical Failures require an emergency response to bring system to
operational capabllity
« Response Time Within 2 Hours*
. Repalr Time Within 12 Hours* or as Mutually Scheduled with PA Lead
. Cotrectlve action supersedes planned/preventative maintenance actlons

+assumes Timely Notification and Access to System

512012041 | Page 16
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Non-Critical Failure eivork Conie By

s Non-Critical Failure: A failure that affects one element of the
system resulting in minimal loss of functionality
— Component level failure (e.g. loss of a camera or radar)

« Corrective action can be scheduled and planned

6/20/2011 | Page 18
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Rapid Recovery Event (RRE) Netuwork Centric Systems

= Rapidly Recoverable Event: A failure that can be rectified
rapidly by operator action/procedure without requiring any
spare parts or materiel

— Most often this fallure event is manifested as a software reset where the
system is returned to full operational status in ten minutes or less

512012011 | Page 17
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Host Services Operational Availalbilityetor centie sy

Regqulrement: Availability of 99.9%

« Based on PIDS Host Services Avallability (Computing Infrastructure)
Calculation is Uptime gurasraray/ (Uptime Frerosrsrs) HDOWNLIME (Frerasrasray)
Only Catastrophic Failures are included in Downtime Calculations

~ Not Included in downtime calculation for Ac:
+ Planned (Scheduled) malntenance actions (PM, PACCs, elc.)
. Degraded downtime (Critical, Nen-Critical, or Rapld Recovery Event downtime)
. Induced Fallures (unless RTN action causes catastrophic fallure)

= All Remalning Fallure Severities Can be Corrected Based on Cooperative
Scheduling of Maintenance

s Avallabllity Calculated Monthly for each airport and the totals summed to
calculate PIDS Host Services Operational Availabllity

Page 10

May 20, 2011
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PA S u pport Network Centric Systems

= Achieving Availability is a Cooperative Effort
~ Raytheon Cannot Achieve 99.9% Without PA Support

a [nfrastructure Support
— Office Space and Environmentally Controlled Warehouse
— Immediate Access to Failed Equipment
— Continuous Feedback Supporting Continuous improvement

= Maintain Environment
— Keep weeds, grass, large foliage, etc. from encroaching onto fence line
or sensor line of sight
— Maintaining a minimum 6 feet of space between the fence and anything
else (trucks, snowplows, trees, etc.)
— Keep area street lights or AOA lights working

5/20/2011 | Paga 19

YItE PORT AUTHORITYCR IGVE R0 LE’S Raytheon
Network Centric Syst
Path Forward etwork Centric Systems

w Agree in Principle to Centralized W/MP

= Agree in Principle to Failure Classifications

= Review Proposed Maintenance Contract SOW

= Working Sessions to Advance Maintenance Contract
Language

52072011 { Paga 20

May 20, 2011
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Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:051 Marlboro, MA 01752-3799 USA
09 May 2011
Port Authority of New York and New lJersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Voice-over-PowerPoint
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: 1) PIDS Contract, Book IIl
2) 20110330 PA Training Review Minutes.docx
3) 20110504 PA Training Summit.docx

Dear Mr. Hicks:

The PIDS Maintenance Contract Book IT 6.10.4 specifies recording training sessions via VHS
tape or DVD, Per our discussions of 30-Mar-11 and 4-May-1 1, Raytheon proposes using a
voice-over-PowerPoint in lieu of analog video recording. Advantages of this method include a
clear PowerPoint presentation and intelligible voice recording as well as the portability of
running the training presentation on standard commetrcial laptops.

Please advise if voice-over-PowerPoint is an acceptable alternative to VHS/DVD required in
6.10.4.

If there are any questions concerning this matter, please contact Jake Slaughter (719.641.4635)
or the undersigned.

Sincerely,
Raytheon Company

) _ .
(/(MK £ Gk

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian(@raytheon.com
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Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:046 Marlboro, MA 01752-3799 USA
28 April 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: ' Mr. Edward Hicks
Subject: Simulation Training System
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

EACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Reference: 1) PIDS Contract, Book 11 Attachment C
2) AFB:PA:11:022, titled: Simulation Training System, dated March 10, 2011
3) PANYNI Response, March 31, 2011

Dear Mr. Hicks:

Raytheon received your response (Reference 3), dated March 31, 2011)) to our initial request proposing a single
Raytheon Clear View Virtual World (CV VW) training system (now called PIDS Training System (PTS)).

While we disagree with your interpretation regarding the quantity of training systems required under the
contract, nevertheless, we have revised our offer and propose the delivery of three (3) portable PIDS Training
Systems. One for TEB/EWR, one for JFK, and one for LGA. Since TEB and EWR PSPs are co-located in the
same facility, the PTS can be used by either, thus sharing the tool.

Given the disagreement regarding the quantity required, while we are not expecting any direct compensation for
the additional training systems, we do expect that Raytheon will receive ‘credit’ for the additional training
systems as part of any future discussions regarding consideration.

Please reply with your agreement to this proposal.

Raytheon will have a demonstration of the PTS at our next Training Coordination meeting scheduled for
Wednesday May 4% 2011 from 1:00 —3:00 PM. We lool forward to showing you the capabilities of this
powerful training tool.

Should you have any questions, please contact the undersigned.
Sincerely,
Raytheon Company
(e & Bud—
Arthur F. Bastian
Raytheon Contract Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon.com




Network Centric Systemns
Command and Control Systems

1001 Boston Post Rd
Letter No : AFB:PA:11:047 was incorrect at 046 Marlboro, MA 01752-3799 USA
27 April 2011
Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks
Subject: Automated Logistics Control System (ALCS) program
Reference: A) Purchase Order 4500044655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PRRIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: 1) RTN Ltr. AFB PA:11:021 ALCS Training Slides — 2008, March 9, 2011
2) PANYNJ Email, FW: Request for System Assessment — Raytheon,
March 23, 2011
3) Port Authority Letter, dated 11 April 2011

Dear Mr. Hicks:

In response to the Port Authority letter, dated 11 April 2011, Raytheon is providing the following
answers to the Port’s questions. Raytheon’s answers are noted in blue.

1. Raytheon letter dated March 9, 2011 notes that the ALCS is a web-based utility that
provides logistical, configuration and maintenance information of PIDS. The American
Disability Act — Section 508 should be considered during the development process due to
the requirement that federal agencies’ electronic and information technology is accessible
to people with disabilities. Identify how the ALCS meets the requirements that the web is
accessible to persons with disabilities.

Answer: The ALCS application is a Microsoft Windows Presentation Foundation “Smart Client”
application that uses secure Internet connectivity for web enabled data access. Because ALCS is not
running in a web browser the Section 508 is not applicable. However the application does follow
Microsoft standards and takes full advantage accessibility features of Microsoft Windows.

2. Tdentify how frequently the ALCS system is off line.

Answer: The ALCS system is highiy redundant system and consists of a network of servers. Schedule
downtime is infrequent (quarterly) and managed on off peak hours (at night over weekends) with
advance notice to users. In the case redundant failover errors outages of less than 60 minutes have
accrued while manual procedures were executed.
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3. Identify how frequently the ALCS system is updated.

Answer; The ALCS application is managed in a single code base approach with support for two
backward compatible versions. Ali customers are kept up to version using the Microsoft “ClickOnce”
technology. Changes are pushed through a secure manifest from the user’s application server.
Releases are generally eight to twelve weeks apart with an estimated three to five updates annually.
New customers requesting enhancements and updates can experience greater frequency of releases
early in the implementation process.

4. Asnoted in the March 9, 2011 letter, Raytheon states: “Given the nature of ALCS as a
configuration and maintenance tool, it has the potential to store sensitive airport
information. Raytheon requests the Port Authority provide an assessment of ALCS
classification level and suitability of ALCS for storing potentially sensitive PA
information.”

Comment - The PANYNJ has three levels of confidential information. The ALCS system
should address the criteria as noted in the Agency Information Security Handbook and the
Confidential Information Practices and Procedures guide.

Answer: ALCS is currently residing in a secure data center and all PIDS data is isolated to those users
designated by the program to have access. ALCS is a role based application with security on both the
data and functional levels. ALCS currently supports other secure and sensitive system and their
configuration and logistics data.

We are reviewing the PANYNJ practices and procedures to insure that our current security protocols
meet ot exceed these requirements. The ALCS team will make any necessary changes to enhance the
security of the PIDS data if it is determined that our current DOD approved protocols are inadequate.

5. Asnoted in the March 9, 2011 letter, Raytheon states: “Be advised that ALCS is protected
with two level authorization and authentication. ALCS resides inside of the Raytheon
firewall requiring a Virtual Private Network (VPN) connection through a SecurID key fob.
Additionally, access to the ALCS tool requires a separate logon with Username and
Password.”

Comment - Raytheon’s authorization, authentication, firewalls, VPN, SecurelD, and
passwords should be configured with industry best practices, TSD Standards, and
Guidelines when deployed.

Answer: ALCS is established within a datacenter and network infrastructure that meets DOD level
security for FOUO and Proprietary information security. ALCS is operated for PIDS on anon DOD
classified network and servers. However, For Official Use Only and Proprietary information is
contained and secured using industry and DOD standards. ALCS operates within DOD facilities as a
trusted application and is currently being evaluated for DOD use on their own non classified networks.
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6. PowerPoint Presentation comments/questions (attachment to reference a.)

Page 3 — Identify if any of the 17 other current users are storing confidential
information. '

Answer: The CCLS, PATRIOT programs all store FOUO and proprietary information. The ALCS
worldwide infrastructure is a non DOD classified network and houses no officially designated
classified data. These classifications ‘nclude: “Confidential”, “Secret”, or “Top Secret”. These
programs however do house configuration data and maintenance historical data for their systems.

a. Page 21 — Please explain the user roles, data security, and how the system would control

three different levels of confidential information.

Answer: The application uses dual authentication access for all users and servers. The user roles are
defined from data level and functional requirements for the user. A specific user has access to
specified facilities and data within the facility by the role they have for the given facility. These
settings are controlled through the administrative modules of the application, and ate at the business

object and database layers keeping access secure.

The ALCS team has not completed its ceview of the evaluation of the security requirements for the
PIDS program outside of the Raytheon secure infrastructure we are currently using, Options to the
program would include however multilevel access such as imbedded login challenges for confidential
information and separate servers for housing confidential information.

The DOD protocols do not allow for combining non classified and classified information outside of a

classified domain however the PIDS program has latitude to operate in accordance with their own

guidelines.

The Raytheon approach is to protect all PIDS data contained in ALCS as ‘Confidential (PA)’
information.

b. Page 50 — Please define Physical Security Unclassified.

Answer: The security used to maintain physical access to our servers and networks that reside in our

unclassified data centers. This includes key, and keyscan technologies, access cameras and entry

logging.

c. General - Raytheon notes how the infrastructure uses firewalls, security fobs, VPN’s,
and passwords to meet the necessary security obligations. There is no detail on the
application side. More information is needed on application specifics.

Answer: The ALCS application is routinely scanned and challenged by the Raytheon Enterprise
Security Service (ESS) for vulnerabilities and security risks and the ALCS application is reviewed
annually on multiple DOD programs during information assurance (1A) audits and DICAP reviews.
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Should you have any questions, please contact the undersigned.
Sincerely,

Raythebn Company
el £ B —

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@gaytheon.com
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Letter No : AFB:PA:11:044 Marlboro, MA 01752-3799 USA
25 April 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Tersey City, NT 07310

Attention: Mr. Edward Hicks
Subject: JFK Fire Alarm Panel
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

As previously discussed with Kevin Borselli, the fire alarm panel at JFK is extremely old and
antiquated. In order to hook up the RTN system, third party work needs to be done on the Port’s side
of the fire alarm panel. We don’t believe there was anyway Raytheon could have anticipated this
condition at the time of the bid.

A recent quote from Davis Technologies Group totaled the re-work of the JFK fire alarm panel to be
$6,200. Discussions with DTG indicated that to simply tie in our FM200 to the panel would have only
cost a few hundred dollars. But, since the Port’s fire alarm panel is so old, programming issues will
costs $6,200,

Raytheon is proposing a 32%/68% split in cost. RTN is willing to pay $2K and asking the Port to pay
$4.2K, subject to the pricing staying unchanged, as the quote has expired.

Let us know if this is acceptable.

Thank you very much.

Should you have any questions or require further information, please contact the undersigned.

Sincerely,

Raytheon Company

‘/(/;cé/ Foiod—

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Letter No : AFB:PA:11:027 Marlboro, MA 01752-3799 USA
18 March 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: Submittal of the John F. Kennedy International Airport (JFK)
Engineer of Record Certification (EOR), Certification Letter (EOC)

Attachment: JFK Cert from AMSEC.pdf

Reference: A) Purchase Order 45000-44655, Contiact No, 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Per your request, please find enclosed a copy of the Engineer of Record’s Certification Letter for all
infrastructure work associated with all PIDS Nodes and CB’s at JFK airport. This letter is being
submitted with the PA’s requested verbiage modifications to the original draft letter.

Please be advised that the EOC’s for the remaining airports are being drafted and will be transmitted to
you under a separate contract letter.

Should you have any questions or require further information, please contact Kevin Borselli (781) 238-
3248, or the undersigned.

Sincerely,
Raytheon Company
Y o ;o
{':.'lf,fcg..‘ FfSeade—

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-460-3151

E-mail: Arthur F_Bastian@raytheon.com
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Letter No: AFB:PA:11:022 Marlboro, MA 01752-3799 USA
10 March 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NI 07310

Attention: Mr. Edward Hicks
Subject: Simulation Training System
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308 — Book III

Reference: PIDS Contract, Book II Attachment C

Dear Mr. Hicks:

Raytheon's solution to FPR 2.4.3 is to provide a simulation and training environment that does not interfere with
live operations. Our implementation is the Clear View (CV) Virtual World (VW) training system (see Figure
1), which satisfies this requirement by physically separating the CV VW training system from the live PIDS
system. As described in FPR 2.4.3, an operator can perform offline training on CV VW without interfering with
ongoing PIDS operations.

The Clear View Virtual world is a portable, self-contained system residing in a small transit case and a high-
performance laptop. Due to its portability, use is not restricted to CDW consoles and training can be performed
anywhere (e.g. office, classroom setting, or adjacent to a CDW). FPR 2.4.3 does not specify the number of
simulation training software programs, thus the portability of a single, stand-alone CV VW system allows it to
be scheduled and used by all PSP operators as needed to meet this requirement. Raytheon will formalty deliver
one (1) CV VW training system at the conclusion of phase 2/3.

% AreGis
. Burvet

isnar
A7 R

Figure 1. Clear View Virtual World Training System
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Virtual World exceeds PIDS requirements and offers advantages over the previous simulation software. With
CV VW, the user experiences a deeper immersion environment using synthetic camera video that responds to
the operator as if it was a real camera, not pre-canned video clips. This interaction with the Video Matrix makes
detection and assessment training more lifelike and more effective.

It should also be noted that the intent of CV VW is to familiarize PSP operators with the functions, processes,
and capabilities of PIDS and not with the specifics and nuances of individual airports. As such, only a single
airport-agnostic simulation will be loaded into the CV VW database.

To provide visibility and understanding of this tool, Raytheon proposes a Clear View Virtual World
demonstration on Wednesday 30-March 2011 between 1:00 to 3:00 at the PATC in conjunction with our
continued training coordination meetings. .

Please advise if the PA can support this demonstration and meeting.

If there are any questions concerning this matter, please contact Jake Slaughter (719.641.4635) or the
undersigned.

Sincerely,
Raytheon Company

I R A4
(i,L’i'l:k;:m £ JQ’%'L“‘““

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon,com
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Command and Control Systems
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Letter No : AFB:PA:11:021 Marlboro, MA 01752-3799 USA
09 March 2011

Port Authority of New York and New Jersey
741 Erie Street, Room 238

Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: ALCS Security Classification

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MUL1T-
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308 — Book I1I

Attachment: ALCS Training Slides ~2008

Dear Mr. Hicks:

Raytheon is pleased to introduce the Automated Logistics Control System (ALCS) as our solution to the
Computerized Maintenance Management System (CMMS) satisfying contract requirements in Book 11T
paragraph 6.7 Maintenance Management System. The ALCS is a web-based utility that provides logistical,
configuration, and maintenance information of PIDS.

Given the nature of ALCS as a configuration and maintenance tool, it has the potential to store sensitive airport
information. Raytheon requests the Port Authority provide an assessment of ALCS classification level and
suitability of ALCS for storing potentially sensitive PA information.

Be advised that ALCS is protected with two level authorization and authentication. ALCS resides inside of the
Raytheon firewall requiring a Virtual Private Network (VPN) connection through a SecurlD key fob.
Additionally, access to the ALCS tool requires a separate logon with Username and Password.

To assist in classification assessment and to provide background on ALCS, its capabilities, and configurations,

please find the attached ALCS training §lides2008 (not to be used as training material, but for background
purposes only).

Should you have any questions ot need additional information, please contact the undersigned.
Sincerely,
Raytheon Company
(b £ Bel—
Axthur F. Bastian
Raytheon Contract Manager
Command and Control Systems
Phone: 508-490-3448
Fax:  508-490-3151

E-mail: Arthur F Bastian(@raytheon.com
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Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:014 Marlboro, MA 01752-3799 USA

01 March 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: Supervisor to Security Administrator

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-FACILITY
AVIATION PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308

Reference: PIDS Contract, Book II, Attachment B

Attachment: 1) Training Summit Meeting Notes ~ February 9, 2011

2) PIDS Training Summit PowerPoint Presentation — February 9, 2011

Dear Mr. Hicks:

Raytheon and the Port Authority are engaged in ongoing Training Meetings to better define the end operational
environment. During a meeting on 9-Feb-11 Role Based Access Control was brought up. The Port Authority advised that
Supervisor Training was no longer required instead; Security Administrator Training would take its place.

The role of Security Administrator will be held by a Port Authority airport official who has the authority to add and remove
individuals from PIDS. It is envisioned the System Administrator will perform the actual account creation and deletion. In
lieu of providing a training course with technical details off account creation and deletion, Raytheon will provide a PIDS
Overview that highlight PIDS capability. Raytheon will also conduct a brief one-on-one session to familiarize the Security
Administrator with the operation of PIDS,

Raytheon will update the Training Plan an associated training material such that all references to Supervisor Training will
be replaced with Security Administrator Training.

This correspondence is being supplied to document agreement with regards to Book 11 Attachment B, Paragraph 8.2
Supervisor Training.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,
Raytheon Company

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone; 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Letter No : AFB:PA:11:008A Marlboro, MA 01752-3799 USA

16 February 2011 . (REVISED LETTER)

Port Authority of New York and New Jersey
241 Erle Street, Room 238
Joersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Drawing Submittals - PIDS Program
Reference: PIDS Contract, Book i, Attachment D

1) ‘
2) Raytheon Letter, AFB:PA;10:123, Request to Submit Electronic Documentation, December 16, 2010
3) PA response: Elactronic submittals January 13, 2011

4) PA/Raytheon F2F, 9 February 2011

Referenca: Purchase Order 45000-44655, Contract No, 4600006166 - THE MULT! FACILITY AVIATION
PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon has recelved the Port Authority's response to our request for electronic submittals (reference 3 above). This letter
is to clarify our understanding of Raytheon's contractual requirements.

Raytheon agrees that Architectural and Engineering (A&E) drawings, which become Utllity Record drawings, are contractual

documents requiring:
s Professlonal Engineer seal on eight (8) printed coples (CMD, SPM, Engineering, TEB, EWR, LGA, JFK, PATC)

o Submission of drawings in AuloCAD format
o Submission of Mylar (one copy)

Per discussion and verbat agreement at the Hardware Documentation Review on February o™ 2011, Raytheon and the Port
Authority agree that hardware drawings are system shop drawings in nature and thus are not subject to the same constraints
as A&E drawings.

Therefore, PIDS hardware drawings:
+ Do not require a Professional Engineer seal
e Do not require submisslon of drawings In AutoCAD format
» Do not require submission of drawings on Mylar

However, Raytheon and the Port Authorlty agree that PIDS hardware drawings are contract deliverables and will be provided
in the following professional manner:

o Elght (8) printed coples (CMD, SPM, Engineering, TEB, EWR, LGA, JFK, PATC)

o Padigree Informatlon (date and revision) malntained and configuration management controlled

s Submission in Visio, Excel, or other standard software package with PDF format where applicable

Raytheon requests that the Port Authority concur with this understanding by responding in writing back to the undersigned.
if there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

(b £ Lo

Arthur F. Bastian

Raytheon Contracts Manager

Command and Controf Systems

Phone: 508-490-3448

Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon.com
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Letter No: AFB:PA:11:008 Marlboro, MA 01752-3799 USA

11 February 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject; Drawing Submittals - PIDS Program
Reference: PIDS Contract, Book li, Attachment D

1)
2) Raytheon Letter, AFB:PA:10:123, Request to Submit Electronic Documentation, December 16, 2010
3) PA response: Electronic submittals January 13, 2011

4) PA/Raytheon F2F, 9 February 2011

Reference: Purchase Order 45000-446855, Contract No. 4600006166 - THE MULTI FACILITY AVIATION
PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon has received the Port Authority's response to our request for electronic submittals (reference 3 above). This letter
is to clarify our understanding of Raytheon’s contractual requirements.

Raytheon agrees that Architectural and Engineering (A&E) drawings, which become Utility Record drawings, are contractual

documents requiring:
¢  Professional Engineer seal on elght (8) printed copies (CMD, SPM, Engineering, TEB, EWR, LGA, JFK, PATC)

¢ Submission of drawings in AutoCAD format
¢ Submission of Mylar (one copy)

Per discussion and verbal agreement at the Hardware Documentation Review on February g 2011, Raytheon and the Port
Authority agree that hardware drawings are system / design drawings in nature and thus are not subject to the same
constraints as A&E drawings.

Therefore, PIDS hardware drawings:
e Do notrequire a Professional Engineer seal
° Do not require submission of drawings in AutoCAD format
* Do not require submission of drawings on Mylar

However, Raytheon and the Port Authority agree that PIDS hardware drawings are contract deliverables and will be provided
in the following professional manner:

»  Eight (8) printed coples (CMD, SPM, Engineering, TEB, EWR, LGA, JFK, PATC)

*  Pedigree information (date and revision) maintained and configuration management controlled

e Submission in Visio, Excel, or other standard software package with PDF format where applicable

Raytheon requests that the Port Authorlty concur with this understanding by responding in writing back to the undersigned.
If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

k. ¢ Gd—

Arthur F. Bastian

Raytheon Contracts Manager

Command and Controf Systems

Phone: 508-480-3448

Fax: 6508-480-31561

E-mail: Arthur F Bastian@raytheon.com
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Command and Control Systems
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Letter No : AFB:PA:11:009 Marlboro, MA 01752-3799 USA
09 February 2011
Port Authoﬁty of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention; Mr. Edward Hicks
Subject: New Fiber at LGA
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA- 134.308

Dear Mr. Hicks:

At LGA, before Raytheon schedules the maintenance for switching over the waterside network
to the stand-a-lone subnet, Raytheon needs:

e Official/written letter, handing over the fiber for Raytheon use
s The as-builts and test report for the fiber termination

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

R _ e
Cdrchn £ Ld —

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Letter No : AFB:PA:11:001 Marlboro, MA 01752-3799 USA

06 January 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr, Edward Hicks

Subject: Raytheon Comments — Proposal - EWR Runway Extension for the
NAVAIDS Improvements

Reference: Purchase Order 45000-44655, Contract No., 4600006166 - THE
MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA- 134.308

Reference: ' a) PA Request for Proposal, dated 2/16/10
b) Raytheon Proposal - EWR Runway Extension — dated 8/10/10
c) PA letter dated November 18, 2010

Dear Mr. Hicks:

Raytheon is in receipt of your reference letter ¢) letter, regarding the Raytheon NAVAIDS
proposal at EWR. As discussed in e-mail correspondence from Raytheon engineering and in
subsequent face to face meetings between Raytheon program management and engineering, -
please be advised that Raytheon has already expended significant resources with regards to the
original proposal effort. Prior to performing further work on updating or writing further EWR
NAVAIDS proposals we respectfully request that the Port Authority agree to reimburse
Raytheon for our proposal development costs.

This reimbursement can be included as patt of the payment for implementing the work (i.e.: an
add-on cost to the proposal implementation cost proposal) or as preferred, sepatately funded.

In addition, we would also like to point out that the original proposal submission did not
specifically address several key items that we assumed would be covered as part of any
negotiation to implement this work.

These items include, but are not limited to:

Schedule impacts

100% Design document updates (including updated coverage analysis and maps)
CATP impacts

Test procedure updates

Site surveys

® L3 -2 @ -
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* Performance specifications associated with the NAVAIDS project (such as Pd, tracking,
NAR/FAR, Object Left behind, Dual Feed Cameras)

* Software configuration updates ‘

*  Other assumptions related to the site conditions and work performance

We also request clarification with regard to the contracting relationship as we have been told
informally that our contract may be with a third party as opposed to the Port Authority,

We recognize that implementation of this project is imminent and we need to work together to
implement a solution in a cost effective manner. Please confirm that the Port Authority will

reimburse proposal costs so that we may proceed to work with you on developing an effective
solution,

Sincerely,

Raytheon Company

) 7 . o
C/ffrc/f«. 3 é;/ﬁ

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax; 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Resident Englneer’s Office

T‘HE P@m@m@ﬁm OF NY& NJ 241 Erla Street, Room 238

Jarsey Clty, NJ 07310

(718) 551-9221
(718) 727-7598 FAX

August 13,2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044685, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134,308 —
Pier Drawings

Dear Mr. Bastian:
The Port Authority of New York/New Jersey has completed the review of the referenced
drawing package. The comments are attached. The PANYNJ requests formal acknowledgement

and disposition of said comments.

If you have any questions or require further information, please contact Dutch Eisold at
(201) 595-4793.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc. T. Beke, P. Bugnacki, R. Burger, D. Chase, K. Conway, J. Drobny, M. Gamba, R. Gauthier, J.
Gomez, G. Hundertmark, J. Kalafatis, M. King, F. Lamptey,
E. McFarlane, G Slattery, J. Reis, File



Resident Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHBRITY OF NY &NJ Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

July 24, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PID8) Security
Design, Purchase, Construction, installation, and Integration MFA 134,308 —

Reference: Test Report, dated 16 July 2012

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has completed the review of the
referenced document with the following comments.

s The header for the test report incorrectly states Please update.

s Test report page 16, section 3.3 — The section states that, “...automatic tracking was
not validated at the request of theicustomer..." That is not an accurate statement.
Automatic tracking was not verified during the testing because the capability
is not ready for test. The PANYNJ and Raytheon agreed to test the capability once the
added coverage is in place, at and within the Area of Operation perimeter. The
PANYNJ requests that this section be modified to accurately reflect the status.

o Master QF Test Log, entry #34 — Update reference to “PAT" to read "PTA".
If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, T. Wellman, File



Resident Engineer’s Office
241 Erie Street, Room 238

THE PORT AITHORITY OF NY & NJ Jersey City, NJ 07310
(718) 551-0221
(718) 727-7598 FAX

June 19, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PID8) Security
Desian. Purchase, Construction, installation, and Integration MFA 134.308 -

Reference:
a. Raytheon Email,
b, PANYNJ Letier,

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has reviewed the materials submitted
under referenced “a’ Raytheon email transmission. Please find the attached
Maintenance Approval letter that notes that the PANYNJ has no objection to the work being
performed as noted in the above-mentioned: email.

If further clarification is required, please contact Mr. Rainer Burger at (201) 595 - 4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

‘cc: H. Barbuto, T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold.
M. Gamba, G. Hundertmark, M. Kopelowicz, E. McFarlane, J. Reis, File



Resident Engineer’s Office
241 Erie Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NI 07310
(718) 551-9221
(718) 727-7598 FAX

June 1, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PID3) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 — Perimeter
Fence Motion Sensors Test Plan and Test Procedures .

Reference: Raytheon Letter AFB:PA:12:075, dated 16 May 2012, titled: Fence Test
Plan/Procedure, Revision B.

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has completed the review of the
Perimeter Fence Motion Sensors Test Plan and Test Procedures, Revision B. The PANYNJ
does not approve of the reduced testing criteria presented in Revision B.

The testing criteria associated with Revision A were approved under the agreement
associated with the change from zone based Pd testing to sensor based Pd testing. The
PANYNJ accepted the sensor based Pd testing withf the understanding that every fence panel
would be tested during the fence Pd characterization testing. Additionally, a very small portion
of fence testing currently remains. Changing the entire fence testing approach at this point in
the test program is not appropriate. If special circumstances are needed to test the remaining
portion of fencing, then an appendix should be added to the Perimeter Fence Motion Sensors
Test Plan and Test Procedures, Revision A to address these special circumstances.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, T. Weliman, File



Resident Engineer’s Office
241 Erie Street, Room 238

THE PDRT ATHORITY OF NY & NJ Jersay Clty, N 07310
(718) 551-9221
(718) 727-7598 FAX

June 1, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Se.curi‘ty
Design, Purchase, Construction, Installation, and Integration MFA 134.308 - PIDS

Mobile Training System Tests

Reference: Raytheon Letter AFB:PA:12:079, titled PIDS Training Systems Accepiance,
dated 25 May 2012.

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has reviewed the referenced letter and
has no objection to the PIDS Mobile Training Testing that was conducted at

—— ‘ o , - The PANYNJ concurs that the
referenced TSC's have been met and will not need to be revisited in the future.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629..

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bonner, A. Bright, S. Brocchini, P. Bugnacki, R. Burger, D. Chase, K. Conway,
D. Cox, R. Eisold, A. Gasparri, M. Gamba, G. Hundertmark, E. McFarlane, J. Reis, T.

Wellman, File



Resident Englneer’s Offlce
241 Erie Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jarsey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

June 1, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Desigh, Purchase, Construction, Installation, and Integration MFA 134,308 ~ Test

Success Criteria

Reference: Raytheon Letter AFB:PA:12:078, dated 24 May 2012

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has reviewed the referenced letter and
has no objection to the TSC wording change.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, T. Wellman, File



Resident Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey Clty, NJ 07310
. (718) 5519221
(718) 727-7598 FAX

May 29, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 —

Reference:
a) Federal Communication Commision (FCC) Application Approval, dated 13

February 2012
b) Federa! Aviation Administration (FAA) Application Approval Letter, dated 17 May

2012,

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) acknowledges the receipt of the
necessary approvals from the FCC and the FAA for the The
referenced approvals provide Raytheon the,necessary authorizations to begin

While the PANYNJ acknowledges receipt of the approvals, it is Raytheon's
responsibility to abide by all stipulations associated with the approvals. Raytheon has been
provided the FAA approval letter (emailed to S. Ropson and E. McFarlane 5/17/12 at 2:41pm)
and has online access to the FCC approval information. :

if further clarification is required, piease contact Mr. Alan Bright at (201) 595 - 4629,

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, T. Wellman, File



Resident Engineer’s Office

THE PORT AUTHORITY OF NY & NJ 241 Erle Street, Room 238

Jersey City, N/ 07310

(718) 551-9221
(718) 727-7598 FAX

May 29, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No, 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Desi onstruction, Installation, and Integration MFA 134.308 —

Reference:

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has completed the review of the referenced
drawing package. The associated comments are located at the Livelink location below. The
PANYNJ requests formal acknowledgement and disposition of said comments.

These comments have already been informally provided under the referenced “b” email above.

If you have any questions or require further information, please contact Dutch Eisold at
(201) 595-4793.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, J. Kalafatis, E. McFarlane, J. Reis, File



Resident Engineer’s Office
241 Frie Street, Room 238

THE PORTAUTHORITY OF NY & NJ Jersay City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

May 16, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134,308 -

References: a) Raytheon letter AFB:PA:12:048, dated 06 April 2012,

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has completed the review of the

rererenced document. On page 10 of the report, please change the
and remove the word, from the description. The PANYNJ has no

other comments.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, T. Wellman, File



Resident Engineer’s Office
241 Erle Street, Room 238

ORETY OF NY & NJ Jersey City, NJ 07310

{718) 551-9221
(718) 727-7598 FAX

THIE FORT AL

May 16, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Securlty
Demgn Purchase Constructlon, Installatlon and Integration MFA 134.308 ~ ¢

References:

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, T. Wellman, File




Resldent Engineer’s Office
241 Erla Street, Room 238

THE PORT AUTHORITY OF NY&NJ Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

May 10, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Purchase, Clrutin, Installation, and Integration MFA 134.308 | .

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced
document. The associated comments are located at the Livelink location below. The
PANYNJ requests formal acknowledgement and disposition of said comments.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G.
Hundertmark, E. McFarlane, T. Wellman, File



Resldent Engineer’s Office
241 Erle Street, Room 238

i * OF NY & NJ Jersey Clty, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

May 2, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS
Design, rche,ltallation,and Integration MFA 134.308 — |

Security

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced document
and the associated comments are located in the Livelink folder noted below.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G Hundertmark,
E. McFarlane, B. Signorelli, J. Reis, T. Wellman, File



Resident Engineer’s Offlce
241, Erle Street, Room 238

ORIV OF NY &NJ Jersey Clty, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

THEE PORT AUTH

May 2, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Wulti-Facility Aviation Perimeter Intrusion Detection System (PIDS) Securlty
DeSIQnPurchase Constructlon Installatlonand Integratlon MFA 1343080

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced document
and the associated comments are located in the Livelink folder noted below.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G Hundertmark,
E. McFarlane, B. Signorelli, J. Reis, T. Wellman, File



Resident Engineer’s Office
‘ 241 Erle Street, Room 238
HORITY OF NY&NJ Jersey City, NJ 07310

{718) 551-9221

(718) 727-7598 FAX

THIE PORT A8

May 2, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Securlty
Des:gn Purchase Constructlon, Installatlon and !ntegratlon IVIFA 134.308 -~ |

Dear Mr. Bastian;

The Port Authority of New York/New Jersey has completed the review of the referenced document
and the associated comments are located in the Livelink folder noted below.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G Hundertmark,
E. McFarlane, B. Signorelli, J. Reis, T. Wellman, File



Resident Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, N 07310
(718) 551-9221
(718) 727-7598 FAX

May 2, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Securlty
Des:gn, Purchase, Constructlon, Installatlon, and Integratlon MFA 134.308 ~ [

Reference:

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced document
and the associated comments are located in the Livelink folder noted below.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G Hundertmark,
E. McFarlane, B. Signorelli, J. Reis, T. Wellman, File




Resident Engineer’s Offica
241 Erle Straat, Room 238

THE PHRT AT THORETY OF NY & N ' lersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

May 1, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044885, Contract Mo. 4800006168
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 —

Vonthly IS for March 2012

Reference; .

a. PANYNJ Lefter, Phase 2 BCR Integrated Mastey Schadule Review Comments,

January 8, 2012
b. Raytheon Letter, AFB:PA:12:060, Monthly Submittal Monthly IMS for March 2012,

13 April 2012

The Port Authority of NY & NJ (PANYNUJ) has received and reviewed Raytheon's referenced
March 2012 Integrated Management Schedule (IMS). Please be advised that the PANYNJ
does not agree with the “ " outlook date, as the IMS does not reflect

area of concerns/remediation efforts required to meet the PIDS MFA 134.308 Contract
requirements, nor does it reflect the necessary remediation efforts to mest the Contract and
agreed to As such, per referanced PANYNJ

letter dated January 5, 2012, the 5 “Not Approved” by the PANYNJ.

For future monthly IMS submittals, the PANYNJ requests Raytheon insert a paragraph in the
IMS Narrative to reflect that the ‘does not include contracted required
remediation efforts. The current Narrative, as written, falsely provides the impression that all
Contract requirements will be met at All other concerns were addressed during the Bi-

Weekly Schedule meeting conducted on April 19, 2012.

If you have any questions or require further information, please contact Rainer Burger at {201) 595~
4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
R. Gauthier, J. Kalafatis, F. Lamptey, E. McFarlane, B. Signorelli, J. Reis, File




Resldent Enginaer’s Office
_ 241 Erie Street, Room 238
TTHORITY OF NY & NJ Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

April 13, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT Multi-Facility Aviation Perimeter Intrusion Detection System (F’IDS Security
rstructlon Installatlon and Integratlon MFA 134.308 ~ |

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced
document and has posted the comments in the Livelink folder identified below.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, T. Wellman, File



. Resident Engineer’s Offlce.
T‘]E P@T.S—T ]IX J-"J“H‘DB]TJ OF NY & NJ ’ 241 Erle Street, Room 238

Jersey Clty, NJ 07310

(718) 551-9221
(718) 727-7598 FAX

April 9, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJEGCT: Purchase Order 4500044655, Contract No. 4800006168 ‘
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construciion, Instailation, and Integration MFA 134,308 —

Reference: Raytheon Submittal Lotter, AFB:PAI12:038,

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has completed the review of the refersnced

The referenced drawings are “Not Approved” by the
PANYNJ. The attached comments outline the issues that need to be addressed and integrated into
the drawings for re-submittal. An advance copy of these comments has been forwarded and
discussed with Ms. Barbuto to expedite the updating of the drawings.

If you have any guestions or require further information, please contact Dutch Eisol‘d at (201) 595-
4793.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, D. Chase, K. Conway, M. Gamba, G. Hundertmark,
J. Kalafatis, E. McFarlane, G Slattery, J. Reis, File



Rasidant Enginear’s Office
241 Erle Street, Room 238

WE %ﬁ?ﬁm@ﬁm OF NY & NJ . Jersey City, NJ 07310

(718) 551-9221
(718) 727-7598 FAX

April 9, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 -

Reference:

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced
document and has no comments regarding the Probability of Detection (Pd) test resuits. The
Nuisance Alarm Rate (NAR) and the False Alarm Rate (FAR), as reported, do not meet the

PIDS contract requirements and must be addressed prior to final acceptance.
~identified in this report, should be formally presented to the Aviation

representative managing the PIDS Maintenance Contract, as this is an accepted portion of the
PIDS system. Additionally, page 28 of this report presents weather data for
needs to be corrected with the report resubmitted. -

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincersly,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G.
Hundertmark, E. McFarlane, T. Weliman, File



Resident Engineer’s Office
241 Erle Street, Room 238

THE PDRT ATTHIRTTY OF NY & NJ Jersey Clty, NJ 07310
: (718) 551-9221
(718) 727-7598 FAX

March 14, 2012

Mr. Arthur Bastian

Contracts Manager /
Raytheon Company /1”\ i //’7
1001 Boston Post Rd f#/
M/S 3-1-3460 P

Marlboro, MA 01753-3789 /

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 ~ Draft

System Administration Manuai — Comments,

Reference: Raytheon Lir, AFB:PA:12:022, Raytheon Subiniital — Draft Sysiem
Administration Manual — Livelink, February 27, 2012,

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has completed the review of the
referenced Draft System Administration Manual. Please find the comments attached. The
PANYNJ requests formal acknowledgement and disposition of said comments.

If further clarification is required, please contact Mr. Rainer Burger at (201) 595 - 4757,

Sinceraly,

Edward 7. Hicks
Senior Rasident Engineer
Aviation Security Program

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, S. Liberman, E. McFarlane, J. Reis, T. Wellman, File




Resldent Engineer’s Office
241 Erle Streaet, Room 238
Jersey City, NJ 07310
(718) 551-9221

(718) 727-7598 FAX

THIE PORT A

March 23, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 017563-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (F”ID) Security

Design, Purchase, Construction, Installation, and Integration MFA 134.308 [

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced
document. The associated comments are located at the Livelink location below. The
PANYNJ requests formal acknowledgement and disposition of said comments.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincersly,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G.
Hundertmark, E. McFarlane, T. Wellman, File



Resident Englneer’s Offlce

241 Erle Street, Room 238
IDRITY OF NY &NJ Jersey Clty, NJ 67310

{718) 551-9221

(718) 727-7598 FAX

March 23, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: WMulti-Faciiity Aviation Perimeter intrusion Detection Sysfem (PiDS) Securlt
DemgnPurchase, Constructlon,Installat!on and Integratlon MFA 1343081

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced
document, The associated comments are located at the Livelink location below. The
PANYNJ requests formal acknowledgement and disposition of said comments.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629,

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, T. Wellman, File



Resident Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NJ 07310

(718) 551-9221
(718) 727-7598 FAX

March 23, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 |

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced
document. The associated comments are located at the Livelink location below. The
PANYNJ requests formal acknowledgement and disposition of said comments.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, T. Wellman, File




Resident Engineer’s Office
241 Erle Street, Room 238

IORITY OF NY & NJ Sarsey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

March 23, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Mlulti-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 [

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the referenced
document. The associated comments are located at the Livelink location below. The
PANYNJ requests formal acknowledgement and disposition of said comments.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G.
Hundertmark, E. McFarlane, T. Wellman, File




Resident Engineer’s Office
241 Erle Street, Room 238

THE ?Eﬁﬁi&iﬁ?‘ﬁé@ﬁ%ﬁ%” OF NY & NJ Jarsay City, NJ 07310

{718) 551-9221
(718) 727-7598 EAX

March 9, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marfboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134,308 ~ Raytheon

Delay Claims

Reference:

a. PIDS Contract, MFA 134.308, Book Il Attachment B, Statement of Work, Paragraph
5.1, January 20, 2006

b. PANYNJ Ltr, Raytheon Submittal of the Integrated Master Schedule (IMS) -
October 11, 2010, October 18, 2010

c. PANYNJ Ltr, Raytheon Submittal of the Integrated Master Schedule (IMS) -
February, 2011 Aprit 6, 2011

d. PANYNJ Ltr, BCR Integrated Master Schedule Review Comments,

January 5, 2012 ‘
e. Raytheon PIDS Bi-Weekly Meeting Notes, Feb 29, 2012

f. PANYNJ Email, Rainer Burger, Bi-Weekly Nleetmg Notes, 29 Feb 2012 -
Delayed 7460, March 1, 2012
g. Raytheon Letter, AFB: PA:12:028, - Status, March &, 2012

Dear Mr. Bastian:

In the referenced February 29, 2012 Raytheon Bi-Weekly Meeting Notes and in Raytheon's
Leiter, ~ Status dated March 5, 2012, Raytheon notes that delays in receiving
permits will adversely affect Raytheon and as such reserves the right to submit delay claims in .
the events the permits are not received in the stated time frame. This letter is to advise
Raytheon that the Port Authority of New York/New Jersey (PANYNJ) does not agree with this

statement.and will reject such claims.

The rejection of delay claims associated with the permit application process is based on the
following:

- Per Contract MFA 134.308, Book [, Attachment B, Statement of Work, Paragraph 5.1

“The Contractor shall acquire all necessary federal, state, local licenses,
certificates, permits, or other authorization from all governmental authorities, if
any, having jurisdiction over the Contractor's operations hereunder which may
be necessary for the Contractor's operations.”



- Per PANYNJ January 5, 2012 letter, the Raytheon BCR Schedule was not
approved. To-Date, the PANYNJ has not received an updated BCR Schedule for
review and approval that incorporates PANYNJ Comments.

Par PANYNJ October 19, 2010 and April 6, 2011 letters, the current approved baseline
Schedule is Raytheon’s October 11, 2010 IMS submittal. This baseline
schedule shows the following completion dates:

If further clarification is required, please contact Mr. Rainer Burger at (201) 595 - 4757,

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, M. DeGidio, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, File




Restdent Englneer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey Clty, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

January 27, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 —

Reference:

Dear Mr. Bastian:

The Port Authority of NY&NJ PANYNJ) has completed the review of the referenced [
' . L The associated comments are located in the Livelink

Iocatlon Ilsted below. These commens need to be dispositioned and an updated report needs
to be delivered to the PANYNJ.

In addition to the referenced comments, it should be noted that the PANYNJ's agreement to
proceed with a as proposed by Raytheon, was made with the
understanding that this would provide risk reduction prior to the full system acceptance. Any
requirements not specifically met d are not accepted as a result of this

testing, and subsequent report. All contract requirements are expected to be met during
ﬁ Acceptance Testing.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisoid, M. Gamba, G, Hundertmark, M. King,
E. McFarlane, T. Wellman, File




Resident Engineer’s Office
241 Erle Street, Room 238

THE PORT ABPTHORITY OF NY & NJ Jersey Clty, NJ 07310
_ (718) 551-9221
(718) 727-7598 FAX

February 27, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3480

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 —
Pole Anchor Bolt Protrusions

Reference: RTN Letter AFB:PA:12:011, dated 1/27/12 and PID8 Pole Anchor
Bolt Protrusions Report, dated 1/19/12.

Dear Mr. Bastian:

The Port Authority has completed its review of the Referenced report regarding remediation of
the PIDS pole anchor bolt protrusion issues. We have no objection to the planned remedial
actions as detailed in the report with the following exception:

e As per the bolt protrusion dimensions shown for this pole does not
require any remediation. Please verify the dimensions.

If further clarification is required, please contact me at (973) 578 - 4056.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, B, Balakrishnan, A. Bright, R. Burger, D. Chmielewski, D. Chase, E. McFarlane,
File



Rasident Englneer’s Office

rﬂ']E %“@ETAUTHDETW OF I\]Y & I\U 241 Erle Street, Room 238
Jersay Clty, NJ 07310

(718) 551-9221
(748) 727-7598 FAX

February 14, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and [ntegration MFA 134,308 - 100% System
Deslign Document Revision B Content Review Comments

Reference:

a. Raytheon Presentation, 100% System Design Document Revision B, February 1,

2012
b. Raytheon, PIDS 100% System Design Document Revision B, Matrix

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has completed its review of Raytheon'’s
recommendations on the updates to the 100% Systems Design Documentation Revision B
Content. The PANYNJ has no objection with the recommended content update, with the inclusion

of the following comments:




if further clarification is required, please contact Mr. Rainer Burger at (201) 595 - 4757,

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, S. Ropson, J. Wakeman, File



THlE PORT ATTHORETY OF NY & NJ

February 7, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3480

Mariboro, MA 01753-3789

Resident Englneer’s Office

241 Erle Street, Room 238
lersey City, NJ 07310

{718) 551-9221
(718) 727-7598 FAX

SUBJECT:  Purchase Order 4500044655, Contract No, 4500006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS)
Security Design, Purchase, Construction, Installation, and Integration

MFA 134.308 —

 Drawing Release for Construction

Dear Mr. Bastian:

We have completed our review of the

“design drawings. With the inclusion of the

Port Authority comments discussed at the January 27, 2012 meeting (Barbuto/Eisold): the

following drawings are released for construction.

Number Revision Title




If you have any questions or require further information, please contact Dutch Eisold at
(201) 595-4793.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, D. Chase, K. Conway, J. Drobny, M. Gamba, R.
Gauthier, J. Gomez, G. Hundertmark, J. Kalafatis, M. King, F. Lamptey,
E. McFarlane, G Slattery, J. Reis, File



Resident Engineer’s Office

T@‘SE ?@W@Eﬁ?ﬁ@%ﬁ?f OF NY & NJ . 241 Erie Street, Room 238

lersey City, NJ 07310

(718) 551-9221
(718) 727-7598 FAX

February 7, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Bdston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-37889

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Desian. Purchase, Construction, Installation, and Integration MFA 134,308 —
Drawing Release for Construction

Dear Mr. Bastian;

We have completed our review of the: ' design drawings. With the inclusion of the Port
Authority comments discussed at the January 5, 2012 meeting (Barbuto/Eisold), the following
drawings are released for construction.

Number Revision Title




If you have any questions or reqjuire further information, please contact Dutch Eisold at
(201) 595-4793.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, D. Chase, K. Conway, J. Drobny, M, Gamba, R. Gauthier, J.
Gomez, G. Hundertmark, J. Kalafatis, M. King, F. Lamptey,
E. McFarlane, G Slattery, J. Reis, File




Resident Engineer’s Office
241 Erie Street, Room 238

E——L"n"\,“- KRG 3. W R 17 A Nt '

THE PORT AVUTHERTTY OF NY & N Jersey City, NJ 07310
(718) 551-9221 /—\\
(718) 727-75?#»(

January 24, 2012

Mr. Arthur Bastian

Contracts Manager :

Raytheon Company ' b
1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

)
g,
4

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchass, Construction, Installation, and Integration MFA 134.308 - ,

Refersncs: Alan Bright Email, RE: Passwords RFI:O"M’i.ZD'iZ, January 12, 2012

Dear Mr. Bastian:

Thié letter is to formalize the Port Authority of NY & NJ (PANYNJ) January 12, 2012 request
that Raytheon generate PIDS User accounts for the following personnel:

/

The user accounts should be limited to user level access as outlined in the PIDS Human
Machine Interface (HM}) documentation. _

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629,

Sincerely,

Edward T. Hicks
Senior Resident Engineer
Aviation Security Program

cc: T. Beke, A. Bright, R. Burger, P. Bonner, D. Chase, J. Farmer, E. McFarlane, J. Reis,
"~ T. Weliman, File




THE PORT AUTHORTTY OF NY & NJ

January 13, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd’
M/S 3-1-3460

Marlboro, MA 01753-3789

Resident Engineer’s Office

241 Erle Street, Room 238
Jersey City, NJ 07310

(718) 551-9221
(718} 727-7598 FAX

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 -

Dear Mr. Bastian:

With the inclusion of the Port Authority’s comments discussed a t the January 5, 2012 meeting
(Barbuto/Eisold); the following ~ drawings are hereby released for construction.

Number Revision Title



If you have any questions or require further information, please contact Dutch Eisold at
(201) 595-4793.

-

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc; T. Beke, P. Bugnacki, R. Burger, D. Chase, K. Conway, J. Drobny, M. Gamba, R. Gauthier, J.
Gomez, G. Hundertmark, J. Kalafatis, M. King, F. Lamptey,
E. McFarlane, G Slattery, J. Reis, File



Resident Engineer’s Office

THE POET ATTHDRITY OF NY & NJ 241 Erle Streat, Room 238

Jarsey City, NJ 07310

{718) 551-9221
(718) 727-7598 FAX

January 5, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd-
M/S 3-1-3460

Martboro, MA 01753-3789

SUBJECT: Purchase Order 4500044685, Contract No., 4600006166
Multi-Facility Aviation Perimeter Inirusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134,308 ~
Raytheon Submittal of the Integrated Master Schedule (IMS) - BCR
Integrated Master Schedule Review Comments

Reference:
a. Raytheon Letter AFB:PA:11:144, Raytheon Submittal — BCR Scheduls,

December 186, 2011
b. PANYNJ Emall, Rainer Burger, Dec 2011 IMS Submittal, January 3, 2012, 4:19pm

Dear Mr. Bastlan:

The Port Authority of NY & NJ (PANYNJ) has received and completed its initial review of Raytheon'’s
referenced Dec 16, 2011 Integrated Management Schedule (IMS) submittal. This is an initial review,
as the PANYN.J stlH requires review of the resources allocated against the schedule taskings.
Additional information was requested by the PANYNJ on January 3, 2012,

This contract BCR IMS is "Not Approved” by the PANYNJ As praviously noted during the BiWeekly
Schedule meetings and PIDS Raytheon/PANYNJ Management Mestings, the BCR IMS
cannot be approved if it does not include the area of concern/remediation aciivities. These areas
of concerns/remediation efforts are required to be completed to meet the MFA 134,308 Contract
Requirements. In addition, it is not clear if all the areas of concern/remediation efforts have bheen
incorporated at the other facilities. Please refer o the detaiied list of comments in the attachment
‘MFA-134.038 PIDS Revised Baseline Schedule December 2011 - Comments”, for spacifics and

additional comments.

If you have any questions or require further information, please contact Rainer Burger at (201) 595-
4757. :

Sinceraly,

Edward T. Hicks

Sr. Resident Engineer

Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, D. Chase, K. Conway, J. Drobny, R. Eisold,
M. Gamba R. Gauthier, J. Gomez, G. Hundertmark, J. Kalafatis, M. King, F. Lamptey,
E. McFarlane, G Slattery, J. Reis, File




Resldent Engineaer’s Offlce
241 Erle Street, Room 238

THE PORT AWTHORMTY OF NY & NJ Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

December 30, 2011

Mr, Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134,308 - PIDS
Remediation Efforts and Air Operations Area (AOA) Change Support

Dear Mr. Bastian:

As Raytheon and the Port Authority of NY & NJ (PANYNJ) completed PIDS activities over
the past several months and now continues in 2012 with the implementation of we have
and will experience Air Operations Area (AOA) changes from other project that affect FIDS. This
letter acknowledges Raytheon's activities in AOA changes and remediation efforts by providing

technical, contractual, and management support.

These efforts are both Tenant and PANYNJ funded with a majority outside the current PIDS
Contract scope. As such, impacts/changes required to PIDS, to include Raytheon's technical,
contractual, and management support are folded into and funded by the impacting projects. Our
current process requests Raytheon to support the PANYNJ or Tenants on these individual projects
via site surveys and proposal development to ensure the Raytheon/PIDS level of effort is
appropriately incorporated into the Project Contracts. The PANYNJ in turn develops the appropriate
justification within these contract packages for Raytheon to acauire fundina and perform the work.
This process is in place and- has already been utilized for

As AOA changes wilf continue in the future, the PANYNJ is looking at alternatives to streamline and
improve this process. One alternative currently under evaluation is the development of a Raytheon
Work Order Contract. This will allow us to perform all AOA changes and remediation efforts under
one contract using multiple charge codes. Funding would still be provided by the individual contracts
but contract and proposal activities efforts would be streamlined. The PANYNJ will keep Raytheon

posted on this alternative.

The PANYNJ appreciates Raytheon's support and looks forward in working these activities in the
future. If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G Hundertmark, M. King, E. McFarlane, T. Weliman, File




Resident Enginaer’s Office

241 Erle Street, Room 238
HORITY OF NY & NJ Jersey Clty, NJ 07310

(718) 551-9221

(718) 727-7598 FAX

September 26, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Muiti-Facility Aviation Perimeter Intrusion Detection System (PIDS) Securlty
De5|gn Purchase Constructlon Installatlon and Integration MIFA 134.308 —

Reference:

Dear Mr. Bastian;

The Port Authority of NY & NJ (PANYNJ) has completed the review of the referenced [l
Our comments are located in the Livelink location listed below. These are the
same comments that were provided, in draft form, to Mr. Tim Wellman on September 20,2011.
These comments need to be dispositioned and the procedure needs to be updated no later

than the start of testing.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, T. Wellman, File




Resident Engineer’s Office
241 Erle Street, Room 238
Jersey City, NJ 07310

THE POHET AUTHORITY OF WV & N

(718) 551-9221
(718) 727-7598 FAX

April 30, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS)
Security Design. Purchase, Construction, Installation, and Integration
MFA 134.308 — — Temporary Permit To Occupy or Use for
Detection and Assessment

Reference: Partial Final Inspection 2/3/172

Dear Mr. Bastian:

The Port Authority has issued a "Temporary Permit to Occupy or Use” on March 28, 2012 for
the Detection and Assessment System. This work includes all sensors,
hardware, software and workstations as highlighted on the attached matrix. Be advised that
certain punch list items and deliverables may still remain and they must be satisfactorily
completed prior to the issuance of the final “Permit to Occupy” for the overall Project.

Please note that the Contract required one-year Warranty period has begun. Although the PA
formally took operational use of the System on 11/16/11, the completion date for
the Warranty period will be as specified in the follow-on PIDS Maintenance Contract (MFA-~
134.308M). Subseduent inspections will be held and permits issued following the successful
completion of The "Final” closeout documentation for this work will be included as part

of the overal! closeout of Contract MFA 134.308.

It there are any questions, please contact me at (973) 578 - 4056.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, E. Ciminello, D. Chase, K. Conway, R.Eisold,
M. Gamba, G. Hundertmark, J. Kalafatis, M. Freije, E. McFarlane, G. McGeory, J. Reis, G.

Slattery, File




Resident Engineer’s Office
241 Erie Street, Room 238
Jersey City, NJ 07310

THE PORT AUTHORITY QF N & [NJ)

(718) 551-9221

(718) 727-7598 FAX

February 14, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3480

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS)
Security Design, Purch Constructi i
134.308 -

ntegration MFA

Reference:

- submltted on 9 December 2010
ERPANYNJ letter, dated January 7, 2011,

(c) Raytheon letter, AFB:PA:11:004,

Dear Mr. Bastian:

The Port Authority of NY & NJ has completed the review of Raytheon’s response to the
PANYNJ comments from the [ s , ﬂ review.

Please find our response in the following LiveLink location:

These comments were informally provided February 8, 2011 to Mr. Tim Wellman.

As stated in the referenced January 7, 2011 letter, the PANYNJ is waiting on a
revised/updated Appendix B, to be in line W|th the current test approach.

Upon final comments disposition, the PANYNJ also requests that Raytheon, provide a
final R sUbmittal with all comments addressed. This will ensure that all

parties are working from the same document during testing.




The Port Authority of NY & NJ’s review and comments to the |JIlll] does not relieve
Raytheon of its requirement to meet the contract’s Functional Performance Reguirements.
As discussed and agreed to previously, the PANYNJ reserves the right to provide
additional comments to all the associated testing documentation up until all testing
documents, to include the test procedures, have been delivered to the PANYNJ and all
reviews have been completed.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629,

Sincerely,

Edward T. Hicks
Senior Resident Engineer
Aviation Security Program

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, G. Colban, K. Conway, R. Eisold,
M. Gamba, J. Gomez, G. Hundertmark, J. Kalafatis, M. King, F. Lamptey,
E. McFarlane, G. Slattery, M. Sominsky, J Sutton, J. Reis, T. Wellman, File




Resident Engineer's Office
241 Erie Street, Room 238
Jersey City, NJ 07310

THE PORT AUTHORITY OF Y & VY %

(718) 551-9221

(718) 727-7598 FAX

January 7, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS)
Security Desi Purch Constructi stallation, and Integration

Dear Mr. Bastian




If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, G. Colban, K. Conway, R. Eisold,
M. Gamba, J. Gomez, G. Hundertmark, J. Kalafatis, M. King, F. Lamptey,
E. McFarlane, G. Slattery, M. Sominsky, J. Reis, T. Wellman, File




Network Centric Systers

Secur'\ty'/Transportat'\on System '

1001 Boston Post Rd
Marlboro, 0&’752—3’799 USA

12012

27, Augus
Port Authority of New York and New Jersey

241 Erie Street, Room 238

Jersey City, N 073\0
Attention: “‘.«,Er. Rdward Hicks, ST Resident Engineer
f
Subject: ' Raytheo? Response_PA Commentsﬂmo%‘
pesign prawings
Reference: purchase Order 45000—44655, Contract No. 46000061 66 - THE MULTTL-
FACILITY AVIATIO {ETER WNTRU SION DETECTION gy STEM
(PIDS) CONTRACT MEA- 134308
Reference: Port Authority Letter Dated 13 August 2012
Attachment: - 'ﬂComments ResponseﬂlOO% Dves'\gn Drawings
Dear Mr. Hicks: '
Raytheon has posted to Livelink responses 10 Port Authority comments O the ¢, 100%
wings. Raytheon’s response can pe found at the following Livelink toider:

Design Dré




Network Centric Systems
Security/Transportat'\on System
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Tetter No : AFB:PA'.12:119

Page 2 v
please contact the undersigned.

1f there are any questions concerning this matter,

gincerely,

Raytheon Company

Arthur F. Bastian

Raytheot! Contract Manager
Phone: 503—490~3448

Fax: 508»490-3151

B-mail: Arthur F Bastian@raytheon‘com



Dear M. Hicks:

Network Centric Systems

. 1001 Boston Post Rd

Tetter No: AFB:PAI12: 122 Marlboro, MA 01752-3799 UsA

24 August 2012

Port Authority of New York and New Jersey

241 Erie Street, Room 238

* Jersey City, NJ 07310

Attention: Mr. Edward Hicks - St Resident Engineer

Subject: Raytheon Submittal_ Field Acceptance Test (FIdAT) Test Procedures for Revision
HCH

Reference: A) Purchase Order 45000-44655, Contiact No. 4600006166 PERIMETER TNSTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MTFA-134.308
B) Comprehensive Acceptance Test Plan, Release 6b, 2 March 2011

Enclosure: (1) FIdAT Test Procedures for the . Revision C, dated 8/15/2012

In accordance with our subject contract requirements, ‘ne following test procedure is provided for the Port Authority
of New York and New Jersey’s review. : '

&

FIdAT Test Procedures for the airport, Revision-C

The above subject test procedures have been updated to Revision C to reflect the results of recent blue-line dry run

testing.

The subject artifacts:

have been posted to LiveLink at the following locations:



Network Centric Systems
1001 Boston Post Rd

Tetter No : AFB:PA:12:122 Marlboro, MA 01752-3799 USA

Page 2

Please review in accordance with the requirements in the reference contract and let us know immediately of any
issues or concerns.

Should you have any questions concerning this matter, please contact the undersigned.
Sincerely, .
Raytheon Company

el £ B

Arthur B. Bastian

Raytheon Contracis Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian(@raytheon.com



Network Centric-Systems
1001 Boston Post Rd

Letter No: AFB:PA:12: 121 Mariboro, MA 01752-3799 USA
23 August 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - St. Resident Engineer
Subject: Raytheon Submittal_ Field Acceptance Test (FIdAT) -
Test Procedures, Revision A_Support’ Test Livelink
Referepc= A) Purchase Order 45000-44655, Contract No. 4600006166 PERIMETER INSTRUSION

DETECTION SYSTEM (PIDS) CONTRACT MFA-134.303
B) Comprehensive Acceptance Test Plan, Release 6b, 2 March 2011

“Enclosure: (13 ] , y Test for the airport, Revision A, dated
8/23/2012
{2) Raytheon responses (0 PANYNJ comments spreadsheet for

Dear Mr. Hicks:

I accordance with our subject contract requirements, the following test procedures are provided for the Port
Authority of New York and New Jersey’s review. '
4 o test procedure-for Revision A

The above subject test procedures have been updated to Revision A to reflect corrections as a result of the comments
- provided by the PANYNT against the submitted Draft versions. Raytheon’s responses to the PANYNJ comments
are also provided in the PANYNT spreadsheet forms. .

The subject artifacts:

. 9

o

have been posted to LiveLink at the following locations:



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:121 Marlboro, MA 01752-3799 USA

Page 2

Please review in accordance with the requirements in the reference contract and let us know immediately of any
issues or concerns.

Should you have any questions concemihg this matter, please contact the undersigned.
Sincerely,
Raylheon Company

B ) Py
f .r(.fi.‘(:é[w. F fSed _

Arthur F. Bastian

Raytheon Contracts IVianager
Phone: 508-490-3443

Fax:  508-490-3151

E-mail: Arthur F_Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:120 Mariboro, MA 01752-3799 USA

23 August 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject: Raytheon Submittal_Demonstration Test Procedures_Support 1 Test_Livelink
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 PERIMETER INSTRUSION

DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308
B) Comprehensive Acceptance Test Plan, Release 6b, 2 March 2011

Enclosure: (1) Field Acceptance Test (FIdAT) — Demonstration Procedures for the PIDS Program, Revision-J

Dear Mr. Hicks:

In accordance with our subject contract requirements, a revision of the following test procedures are provided for the
Port Authority of New York and New Jersey’s review.

s  TField Acceptance Test (FIdAT)— Demonstration Procedures for the PIDS Program, Revision-J

This submittal includes procedural updates as a result of Raytheon’s formal test activities at ™ s well as updates
to reflect those applicable requirements for the upcoming’ .testing.
The subject artifacts:

have been posted to LiveLink at the following locations:



Network Centric Systems
1001 Boston Post Rd

Tetter No: AFB:PA:12:120 Marlboro, MA 01752-3799 USA

Page 2

Please review in accordance with the requirements in the reference contract and let us know immediately of any

issues or concerns.

Should you have any questions concerning this matter, please contact the undersigned.

Sincerely,
Raytheon Company

’.v".) 7 -2 !
{_.L@‘Céim ~ !éﬁ:%'éu—

Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3448

Fax:  508-490-3151

E-mail;  Arthur F Bastian@raytheon.com



Network Centric Systems

4 1001 Boston Post Rd

Letter No: ATFB:PA:12:114 Marlboro, MA 01752-3799 USA
10 August 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 233
Jersey City, NJ 07310
Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject: Raytheon Submittal — Monthly VS for July 2012
Enclosure: 1) PIDS IMS for July 2012 (Primavera,xer file)

2) PIDS IMS for July 2012 (pdf file)

3) PIDS IMS Narrative for July 2012.docx

4) PIDS IMS Critical Paths.pdf
Reference: " purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon posted on 10 August 2012, the monthly TMS CDRLs for July 2012 to LiveLink at the following links:

The files posted include:

1) The complete IMS in Primavera P6 Version 6.2 Exchange Format (.xer file)
2) The complete IMS in PDF format

3) The accompanying Narrative in Word format

4) The VIS critical paths

If there are any questions concerning this matter, please contact the undersigned.
Singcerely,
Raytheon Company

(icle, £ Brd—r

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-34438

Fax: 508-490-3151

BE-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
Security/Transportation System

1001 Boston Post Rd
Letter No: AFB:PA:12:113 Marlboro, MA 01752-3799 USA
08 August 2012
Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 07310 '
Attention: - Mr Edward Hicks, St. Resident Engineer
Subject: Rayfheon Submittal - Test Report - Livelink
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: A) Port Authority Letter, Dated 24 July 2012
Attachments: 1) Livelink Test Report, Revision A

Dear Mr. Hicks:

In accordance with our subject contract requirements, the _ Test Report, Revision-
A, is hereby submitted for the PANYNJ review and comment. This revision provides Raytheon
 responses to the 24 July 2012 PANYNJ comments against Revision- of the report (Reference A).

The subject document ' Y has been posted to LiveLink
at the following location:



Letter No: AFB:PA:12:113

Page?2

Should you have any questions concerning this matter, please cont

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contract Managet
Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com

Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

act the undersigned.



Network Centric Systems
Security/Transportation Systern’
1001 Boston Post Rd

Letter No ¢ AFB:‘PA:12:112 ‘ Marlboro, MA 01752-3799 USA
08 August 2012

Port Authority of New vork and New Jersey
741 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Raytheon Submittai - Test Report - Livelink
Reference: Purchase Order 45000-44055, Contract No. 4600006166 - THE

MULTI-F ACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-1 34.308

Reference: A) Port Authority Letter, Dated 24 July 2012

Attachments: 1) Livelink — Test Report, Revision A

Dear Mr. Hicks:

In accordance with our subject contract requirements, the Test Report, Revision-A,
s hereby submitted for the PANYNJ review and comment. This revision provides Raytheon

responses 1o the 24 July 2012 PANYNJ comments against Revision- of the report (Reference A).

The subject document : been posted t0 LiveLink at
the following Jocation:




Network Centric Systems
Secur’\ty/TranSportat'\on System
1001 Boston Post R
Tetter NO AFB:PA:lZ:llZ Mariboro, MA 017523799 USA
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ghould you have any questions concerning this matter, please contact the Lmdersigned.
Sincerely,

Raytheon Company
g e A s
{J,(m:,g.‘ J2 2 o e

T, Bastian

Raytheon Contract Managet

Phone: 508—490—3448
508—490—3%1

Fax:
E-mail: Arthut ¥ Bastian@raytheon.com

Arthur



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No ¢ AFB:PA:12:083 Marlboro, MA 01752-3799 USA

30 May 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Raytheon Submittal — TField Acceptance Test (FIdAT) — Demonstration Procedures for

the PIDS Program — Revision F

Reference: a) Purchase Order 45000-44655, Contract Na. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308
b) Comprehensive Acceptance Test Plan, Release 6b, 2 March 2011

Enclosure: (1) LiveLink - TField Acceptance Test (FIdAT) - Demonstration Procedures for the
PIDS Program, Revision-F

Dear Mr. Hicks:

In accordance with our subject contract requirements, a revision of the following test procedures are provided for the
Port Authority of New York and New Jersey’s review. »

2 Tield Acceptance Test (Fid AT) ~ Demonstration Procedures for the PIDS Program, Revision-F

These subinittals include procedural updates as a result of Raytheon’s blue-line test activities as well as Raytheon’s
responses to PANYNI comments received against the Draft version of each of these test procedures.

The subject artifacts:
2 B

have been posted to LiveLink at the following locations:

Please direct any questions concerning 1his matter to the undersigned.
Thank you.

Sincerely,

Raytheon Company

) 7 S N
(lecl. £ Bed—

- Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-450-3443

Fax: 508-490-3151

E-mail; Arthur F Bastian@raytheon.com



Network Centric Systems
Security/Transportation System

1001 Bostor Post Rd
Letter No: AFB:PA:12:107 ' Marlboro, MA 01752-3799 USA
26 July 2012
Port Authority of New York and New Jersey
741 Erie Street, Room 238
Jersey City, NJ 07310 '
Attention: Mr. Edward Hicks, St. Resident Engineer
Subject: Test Procedures_Support oi Test_Submittal Livelink
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Enclosure:; Test Procedure for
- Airport, Revision-

Dea.rv Mr Hicks:

Tn accordance with our subject contract requirements, a revision of the following test procedure
is provided for the Port Authority of New York and New Jersey’s review. :

Test Procedure for Airport, Revision-
This submittal includes procedural updates as a result of Raytheon’s blue-line test activities as
well as Raytheon’s responses 10 PANYNJ comments received against the Draft version of this

test procedure.

The subject artifacts:

has been posted to LiveLink at the following locations:



Letter No : A¥B:PA:12:107
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Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Please direct any questions concerning this matter to the undersigned.

Thank you.
Sincerely,

Raytheon Company

- o

S )
(oot ~ e

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-450-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@yaytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: ATFR:PA:12:106 Marlboro, MA 01752-3799 USA
25 July 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: M, Edward Hicks, Sr. Resident Engineer
Subject: Test Procedure Submittal - Livelink
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Enclosure: (1) Field Acceptance Test (FIdAT) — Test Procedures for the
Airport, Revision-E

Dear Mr. Hicks:

In accordance with our subject contract requirernents, a revision of the following test procedures
are provided for the Port Authority of New York and New J ersey’s review.

These submittals include procedural updates as a result of Raytheon’s blue-line test activities as
well as Raytheon’s responses to PANYNJ comments received against the Draft version of each

of these test procedures.

The subject artifacts:

have been posted to LiveLink at the following locations:



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Tetter No: AFB:PA:12:106 ‘ Marlboro, MA 01752-3799 USA
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‘ .

Please direct any questions concerning this matter to the undersigned.
Thanlk you.
Sincerely,

Raytheon Company

@/

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@aytheon.com



Letter No ¢ AFB:PA:12:1()3

23 July 2012

Port Authority of New York and New Jersey
-241 Frie Street, Room 233
Jersey City, NJ 07310

Attention: Mr., Edward Hicks - Sr. Reside

Subject:

Enclosure:

Reference: Purchase Order 45000-
AVIATION PERIMETER
MFA-134.308

Dear Mr. Hicks:

In accordance with our subject contract requirements,
Authority of New York and New Jersey’s review.

o  Field Acceptance Test (FIdAT) ~ Demonstration Procedures

The subject artifacts:

have been posted to LiveLink st the following locations:

44655, Contract No. 4600006166 - T

a revision of the followi

This submittal includes procedural updates as a result of Raytheon’s formal test activities at

those applicable requirements for the upcoming

Network Centric Systems
1001 Boston Post Rd
Marlboro, MA 01752-3799 USA

HE MULTI-FACILITY

TNTRUSION DETECTION SYSTEM (PIDS) CONTRACT

ng test procedures are provided for the Port

for the PIDS Program, Revision-H

as well as updates to reflect
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If there are any questions concerning this matter, please contact the undersigned.
Sincerely,
Ruytheon Company
I R A
[ ek, £ dDb——
Arthur T, Bastian
Raytheon Contract Manager

Phone: 508-490-3448/Fax: 508-490-3151
F-mail: Arthur_F_Bastian@raytheon.com




Network Centric Systems

1001 Boston Post Rd
Tetter No: AFB:PA:12:1024 Marlboro, MA 01752-3799 USA
19 July 2012
Port Authority of New Y ork and New Jersey
241 Frie Street, Room 238
Jersey City, NJ 07310
Aftention: Mr. Edward Hicks - Sr. Resident Engineer
Subject: Raytheon Submittal —
Ravtheon Submittal —
Enclosure: 1 i Test Report
2) , Permit Matrix
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER NTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with our subject contract requirements, the . . Test Report, Revision — is hereby
submitted to the Port Authority for your review and acceptance. Raytheon is also submitting for your
review and acceptance, the \ Permit Matrix. This submittal has been made via Livelink at

the fallnwine location:

()

Please forward any comments or clatifications to Raytheon with regards to both documents within 15
calendar days of this letter. 1f no comments or clarifications are received within the contract timeframe,
the documents will be considered accepted by the Port Authority.

Should the Port Authority require, the Raytheon team is available at anytime 10 discuss and clarify areas
of both the Test Report and the Permit Martix.

The :est was complete'd on Raytheon would anticipate that the Port Authority will
issue a “Termperary Permit to.Oc_oupy”, vased upon the test completion date, similar to the procgdure and
documentation established under of the prograim.

1f there are any questions concerning this maﬁér, please contact the undersigned.
Sincerely,
) Raytheon Company

Arthur F. Bastian
Raytheon Contract Manager
Phone: 508-490-3448/Fax: 508-490-3151

E-mail: Arthur I Bastian(@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:101 ' Marlboro, MA 01752-3799 USA

17 July 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject: Raytheon Submittal - Test Report
Raytheun Submittal - Permit Matrix
Enclosure: ] Test Report
2 Permit Matrix
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

in accordance with our subject contract requirements, the Test Report, Revision — is
hereby submitted to the Port Authority for your review and acceptance. Raytheon is also submitting for
your review and acceptance, the Permit Matrix. This submittal has been made via

Livelink at the following location:

Please forward any comments or clarifications to Raytheon with regards to both documents within 15
calendar days of this letter. If no comments or clarifications are received within the contract timeframe,
the documents will be considered accepted by the Port Authority.

Should the Port Authority require, the Raytheon team is available at anytime to discuss and clarify areas
of both the Test Report and the Permit Martix.

Finally, upon conclusion/agreement of these documents, Raytheon would anticipate that the Port
Authority would issue a ‘“Termperary Permit to Occupy”, similar to the procedure and documentation
established under of the program.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,
_ Raytheon Company

\ 9 P i '/" N
(’.[jm_‘,r'z«. - ;[‘:J}‘f.,'/-m

Arthur F, Bastian

Raytheon Contract Manager

Phone: 508-490-3443/Fax: 508-490-3151
E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:101A ' Marlboro, MA 01752-3799 USA

19 July 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject: Raytheon Submittal \ Test Report
Raytheon Submittal Permit Matrix
Enclosure: , 1) Test Report
2) Permit Matrix
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER TNTRUSION DETECTION
SySTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance \with our subject contract requirements, the Test Report, Revision — is
hereby submitted to the Port Authority for vour review and acceptance. Raytheon is also submitting for
your review and acceptance, the Permit Matrix. This submittal has been made via

1jvelink at the following location:

Please forward any comments or clarifications to Raytheon with regards to both documents within 15
calendar days of this letter. If no comments Of clarifications are received within the contract timeframe,
the documents will be considered accepted by the Port Authority.

Should the Port Authority require, the Raytheon team is available at anytime to discuss and clarify areas

of both the , Test Report and the Permit Martix.
The _test was completed on Raytheon would anticipate that the Port Authority will
issue a “Termperary Permit to Occupy”, based upon the test completion date, similar to the procedure and

documentation established under of the program.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

) Raytheon Company
Eg) 7 A

S p e A
(b £ Lpb—

Arthur F. Bastian
Raytheon Contract Manager
Phone: 508-490-3448/Fax: 508-490-3151

E-mail: Arthur F Bastian(@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:_PA:IZ:IOZ Marlboro, MA 01752-3799 USA
17 July 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject: Raytheon Srbmittal Test Report
Raytheon Submittal Permit Matrix
Enclosure: D ' Test Report
2) Permit Matrix
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULT!-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with our subject contract requirements, the . Test Repott, Revision — is hereby
submitted to the Port Authority for your review and acceptance. Raytheon is also submitting for your
review and acceptance, the Permit Matrix. This submittal has been made via Livelink at
the following location: '

Please forward any comments or clarifications to Raytheon with regards to both documents within 15
calendar days of this letter. If no comments or clarifications are received within the contract timeframe,
the documents will be considered accepted by the Port Authority.

Should the Port Antharity require, the Raytheon team is available at anytime to discuss and clarify areas
of both the Test Report and the Permit Martix.

Finally, upon conclusion/agreement of these documents, Raytheon would anticipate that the Port
Authority would issue a “Termperary Permit to Occupy”, similar to the procedure and documentation
established under of the program. -

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,
Raytheon Company

s ) AR
l'i-éa;‘zg\ F ;f; A

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F Bastian{@raytheon.com




Network Centric Systems

1001 Boston Post Rd

Letter No : AFB:PA:12:101 Marlboro, MA 01752-3799 USA
17 July 2012
Port Authority of New York and New Jersey
241 Frie Street, Room 238
Jersey City, NJ 07310
Aftention: Mr. Edward Hicks -+ T Ueaineer
Subject: Raytheon Submittal Test Report

Raytheon Submittal : Permit Matrix
Enclosure: [§] Test Report

2). Permit Matrix
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with our subject contract requirements, the Test Report, Revision— is
hereby submitted to the Port Authority for your review ana acceptance. Raytheon is also submitting for
your review and acceptance, the [,GA Phase 2a Permit Matrix. This submittal has been made via

Livelink at the following location:

Please forward any comments or clarifications 1o Raytheon with regards to both documents within 15
calendar days of this letter. If no comments Or clarifications are received within the contract timeframe,
the documents will be considered accepted by the Port Authority.

Should the Port Authority require, the Raytheon team s available at anytime to discuss and clarity areas
of both the _Test Report and the. Permit Martix.

Finally, upon conclusion/agreement of these documents, Raytheon would anticipate that the Port

Authority would iseme 2 «Termperary Permit to Occupy”, similar to the procedure and documentation
established under of the program. :

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

b, i Gl

Arthur F. Bastian
Raytheon Contract ivanager
Phone: 508-490-3448/Fax: 508-490-3151

E-mail: Arthur F Bastian(@raytheon.com



Network Centric Systems
Security/Transportation System

1001 Boston Post Rd
Tetter No: AFB:PA:LZ: 097 yarlboro, MA 01752-3799 USA
21 June 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 238 .
Jersey City, NJ 07310
Aftention: Vir, Edward Hicks, Sr Resident Engineer
Subject: Fest Procedure Subittal 10 Livelink
Reference: A) Purchase Order 43000-44655, Contract No. 4600006166 - THE MULTI—FAC]LITY

AVIATION PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MRA-134.308

B) Comprehensive Acceptance Test Plan, Release 6b, 2 March 201!

Enclosure: () Field Acceptance Test (FldAT) _ Demonstration Procedures for the PIDS Program,
Revision-G - Livelink

Dear M. Hicks:

Tn accordance with our subject contract requirements, a revision of the following test procedures are provided for the
Port Authority of New York and New Jersey’s review.

o Field Acceptance Test (FIAAT) ~ Demonstration Procedures for the PIDS Program, Revision-G

These submittals include procedural updates as 8 result of Raytheon's formal test activities at as well as updates
. 1o reflect those applicable requirements for the upcoming Phase 2a testing.

The subject artifacts:

wave been posted 10 LiveLink at the following locations:



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:12:097 : Marlboro, MA 01752-3799 USA
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Please direct any questions céncern'mg this matter to the undersigned.
Thank you.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448
Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
Security/Transpoﬁation System
1001 Boston Post Rd

Letter No ¢~ AFB:PA:12:094 : Marlboro, MA 01752-3799 USA

15 June 2012

Port Authority of New York and New Jersey

241 Brie Street, Room 2338

Jersey City, NJ 07310

Attention: M. Edward Hicks, Sr. Resident Engineer

Subject: Raytheon Submittal — Livelink - B Record Drawing

Reference:

MFA-134.308

Dear Mf. Hicks:

On Friday, June 15, 2012, Raytheon posted to Livelink the
drawings are located in Livelink in the following location:

Hard copies of this submittal were sent overnight to the Port Authority for Monday (June 18" delivery.
1f there are any questions concerning this matter, please contact the undersigned.

Sinperely,

Raytheon Cdmpany

P A
i £

Arthur F. Bastian

Raytheon Contract anager
Phone: 508-490-3448

Pax.  508-490-3131

E-mail: Arthur F Bastian@raytheon.com

a) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-RACILITY
AVIATION PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT

Drawings as noted above, The



Network Centric Systems
Security/Transportation System

1001 Boston Post Rd
Letter No: AFB:PA:12:090 Marlboro, MA 01752-3799 USA
11 June 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 233
Jersev City, NJ 07310
Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Raytheon Submitta’ — : Pd Test Reports
Reference: a) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MF A-134.308

Enclosure: Test Report, Revision—
| Test Report, Revision—

Dear Mr. Hicks:

In accordance with our subject contract requirements, the Test Report, Revision-
and the , Test Report, Revision- are hereby submitted for PANYNJ review and

comiment. The following subject documents:

been posted to LiveLink at the following locations:




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:090 Marlboro, MA 01752-3799 USA

1f there are any questions concerning this matter, please contact the undersigned.



Network Centric Systems
Security/Transportation System
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Letter No: AFB:PA:12:090 Marlboro, MA 01752-3799 USA
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Sincerely,

Raytheon Company

S a 7
(et £ Brd—

Arthur F. Bastian

Raytheon Contract Manager
Phone: 508-490-3448

Fax: 508-490-3151

E-mail; Arthur ¥ Bastian@raytheon.cbm



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:12:082 Marlboro, MA 01752-3799 USA
30 May 2012 ‘
Port Authority of New York and New Jersey
241 Brie Street, Room 233
- Jersey City, NJ 07310
Attention: ) Vir. Bdward Hicks, Sr. Resident Engineer
Subject: Raytheon Submittal - Drawing Submiﬁul - Livelink
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MU

LTI-EACILITY

AVIATION PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONT

MEFA-134.308
Dear Mr. Hicks:

Raytheon is pleased to submnit the Drawing package to Livelink.

Please direct any questions concerning this mafter o the undersigned.

Thank you.
Sincerely,

Raytheon Company

V) . P

A ./
(Lot 7 Lol

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3443

Fax:  508-490-3151

T-mail; Arthur F Bastian(@raytheon.com



Network Centric Systems
Security/Transportation System

1001 Boston Post Rd
Letter No: AFB:PA:12:084 - Marlboro, MA 01752-3799 USA
30 May 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 233
Jersey City, NJ 07310
Attention: Ir. Edward Hicks, St. Resident Engineer
Subject: Raytheon Submittal — Field Acceptance Test - 'est Procedures, Rev C
Reference: a) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETE CTION SYSTEM

(PIDS) CONTRACT MFA-134.308
b) Comprehensive Acceptance Test Plan, Release 6b, 2 March 2011

Enclosure: (1) LiveLink - Field Acceptance Test (F1dAT) — Test Procedures for the
Revision-C

D‘eaf Mr. Hicks:

In accordance with our subject contract requirements, a revision of the following test procedures are provided for the
Port Authority of New York and New Jersey's review.

These submiftals include procedural updates as a result of Raytheon’s blue-line test activities as well as Raytheon’s
responses to PAN N7 comments received against the Drafl version of each of these test procedures.

The subject artifacts:
have been posted to LiveLink at the following locations:

Please direct any questions concerning this matter to the under-gned.

Thank you.
Sincerely,

Raytheon Company

') S

Sy 7
[ fach, £ Lhet—

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:081 Marlboro, MA 01752-3799 USA
29 May 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject: Test Readiness Review Notification
Reference: 1) PERIMETER INSTRUSION DETECTION SYSTEM (PIDS)

CONTRACT MFA-134.308
2) Comprehensive Acceplance Test Plan, Release 6b, 2 March 2011

Dear Mr, Hicks:

In accordance with our subject contract requirements, notice is hereby provided that the Test
Readiness Review (TRR) for the | testing will be held on 12 June 2012. Raytheon
will advise the PANYNJ of the specific venue for the TRR as soon as finalized. :

If there are any questions concerning this matter, please also contact the undersigned.
Sincerely,

Raytheon Company

o/ P-4
~

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian(@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:080 Marlboro, MA 01752-3799 USA
25 May 2012

Port Authority of New York and New Jersey

241 Erie Street, Room 238

Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer

Subject: Test Procedures in Support of Test
Reference: 1) PERIMETER INSTRUSION DETECTION SYSTEM (PIDS)

CONTRACT MFA-134.308 .
2) Comprehensive Acceptarice Test Plan, Release 6b, 2 March 2011

Enclosure: . Test Procedure for Revision-
(2) RTN responses to PANYNJ draft comments for the test
procedure :
™M  Test Procedure for
Airport, Revision-

(4) RTN responses to PANYNJ draft comments for the test
procedure

Dear Mr. Hicks:

In accordance with our reference contract requirements, a revision of the following test
procedures are provided for the Port Authority of New York and New Jersey’s review.

e : Test Procedure for Revision-

o * Test Procedure for

These submittals include procedural updates as a result of Raytheon’s blue-line test activities as
well as Raytheon’s responses to PANYNJ comments received against the “Draft” version of
each of these test procedures. o

The subject artifacts:

have been posted to LiveLink at the following location:
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If there are any questio
Sincerely,

Raytheon Company
R/ - ;50
(:,(icf;éﬁ.. 7 ..,ng.z e
Arthur F. Bastian
Raytheon Contracts Manager
Phone: 508-490-3448
Fax:  508-490-3151
E-mail: Arthur F_Bastian@raytheon.com

Network Centric Systems
1001 Boston Post Rd

Marlboro, MA 017523799 USA.

ns concerning this matter, please also contact the undersigned.



Network Centric Systems

' : 1001 Boston Post Rd
Letter No : AFB:PA:12:075 , Marlboro, MA 01752-3799 USA
16 May 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr, Edward Hicks - Sr. Resident Engineer
Subject: Raytheon Submittal (LiveLink) - Fence Test Plan/Procedure, Revision B
Reference: A) Purchase Order 45000-44655, Contract No. 46000061 66 PERIMETER INSTRUSION

DRTECTION SYSTEM (PIDS) CONTRACT MFA-134.308
B) Comprehensive Acceptance Test Plan, Release 6b, 2 March 2011

Enclosure: LiveLink - Test Plan and Test Procedures, Revision-B

Dear M. Hicks:

1n accordance with our reference contract, a revision of the following test procedure is provided for the Port
Authority of Mew York and New Jersey's review.

The subject artifact has been posted to LiveLink at the
following location:

]



Network Centric Systems
1001 Boston Post Rd
Marlboro, MA 01752-3799 USA

Letter No : AFB:PA:12:075

Page 2
Please review and provide concufrence or comments.

If there ave any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company
Sy PR
(b 7 Gl

Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3443

Fax: 508-490-3151

E-mail: Arthur ¥ Bastian@,raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA:12:073 ’ Marlboro, MA 01752-3799 USA

14 May 2012

Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 07310

Attention: Mz, Edward Hicks - Sr. Resident Engineer
Subject: Raytheon Submittal — Monthly IMS for April 2012
Enclosure: 1) PIDS IMS for April 2012 (Primavera.xer file)

2) PIDS IMS for April 2012 (pdf file)
3) PIDS VIS Narrative for April 2012.docx
4) PIDS IMS Critical Paths.pdf

Reference: Purchase Order 45000-44655, Contract No, 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134 308 ~

Dear M. Hicks:

Raytheon posted on 10 May 2012, the monthly IMS CDRLs for April 2012 to LiveLink at the foilowing links:

The files posted include:

1) The complete IMS in Primavera P6 Version 6.2 Exchange Format (xer file)
2) The complete IMS in PDF format '

3) The accompanying Narrative in Word format

4) The IMS critical paths

If there are any questions concerning this matter, please contact the undersigned:
Sincerely,
Raytheon Company
L,(,\L'(/Z e “f:’;
- Arthur F. Bastian
Raytheon Contracts Manager

Phone: 508-490-3448/Fax: 508-450-3151
E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Tetter No: AFB:PA:12:071 Marlboro, MA 01752-3799 USA

10 May 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: ivir, Bdward Hicks, Sr. Resident Engineer

Subject: Raytheon Submittal - System Design

Reference: k Purchase Orde: 43000-44633, Contract No. 4bULu06166 - THE MULTI-FACILITY
AVIATION PLAIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308

Dear Mr. Hicks:
Raytheon is pleased to submii the - System Design drawings to Livelinlk. Along with this

submission, Raytheon posted to Livelink, structural calculations files for the pier system and for the pathfinder, camera and
conversion box mount.

Files Livelink’d were:




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

T.etter No : AFB:PA:12:071 Marlboro, MA 01752-3799 USA
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Please direct any questions concerning this matter to the undersigned.

Thank you.
Sincerely,

Raytheon Company

S .7
L Lfr/\‘ F i /3\\’\ /

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

1etter No: AFBPA:12:067 : © Marlboro, MA 01752:3799 USA
27 April 2012

Port Authority of New Vork and New Jersey

241 Brie Street, Room 238

_ Tersey City, NJ 07310

Attention: Mr. Edward Hicks/St. Resident Engineer

Subject: Design Drawing Package — Submittal ~
Raytheon Response wunuients ’

Reference: A) Contract No. 4600006166 PERIMETER INSTRUSION DETECTION
gYSTEM (PIDS) CONTRACT MF A-134.308
Reference: Port Authority Letter, dated 9 April 2012, with Comments
dated 9 April 2012 ‘
Attachment: Comments 100% 4.18.12 HB edits x1s

Dear Mr. Hicks:

Raytheon has posted updated Design Drawing Package to the following
Livelink folder:



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:067 Marlboro, MA 01752-3799 USA
Page 2

In addition, Raytheon is submitting comments in the attached xls file to the reference Port
Authority letter dated 9 April 2012.

Should you have any questions concerning this matter, piease contact the undersigned.

Sincerely,
o o ;o
{ Ll £ Bed—

Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3448

Fax: 508-490-3151

E-mail; Arthur F Bastian@raytheon.com



Network Centric Systemns

1001 Boston Post Rd

Letter No: AFB:PA:12:060 Marlboro, MA 01752-3799 USA
13 April 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks

Sr. Resident Engineer
Subject: Raytheon Submittal — Monthly IMS for March 2012
Enclosure: 1) PIDS LVIS for March 2012 (Primavera xer file)

2) PIDS TMS for March 2012 (pdf file}

3) PIDS IS Natrative for varch 2012.docx

4) PIDS TS Critical Paths.pdf
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon posted on 10 April 2012, the monthly IMS CDRLs for March to LiveLink at the following links:

The files posted include:

1)} The complete IMS in Primavera P6 Version 6.2 Exchange Format (.xer file)
2) The complete VS in PDF format '

3) The accompanying Narrative in Word format

4) The IMS critical paths

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company
Sl Sl —

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
1001 Boston Post Rd

Letter No : -AFB:PA:12:049 ‘ Marlboro, MA 01752-3799 USA

06 April 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: M. Edward Hicks/Sr. Resident Engineer
Subject: sield Acceptance Test (FIJAT) - ) Scenario Test Procedure
Reference: A) Contract No. 4600006166 PERIMETER INSTRUSION DETECTION SYSTEM

(PIDS) CONTRACT MFA-134.308

Enclosure: Draft revision, dated 4/05/2012

Dear Mr. Hicks:
In accordance with our subject contract requirements, the following test procedure is provided for the Port Authority

of New York and New Jersey’s review.

The subjecl diurast,

have been posted to LiveLink at the following locations:



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:049 Marlboro, MA 01752-3799 USA
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Please review and let us know immediately of any issues o concerns.

Should you have any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-450-3443
Fax: 508-490-3151

B-mail: Arthur F Bastian@raytheon.com



Letter No: AFB:PA:12:051

06 April 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238 :
Jersey City, NJ 07310

Network Centric Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Atftention: Mr. Edward Hicks/Sr, Resident Engineer
Subject; , Fence .Test Report
Reference: A) Contract No. 4600006166 PERIMETER INSTRUSION DETECTION SYSTEM

(PIDS) CTONTRACT MFA-134.308

Enclosure: () Test Report

Dear Mr. Hicks:

In accordance with our subject contract requirements, the
for the PANYNIJ review and comment. The subject document

Test Report, Revision-E, is herebv submitted

has been posted to LiveLink at the following location.

Please review and let us know immediately of any issues or concerns.

Should you have any questions concerning this matter, please contact the undersigned.

» Sincerely,

Raytheon Company

~ " s
7 /

R % -
(lochn 7 [k

Arthur F, Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian{@raytheon.com




Network Centric Systemé

1001 Boston Post Rd
Letter No: AFB:PA:12:047 Marlboro, MA 017523799 USA
06 April 2012
Port Authority of New “ork and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: M. Bdward Hicks/Sr. Resident Engineer
Subject: Tield Acceptance Test (FIdAT) - " Scenario Test Procedure
Reference: A) Contract No. 4600006166 PERIMETER INSTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308
Enclosure! (1) , Draft revision, dated 4/05/2012

Dear Mr. Hicks:

Tn accordance with our subject contract requirements, the following test procedure is provided for the Port Authority
of New York and New Jersey’s review.

The subject artifact:

has been posted to LiveLink at the following locations:



Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA: 12:047 Marlboro, MA 01752-3799 USA
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Please review and let us know immediately of any issues or concerns.

Should you have any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

{ (cc[j F :i;gev L

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151 ]
E-mail; Artbur F Bastian(@raytheon.com



Letter No: AFB:PA:lZ:OSO

06 April 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, N 07310

Network Centric Systems
1001 Boston Post Rd

Marlboro, MA 0 1752-3799 USA

Attention: Mr, Bdward Hicks/Sr. Resident Engineer
Subject: Field Acceptance Test (FIdAT) - Scenario Test Procedure
Reference: A) Contract No. 4600006166 PERIMETER INSTRUSION DETECTION SYSTEM

(PIDS) CONTRACT MEA-134

308

Enclosure: (D Test for the Draft revision, dated 4/02/20172

Dear Mr. Hicks:
n accordan<. ith our subject contract requirements, the fo

of New York and Mew Jersey’s Teview.

a9
The subject artifact:
9

have been posted 0 LiveLink at the following locations:

llowing test prucedure is provided for the Port Authority



Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA:12:050 Marlboro, MA 01752-3799 USA
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Please review and let us know immediately of any issues or concerns.

Should you have any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

;o

f’\ 77 - R
(Lacbi £ 2ot

Arthur T, Bastian

Raytheon Contracts Manager
Phone: 508-490-3448

Fax;  508-490-3151

E-mail; Arthur F Bastian@raytheon.com



i)
Network Centric Systems

. 1001 Boston Post Rd
Tetter No: AFB:PA:12:048 Marlboro, MA 01752-3799 USA

06 April 2012

Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NI 07310

Attention: M. Bdward Hicks/Sr. Resident Engineer
Subject: Test Report
Reference: A) Contract No. 4600006166 PERIMETER INSTRUSION DETECTION SYSTEM

(PIDS) CONTRACT MFA-134.308
Enclosure! i - Test Report
Dear Mr. Hicks:

In accordance with our subject contract requirements, the Test Report, Revision-, is hereby
submitted for the PANVNT review and comment.

The subject document ’ has been posted to
LiveLink at the following location:

|

l_.,#_.___.,.,m., [ et



Letter No: AFB:PA:12:048
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Network Centric Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Please review and let us know immediately of any issues or concerns.

Shouid you have any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

I a /7

(ol ¢ Bod

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:045 Marlboro, MA 01752-3799 USA

02 April 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 2338
Jersey City, NJ 07310

Aftention: Mir. Edward Hicks

Sr. Resident Engineer
Subject: Field Acceptance Test (FIdAT) - Scenario Test Procedure
Refererice: A) Contract No. 4600006166 PERIMETER INSTRUSION DETECTION SYSTEM

(PIDS) CONTRACT MFA-134.308
Dear Mr. Hicks:

{n accordance with our subject contract yeanivamente the following test nracednre is mrovided for the Port
Authority’s review. The subject artifact: has been posted to
LiveLink at the following locations:

Please review and let us know immediately of any issues or concems. Should you have any questions concerning
this matter, please contact the undersigned. 4

Sincerely,

Raytheon Company
S i P o

—

S A
(imhe £ Lol

Arthur F. Bastian
Raytheon Contracts Manager
Phone: 508-490-3448/Fax: 508-490-3151

) E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:040 Marlboro, MA 01752-3799 USA

28 March 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NT 07310

Attention: Myr. Edward Hicks
Sr. Resident Engineer
Subject: Test Report
Reference: Purchase Order 45000-44655, Contract N6 4600006166 - THE MULTI-

FACILITY AVIATION PERIVETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Attachment: (h Test Report, Revision -
Dear Mr. Hicks:

In accordance with our subject contract requirement.., the Test Report, Revision -, is heseov submitted
for the PANYNJ review and comment. The subject document ) has
been posted to LiveLink at the following location:

Please review and let us know immediately of any issues or concerns.  Should you have any questions concerning
this matter, please contact the undersigned.

Sincerely,

Raytheon Company

e .7 7 - 3 ,/
(,/(./L'C%“ £ Lade—

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F Bastian(@raytheon.com




Letter No: AFB:PA:12:039
28 March 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 233
Jersey City, NJ 07310

Network Centric Systems
1001 Boston Post Rd

Marlboro, MA 01752—3_799 USA

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM

Attention: Mr. Edward Hicks
Sr. Resident Engineer

Subject: Test Report

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
(PIDS) CONTRACT MFA-134.308

Attachment: Test Report, Revision -

Dear Mr. Hicks:

In accordance with our subject contract requirements, the
for the PANYNJ review and comment. The subject document
. has been posted to LiveLink at the_fo}lowing location:

Please review and let us know immediately of any issues or concerns.

this matter, please contact the undersigned.
Sincerely,

- Raytheon Company

s
-3

7/ 4 ’ 7 - 7 /
(,,,(.fcc:/im ~ ;4:}4 "

Arthur T, Bastian
Raytheon Contracts vlanager
Phone: 508-490-3448/Fax: 508-490-3151

E-mail: Arthur F Bastian@yaytheon.com

. Test Report, Revision -, is hereby submitted

Should you have any questions conceming



" Network Centric Systermns
Security/Transportation System
1001 Boston Post Rd

Tetter No: AFB:PA:12:034 ' Marlboro, MA 01752-3799 USA

- 20 March 2012

Port Authority of New York and New Jersey
241 Brie Street, Room 2338
Jersey City, NJ 07310

Attention: ‘ Mr. Edward Hicks, Sr..Rcsident Engineer
Subject: Raytheon Submittal - Test Report
Reference: Purchase Order 45000-44655, Conlract No. 4600006166 - THE MJLTI-

FACILITY AVIATION PERIVIETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Enclosure: Test Report
Dear Mr. Hicks:

In accordance with our subject contract requirements, the Test Report, Revision-D, is hereby submitted
for the PANYNIJ review and comment. The subject docui.ient :
has been posted to LiveLink at the following location:

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company,

s J; 9
(Leclin F

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian(@raytheon.com

1

P
Lo d——




Network Centric Systems
1001 Boston Post Rd

I.etter No : AFB:PA:12:030 Marlboro, MA 01752-3799 USA

10 March 2012

Port Authority of New York and New Jersey
941 Erie Street, Room 238

Jersey City, NJ 07310
Attention: Mr. Edward Hicks

Sr. Resident Enginesr’
Subject: Raytheon Submittal — Monthly IMS for February 2012
Enclosure: 1) PIDS IMS for February 2012 (Primavera.xer file)

' 2) PIDS IVS for February 2012 (pdf file)

2) PIDS IMS Narrative for February 2012.docx

Reference: Purchase Ordey 45000-44655, Contract No. 4600006166 - THE MULTI- ‘

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon posted on 10 March 2012 the monthly IVMS CDRLs for February to LiveLink at the following links:

The files posted include:

1) The complete [MS in Primavera P6 Version 6.2 Exchange Format (.xer file)
2) The complete TMS in PDF format '
3) The accompanying Narrative in Word format.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,
Raytheon Cormpany
(k. 5 Buk—
Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3448/Fax: 508-490-3151

R.mail: Arthur F Bastian(@raytheon.com




Network Centric Systems

1001 Boston Post Rd
Letter No: AFB:PA:lZ:DZl Marlboro, MA 01752-3799 USA
17 February 2012
Port Authority of New York and New Jersey
741 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr., Edward Hicks

gr. Resident Engineer

Subject: Raytheon Submittal  Drawing
Reference: Purchase Order 45000-44655, Contract No. 4600006166 « THE MULTI-

FACILITY AVIATION PERIMETER NTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308 '

Attachment: LiveLink: Drawing
Dear Mr. Hicks:

Raytheon posted to LiveLink, the Drawing. The submittal can be found at the
following location:

Please review and advise. If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

— i ’

£l

Arthur F. Bastian
Raytheon Contracts Manager
Phone: 508-490-3448/Fax: 508-450-3151

F-mail; Arthur F Bastian@raytheon.com




Network Centric Systems

pilnenn
1001 Boston Post Rd

Letter No: AFB:PA:12:017 Mariboro, MA 01752-3799 USA

10 February 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Sr. Resident Engineer
Subject: Raytheon Submittal — Monthly IVIS for January 2012
Enclosure; 1) PIDS IMS for January 2012 (Primavera xer file)

2) PIDS IMS for January 2012 (pdf file)
2) PIDS V(S Narrative for January 2012.docx

Reference: Purchase Order 45000-44655, Contract No, 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134308

Dear Mr. Hicks:

Raytheon posted o 0 February 2012, the monthly IMS CDRLs for January to LiveLink at the following links:

If there are any questions concerning this matter, please contact the undersigried.
Sincerely,
Raytheon Company
i e
{',.{,uvc‘hm £
Arthur F. Bastian
_ Raytheon Contracts Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon,com




Network Centric Systems

' 1001 Boston Post Rd

Letter No & ATFB:PA:12:013 Marlboro, MA 01752-3799 USA
01 February 2012

Port Authority of New York and New Jersey

241 Frie Street, Room 238

Jersey City, NJ 07310

Attention: M. Edward Hicks - Sy, Resident Engineer

Subject: . Change Page Updates - Posted to Livelink

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

NTULTI—FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MF A-134.308

Attachrﬁent: — Response t0 Comments

Dear Mr. Hicks:

Raytheon has posted to Livelink, charge page updates. The file as noted above
can be found within Livelink atthe following location:



Letter No: AFB:PA:12:013

Page 2

Should you have any questions or need additional inform

Sincerely;,

Raytheon Company

(k. £ B e
Axrthur F. Bastian
Raytheon Contracts Manager
Phone: 508-490-3443
Fax:  508-490-3151

E-mail:  Arthur F Bastian@raytheon.com

Network Centric Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Also, please find attached document regarding Raytheon’s response to comments from the PA

regarding drawings.

ation, please contact the undersigned.



Network Centric Systems

1001 Boston Post Rd
Letter No: AFB:PA:12:012 Marlboro, MA 017523799 USA
27 January 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: M. Bdward Hicks - Sr. Resident Engineer
Subject: ‘Revision Change Pages — Drawings — Posted to Livelink
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION .
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Attachment: Posted to Livelink — Revision Change Pages 1.26.12.pdf
‘Dear Mr. Hici=
Raytheon has posted to Livelink remediation change pages which have addressed

the Port Authority Concerns on ' being snown on a public area in the drawings when it is
located on the AOA. The file as noted above can be found within Livelink at the following




Network Cgantric Systems
1001 Boston Post Rd

Letter No : AFB:PA:12:012 Marlboro, MA 01752-3799 USA
Page 2

Should you have any questions or need additional information, please contact the undersigned.
Sincerely,

Raytheon Company
{ Lt E St

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com



Letter No: ATB:PA:12:007

19 January 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238

Jersey City, NJ 07310

Attention: Mr. Edward Hicks
gr. Resident Engineer

Network Centric Systems
1001 Boston Post Rd

Martboro, MA 01 752-3799 USA

Subject: Raytheon Submittal A&F Drawing Package
Attachment: Updated Drawing Package
Reference: purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION

DETECTION SYSTEM (PIDS

Dear Mr. Hicks:

) CONTRACT MFA-134.308

Raytheon is pleased to submit for Port Authority review and approval, the

Drawing package. The drawing package

below.

Two (2) hard cOpieé of this paokagé have also been FedE

has been posted to LiveLink at the folder path

«'d to Dutch's attention for the meeting

on Friday, January 720%™ If there are any questions concerning this matter, please contact the

undersigned.
Sincerely,

_Raytheon Company

727

S04
[ i £ b

Arthur F. Bastlan
Raytheon Contracts Manager
Phone: 508-490-3448/Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Tetter No : AFB:PA:12:0006 Marlboro, MA 01752-3799 USA

10 January 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mir. Edward Hicks

Sr. Resident Engineer
Subject: Raytheon Submittal ~ Monthly IMS for December 2011
Enclosure: 1) PIDS TS for December 2011

2) PIDS IMIS Narrative for December 201 1.docx

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134308

Dear Mr. Hicks:

Raytheon has posted today (01/10/12) the monthly IMS CDRLs for December to LiveLink at the following links:

Please be advised that Raytheon created another folder in the IMS deliveries folder for the BCR related files to keep
them in one place until the BCR is completed. Raytheon is working on the Port's cominents to the BCR and have
also incorporated the new CV Tag 1108 deployment approach to the schedule. This file includes updates resulting
from some of the Port's comments including concerns related to Total Float. We have also marked a handful of
tasks for deletion based upon the Port's comments or because they were LOE or support tasks that were
inadvertently included or tasks made obsolete based upon the new CV Tag 1108 deployment approach.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

" Raytheon Company

Cctn ¢ Bod—

Arthur F, Bastian
Raytheon Contracts Manager
Phone: 508-490-3448/Fax: 508-490-3151

B-mail: Arthur F Bastian@raytheon.com



" Network Centric Systems

Letter No: AFB:PA:12:003 . _ Public Safety and Security
’ 1001 Boston Post Rd
Marlboro, MA 01752-3799 USA

05 January 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NI 07310

Aftention; M. Bdward Hicks - St. Resident Engineer

Subject: .‘ . | Test Report
Enclosure: %Test Report, Revis:ilén; |

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In accordance with our subject contract requirements, the Test Report, Revision -, 1S
hereby submitted for the PANYNJ review and corament. The subject document
 has been posted to LiveLink at the following location:

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company
(lub. £ Bed—

Arthur F. Bastian - Raytheon Contracts Manager
Phone: 508-490-3448/Fax: 508-490-3151

F-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:147 ' Marlboro, MA 01752-3799 USA

29 December 2011

Port Authority of New York and New Jersey
241 Brie Street, Room 2338
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
gr. Resident Engineer
Subject: Raytheon SuBmittal Updated Drawing Package
Attachment: - Updated Drawing Package
Reference: 2urchase Order 45000-44655, Conlract No. 4600006166 - THE MULTI-

#ACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon is pleased to subrnit for Port Authority review and approval, the Remediation
Ffforts Drawing Change Pages Package.

Hardcopies will be submitted to the Port Authority for review during the break between Christmas and
New Year. During the first week of January 2012, Raytheon will post the drawings to LiveLink and
advise the Port with an email.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,
Raytheon Company

N g R

Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3443

Fax  508-490-3151

E-mail: Arthur F Bastian(@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:129 ‘ Marlboro, MA 01752-3799 USA

28 October 2011

Port Authority of New York and New Jersey
241 Brie Street, Room 233
Jersey City, NJ 07310

Attention: Mr, Bdward Hicks, Sr, Resident Engineer

Subject‘: Test Report

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 PERIMETER INSTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134,308
B) _ Test Report, Revision —

C) PANYNJ comment spreadsheet to the

Enclosure: (n . Test Report, Revision-A
(2) RTN responses to PANYNJ comment spreadshest

Dear Mr. Hicks:

Raytheon had reviewed and addressed the PANYNT comments against the _Test Report. Anupdated
revision of the subicct report is hereby submitted for PANYNY review and comment, ' ne subject artifacta

have been posted to Livelink at the I0HOWINE twuauwt.

Should you have any questions or require further information, please contact the undersigned.

Sincerely,
Raytheon Company

i A
ua,[/k £ LS

Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3448

Fax;,  508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems

' . 1001 Boston Post Rd
Letter No: AFB:PA:11:146 Marlboro, MA 01752-3799 USA
22 December 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 2338
Jersey City, NJ 07310
Attention: Mr. Edward Hicks

Sr. Resident Engineer
Subject: Raytheon Submittal - Updated Drawing Package
Attachment: Updated Drawing Package
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon is pleased to submit for Port Authority review and approval, the ' Remediation
Efforts Drawing Change Pages Package.

Hardcopies will be submitted to the Port Authority for review during the break between Christmas and
New Year. During the first weelk of January 2012, Raytheon will
advise the Port with an email.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,
Raytheon Company

Al fod—

Arthur F. Bastian

Raytheon Contracts Managex
Phone: 508-490-3443

Fax:  508-490-3151

E-mail; Arthur F Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter Mo : AFB:PA:11:144 Marlboro, MA. 01752-3799 USA

16 December 2011

Port Authority of New York and New Jersey
241 Frie Street, Room 238
Jersey City, NJ 07310

Attention: ivir. Edward Hicks
Sr. Resident Engineer

Subject: Raytheon Submittal — Phase 2 BCR Schedule

Reférence: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon posted to LiveLink on December 13" the Phase 2 BCR Schedule. It can be found at the following
LiveLink location: .

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

Pt e
(L,CL’-Z:‘ /"/ Eﬂa'#

Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3448

Fax:  508-490-3151

E-mail; Arthur F Bastian@raytheon.com



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:11:140 Marlboro, MA 01752-3799 USA
06 December 2011
Port Authority of New York and New Jersey

241 Frie Street, Room 238
Jersey City, NJ 07310

Attention: Mr, Edward Hicks, Sr. Resident Engineer
Subject: ~Test Report Update
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTL-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Attachment: To LiveLink: " Bxperiment Test Report Update —
Results.ppt

Dear Mr. Hicks:

In eatly October 2011, Raytheon had presented an alternative approach to configuring the
in order to minimize nuisance alarms. The proposal was to use a trip wire configuration in
selected locations as opposed to area intrusion. As part of this request we planned to use the

N P~

" While the PA was generally receptive to the approach, we were req yested to perform some
additional tests to validate

A Y

did perform the requested testing at our McKinney facility in mid November and recorded

We held a review of the McKinney test results on 1 December 2011 and presented the video of
- Mr Alan Brighton a CD. The purpose of this letter is to formally close this
action and ensure we have a common understanding that Raytheon intends to configure the
identified in the October and December briefings

The December briefing is posted to LiveLink at the following location:




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:11:140 Marlboro, MA 01752-3799 USA



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:11:140 | Marlboro, MA 017523799 USA

Page 3

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Compan'y

S st - Vs
SF 74 i K
(e, & Aot

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur_F_Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:127 . Marlboro, MA 01752-3799 USA

28 October 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: M. Edward Hicks, Sr. Resident Engineer
Subject: Tield Acceptance Test (FIdAT) — Demonstration Test Procedure,
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 PERIMETER INSTRUSION

DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308
B) Comprehensive Acceptance Test Plan, Release 6b, 2 M arch 2011

Enclosurs: 1) Field Acceptance Test (FIAAT) ~ Demonstration Test Procedure;
27 Oct 2011

Dear Mr. Hicks:

In accordance with our subiect contract requirements, the Field Acceptance Test (F 1dAT) ~ Demonstration Test
Procedure, is provided for the Port Authority of New York and New Jersey’s review.
This revision includes updates from the recent’ | testing/integration activities as well as drawing

reference updates to support 8

The subject artifact, _ _ e = _
posted to LiveLink at the following location:

¢ ould you have any questions or require further information, please contact the undersigned.

Sincerely,
Raytheon Company

) “ oo
S 7 i
(L, £ iud—

Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3443

Fax:  508-490-3151

E-mail: Arthur F Bastian(@raytheon.com



Network Centric Systems

1001 Boston Post Rd
Letter No: AFB:PA:11:126 Marlboro, MA 01752-3799 USA
25 October 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Field Acceptance Test (FIdAT) - Demonstration Test Procedure
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 PERIMETER INSTRUSION

DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

B) Comprehensive Acceptance Test Plan, Release 6b, 2 M arch 2011
Enclosure (1) Field Acceptance Test (FIAAT) ~ Demonstration Test Procedure, Revision-D, 20 Oct 2011
Dear M. Hicks:
In accordarce with our subject contract requirements, the Field Acceptance Test (FIdAT) — Demonstration Test
Procedure, Revision-D, is provided for the Port Anthnrity of New York and New Jersey's review. This revision

includes blue-line test updates from the recent | testing/integration activities.

The subject artifact, ', has been posted to LiveLink at
the following location:

Should you have any questions or require further information, please contact the undersigned.

Sincerely,
Raytheon Company
;o

Ny 7
(lecho F Lot

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:125 Marlboro, MA 01752-3799 USA

13 October 2011

Port Authority of New Y ork and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Sy, Resident Engineer
Subject: Raytheon Submittal — Monthly M for September 2011
Enclosure:. 1) PIDS VS for September 2011

2) PIDS TVIS Narrative for September 2011.docx

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear M. Hicks:

Raytheon has posted (posted on Monday, October 10, 2011) the monthly IMS CDRLs for September 10 LiveLink at
the following links:

There are two files: the TMS in Primavera P6 version 6.2 format as & .Xer file and the associated Narrative in Word
2007 format. '

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

ES ) a2 /7

Arthur F. Bastian

Raytheon Contracts Ivanager
Phone: 508-490-3448

Fax:  508-490-3151

R-mail: Arthur F Bastian(@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:111 Marfboro, MA 01752-3799 USA

09 September 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: wir. Edward Hicks

Sr. Resident Engineer
Subject: Raytheon Submittal — Monthly IMS for August 2011
Enclosure: 1) PIDS IMS for August 2011

2) PIDS TMS Narrative for August 201 1.docx

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon has posted the monthly TMS CDRLs for August to LiveLink at the following links:

There are two files: the IMS in Primavera P6 version 6.2 format as a .xer file and the associated Narrative in Word
2007 format.

If there are any qués’(ions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

y

7Y Y I
A - i
{lece £ dyet——

" Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems

1001 Boston Post Rd
1etter No: AFR:PA:11:114 Marlboro, MA 017523799 USA
13 September 201 1
Port Authority of New ork and New Jersey
241 Brie Street, Room 238
Jersey City, NI 07310
Attention: Mir. BEdward Hicks, qr. Resident Engineer
Subject: Field Acceptance Test (FIdAT) - Test Procedure
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE IV[ULTI-FAC]LITY AVIATION

PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT MFA- 134.308
Enclosure: (1) Field Acceptance Test (FIdAT)- . Test Procedure, Revision-A, 13 Sep 2011

Dear M. Hicks:

In accordance with our subject contract requirements, the Field Acceptance Test (FIdAT) -
Revision-A, is provided for the Port Authority of New York and New Jersey’s review. This revision mcludes DIUE

line test updates from the recent testing/integration activities.

The subject artifact, ' , has been posted to LiveLink at
the following location:

Should you have any questions of require further information, please ‘contact the undersigned.

Sincerely,
_ Raytheon Compary

s 2/ A
(,,/'{',frc-éi.u - ue/f—
Arthur F. Bastian

Raytheon Contracts Manager
Phone: 508-490-3448/Fax: 508-490-3151

F-mail: Arthur F Bastian@raxtheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:104 Marlboro, MA 01752-3799 USA

18 August 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 233 :
Jersey City; NJ 07310

Attention: ir. Edward Hicks, Sr. Resident Engineer

Subject: Test Report

Refereﬁce: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-FACILITY
AVIATION PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFEA-134.308

Enclosure: Test Report, Revision -

Dear Mr. Hicks:

[n accordance with our subject contract requirements, the | Test Report, Revision -, is hereby submitted for the
PANYNI review and comment. The subject document has been posted to
LivelLink at the following location: -

Should you have any questions or require further information, piease contact the undersigned or kd Ivicrarane at .
Edward_J_McFarlane@raytheon.comﬁor 727-302-3138.

Sincerely,

Raytheon Company

(b ¢ fob—

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3443

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Netwark Centric Systems Lo Séece. /3.
Command and Control Systems 5 = Sy
1001 Boston Post Rd . 0 e fal_

Letter No : AFB:PA:11:091 Marlboro, MA 01752-3799 USA

03 August 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Alttention: ivir. Edward"?]%iicks _ Sr. Resident Engineer
Subject: : _ Maintenance and Repair Meeting
Reference: _ Purchase Order 45000-44655, Contract No. 4600006166 - PERIVIETER INSTRUSION DETECTION

SYSTEM (PIDS) CONTRACT MFA-134.308

Enclosure: 1) 2011 July 27 Maintenance and Repair Meeting Minutes.pdf
2) PA Fence Corrective Action Locations 201 1Jui29 to PA.ppt
3) PA Fence Correclive A-tion Locations LIST 20111129 to PA pdf
4) 2011 July 27 [ssues Presentation.ppt

Dear Mr. Hicks:

On Wednesday, July 27, 2011, Raytheon’s Steve Ropson and Maris Freije met with the Port Authority's Airport Security Manager, Steve
Brocchini, followed by a brief meeting with Landside Services Manager, Sean Porter, both part of Airport Operations management (direct

reports to Bob Junge).
Raytheon went through the presentation titled:

Both Steve and Sean said that they would follow up, agreed th i these issues needed to be addressed by the Port Authority and asked that
RTN provide a map of ail by Friday, July 29th, in order to more quickly to identify and correct the PA

All material, presentations, meeting minutes, etc, as noted in the enelosure, have been posted to 1iveLink at the following Jocation:

i

Should you have any questions or need additional information, please feel free to contact the undersigned.

Sincerely,

Raytheon Company

(iok. £ Bl —

Arthur F. Bastian

Raytheon Contracts Manager

Coramand and Control Systems

Phone: 508-490-3448/Fax: 508-490-3151

BE-mail: Arthur F Bastian@raytheon.com



Network Centric Systerns
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:082 Marlboro, MA 01752-3799 USA

11 July 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Tersey City, NJ 073 10

Aftention: Mr. Edward Hicks
Subject: Raytheon Submittal — Monthly IMS for June 2011
Enclosure: 1) PIDS TMS for June 2011

2) PIDS IMS Narrative for 8Julll.docx

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTT-
FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Ravytheon has nosted the monthly IMS CDRLs for Tune to LiveLink at the following links:

There ére fwo files: the IMS in Primavera P6 version 6.2 format and the associated Narrative in Word.
The path on LiveLink to these files is:

1f there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

(lecb. ol

Arthur F. Bastian

Raytheon Contracts Manager
Command and Control Systems
Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur F Bastian@raytheon.com

e ———————— T

e



Tetter No: AFB:PA:11:077
05 July 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Network Centric Syétems
Command and Control Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Attention: Vr. Edward Hicks
qr Resident Engineer

Subject: Test Report

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Enclosure: Test Report, Revision B

Dear Mr. Hicks:

1n accordance with our subject contra
submitted for the PANYNJ review a

Sincerely,
Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Contro] Systems

Phone: 508-490-3448/Fax: 508-490-3151

E-mail; Arthur F Bastian@raytheon.com

ct requirements, the
d comment. The subject docu:
has been posted to

Report, Revision B, is hereby
ment
LiveLink at the following location:

Should you have any questions OT require further information, please contact the undersigned.



Network Centric Systems
Command and Control Systems

1001 Boston Post Rd
Letter Mo : AFB:PA:11:076 Marlboro, MA 01752-3799 USA
30 June 2011
Port Authority of New Vork and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 073 10
Attention: Mr. Edward Hicks

Q. Resident Engineer

Subject: Raytheon Submittal: Field Acceptance Test (FIdAT) — Test Procedures for

Reference: A) Purchase Order 45000-44655, Contract No, 4600006166 - THE MULTI
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308 :

B) Comprehensive Acceptance Test Plan, Release 6b, 2 M arch 2011

Enclosure: (1) Field Acceptance Test (FIJAT) — Test Procedures for Releasé-B, 23 June 2011
(2) Spreadsheet: RTN responses o PANYNT 110622 comments’

Dear 1\/Lr.' Hicks:

Tn accordance with nur subject contract requirements, the

Procedures for is provided for the Port Authority of MW v ork and New Jersey’s review. Thisis
the updated subrmuttal of the FIAAT test procedures for incorporating PANYNJ comments received
29 June 2011. These procedures form a part of the Comprehensive Acceptance Test Plan, Revision 6b.

The subjecl artifacts ’ and
) have been posted 10 LiveLink at the following

location:



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:H 076 Marlboro, MA 01752-3799 USA

Page 2

Should you have any questions or require further information, please contact the undersigned.

Sincefely)
Raytheon Company
U £ Bd—

Arthur F. Bastian

Raytheon Contracts Manager
Command and Control Systems
Phone: 508-490-3443

Fax: 508-490-3151

E-mail: Arthur ¥ Bastian@raytheon.com



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:072 Marlboro, MA 01752-3799 USA

27 June 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Sr. Resident Engineer

Subject:. _Test Report

Reference: Purchase Order 45000-446535, Contract No, 4600006166  [HE MULTI
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308
(2) Raytheon Leter AFB PA 11066, dated June 16 2011 (Submital of TEB Test

Report)
Enclosure: )] Test Report, Revision A
Dear Mr. Hicks:
In accordance with our subject contract recuirements, the Test Report, Revision A. is hereby submitted for the
PANYNIJ review and comment. The subject documcm 1. has been posted to LiveLink at

the following location:

Thig revision (A) addresses PANYNJ comments provided verbally 21 June 2011 against revision (-) of the subject document.
Should you have any questions of require further information, please contact the undersigned.
Sincerely,

Raytheon Company
Sa e /ot
(;_-(,f(/{'%«n F 1/-_,)2' e

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax.  508-490-3151

E-mail: Arthur F Bastian(@raytheon.com



Network Centric Systems
Command and Control Systems

' 1001 Boston Post Rd
Tetter No: AFB:PA:11:069 Marlboro, MA 01752-3799 USA
23 June 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: M. BEdward Hicks
Subject: Raytheon Submitta “As Built” Field Drawings
Reference: Purchase Ordet 45000-44655, Contract No. 4600006166 -

THE MULTI FACILITY AVIATION PERIMETER
INTRUSION DETECTION QYSTEM (PIDS) CONTRACT
MIFA-134.308 '

Enclosure: “As Built” Field Drawings

Dear Mr. Hicks:

Raytheon is pleased fo submit «As Built” Field Drawings. The drawings have
been posted to LiveLink. You can find the documents in using the path below.

Shouid you have any questions or require further information, please contact the undersigned.

Sincerely,

Raytheon Company

e i P !,- N
( G, FSed—

Arthur F. Bastian

Raytheon Contracts Manager
Command and Control Systems
Phone: 508-490-3443

Fax:  508-490-3151

B-mail: Arthur T Bastian@raytheon.com



Network Centric Systems
. Command and Control Systems

1001 Boston Post Rd
Letter No: ATB:PA:11:068 Marlboro, MA 01752-3799 USA
22, June 2011
Port Authority of New York and New Jersey
741 Erie Street, Room 238
Jersey City, NJ 07310
Alttention: Mr. Bdward Hicks
Subject:. Raytheon Submittal Test Report/Results
Reference: Purchase Order 45000-44655, Contract No. 4600006166 -

THE MULTI FACILITY AVIATION PERIMETER
INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308
Enclosure: Test Report/Results
Dear Mr. Hicks:
Tn accordance with our subject contract requirements, the report of the results of the

v ork and New Jersey's TeVIEW.

The subject artifact ) has been
posted o LiveLink at the following location:



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter_ No: AFB:PA:11:068 Marlboro, MA 01752-3799 USA

Page 2

Should you have any questions or require further information, please contact the undersigned or Ed
McFarlane at Edward_J_McFarlane@raytheon.com or 727-302-3138.

Sincerely,

Raytheon Company

{lreli FDade—

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:066 ' Marlboro, MA 01752-3799 USA
16 June 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Raytheon Submittal Test Report
Reference: Purchase Order 4500044655, Contract No. 4600006166 -

THE MULTI FACILITY AVIATION PERIMETER
[NTRUSION DETECTION SYSTEM (PIDS) CONTRACT

MEA-134.308
Enclosure: Test Report
Dear Mr. Hicks:
In accordance with our subject contract requirements, the Report is hereby submitted

L

for the PANYNJ review and comment. The subject doculneii
heen posted to LiveLink at the following location:

Should you have any questions or require further information, please contact the undersigned or Ed
McFarlane at EdwardﬁJﬂMcFarlane@raytheon.com_or 727-302-3133.

Sincerely,

Raytheon Company
s 7 - 7 S
,"'l'/(/:::{'f/m £ .[éw o

Arthur F. Bastian - Raytheon Contracts Vanager
Command and Control Systems
Phone; 508-490-3448/Fax: 508-490-3151

E-mail: Arthur T Bastian(@raytheon.com



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:065 Mariboro, MA 01752-3799 USA
16 June 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: Raytheon Submittal: Field Acceptance Test (FIdAT) — Test
Procedures for

Reference: Purchase Order 4500044655, Contract No. 4600006166 -
THE MULTI FACILITY AVIATION PERIMETER
INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308 '

B) Comprehensive Acceptance Test Plan, Release 6b, 2 March
2011

Enclosure: (1) Field Acceptance Test (FIdAT) — Test Procedures for
Release-A, 16 June 2011
(2) Spreadsheet: Phase one requirements for the System Field Test
Procedure at

Dear M. Hicks:

In accordance with our subject contract requirements, the
Procedures for is provided for the Port Authority of New York and New Jersey’s review,

This is the updated submittal of the FIdA'T test procedures for which form a part of the
Comprehensive Acceptance Test Plan, Revision 6b.

As this test procedure covers multiple program phases, the blue-line dry run testing has been
completed for the phase one applicable portions. It should be noted that the remaining portions
of the test procedure are for subsequent program phases and as such have not been dry run at this
time. Raytheon requests the review of th portions of the subject document and
certainly will welcome any comments on the remainder of the documnent. The document will be
revised and re-submitted for review in support of subsequent program phases. In order to
facilitate the phase applicability of the document, an excel spreadshect has also been provided
which provides specific guidance as to the portions of the test procedure applicable foi



Letter No: AFB:PA:11:065
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The subject art facts

LIVELINK dt uis tuiiuw iy 10eaiorn:

Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

have been posted to

Should you have any questions or require further information, please contact the undersigned or
Ed McFarlane at Edward_J_McFarlane@raytheon.com _or 7277-302-3138.

Sincerely,

Raytheon Company
e o LBd—

Arthur F. Bastian
Raytheon Contracts Manager
Command and Control Systems
Phone: 508-490-3448
Fax:  508-490-3151
_ B-mail:  Arthur F_Bastian@raytheon.com




Network Centric Systems
Command and Control Systerns
1001 Boston Post Rd

Letter No: ARB:PA:11:062 . Marlboro, MA 01752-3799 USA

10 June 2011

Port Authority of New York and New Jersey
241 Erie Street, Roorn 238
Jersey City, NJ 07310

Attention: vr. Edward Hicks

Subject: _aytheon Submittal — Monthiy IMS for May 2011

Enclosure: 1) PIDS IMS for May 2011 (DD 3Junl 1) P6.2 format.cer(IMS in Primavera P6 vu
format)

2) PIDS IMS Narrative for 9Junl 1.docx (Narrative to go with IMS)

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

The following files have been posted to LiveLink as Raytheon’s submittal of the IVS for May 2011 of the Perimeter
Intrusion Detection System (PIDS) project, Contract Number 4600006166:

There are two files: a Primavera .Xer file in the format (release) that the PA uses and a Narrative,

The folder on LiveLink containing the two files:

Path is:

1f there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

P - " L0

(ke 1 b
Arthur F. Bastian
Raytheon Contracts Manager
Cornmand and Control Systems
Phone: 508-490-3448
Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon.com
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Burger, Rainer

From: Arthur F Bastian [Arthur_FuBastian@ray’theon.com]
Sent Tuesday, June 07, 2011 5:33 PM
To: Hicks, Ed o .
(of Timothy C Wellman; Philip Bugnag‘ﬂ;‘@i‘dward J McFarlane; Maryann S King; Burger, Rainer
Subject: Raytheon gubmittal - Email - RF1/ 066 :
lmportance: High
Ed: .
(ot

Cireat to see you today.

Raytheon has posted to 1ivelink for submittal (see below), RF(IT )056.
The RFI is titled: New Tenant Area Zone Responsibility -

Please review and please let us know.

Thanks.

Art

Arthur F. Bastian, CP CM

Contract Manager

Raytheon

Email: Arthur F Bastian@raytheon.com
Office: 508-490-3448

Mobile: 978-394-5260



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Tetter No : AFB:PA:11:053 VMarlboro, MA 01752-3799 USA

11 May 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Raytheon Submittal — IMS Narrative for 10 May 2011
Enclosure: 1) PIDS Apr 2011 CDRL (DD 29Apr1 1) P6.2 format.xer (The IMS in P6 format)

2) PIDS IMS Narrative for 10May11.docx (The Narrative)

Reference: Purchase Order 4500044655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134,308

Dear Mr. Hicks:

The following files have been posted to LiveLink as Raytheon’s submittal of the IMS for Apr 2011 of the Perimeter
Intrusion Detection System (PIDS) project, Contract Number 4600006166:

This IMS incorporates responses to the most recent set of Port Authority comments as adjudicated at the Bi-weekly
schedule meeting held in Marlborough MA on Apr 21,2011, This plan includes the salient aspects of Raytheon’s
Clear View™ software Internal Research and Development (IRAD) program and associated capital equipment in an
integrated PIDS development schedule.

The full path is:

The files are:

If there are any questions concerning this matter, please contact the undersigned.
. Sincerely,

Raytheon Company

- Y

{fech F Ged—

Arthur F. Bastian

Raytheon Contracts Manager
Command and Control Systerns
Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

I etter No: ATB:PA:11:054 Marlboro, MA 01752-3799 USA

11 May 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 2338
Jersey City, NJ 07310

Attention: M. Edward Hicks

Subject: Field Acceptance Test (FIdAT) - Demonstration Procedures,

Enclosure: Field Acceptance Test (FIdAT) - Demonstration Procedures, Revision-A, 11 May 2011
. Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTIL-

FACILITY AVIATION PRRIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Reference: A) Raytheon Ltr, AFB-PA:11:032, Field Acceptance Test (FIdAT) — Demonstration
Procedures Release — 24 March 2011, 29 March 2011
B) PANYNIJ Lir, Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS)
Security Design, Purchase, Construction, Installation, and Integration MFA 134.308 —
PIDS Field Acceptance Test (FIdAT) — Demonstration Procedurgs Comments, 14 April
. 2011 ‘
Dear Mr. Hicks:

In accordance with our subject contract requirements, the Field Acceptance Test (FIdAT) - Demonstration
Procedures, Revision-A, is provided for the Port Authority of New York and New Jersey’s review. This revision

includes the blue-line test updates for the The subject artifact,
o has been posted to LiveLinl at the following location:

Should you have any questions ot require further information, please contact the undersigned or Ed McFarlane at
Edward_]ﬁMcFar\ane@raytheon.com_or 727-302-3138.

Sincerely,

Raytheon Company

N

/'/\' /':’ -2 /
(,L’FCL{'- £ g

Arthur F, Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: $08-490-3448/Fax: 508-490-3151

E-mail: Arthur F Bastjan(@raytheon.com



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:050 Marlboro, MA 01752-3799 USA

03 May 2011

Port Authority of New York and New Jersey
241 FErie Street, Room 238
Jersey City, NJ 07310

Attention: ir. Edward Hicks
Subject: Raytheon Submittal: Characterization Test Procedures
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIVETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Reference: "a) Comprehensive Acceptance Test Plan, Release 6b, 2 M arch 2011
b) Ravtheon letter, AFB:PA:11 :039 dated 15 April 2011
c} Test Plan and Test Procedures, dated 6 Dec 2010.
A

Enclosure:

b
May 2011
Dear Mr. Hicks:
The following responses are provided to address the comments cited in the
Detection Procedure Comments 05 02 1.docx”. Please note, the PANYNJ
associated RTN response identified with the preface “RTN response:”:
e The document has a “Praft” watermark throughout the document. The watermark needs to be removed.
Formal reviews will only occur on finalized documents. The revision number can be increased in the

- future if changes need to occur.

RTN response: The watermark has been removed. The document has been marked as Revision-A,
updated accordingly and is hereby re-submitted.

RTN response:



Letter No : AFB:PA:11:050

Page 2

RTN response: The fence type is well understo

can be derived. RTN will incl
of the data.

There are no entries in implying that n
338 not included?

the TSC col_umn

RTN response: TSC 338 has been added to the TSC col
ur subject contract requirements, a revision

In accordance with o
d New Jersey’s review.

Port Authority of New York an

The subject artifact,

Should you have any questions or require further information, p
Edward_J_McFarlane@raytheon.com_or 727-302-3138.

Sincerely,
Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Contro! Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur T Bastian@raytheon.com

ude the fence type information in th

has been

Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

od for each defined fence zone at any given airport and

e workbooks to simplify interpretation
o TSC are being met by this testing. Why is TSC

umn as appropriate.

of the subject procedure has been provided for the

posted to the following fotder in Livelink:

lease contact the undersigned or Ed MicFarlane at



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Tetter No: AFRB:PA:11:049 " Marlboro, MA 01752-3799 USA
03 May 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Adftention: M. BEdward Hicks
Subject: Raytheon Submittal: FIdAT Demonstration Test Procedure, .
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Enclosure: FIdAT Demonstration Test Procedure,

Dear Mr. Hicks:

In accordance with our subject contract requirements, the supplement {0
the FIdAT Demonstration Test Procedure 18 provided for the Port Authority of New York and New

Jersey’s review.

The subject artifact, _has been posted to the
following folder in LiveLink:



Tetter No : AFB:PA:11:049

Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Should you have any questions or require further information, please contact the undersigned or Ed

McFarlane at Bdward ] McFarlarie@raytheon.corm or 727-302-3138.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448/Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Command and Contro] Systems
1001 Boston Post Rd

Tetter No: AFB:PA:11:040 : Marlboro, MA 01752-3799 USA
15 April 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Raytheon responses to PANYNJ comments for the Field Acceptance Test

(F1dAT) — Demonstration Procedures

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: B) Raytheon Ltr, AFB:PA:11:032, Field Acceptance Test (FIdAT) —
Demonstration Procedures Release — 24 March 2011, 29 March 2011

C) PANYNIJ Ltr, Multi-Facility Aviation Perimeter Intrusion Detection
System (PIDS) Security Design, Purchase, Construction, Installation, and
Integration MFA 134.308 — PIDS Field Acceptance Test (FIdAT) —
Demonstration Procedures Comments, 14 April 2011

Enclosure: (1) Field Acceptance Test (FIdAT) - Demonstration Procedures
Release - 24 M arch 2011 '

(2) RTN responses to PANYNJ comments to the demonstration test
procedures, 14 April 2011 :

Dear Mr. Hicks:

In accordance with our subject contract requirements, the Field Acceptance Test (FIdAT) -
Demonstration Procedures is provided for the Port Authority of New York and New Jersey’s
review. This is the initial submittal of the FIdAT demonstration test procedures which form a
part of the Comprehensive Acceptance Test Plan, Revision 6b.

. The sub}ect'artifacts {
have been posted to LiveLink

at the following location:



Network Centric Systems
. Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:040 Marlboro, MA 01752-3799 USA

Page 2

Should you have any questions or require further information, please contact the undersigned or
Ed McFarlane at Edward_J McFarlane@raytheon.com or 727-302-3138.

Sincerely,

Raytheon Company
7} o2 i
(s £l
Arthur F. Bastian
Raytheon Contract Manager
Command and Control Systems
Phone: 508-490-3448
Fax:  508-490-3151

E-mail:  Arthur F Bastian(@raytheon.com



Network Centric Systems
Command and Control Systems

1001 Boston Post Rd
1,etter No: AFB:PA:11:039 Mariboro, MA 01752-3799 USA

15 Apri} 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: Raytheon Submittal: Miscellaneous Pd Characterization Test Procedures
Enclosure: Uploaded to LiveLink — March 2011 IMS Submittal

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Enclosure: (1) PIDS + TestPlanProc-revised.doc
2) System Characterization Test_Procedure.docx
(3)20110329_ _Plan_Draft_Rel-2.docx
(4)20110414_ _Plan_Draft_Rel-3.docx

Dear Mr. Hicks:

[n accordance with our subject contract requirements, the various sensor Pd characterization test

have been provided for the Port Authority of New York and New Jersey’s review.
These documents have been previously provided to Mr. Alan Bright via LiveLink posting and
notification. However, per Mr. Bight’s request, this contract letter is being submitted to formally
document the submission of these materials.

The various subject artifacts have been posted to the following folder (and sub-folders) in



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:039 ‘ Marlboro, MA 01752-3799 USA

Page 2

The following subject artifacts have been posted to LiveLink (“TEST Procedures” folder or the
“TER” subfolder of the “TEST Procedures” folder) on the date indicated:

Should you have any questions or require further information, please contact the undersigned or
Ed McFarlane at Edward J_McFarlane@raytheon.com or 727-302-3138.

Sincerely,

Raytheon Company
(b ¢ Bl

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Tetter No: AFB:PA:11:038 Marlboro, MA 01752-3799 USA
08 April 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: Integrated Maste;r Schedule (IMS) — March — Submittal to LiveLink
Enclosure: "ploaded to LiveLink — March 2011 IMLS Submittal

Reference: A Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon is pleased to submit the March 2011, Integrated Master Schedule (TMS).

Raytheon has posted the Primavera II TMS for Month-End March (CDRL delivery) in LiveLink
and with updates per the Port Authority comments received in the Bd Hicks letter dated April 6.
2011

The path is:

and contains three files as follows:



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:038 Marlboro, MA 01752-3799 USA
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If there are any questions concerning this matter, please contact the undersigned.

Sincerely

Raytheon Company

A

iy

Clacbe £ Db

4

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:035 Marlboro, MA 01752-3799 USA

06 April 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mir. Bdward Hicks
Subject: Raytheon Submittal: Field Acceptance Test (FIdAT) — Test Procedures for
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

) Comprehensive Acceptance Test Plan, Release 6b, 2 M arch 2011

Enclosure: [1) Field Acceptance Test (FIdAT) — Test Procedures for Release -, 25 March 2011
: {2) Spreadshect: Phase one requirements for the System Feuw lest Procedure at

Dear Mr. Hicks:

In accordance with our subject contract requirements, the Field Acceptance Test (FIdAT) — Test Procedures for
is provided for the Port Authority of New York and New Jersey’s teview. This is the initial submittal of the FIdAT
test procedures for which form a patt of the Comprehensive Acceptance Test Plan, Revision 6b.

As this test procedure covers multiple program phases, the blue-line dry run testing has been completed for the
phase one applicable portions. It should be noted that the remaining portions of the test procedure are for
subsequent program phases and as such have not been dry run at this time. Raytheon requests the review of the
phase one portions of the subject document and certainly will welcome any comments on the remainder of the
document. The docurnent will be revised and re-submitted for review in support of subsequent program phases. In
order to facilitate the phase applicability of the document, an excel spreadsheet has also been provided which
provides specific guidance as to the portions of the test procedure applicable for phase one.

The subiect artifacts and
“nave been posted to LiveLink at the following

location:



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:035 Marlboro, MA 01752-3799 USA
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Should you have any questions or require further information, please contact the undersigned or Bd McFarlane at
Edward J McFarlane@raytheon.com or 727-302-3138.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contract Manager

Cormmand and Controt Systems

Phone: 508-490-3443

Fax: 508-490-3151

R-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:032 Marlboro, MA 01752-3799 USA

29 March 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Adtention: vir. Edward Hicks

Subject: Raytheon Submittal: Field Acceptance Test (FIdAT) — Demonstration Procedures
Enclosure: (1) Field Acceptance Test (F1dAT) - Demonstration Procedures, Release — 24 March
Reference: A) Purchase Order 45000-44655, Contract No, 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PTIDS) CONTRACT MFA-134.308 : '

Dear Mﬁ ‘Hicks:

In accordance with our subject contract requirements, the Field Acceptance Test (FIdAT) — Demonstration
Procedures is provided for the Port Authority of New York and New Jersey’s review. This is the initial submittal of
the FIdAT demonstration test procedures which form a part of the Comprehensive Acceptance Test Plan, Revision

6b,

The subject ariifact . has been posted to LiveLink at the following
location:

Should you have any questions or require further information, please contact the undersigned or Ed McFarlane at
Bdward_J_McFarlane@raytheon.corm_or 727-302-3138.

Sincerely,

Raytheon Company

R P
fasebo £ 4 f—

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Command and Control Systemns
1001 Boston Post Rd

Letter No: AFB:PA:11:030 Marlboro, MA 01752-3799 USA
23 March 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Raytheon Submittal-RF]
Enclosure: {nH
2)
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon is submitting The REFI submittal
consists of the two enclosures as noted above.

These documents were hand carried and given directly to Mr. Rainer Burger by Raytheon’s
M. Steve Ropson on March 22, 2011. '

Should you have any questions or need additional information, please contact the
undersigned.

Please review the enclosures and advise.
Thank you.
Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:026 Marlboro, MA 01752-3799 USA
18 March 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: - Mr, Edward Hicks

Subject: Integrated Master Schedule (IMS) — February 2011 ~ Submittal to
Livelink

Enclosure: Uploaded to LiveLink ~ February 2011 IMS Submittal

Reference: A) Purchase Order 45000-44655, Contract No, 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:
Raytheon is pleased to submit the February 2011, Integrated Master Schedule (IMS).

Raytheon has posted all the files representing our IMS submittal to LiveLink at the following location:

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,
Raytheon Company

{{mthn £t b

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur F Bastian@raytheon.com




Network Centric Systemns
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:11:016 Marlboro, MA 01752-3799 USA
02 March 2011
Port Authority of New York and New Jersey

241 Frie Street, Room 238
Jersey City, NY 07310

Attention: V. Edward Hicks
Subject: ‘ Raytheon Submittal — Comprehensive Acceptance Test Plan
Reference: ‘ B) Port Authority Letter, dated 2/1 4/11 titled: 110210-PIDS CATP Rel 6 Review

Comments Response Letter (2).docx
C) Port Authority comments posted to LiveLink, titled: 110208 ~ CATP Rel6
SPM Comments ~ FINAL.xlsx

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
' FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Enclosure: (1) Comprehensive Acceptance Test Plan, Release 6b, 2 M arch 2011

Dear Mr. Hicks:

In accordance with our subject contract requirements the Comprehensive Acceptance Test Plan (CATP),
Release 6b, is provided for the Port Authority of New York and New Jersey’s review.

The submittal addresses the PAN'YNJ comments against Release 6a as received on 14 Feb 2011
(reference B and C). The artifacts being submitted consist of the subject plan and the associated
Appendix B. Appendix A is not being re-submitted at this time and remains in effect per previous
submittal. The subject artifacts have been posted to LiveLink at the following location:

Should you have any questions or require further information, please contact the undersigned or Ed
McFarlane at Edward_J McFarlane@raytheon.com or 727-302-31338.

Sincerely,

Raytheon Company
Arthur F. Bastian

" Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3443

Fax: 508-490-3151

E-mail; Arthur F Bastian@raytheon.com




Natwork Centric Systems
Command and Conlro} Systems
1001 Boslon Pos! Road
Marlboro, MA 01762 USA

|etter No : AFB:PA:11:004

01 February 2011

Part Authority of New York and New Jersey
Resident Engineer’s Office

241 Erie Street, Room 238

Jersey City, NJ 07310

Attention: Mr. Bdward Hicks, St. Resident Engineer

Subject: Raytheon Submittal - Comprehensive Acceptance Test Plan

Reference:  Purchase Order 4500044655, Contract No. 4600006166 - PERIMETER INSTRUSION DETECTION SYSTEM (PIDS)
CONTRACT MFA-134.308

Enclosure: (1) Comprehensive Acceptance Test Plan, Release 6a, 28 January 2011

Reference: A) Port Authority Letter, dated 7 January 2001, titled: PIDS Comprehensive Acceptance Test Plan, Release 6 Review Comments

'

Dear Mr, Hicks:

ot contract requirements the Comprehensive Acceptance Test Plan (CATP), Release 6a, is provided for the Port Authority of

In accordance with our subje
] comments against Release 6 as received on 7 January 2001 (see reference

New York nnd New Jersey's review. The submittal addresses the PANYN
A).

The subject plan has been posted to LiveLink at the following location:
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Should you have any questions or require further information, please contact the undersigned or Ed McFarlane at Edward_J_McFarlane@raytheon.com
or 727-302-3138.

Sincerely,
Raytheon Company

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Cormmand and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:010 Marlboro, MA 01752-3799 USA

11 February 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: ' Integrated Master Schedule (IMS) -~ January 2011 — Submittal to LiveLink
Enclosure: Uploaded to LiveLink ~ January 2011 IMS Submmittal

Reference: A) Purchase Order 45000-44655, Contract No. 4600006 166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:
Raytheon is pleased to submit the January 2011, Integrated Master Schedule (IMS).

Raytheon has posted four (4) files representing our IMS Baseline Change Request (BCR) to LiveLink at the
following location:

The files are:

If there are any questions conceming this matter, please contact the undersigned.
Sincerely,
Raytheon Company

b £ Sebe

Arthur F. Bastian

Raytheon Contract Vlanager

Command and Control Systems

Phone: 508-490-3448/Fax;  508-490-3151
E-mail: Atthur F_Bastian@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:003 Marlboro, MA 01752-3799 USA

19 January 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238

Jersey City, NJ 07310
Attention;

Subject:

Enclosure:

Reference:

Dear Mr. Hicks:

Mr. Edward Hicks

Integrated Master Schedule (IMS) — January 2011 — Submittal to
LiveLink

Uploaded to LiveLink — January 2011 IMS Submittal
A) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Raytheon is pleased to submit the January 2011, Integrated Master Schedule (IMS).

Raytheon has posted three (3) files representing our IMS Baseline Change Request (BCR) to Livelink at

the following location:

[f there are any questions concerning this matter, please contact the undersigned.

Sincerely,
Raytheon Company

Arthur F. Bastian

Raytheon Contract Manager
Command and Control Systems

Phone: 508-490-3448
Fax: 508-490-3151

E-mail:  Arthur F Bastian(@raytheon.com




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:002 Marlboro, MA 01752-3799 USA

06 January 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

* Attention: Mr, Edward Hicks
Subject: Raytheon Submittal - Revised A&E Drawings
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Enclosure: LiveLink —

Dear Mr. Hicks:

Bnclosed are the revisions to the twhich have been updated to
reflect the manuficture change of the fence sensors from for your review. The
change pages have been included for your review and for replacement of the affected pages to

the 100% drawing set.

All documents were loaded into LiveLink at the following address:

in the directory shown below..................

Should you have any questions or require further information, please contact Kevin Borselli
(781) 238-3248, or the undersigned.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448/Fax:  508-490-3151
E-mail; Arthur F Bastian@raytheon.com




Resident Englneer’s Office
241 Erie Street, Room 238

THE PORT ABTTHORITY OF NY & NJ Jersey City, NJ 07310

{718) 551-9221
(718) 727-7598 FAX

July 24, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security Design,

Purchase, Construction, Installation, and Integration MFA 134.308 |

Reference:

.| Test Report

___ Test Report, dated 06 July 2012

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has completed the review of the referenced
document with the following comments,

Test report page [ — The section states that, “... was not validated
at the request of the customer...” That is not an accurate statement. was not

verified during the R testing because the capability is not ready for test. The PANYNJ and
_/is in place, at and within the

Raytheon agreed to test the capability once the added
b. The PANYNJ requests that this section be modified to accurately

reflect the status

Test report page - Given the unexpected result, and the subsequent
findinﬁ, of the testing, the PANYNJ will not accept [ e -\ d

until they can be verified for all The PANYNJ understands that the functionality
to display the “ and ‘e messages is within the PIDS
system, and that the problem that was encountered was due to a configuration error, but Raytheon
must demonstrate that the configuration is correct for all R The PANYNJ will not sign the
“Temporary Permit to Occupy” until this fix can be verified.

Demonstration Procedure, embedded on page 21 of the e Tcst Report — Page 36,

step numbers 3 and 4 should also have “N/A" in the comments column to be consistent with the

rest of the section. The complete will be testing once a completed High
is in place.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold,

M. Gamba, G. Hundertmark, E. McFarlane, J. Reis, T. Weliman, File




Resldent Engineer’s Office

THE PORT AUTHORITY OF NY& NJ 241 Erle Street, Room 238

Jersey Clty, N§ 07310

(718) 551-9221
{718) 727-7598 FAX

July 11, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 -
B Record Drawings

Dear Mr. Bastian:

The Port Authority of New York/New Jersey has completed the review of the above referenced PIDS
Final drawing package and based on this review we are rejecting the entire package. The rejection
is primarily due to incomplete or inaccurate information, and in part to conflicts between the
information on the drawings and other documents submitted.

Compiled comments to this drawing package are provided in the attachment for your review. It is our
intention to review some of the more critical comments with the Raytheon participants in the bi-
weekly drawing review meeting, scheduled for July 11th. It is our expectation that these comments
will assist Raytheon in furnishing the PA with a more comprehensive as-built drawing package prior
to closing out the project.

If you have any questions or require further information, please contact Dutch Eisold at
(201) 595-4793.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

Attachment: [l Record Drawings Comments, July 9, 2012

cc: T. Beke, P. Bugnacki, R, Burger, D. Chase, K. Conway, J. Drobny, M. Gafnba, R. Gauthier,
J. Gomez, G. Hundertmark, J. Kalafatis, M. King, F. Lamptey, E. McFarlane, J. Reis, File



Resident Engineer’s Office
241 FErle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

June 1, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3480

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Secunty
DeSIgn, Purchase, Construction, Installation, and Integration MFA 134.308 — |

References:
a) Port Authority Letter, dated 10 May 2012, titled; FEE e
b) Raytheon Letter AFB:PA:12:072, dated 18 May 2012

Dear Mr. Bastian:

Raytheon recently outlined their plan to move all outstanding Software Trouble Reports (STRs)
and Hardware Trouble Reports (HTRs) to the PIDS Computerized Maintenance Management
System (CMMS). Raytheon also outlined that any STRs that are deemed “Enhancements” will
be moved to and tracked in “Rayforge”, Raytheon’s ClearView product development team
software tracking database. The Port Authority of New York/New Jersey (PANYNJ) does not
find this approach acceptable for e, \Which is a Contract requirement.
However, the PANYNJ does find this acceptable for STRs that the PANYNJ determines to be
Enhancements:

Raytheon notes that fiiliEee = & e, \vill remain open and tracked in

“Rayforge” (Raytheon's 18 May 2012 letter). This is not acceptable to the
PANYNJ as h is a "Deficiency” in the PIDS system that must be fixed in
order for Raytheon to meet the contract requirements (FPR 2.3.3.13.7), and is
not an “Enhancement”. In order for the PANYNJ to continue to track h it
shall be moved to the CMMS, since "Rayforge” is not a deliverable STR tracking
tool and the PANYNJ has no access/insight into it.

B < not a new requirement. The PANYNJ requests that Raytheon
investigate the possibility of a software patch or a complete software drop prior to
the next acceptance testing.

Further, all acceptance testing on the PIDS project is to verify that the contract requirements
are, in fact, met. Raytheon's position that Rl e testing is to determine what requirements
are met, and which are not, demonstrates a lack of understanding for the overall test program
which is outlined in the Comprehensive Acceptance Test Plan (CATP). It is the PANYNJ
expectation that all requirements associated with a given phase of testing be met prior to
acceptance testing in accordance with the contract requirements.




The PANYNJ acknowledges that conversations have taken place with regard to a partitioned
test approach, but no plans have been finalized other than an agreement on |l 2
capability. Deficiencies in PIDS requirements left unaddressed will not allow for system
acceptance and Contract closeout. Any schedule delays/impacts resulting from not addressing
is Raytheon’s responsibility. If further clarification is required, please contact Mr.

Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

GC: T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, T. Wellman, File




Resldent Engineer’s Office
241 Erie Street, Room 238

THIE PORT AUTHORTY OF NY & NJ lersey City, Nf 07310

(718) 551-9221
(71B) 727-7598 FAX

June 1, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 — PANYNJ

Comments to Raytheon’s [

Reference: Raytheonf

_ | Close Out Approach

. Close Out Approach Presentation, May 23, 2012

Dear Mr. Bastian:

The Port Authority of New York and New Jersey (PANYNJ) has reviewed the referenced
Raytheon Presentation and provides the following comments:

Slide

Comment

2

Bullet 2 —~ PANYNJ understands this. PANYNJ has also made significant investments
in manpower softcosts to support Raytheon in correcting initial design deficiencies.

Bullet 3 — Clear View Update. PANYNJ does not agree, There are a number of STRs
that are required to be corrected as part of the baseline PIDS Contract. These were
discussed at the May 28, 2012 meeting and need to be implemented as Part of the
PIDS [EEEEE offort or the system cannot be turned over or sold off. [
Implementation/installation is over a year from now and therefore implementing PIDS
Baseline fixes in is not acceptable.

Bullet 3 — - Similar to ClearView updates, [l is a baseline PIDS Contract
requirement.  PANYNJ does not agree with implementing with the
implementation of [l Raytheon must keep in mind the PIDS has not
yet been authorized by the PANYNJ.

Bullet 3 — Tracking — Bullet notes EE RS, s ticd to completion of

Considerations Negotiations.  As previously mentioned to Raytheon, this is
unacceptable. Raytheon will be held accountable for any schedule impacts because
of the delay in implementing PIDS Baseline Contract Requirements.

As noted above in Slide 2 Bullet 3 ~ comment, cannot
be tied to the completion of Considerations Negotiations. Raytheon will be held
accountable for any schedule impacts because of the delay in implementing PIDS
Baseline Contract Requirements.

“No Software Release planned for [EMMEESS Demo’ — This is unacceptable as

Raytheon is aware of an existing Software Trouble Reports (STR) where
B . hoon cemo! proceed Wit the




until the software is corrected.

Improvements — Please see Bullet 1, Bullet 3 [l Comment above.

— Please see Slide 2 and 3

comments above.

— Please define “Limited”

— Please see comments above with respect to ClearView Software updates
deliverable, noth

i - "Release of at least 50% of the contract hold back amount” - The contract
provisions include holding a retainage of up to 5% of the lump sum portion of the
contract, which would be released with the final payment. Please see MFA
134.308 Contract Book Il, Para 37 and 38, pages 82 —84."

B 1° sub bullet - Bullet notes [l e Remediation is tied to completion of
Considerations Negotiations.  As previously mentioned to Raytheon, this is
unacceptable. Raytheon will be held accountable for any schedule impacts because
of the delay in implementing PIDS Baseline Contract Requirements.

B <" sub bullet — "No software updates (e PANYNJ re-
iterates this is unacceptable as Raytheon is aware of an existing STR where.
cannot be re-acquired if dropped. Raytheon cannot proceed with the

until the software is corrected. Proof of Concept cannot be demonstrated
without the software upgrade.

B <" Sub bullet “ we assume that B EEeEE remediation will be minimal
since positive results are not expected from the proof of concept” This is not the
PANYNJ's expectation. Raytheon's contract award was based on Raytheon's
proposal and ability to provide SRS capability. This is Raytheon's only real
differentiator from other security vendors.

PANYNJ does not agree with the FERMBRENE Turnover assumptions. Please see
comments above.

If further clarification is required, please contact Mr. Rainer Burger at (201) 595 - 4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, W. Caban, D. Chase, K. Conway, J. Drobny,

R. Eisold, M. Gamba, G. Hundertmark, E. McFarlane, J. Reis, T. Wellman, A. Zogg, File




Resident Engineer’s Offlce
241 Erle Street, Room 238

THE PORYT AUTHORITY OF NY & NJ Jersey Clity, NJ 07310

(718) 551-9221

(718) 727-7598 FAX
April 25, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4800006166

Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Desi urchase, Construction, Installation, and Integration MFA 134,308 —
el s v

Reference:
a. Raytheon Letter, AFB:PA:12:054 Revised, [ . | Radar Plan, 17 April 2012
b. Raytheon Presentation. [l Summary, April 11, 2012 (note presentation dated
April 3, 2012

Dear Mr. Bastian:

Per the referenced letter, and review of the referenced presentation the Port Authority of New York
and New Jersey (PANYNJ) has no objection with Raytheon's overall proposed plan for the removal
of the and the removal of associated equipment installed in

Based on performance data presented, it is understood that these [iiug do not meet contract
performance requirements for . An item of considerable concern is that
Raytheon has indicated that there are no actions in place to evaluate alternative sensor deployments
at the areas that had . While a majority of the [ covered high-
clutter, areas, there were several that did provide coverage at low-clutter areas and

would need alternative sensors to meet contract performance requirements.

The PANYNJ requests that Raytheon present a plan and schedule to identify the steps to be taken
to provide , as appropriate, at the low-clutter locations where Bl
are being removed.

If you have any questions or require further information please contact Rainer Burger at (201) 595-
4757,

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
J. Kalafatis, F. Lamptey, E. McFarlane, G. Slattery, J. Reis, File




Resldent Englneer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY&NJ Jersey Clty, Nj 07310

(718) 551-9221
(718) 727-7598 FAX

April 20, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Securlty DeSIQn,
Purchase, Construction, Installation, and Integration MFA 134,308 - = .

Reference:
March 22, 2012

a. Raytheon Letter, |
b. Technical Working Discussions, April 11, 2012

Dear Mr. Bastian:

The Port Authority of New York/New Jersey (PANYNJ) has completed its review of Raytheon’s proposed
“ process. The PANYNJ has no objection with proceeding
with the conversion as outlined, provided all the appropriate precautions are taken as discussed in the April
11" Technical Working Group meeting. However, the PANYNJ reiterates that the methodology used by
Raytheon to deliver this task will only be acceptable for this specific task, and not for any future installations,

transitions, software upgrades or mitigations of design issue of any kind.

Based on discussions during the April 11, 2012 Technical Working Group meeting, the PANYNJ understands
that the goal of this effort is to replace all the existing which have been failing. These will be

replaced with R, hich will be upgraded to from the current | configuration to
take advantage of upgraded functionality. This is being done to avoid a possible catastrophic event that could
be the result of the failure of any of the remaining . Also, be advised that this conversion and
replacement will be done at no additional cost to the Authority.

Though the risk associated with having data stored on only on for

PIDS was required to be designed with a | : data
would never be lost. Therefore, Raytheon shall ensure that all such risks are fully mitigated and that the
methodology for delivery be approved by the PANYNJ prior to any future tasks where a risk of system

erformance degradation exists. This is consistent with the approach currently underway for the [
— Implementation,

If further clarification is required, please contact Mr. Kevin Conway at (201) 595 - 4794.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, J, Farmer, M. Gamba,
G. Hundertmark, D. Leggio, E. McFarlane, J. Reis, File




Resident Engineer's Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey Clty, NJ 07310
(718) 551-0221
(718) 727-7598 FAX

April 20, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Securlty
Desugn Purchase, Construction, Installation, and Integration MFA 134.308 - &
: ; Workstatlons

Dear Mr. Bastian:

Raytheon recently informed the Port Authority of New York/New Jersey (PANYNJ) that the
# have
access to from their respective facilities. The PANYNJ understands that this
access in not in line with the guidance set forth in the Human-Machine Interface (HMI) working
group but has no objection to the approach.

The PANYNJ does request that Raytheon verify that the access to
controlled through the user permissions and can be removed in the future if so desired.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G.
Hundertmark, E. McFarlane, J. Wakeman, T. Wellman, File




Resident Engineer’s Offlce
241 Erie Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, N 07310
(718) 551-9221
(718) 727-7598 FAX

April 13, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: WMulti-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 - Non-
standard Port Authority of New York/New Jersey Software

Reference: Port Authority of New York/New Jersey Audit Department’s Action Pian or
Closure Report, dated January 23, 2012

Dear Mr. Bastian:

The referenced January 23, 2012 Audit Plan or Closure Report identified Non-Standard Port
Authority of New York/New Jersey (PANYNJ) software used within PIDS. Please see the
findings and Technology Service Department's (TSD) recommendations attached. The
PANYNJ requests that Raytheon formally respond to the TSD recommendations and include
any actions necessary and any system/contractual impacts. Recent internal discussions with
PA Aviation have highlighted the PA's concern with the use of freeware software in the PIDS

system.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba,
G. Hundertmark, E. McFarlane, J. Reis, T. Wellman, File



Resldent Englneer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY&NJ Jersey Clty, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

March 1, 2012

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 —

Reference:
a. Raytheon Presentation,
h. PANYNJ Email, PIDS
¢c. PANYNJ letter,
d
e

October 13, 2011
November 3, 2011
November 10, 2011

tion, for PIDS, January 17, 2012
Follow-up Meeting, February 15, 2012
Dear Mr. Bastian:

The PANYNJ completed its follow-up review of Raytheon’s January 17, 2012 presentation,
and as noted at the February 15, 2012 PANYNJ/Raytheon Follow-up meeting, maintains

its November 8, 2011 position by finding Raytheon's solution of “
ﬂ as unacceptable, since it does not meet the contract

requirements.

The PIDS Contract Functionaj Performance Requirements (FPR) design calls for a
to operate in parallel and act as a completel
These systems would but maintain the

allowing each to be fully capable of supporting the PIDS Operational Requirements, As noted in
Raytheon’s October 13, 2011 and January 17, 2012 presentations, Raytheon'’s solution of * i
" does not comply with several contract FPRs. After
review of the requirements, the PANYNJ stakeholders were in agreement that the Raytheon

solution, proposed on October 13, 2011 and January 17, 2012, induces an [ S =——
oo e RS | 101 ot hess 1ot ST

cannot be waived for this type of a security system.

. Raytheon Presenta
PANYNJ/Raytheon

Aside from the unacceptable risk, this direction is based also on the fact that this review and
investigation shows that the is technically feasible. In fact, Raytheon’s planned
desigh and direction was to implement the per the contract requirements.




The PANYNJ directs Raytheon to implement the [l design per the Contract FPRs as part of
PiDS NS The PANYNJ understands that to properly implement the |l design, it is best
to test in an operational environment versus lab environment. The PANYNJ is amenable to work

with Raytheon to test a - design that meets the PIDS contractual requirements at an Airport
Facility utilizing the

If further clarification is required, please contact Mr. Kevin Conway at (201)595-4794 or Rainer
Burger at (201)5695-4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, G.
Hundertmark, E. McFarlane, J. Reis, S. Ropson, G. Slattery, File



Resident Engineer’s Office
241 Erie Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

December 19, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: WMulti-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 -
Airport Operations Personnel PIDS Accounts.

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) is requesting that Raytheon generate PIDS Airport
Operations accounts for the following personnel. The user accounts should be limited to
operations level access as outlinea in the PIDS Human Machine Interface (HMI)
documentation. '



If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629,

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, D. Chase, R. Eisold, M. Gamba, G.
Hundertmark, M. King, E. McFarlane, T. Weliman, File



Resldent Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NJ 07310

(718) 551-9221

(718) 727-7598 FAX
December 2, 2011

Mr, Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 ~

Reference: PANYNJ Lir, |

Dear Mr. Bastian:

The Port Authority of New York and New Jersey (PANYNJ), is submitting a modification to the
referenced request to Raytheon to prepare a preliminary Statement of Work (SOW) and cost
proposal for the implementation of a PIDS FETe i L . :

After further analysis and discussion with Raytheon, the PANYNJ is requesting that only
The
alone will provide the necessary situational awareness requi

of the

As mentioned in the referenced letter, the system shall also maintain existing capabilities as
identified by the current when a PIDS operator is logged-on.

The PANYNJ requests this preliminary SOW and cost proposal as soon as possible, so the PANYNJ
can evaluate for a possible request for a Post Award Contract Change (PACC) following the
deployments of [EEEIEE If you have any questions or require further information, please contact
Rainer Burger at (201) 595-4757.

Sincerely,
Edward T. Hicks

Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnhacki, R. Burger, D. Chase, K. Conway, R. Eisold, M. Gamba, J. Kalafatis,
M. King, F. Lamptey, E. McFarlane, G. Slattery, J. Reis, J. Wakeman, File




Resldent Engineer’s Office
241 Erle Street, Room 238

THE PORT AITTHDRITY OF NY & NJ Jersey City, NJ 07310
, (718) 551-9221
(718) 727-7598 FAX

November 10, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Se‘curity
Design, Purchase, Construction, Installation, and Integration MFA 134.308 - Field
Acceptance Test (FIdAT) — Demonstiration Test Procedure, AVS Supplement, Revision
A.

Reference:

a. Raytheon letter AFB:PA:11:127, dated 28 October 2011, Field Acceptance Test
(FIJAT) — Demonstration Test Procedure, AVS Supplement, Revision A,

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has completed the review of the referenced Test
Procedures with the following comment. The PANYNJ does not have access to Raytheon's
E-Room. All documentation referenced within this procedure must be uploaded to the
PANYNJ's Livelink repository and all references need to be modified accordingly.

If further clarification is required, please contact Mr. Alan Brighi at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, T. Wellman, File




Resident Engineer’s Offlce
241 Erle Street, Room 238

TE‘%E mm@m@ﬁfﬁ OF NY & NJ . Jersey City, NJ 07310
. {718) 551-9221
(718) 727-7598 FAX

November 10, 2011

Mr. Arthur Bastian-
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Wulti-Facility Aviation Perimeter intrusion Detection System (PIDS) Securlty
Design, Purchase, Construction, Installation, and Integration MFA 134.308 —
Field Acceptance Test (FIdAT) — Demonstration Test Procedure.

Reference:

a. Raytheon letter AFB:PA:11:126, dated 25 October 2011, Field Acceptance Test
(FIdAT) — Demonstration Test Procedure.

b. PANYNJ Letter, dated December 7, 2010, PIDS Schedule — Combinging
'into a Single Deliverable

c. PANYN.J Letter, dated February 22, 2011, PIDS
Integration with PIDS Software

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has completed the review of the referenced Test
Procedures. As a result of the review, Raytheon is directed, in accordance with references b
and c¢ above, to remove any mention of an integrated test activity associated with CACS
and/or CCTV. Raytheon should also update any mention of separate

activities and combine them into one phase

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, T. Wellman, File




Resldent Engineer’s Office
241 Erie Street, Room 238

THE PORT AUTHORITY OF NY&NJ Jersey City, NJ 07310

(718) 551-9221
(718) 727-7598 FAX

November 10, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security Design,
Purchase, Constructlon Installation, and integration MIFA 134308 -} .. . .

Reference:

October 13, 2011

a. Raytheon Presentation,f .
b. Port Authority of NY & NJ Emall PIDS

November 3, 2011
Dear Mr. Bastian:

As noted in the referenced email, the Port Authority of NY & NJ (PANYNJ) completed its internal
review of Raytheon'’s presentatlon and ﬂnds the roosed solutlons unaccetable Raytheon’s
original proposed desighwas e S e emss = e = = = = | This
met the specific ﬂ contract Functlonal Performance Requnrements (FPRs), Wthh cannot be
waived for this type of a security system

In addition to the [ it introduces through the T
ed scripts to transition the Elta radars
* as a maintenance/test

complicates the proposed “manual failover” by requiring specializ
“. There is also the proposed use of the
environment, a function which was intended to be provisioned through the use of the original
Integration Lab, and now Raytheon’s VSIL, This solution virtually eliminates the intent i

The PANYNJ requests Raytheon to propose an alternative cost
effective solution that meets the FPR, Security Operational requirements, and minimizes system
vulnerabilities.

Finally, any delay to the [, implementation is also unacceptable. [l will proceed forward as
planned with the current version of software, software shall be upgraded in the future with the
failover capability as would be requlired for

If further clarification is required, please contact Mr. Kevin Conway at (201)595-4794 or Rainer Burger at
(201)595-4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bughacki, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M.
King, E. McFarlane, S. Ropson, File




Resident Engineer’s Offlce

241 Erle Street, Room 238
Jersay City, N} 07310

THE PORT AUTHORITY OF NY & NJ

(718) 551-9221
(718) 727-7598 FAX

Oct 3, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Purchase Order 45000446585, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS)
Security Design, Purchase, Construction, Installation, and Integration
MEA 134.308 — Raytheon Submittal of the Integrated Master Schedule
(IM8) — Aug 2011 IS Schedule Submittal Review Comments
Reference: '
a. Raytheon Lift, AFB:PA:11:111 Monthly 1MS for August 2011, Sept 9, 2011

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has received and reviewed Raytheon's referenced
Aug 2011 Integrated Management Schedule (IMS) submittal and has no objections at this time.
The PANYNJ will withhold any comments on the PIDS portion of the schedule as this
section is currently being updated and pending a Raytheon Baseline Change Request. The
PANYNJ does request that prior to anv , software installation at 7~

Raytheon first submit a _joftware migration plan for review. This has
previously been discussed at the PIDS Bi-Wweekly Schedule reviews.

If you have any questions or require further-information, please contact Rainer Burger at (201)
595-4757.

Sincerely,

Edward T. Hicks
Resident Engineer
Aviation Security Program

cc: T. Beke, P. Bugnacki, R. Burger, R. Eisold, M. Gamba, R. Gauthier, G. Hundertmark.
J. Kalafatis, M. King, F. Lamptey, E. McFarlane, G Slattery, J. Reis, File



Resident Engineer’s Office
241 Erie Street, Room 238
Jersey City, NJ 07310

THE PORT AUTHORITY OF W7 & N

(718) 551-9221
(718) 727-7598 FAX

September 30, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS)
Security Design, Purchase, Construction, lnstallation, and Integration
MFA 134.308 — . — Temporary Permit To Occupy or Use for
- Detection and Assessment

Reference: Partial Final Inspection 9/16/11

Dear Mr. Bastian:

The Port Authority has issued a “Temporary Permit to Occupy or Use” on September 29, 2011
for the - Detection and Assessment System. This work includes all sensors,
hardware, software and workstations as highlighted on the attached matrix. Be advised that
certain punch list items and deliverables may still remain and they must be satisfactorily
completed prior to the issuance of the final “Permit to Occupy” for the overall Project.

Please note that the Contract required oné~=~-Warranty period has begun. Although the PA
formally took operational use of the System on 7/15/11, the completion date for
the Warranty period will be as specified in tne tollow-on PIDS Maintenance Contract (MFA-
134.308M). Subsequent inspections will be held and permits issued following the successful
completion of Phasé 2. The "Final" closeout documentation for this work will be included as part
of the overall closeout of Contract MFA 134.308.

If there are any questions, please contact me at (718) 551-9221.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, E. Bonney, A. Bright, P. Bugnacki, R. Burger, K. Conway, R.Eisold, M. Gamba,
G. Hundertmark, F. Lamptey, M. King, E. McFarlane, M. Osborne, J. Reis, L. Sampson, G.
Slattery, File




Resident Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ . Jersey City, NJ 07310

(718) 551-9221

(718) 727-7598 FAX
September 20, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company
1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 -
Temporary re-configuration of PIDS Workstation at

- . e B T I T B

Reference:
a.

b.

Dear Mr. Bastian:

The Port Authority of New York and New Jersey (PANYNJ) apologizes for any confusion with
respect to the 3 PIDS workstations. We offer the
following responses to Raytheon's bepremoer 14, 2U11 jeuer:

Item 1: You are correct. The referenced airport is

ltem 2: The request is to - ~ (already at the OCC) to become the primary
workstation. There was no intention to physically relocate a workstation from the T

The PANYNJ also has no objection with Raytheon proposed approach to meet the objectives.

If you have any questions or require further information, please contact Rainer Burger at (201) 595-
4757.

" Sincerely,
Edward T. Hicks

Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, K. Conway, R. Eisold, M. Gamba, A. Gasparri, J. Kalafatis,
M. King, F. Lamptey, E. McFarlane, G. Slattery, J. Reis, J. Wakeman, File



Resident Engineer’s Offlce
241 Erle Street, Room 238

THE POET ATTHORITY OF NY & NJ Jarsey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

Sep 13; 2011

Mr. Arthur Bastian
~ Contracts Manager
- RaytheonCompany
10071 Boston Post Rd
M/S 3-1-3460
Mariboro, MA 01763-3789

SUBJEGT: Purchase Order 4800044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design; Purchase, Construction, Installation, and Integration MFA 134.308 —
Operators Training and Certificate of Partial Completion

Reference:
a. Raytheon L7, Operator Training LJuly 11, 2011
b, Raytheon LIy Completion of Jocumentation Package Submitial,
29 Juiy 2011

Dear Mr. Bastian:

This letter is to formally document the Port Authoritv of New York and New Jersey (PANYNJ)

acknowledgment of the successful completion of Training as noted in referenced “a".
As such, the PANYNJ has initiated the process to issue the.’ Partial Certificat of Completion,
Reviews are currently underway of the material provided in the referenced “b” " _ Docurnentation

Package. In addition, a Partial Final Inspection is scheduled at on September 16, 2011. The
PANYNJ will advise Raytheon of any findings that may require correction to acquire the Partial
Certificate of Completion. » ~

If you have any questions of raquire further information, please contact Rainer Burger at (201) 595-
4757.

Sinceraly,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc' T. Beke, A. Bright, P. Bugnacki, R. Burger, K. Conway, R. Eisold, M. Gamba, M. King,
F. Lamptey, E. McFarlane, P. Phillips, G. Slattery, J. Reis, S. Ropson, J. Wakeman, File



Resident Englneer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ : Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

September 12, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 —
! Detection and Assessment| _| — Raytheon Responsibilities

Reference: Raytheon Presentation, Design Reviewforf = = = | Closures,

August 19, 2011

Dear Mr. Bastian;

The Port Authority of New York and New Jersey (PANYNJ), has completed its review of the
referenced Au ust 19 2011 presentation of the proposed solutions to the

g w8 Category 1 thru 7 (presentation, slides 4 -7) and has no objection with
Raytheon proceedmg with the recommendations. As agreed, the implementation of the Category 1
solutions shall be at no cost to the PANYNJ.

Per the referenced August 19, 2011 meeting, the following [ElEEE remain open and are under
investigation:

B 1his B renains as a Category 1 item and will not be moved to Category
5. As agreed, Raytheon will re-visit this item to further look at alternatives to

- [ This R Is currently under PANYNJ review and the implementation
responsibility of this item remains to be determined.

Mr. Richard Eisold will provide comments to the provided drawings in the future under a separate
correspondence.

If you have any questions or require further information, please contact Rainer Burger at (201) 595-
4757,

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, P. Bugnhacki, R. Burger, K. Conway, R. Eisold, M. Gamba, A. Gasparri,
M. King, F. Lamptey, E. McFarlane, G. Slattery, J. Reis, S. Ropson, J. Wakeman, File



Resident Engineer’s Office
241 Erje Street, Room 238

THE PORT AUTTHORITY OF NY & NJ Jersey Clty, NJ 07310

(718) 5519221

(718) 727-7598 FAX

September 7, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MIFA 134.308 -
F1 Phase |, Temporary Configuration of PIDS Primary Workstation at F1
Operations Control Center (OCC)

Dear Mr. Bastian:

The Port Authority of New York and New Jersey (PANYNJ) requests Raytheon temporarily configure
the F1 PIDS with the primary PIDS Workstation at the F1 Operations Control Center (OCC).

This temporary configuration is necessary because of planned facility construction activities at the
primary PIDS workstation area. The PANYNJ agrees to proceed with Phase | Field Acceptance
Testing and processing of the Certificate of Partial Completion in the temporary configuration. This
request shall be accomplished at no additional cost to the PANYNJ.

Upon completion of the facility construction, the PANYNJ will request re-configuration of the PIDS to
have the primary PIDS Workstation back to the original location. This reconfiguration request will be
accomplished under the PIDS Maintenance and Warranties Requirements Contract MFA 135,308M.

If you have any questions or require further information, please contact Rainer Burger at (201) 595~
4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, K. Conway, R. Eisold, M. Gamba, A. Gasparri, J. Kalafatis,
M. King, F. Lamptey, E. McFarlane, G. Slattery, J. Reis, J. Wakeman, File



THE PORT AUTHORITY OF NEW YORK AND NEW JERSEY
ENGINEERING DEPARTMENT — CSIU/QAD
100 MULBERRY STREET — GATEWAY 3
NEWARK, NJ 07102

To:  James Heitmann, Manager, Physical Plant & Redevelopment Division,

TEMPORARY PERMIT TO OCCUPRY OR USE
OF
MFA-134.308
PERIMETER INTRUSION DETECTION SYSTEM (PIDS)
SECURITY DESIGN, PURCHASE, CONSTRUCTION, INSTALLATION
AND INTEGRATION

W d e

Ali Fadavi, P.E.

Manager

Construction Standards & inspection
Quality Assurance Division

Dated: September 29, 2011
Newark, N.J.

e W. Caban, Y. Chen, J. Curley, J. Garcia, B. Hegarty, E. Hicks, J. Jacoby,
C. J. Lin, C. Nigro, N. Minassian, N. Riggs, R. Ruff, K. Tomko, P. Zipf: File



Resident Engineer’s Offlce
) 2471 Erie Street, Room 238
THE PORT AUTHORITY OF MY & M
R PDRT ATTHDRITY OF NY &, Jersey Clty, NJ 07310
{718} 551-9221
(718) 727-7598 FAX

September 7, 2011

Mr. Arthur Bastian-

Contracts Manager

Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 -

Raference:  Raytheon letter AFB:PA:I11:104, dated August 18, 2011,

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has completed the review of the referenced Test
Report and has the following comment.

®
Once the additions are made,.please resubmit for final review.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects -

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, T. Wellman, File



Rasident Engineer’s Office
241 Erie Street, Room 238

FORITY OF NY & NJ Jarsey Clty, NJ 07310

{718) 551-9221

(718) 727-7598 FAX

September 7, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter intrusion Detection System (PIDS) Security
Design, Purchase, Construction, !nstallation, and Integration NIFA 134,308 —

Dear Mr. Bastian:

The Port Authority of New York and New Jersey (PANYNJ) requests Raytheon temporarily configure

This temporary configuration is necessary because of planned facility construction activities at the
primary PIDS workstation area. The PANYNJ agrees to proceed with { Acceptance
Testing and processing of the Certificate of Partial Completion in the temporary configuration. This
request shall be accomplished at no additional cost to the PANYNJ.

Upon comnletion of the facility construction,'the PANYMJ will _
have the ‘ : This reconfiguration request will be

accomplished under the PIDS Maintenance and Warranties Requirements Contract MFA 135.308M.

If you have any guestions or require further information, please contact Rainer Burger at (201) 595-
4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Bueke, P. Bugnacki, R. Burger, K. Conway, R. Eisold, M. Gamba, A. Gasparri, J. Kalafatis,
M. King, F. Lamptey, E. McFarlane, G. Slattery, J. Reis, J. Wakeman, File



Resldent Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NJ 07310
(718) 5519221
(718) 727-7598 FAX

September 6, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PlDS)Securlty
Destgn Purchase Construction, Installation, and Integration MFA 134.308 — |

Reference: Raytheon letier AFB:PA:11:0071, dated June 27, 2011,

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) understands the impact of the B construction
work on the PIDS alarm rate. This letter is to document prior discussions and agreements.

The PANYNJ does not agree that the alarms in question are [EElEEE The alarms are
caused by qualifying targets (weight and size) and the targets are entering/crossing active
alarm zones, While these targets are *, the PANYNJ agrees that they are not
hostile intruders and do cause a substantial impact to the workload of the PIDS operators.

As previously agreed to, the PANYNJ prefers to Implement option 2, in the referenced letter,
and implement an to take advantage of the ability to program an
. The exact schedule of the i 0 |

is considered sensitive and will be provided d|rectly to the Raytheon integration team for
i . As the construction schedule changes, the H schedule will
likely have to be modified. These schedule changes will be handled directly by the Raytheon
integration team as needed.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.
Sincerely,
Edward T. Hicks

Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, T. Wellman, File



Resident Engineer’s Office
241 Erie Street, Room 238

THE PORT ATTADRITY OF NY & NJ Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

September 6, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

. Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter intrusion Detection System (PID8) Security

Design, Purchase, GConstruction, Installation, and Integration MFA 134,308 -

Reference: Raytheon letter AFRB:PA:11:0077, dated July 05, 2011,

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has completed the review of the referenced Test
Report and has no comment on the content of the report. Additional testing will be required
after the ongoing construction project is completed and the fence sensors are reinstalled.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely, '

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, T. Wellman, File ’




Resident Englneer’s Office
241 Erie Street, Room 238

TORT ATTHORTTY Or NY & NJ Jersey City, N 07310

{718) 551-9221
[718) 727-7598 FAX

September 6, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Past Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Inslallation, and Integration MFA 134,308 -

Reference: Raytheon letter AFB:PA:11:081, dated July 7, 2011,
Phase 1.

Dear Mr. Bastian:

This letter will formally document the previous agreement regarding the testing on the
The Port Authority of NY & NJ (PANYN.I ninderstands the condition of the

included in accéptance testing as soon as it is ready.
If further clarification is required, please cohtact Mr. Alan Bright at (201) 585 - 4628.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K.-Conway, R. clSOId M. Gamba, G. Hundertmark, M. King,
E. McFarlane, T. Wellman, File



Resident Engineer’s Office
241 Erie Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey Clty, N} 07310
(718) 551-9221
(718) 727-7598 FAX

Aug 2, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166

Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
DeSIQn, Purchase Construcﬂon Installation and Integration MFA 134.308 —
... . =~ Raytheon Responsibilities

Reference: . ‘ 7 o
a. Raytheon Presentatlon DesngnRewewfor - Junc 16,2011
b, PANYNJEmail, p. =& o . . De3|gn Recommendatlon/
Resolution, Ju|y6 2011

c. Raytheon Presentation, R Design — Answer

to PA Comments.

Dear Mr. Bastian:

The Port Authority of New York and New Jersey (PANYNJ), has completed its review of the June
16, 2011, and July 21, 2011 proposed solutions to the
Category 1 thru 7 (presentation, slides 4 -7) and has no objection with Raytheon proceeding with

Category 1 recommendations as identified within the referenced presentations. As agreed, the
implementation of the Category 1 solutions shall be at no cost to the PANYNJ.

Per the referenced July 21, 2011 meeting, Raytheon shall initiate the process of the installation of a
R o -\ 'oss Cotcoory R A this orea i
within the FAA FAR Part 77 restricted area, prior to proceeding with any physical installation (power,
communications etc.), Raytheon shall first provide the PANYNJ, (Alan Bright) with the Latitude,
Longitude and Height of the proposed installation to verify FAA FAR Part 77 clearance. A
review of the FAA FAR Part 77 Surface shows an approximate [ |f an FAA
permit 7460 is required, Raytheon shall support the submission of the FAA 7460 permit and proceed
with PTZ installation only after FAA approval is received.

If you have any questions or require further information, please contact Rainer Burger at (201) 595-
4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bonner, A. Bright, P. Bugnacki, R. Burger, K. Conway, R. Eisold, M. Gamba,
M. King, F. Lamptey, E. McFarlane, G. Slattery, J. Reis, S. Ropson, J. Wakeman, File



Resident Engineer’s Office
241 Erle Street, Room 238
Jersey City, NJ 07310

THE PORT AUTHORITY OF N/ & [

(718) 551-9221
(718) 727-7598 FAX

July 1, 2011

Mr. Arthur F. Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Desi P hs, Construction, Installation, and Integration MFA 134.308 -

Reference: Raytheon Leiter, AFB: PA:11:067, Requesi for Waiver/Modification on
Requirements, June 20, 2011

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has received Raytheon’s letter dated June 20, 2011
requesting a blanket waiver or modification to a list of FPRs contractually required for PIDS [

B |t is understood that Raytheon is requesting these waivers in order to address
inherent limitations in the space allocated in b

Given the challenges posed by the restricted space available to house the [N the
PANYNJ will consider modification of the requirements necessary to facilitate Raytheon’s effort to
relocate the to the assigned space. Raytheon shall remain solely
responsible for ensuring compliance, to the maximum extent possible, with applicable ergonomic
standards (re: FPR601) and incorporation of all performance/functional requirements (re: FPR52),
subject to validation of a PIDS Operator. Please note that the relocation h is

at no additional cost to the Authority.

If you have any questions or require further information, please contact Mr. Fred Lamptey at (201)
595-4792 or Rainer Burger at (201) 595-4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, R. Burger, K. Conway, R. Eisold, E. McFarland, M. Gamba, J. Gomez,
G. Hundertmark, Lamptey, P. Phillips, G. Slattery, J. Reis-Filho, File



Resident Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

June 21, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460 :
Marlboro, MA 01753-3789

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PID® Security
Design, Purchase, Construction, Instaliation, and Integration MFA 134.308 -

Reference:
a) Raviheon letter AFB:PA:11:048, dated May 18, 2011,

b)
Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has completed the review of the referenced letter
and matrix and has embedded comments into the attached matrix. The PANYNJ objects to a
portion of work being included in the PACC because the work would have been required
under the original scope of work (items highlighted in red). The PANYNJ also requests more
detail on a few of the items within the matrix (highlig}hted in yellow). Once the yellow and red
flagged items are dispositioned an agreeable dollar amount for this work must be determined
and will be requested under separate cover.

i further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629,

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

ec: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, T. Wellman, File



- Resident Engineer’s Office
THEF

£ E‘T@W&]@'ﬂﬁ] OF NY & NJ ' 241 Erle Street, Room 238

Jersey City, NJ 07310

[718) 551-9221
(718) 72.7-7598 FAX

May 31, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3788

sUBJECT: pyrchase Order 4500044655, Contract No. 4800006166
Multi-Facility Aviation Perimeter intrusion Detection System (PIDS)
Security Design, purchase, Construction, Installation, and Integration
MEA 134,308 — Raytheon submittal of the Integrated Viaster Schedule
(IMS) — Maych 2011 IMS Schedule Submittal Commenis Disposition

Responss.

Reference!
a. PANYNJ Letter, AFB: PA:11:038, IViS-March 2011-Submittal to Livelink, April 8,

2011, .

p. PANYNJ Email, PIDS 1MS gubmittal Schedule Comments, April 20, 2011,

c. PIDS Biweekly schedule Meeting, Aprit 21, 2011..

d. Raytheon Email, Re: Fwi pIDS Schedule Activities, Comments Disposition

Matrix, April 22, 2011.
Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has received and reviewed Raytheon’s referenced
March 2011 Integrated Management Schedule (IMS) submittal and comments disposition
response. PANYNJ concurs with all the disposition responses except for the following:

_ PANYNJ Comment #2. This activity should not be constrained. We understand that the
2127 STAs were denied, but rather than a constraint, additional logic and taskings need
to be incorporated into the schedule 0 understand and mitigate this issue.

- PANYNJ Comment #4. The PANYNJ understands that Management Resarve Tasks are
being utilized to maintain a buffer o monitor/maintain the ,
dates, but does not agree with the method being used to achieve this. The original
duration should not exceed the remaining durations (if the activity has not started) on
any scheduling tasks, regardless whether it is a buffer or an actual task. As an
alternative, the PANYNJ suggests Raytheon try to use @ different type of constraint.
Currently Raytheon is using “Finish on or Before” constraint. The PANYNJ would not
object to the use of a “Finish On" or “Mandatory Finish” type constraint. Qne of thesé two
(or perhaps both) constraints should work.




. PANYNJ comment #6. This Comment addressed the fact thata number of tasks contain
excessive “float’. Atthe April 21, 2011 Biweekly Schedule discussions, this item was
addressed and it was noted/demonstrated this issue could be mitigated by incorporating
the facility ‘tasks as schedule constraints into the overall PIDS
Schedule Key Milestone constraint dates. The PANYNJ concurs with this approach.

.Please incorporate the above into the next IMS monthly update. If you have any questions or
require further information, please contact Mr. Michael Sominsky at (973)589-1461 or Rainer

Burger at (201) 595-4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc. T. Beke, P. Bugnacki, R. Burger. R Eisold, M. Gamba, R. Gauthier, G. Hundertmark.
J. Kalafatis, M. King, F. Lamptey, E. McFarlane, G Slattery, M. Sominsky, J. Reis, File



Rasident Engineer’s Office
241 Erie Streat, Room 238

e T AIETTFRIRRITY O NV & N ‘
THE PDART APFTABRTTY CFNY & N Jersay Clty, NJ 07310
(718) 551-9221
(718) 727-7598 FAX

May 27, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

~ Marlboro, MA 01763-3789

SUBJECT: Multi-Facility Aviation Perimeter intrusion Detection systemn (PIDS) Security
Design, Purchass, Construction, installation, and Integration MFA 134.308 — Field
Acceptance Test (FIJAT) ~ Demonstration Procedures for the PIDS Program, Revision

A dated May 11, 2011,

Reference:! :
a) Raytheon Letter, AFB:PA:11:054, Field Acceptance Test (FIJAT) —
Demonstration Procedures, updates, dated 11 May 2011
p) Field Acceptance Test (FIdAT) - Dernonstration Procedures jor the PIDS

Program, dated March 24, 2011

 Dear Mr. Bastian:

The-Port Authority of NY & NJ (PANYNJ) has completed the review of Raytheon's FIdAT
Demonstration Procedures for the PIDS Program, Revision A and has no comments. ANy
future modifications will require additional PANYNJ reviews. '

I further clarification is required, please contact Mr. Alan Bright at (201) 695 - 4829.

Sincerely,

Edward T. Hicks
gr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, G. Slattery, T. Wellman, File



Rasident Englnéefs Office
241 Erie Streat, Roam 238

THE PORT MTTEORITY OF NY &NJ Jarsey Clty, NJ 07310
. (718);%9"2‘2‘1‘
(738 727-7598 FA
May 18, 2011
Mr. Arthur Bastian )

Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789.

SUBJECT: Purchase Order 4500044855, Coniract No. 4600006166 :
Multi-Facility Aviation Perimeter intrusion Detection System (PlDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134,308 —

PIDS Training Material

Reference:!
a. Raytheon Letier, AFB:PA:11:045, Operator Training Notification and Training
Material, April, 25, 2011
b, PANYN.J Email, RE: PIDS Operator Training Mianua! Review, Training OM
Comment.x!s, April 27, 2011 .

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has combleted its review of Raytheon's Training Material |
submitted on April 25, 2011. Please find the review comments attached. Comments to the P1B2
User's Manual were previously provided as an attachment to the referenced April 27, 2011 email.

If you have any questions or require further information, piease contact Rainer Burger at (201) 595-
4757. .

/

Sincerely,

Edward T. Hicks

Sr. Resident Engineer

Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, G. Colban, K. Conway, R. Eisold, M. Gamba, J. Gomez,

G. Hundertmark. J. Kalafatis, M. King, F. Lamptey, E McFarlane, G Slattery, J. Reis, J.
Wakeman, File




Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letfer No: AFB:PA:11:048 Marlboro, MA 017523799 USA
18 May 2011.
Port Authority of New York and New Jersey

241 Erie Street, Room 2338
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: PACC for. Location Change
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308 -

Enclosure:

Dear Mr. Hicks:

This letter is requesting authorization to proceed and asking the Port Authority to issue a PACC
for work at .. . location change.

The attached spreadshéet is Raytheon’s estimate of work required, to be executed under a
pending PACC for the " location change. Additionally, the attached provides
a detailed sketch of the installation, SOW and hardware requirements. '

Raytheon requests the PA’s review and advise.

Should you have any questions, please contact the undersigned.

Sincerely,

Raytheon Company

s, e
L,(",mﬂu.‘ £t

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

* Phone: 508-490-3443/Fax: 508-490-3151
E-mail: Arthur F Bastian(@raytheon.com




Resident Engineer’s Office
241 Erie Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey Clty, NJ 07310

(718) 551-9221
{718) 727-7598 FAX

May 2, 20711

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Martboro, MA 01753-3789.

SUBJECT: Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 — Proposed
Changes to Requirements Allocation Matrix

Reference:

a) R'aytheori Letter, AFB:PA:11:042 dated 21 April 2011
b) Spreadsheet of proposed changes to the Requirement Allocation Matrix (RAM)

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has completed the review of Raytheon’s proposed
changes to the Requirements Allocation Matrix (RAM). The PANYNJ concurs with all of the
proposed changes and requests that Raytheon update the RAM and place the updated
version in Livelink to be utilized by all parties during the upcoming testing. Be advised that
these changes have been approved at no additional cost to the PANYNJ. Any future changes
will also need to be reviewed and approved by the PANYNJ prior to implementation.

If further clarification is required, please contact Mr. Alan Bright at (201) 595 - 4629.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, A. Bright, R. Burger, K. Conway, R. Eisold, M. Gamba, G. Hundertmark, M. King,
E. McFarlane, G. Slattery, T. Weliman, File



Rasident Engineer's Offlce
241 Erie Street, Room 238

THE POET ATTHBRTTY OF NY & NJ Jersey Clty, N) 07310
(718) 551-9221
(718) 727-7598 FAX

April 11, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT:  Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 —
Automated Logistics Control Systern (ALCS)

Reference:

a. Raytheon Ltr. AFB:PA:11:021 ALCS Training Slides ~ 2008, March 9, 2011
b. PANYNJ Email, FW: Request for System Assessment — Raytheon, March 23, 2011,

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has reviewed Raytheon's proposed Automated Logistics
Control System (ALCS) program. The focus of the review was based on the system ability to store
sensitive airport information. In summary, the information provided suggests the right infrastructure is
in place with regard to authorization, firewalls, virtual private networks, secure key fobs, and
passwords to store PANYNJ confidential information as defined by the PANYNJ Information Security
Handbook and Confidential Information Practices and Procedures guidelines. However, the
presentation provided does not show application specifics for levels of content.

The ALCS system must be in full compliance with all TSD Standard and Guidelines, PANYNJ Cyber
Security guidelines, and audit requirements as noted in the original contract. Additionally, there are
best practices on items such web based applications, applications, controls, and administration that
should be considered, which were provided in checklists in our informal response on March 23, 201 1

(reference b).
Specific questions and comments on the material submitted are as follows:

1. Raytheon letter dated March 9, 2011 notes that the ALCS is a web-based utility that
provides logistical, configuration and maintenance information of PIDS. The American
Disability Act — Section 508 should be considered during the development process due to
the requirement that federal agencies’ electronic and information technology is accessible
to people with disabilities. Identify how the ALCS meets the requirements that the web is
accessible to persons with disabilities.

2. ldentify how frequently the ALCS system is off line.

3. Identify how frequently the ALCS system is updated.




4 As noted in the March 9, 2011 letter, Raytheon states: "Given the nature of ALCS as a
configuration and maintenance tool, it has the potential to store sensitive airport
information. Raytheon requests the Port Authority provide an assessment of ALCS
classification level and suitability of ALCS for storing potentially sensitive PA information.”

Comment - The PANYNJ has three levels of confidential information. The ALCS systém
should address the criteria as noted in the Agency Information Security Handbook and the
Confidential Information Practices and Procedures guide.

5 As noted in the March 9, 2011 letter, Raytheon states: “Be advised that ALCS is protected
with two level authorization and authentication. ALCS resides inside of the Raytheon
firewall requiring a Virtual Private Network (VPN) connection through a SecurlD key fob.
Additionally, access to the ALCS tool requires a separate logon with Username and
Password.”

Comment - Raytheon’s authorization, authentication, firewalls, VPN, SecurelD, and
passwords should be configured with industry best practices, TSD Standards, and
Guidelines when deployed.

6. PowerPoint Presentation comments/questions (attachment to reference a.)

a. Page 3 - Identify if any of the 17 other current users are storing confidential
information. .

b. Page 21 - Please explain the user roles, data security, and how the system would
control three different levels of confidential information.

c. Page 50 — Please define Physical Security Unclassified.

d. General - Raytheon notes how the infrastructure uses firewalls, security fobs, VPN's,
and passwords to meet the necessary security obligations. There is no detail on the
application side. More information is needed on application specifics.

If you have any questions or require further information, please contact Richard Eisold at (201) 595~
4793 or Mr. Al Terriego at (201) 5956-4805.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, G. Colban, T. Comerford, K. Conway, R. Eisold, M. Gamba,
J. Gomez, G. Hundertmark. J. Kalafatis, M. King, F. Lamptey, E. McFarlane, G Slattery, J. Relis,
J. Wakeman, File .




Resident Engineer’s Offlce
241 Erle Street, Room 238
Jersey City, NJ 07310

THE PORT AUTHORITY OF IV & N

(718) 551-9221
(718) 727-7598 FAX

April 6, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company -
1001 Boston Post Rd
M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Nulti-Facility Aviation perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 ~
Raytheon submittal of the Integrated Master Schedule (IMS) — February 2011

Reference:
a. PANYNJ Letter, Raytheon Submittal of the IMS - October 11, 2010, October 19, 2010.

b. Raytheon Letter, AFB:PA:11:026, February 2011 IMS, March 18, 2011.
Dear Mr. Bastian. ‘

The Port Authority of NY & NJ (PANYNJ) has received and reviewed Raytheon's referenced
February 2011 Integrated Management Schedule (IMS) submittal. Although the IMS project
cornpletion date is later than the Contract end date, the PANYNJ approves the Baseline Change
Request (BCR) for Phase | as noted by comments in Attachment 1. Please address these
cornments and incorporate as part of Raytheon’s next monthly schedule submittal.

The Phase i facllity completion dates will remain at the Base-lined dates per the PANYNJ October
19, 2010, as a number of project remediation efforts need to be defined and incorporated.

This re-baselined IMS shall be maintained and updated in Primavera P6 in accordance with contract
MFA 134.308, with no further conversions from MS Project. Follow-on BCRs shall also be
accomplished in Primavera P6 to prevent any future conversions problems as recently experienced.

Re advisad that as per the Contract Specifications, Division 1: Section 111E, General Schedule
Provisions, approval of any progress schedule does not relieve Raytheon of the obligation to
complete the Contract by the time required in the Contract.

If you have any questions or require further information, please contact Mr. Michael Sominsky at
(973) 589-1461 or Rainer Burger at (201) 595-4757.

Sincerely,

~ Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, G. Colban, K. Conway, F. Cox, J. Drobny, R. Eisold,
M. Gamba, R. Gauthier, J. Gomez, G. Hundertmark. J. Kalafatis, M. King, F. Lamptey,
E. McFarlane, G Slattery, M. Sominsky, J. Reis, J. Wilkins, A. Zogg, File



Resident Engineer’s Office
241 Erie Street, Room 238
THE PORTAUTHORTTY OF NY & NJ Jersey City, NJ 07310
(718) 551-9221
(718) 7277598 FAX

/

/

March 28, 2011

Mr. Arthur Bastian
Contracts Manager :
Raytheon Company p
1001 Boston Post Rd _ @
M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection Systemn (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134,308 -

Simulation Training System

Reference:
a. PIDS VIFA 134.308, Book }l, Attachment C, Funciional and Performance Requirements, 1

Aug 2005
b, PANYNJ Emall, RE: simulation Training Software, March 4, 2011
c. PANYNJ Ltr. AFB:PA:11:022 Simulation Tralning System, Warch 10, 2011

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has reviewed Raytheon’s Simulation Training System Letter
dated March 10, 2011. As previously noted at the Training Summit Meetings, the PANYNJ has no
objection with the. implementation of the Clear View (CV) Virtual World (VW) training system to meet
the requirements of section 2.4.3 within the PIDS Functional Performance Requirements (FPR). The
PANYNJ does take exception to Paragraph 2, of the referenced b Simulation Training Software, letter

that states:

“EPR 2.4.3 does not specify the number of simulation training software programs, thus the portability
of a single, stand-alone CV VW system allows it to be scheduled and used by all PSP operators as
needed to meet this requirement. Raytheon will formally deliver one (1) CV VW training systerm at the

conclusion of phase 2/3".
The last sentence of FPR 2.4 3 states:

“Training functions shall be possible at any GConirol and Display Workstation (CDW) through password
control.”

This requirement dictates that the simulation training capability be available at any PIDS CDW, at
each facility, with the intent that the training is avallable when required by the operator. Technically,
per the requirement, the simulated training should be available at eleven (11) CDWs. However, since
the CV VW training system is transportable and physically separated from the CDW, it is acceptable
to the PANYNJ that Raytheon, at the minimum, meet the requirement by providing one (1) CV VW

training system (2 laptops) per facility.

The PANYNJ requests that Raytheon adjust the simulated training strategy to deliver four (4) CV VW
Training Systems (1 per facility) to meet the section 2.4.3 requirement. This request shall be
accomplished at no additional cost to the PANYNJ.



If you have any questions or require further information, please contact Rainer Burger at (201) 595-4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, G. Colban, K. Conway, R. Eisold, M. Gamba, J. Gomez,
G. Hundertmark. J. Kalafatis, M. King, F. Lamptey, E. McFarlane, G Slattery, J. Reis, J. Wakeman,

File




Reslident Engineer’s Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NJ 07310

(718) 551-9221
(718) 727-7598 FAX

March 11, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 45600044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 [EEEE]

Reference:
a. PIDS MFA 134.308, Book Il, Attachment C, Functional and Performance Requirements, 1
Aug 2005

b. Raytheon Proposal, Volume Il Section E.1, Figure E-1-16, October 28, 2005

c. Raytheon Evaluation Notice Response, November 21, 2005

d. Raytheon . 30% System Design, Volume 1, September 1, 2006

e. Raytheon 60% Systems Design, May 2007

f. PANYNJ Ltr. PIDS 60% Systems Design Update: [ Sensor Coverage Narrative —
Raytheon Response Comments, October 30, 2007.

g. Raytheon Presentation, [l sy January 24, 2011

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has reviewed Raytheon's January 24, 2011 presentation on
. At this phase of the project, the PANYNJ agrees with Raytheon's recommended
implementation changes to the operational procedure, however we reject Raytheon’s rationale and

technical reasoning against implementing the

Raytheon’s current design and installed system does not meet the PIDS Functional Performance
Requirements. The rationale and technical reasoning for not implementing the [T TEE—— S
direct result of a deficiency in the planning and designing of the system. This capability was in the [
30% Systems Design, but not in the [Eill| 60% Design. As part of the Bl 60% Systems Design review,

Raytheon was specifically instructed in the referenced October 30, 2007, PANYNJ letter to implement [
* to meet the contract requirements. Because of Raytheon not
implementing this capability, the PANYNJ will require a contract financial consideration. This credit will be
negotiated with Raytheon shortly.

If you have any questions or require further information, please contact Rainer Burger at (201) 595-4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, G. Colban, K. Conway, R. Eisold, M. Gamba, J. Gomez,
G. Hundertmark. J. Kalafatis, M. King, F. Lamptey, E. McFarlane, G Slattery, J. Reis, J. Wakeman,

File




Resident Engineer's Office
241 Erle Street, Room 238

THE PORT AUTHORITY OF NY & NJ Jersey City, NJ 07310

(718) 551-9221
(718) 727-7598 FAX

February 22, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd
M/S 3-1-3460

Mariboro, MA 01753-3789

SUBJECT: Purchase Order 4500044655, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 — PIDS:

Reference:
a. PIDS MFA 134,308, Book |l, Attachment C, Functional and Performance Requirements,
1 Aug 2005
b. PANYNJ Presentation Stage 2, Jan 6, 2011
¢. Raytheon Presentation, ration Meeting, Jan 6, 2011
d. Raytheon Presentation, ration Meeting, Jan 12, 2011
e. PIDS Steering Committee Neeting, Feb 2, 2011

Dear Mr. Bastian:

After review of the referenced January 6 and 12, 2011 presentations and discussions with the Port
Authority of NY & NJ (PANYNJ) stakeholders and PIDS Executive Steering Committee, the PANYNJ has

no objection to Raytheon’s recommendation to
with the PIDS, instead of implementing the contract requirements for

B these systems meets the overall PIDS requirement of a single operator controlled workstation
but eliminates and/or minimizes several functional, operational and maintenance issues and impacts as
noted in the referenced presentations. As a resuit, the referenced Functional and Performance
Requirements (FPR) are modified with the deletion of FPR, Section 2.3.1.5.4 — Data Integration, for bi-
directional management of data sharing between PIDS, BB and other airport security systems. The
deletion of this requirement will result in an overall cost and schedule savings to the PIDS Project, which is

currently under negotiation.

If you have any questions or require further information, please contact Rainer Burger at (201) 595-4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc. T. Beke, P. Bugnacki, R. Burger, G. Colban, K. Conway, R. Eisold, M. Gamba, J. Gomez,
G. Hundertmark. J. Kalafatis, M. King, F. Lamptey, E. McFarlane, S. Powell, G Slattery,
J. Reis, N. Roberts, M. Valletta, J. Wakeman, File




Resident Engineer’s Office
241 Erie Street, Room 238
Jersey Clty, NJ 07310

THE PORT AUTHORITY OF (7 & R

{718) 551-9221
(718) 727-7598 FAX

February 17, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460 ’
Marlboro, MA 01753-3789

SUBJECT:  Purchase Order 4500044655, Contract No. 4600006166
Multi-Eacility Aviation Perimeter Intrusion Detection System (PIDS) Security.
Design, Purchase, Construction, Installation, and Integration NMFA 134.308 —
PIDS Drawing Submittals

Reference:

a. Raytheon Ltr, AFB:PA:10:123, Request to submit Electronic Documentation,
December 16, 2010

b. PANYNJ Letter, Electronic Submittals, January 13, 2011

c. Document Submittals Working Group, February 9, 2011

d. Raytheon Ltr, AFB:PA:11:008A, Drawings Submittal-PIDS Program, February 16, 2011

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has received and reviewed Raytheon's referenced “d” letter
with respect to drawing submittals. The PANYNJ concurs with this letter as it correctly outlines the
understanding of the agreements reached during the February 9, 2011 Document Submittals Working

Group.

if you have any questions or require further information, please contact Mr. Richard Eisold at (201)
595-4793 or Rainer Burger at (201) 595-4757.

Sincerely,

Edward T. Hicks
Resident Engineer
Avlation Security Program

cc: T. Beke, P. Bugnacki, R. Burger, G. Colban, K. Conway, R. Eisold, M. Gamba, J. Gomez, G.
Hundertmark. J. Kalafatis, M. King, F. Lamptey, E. McFarlane, G Slattery, J. Slaughter,
M. Sominsky, J. Rels, M. Valletta, File




Resident Engineer’s Office
241 Erie Street, Room 233
Jersey Clty, NJ 07310

SOET AETHORITY OF (V& 1Y

THIE §

(718) 551-9221
(718) 727-7598 FAX

Feb 10, 2011

Mr, Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Mariboro, MA 01753-3789

" gUBJECT: Purchase Order 4500044855, Contract No. 4800006166 .
Multi-Facility Aviation Perimeter intrusion Detection Systern (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 ~
January 2011 1M3 Subpmittal, Baseline Change Request

Reference:
. a. Raytheon Letter, AES:PA:003, Uploaded to Livelink - January 2011 1MS

subimittal, January 19, 2011
b. PANYNJ Email, PIDS Baseline Schedule Change Request Review,

February 5, 2011

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has received and reviewed Raytheon'’s referenced
January 2011 Integrated Management Schedule (IMS), Baseline Change Request (BCR). This
contract IMS BCR schedule is “Not Approved” by the PANYNJ. This is a result of the comments
attached to this letter and previously provided in the referenced February 5, 2010 email.

Please submit a revised, IMS BCR that addraesses thé attached comments and reflects the revised
system deployment for

If you have any guestions or require further information, please contact Mr. Michael Sominsky at
(201) 595-4888 or Rainer Burger at (201) 596-4757.

Sincerely,

Edward T. Hicks
Resident Engineer
Aviation Security Program

cc: T. Beke, R. Burger, G. Colban, K. Conway, R. Eisold, M. Gamba, J. Gomez,
G. Hundertmark. J. Kalafatis, M. King, F. Lamptey, E. McFarlane, G Slattery, M. Sominsky,

J. Reis, File




Resident Engineer’s Office
241 Erle Street, Room 238
Jersey City, NJ 07310

(718) §51-9221
{718) 727-7558 FAX

THE POET AUTHORITY OF NV & 0

January 13, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Marlboro, MA 01753-3789

SUBJECT: Purchase Order 4500044658, Contract No, 4600006166
Multi-Facility Aviation Perimeter intrusion Detection System (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 -

PIDS Drawing Submiitals

Reference: Raytheon Letter, AFB:PA:10:123, Request to Submit Eiectronic Documentation,
Decermnber 18, 2010

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has received and reviewed Raytheon'’s referenced
December 16 2010 letter, and cannot approve the request to submit electronic documentation, in
lieu of paper and Mylar documents. Raytheon is directed to submit all drawings in accordance with
Contract MFA 134.308, Book |l Scope of Work paragraph 9.6, and Book 1l Section 87. The PANYNJ
is open to discuss with Raytheon a reduction to the overall number of hardcopies as noted within the

contract.

The PANYNJ Engineering drawing and documentation standards are periodically reviewed and
updated. At this time, the PANYNJ does not allow/support electronic signatures and sealing of
drawings, as this currently is not accepted by all State Agencies in the jurisdictions within which the
PANYNJ operates. The PANYNJ requirement for drawings submittals in AutoCAD is still in effect
and any drawings transmitted in another format are not acceptabie.

Raytheon's reference to Source Control Drawings is in error and should read Specification Control
Drawings. There weare no Source Control Drawings submitted by Raytheon under the contract.
Raytheon did provide submittals for Specification Control Documents, howsver, those drawings did
not meet the definition of Specification Control Documents but were instead used by 4D Security
Solutions for in house control of parts. This issue was discussed at multiple meetings with a final
decision to accept the PIDS Documentation Cross Reference table, as referenced in Raytheon's
December 16, 2010 letter. The only question regarding this table was whether Raytheon would be
able to use 4D Security Solutions numbering in lieu of any ongoing legal actions. Any drawings
prepared by 4D Security Solutions, which may require alteration or modification, need to be
supported by new CAD drawing submittals to permit any re-procurement later. ‘




If you have any questions or require further information, please contact Mr. Richard Eisold at (201)
595-4793 or Rainer Burger at (201) 595-4757.

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, G. Colban, K. Conway, R. Eisold, M. Gamba,
J. Gomez, G. Hundertmark. J. Kalafatis, M. King, F. Lamptey, E. McFariane,
G Slattery, J. Slaughter, M. Sominsky; J. Reis, M. Valletta, File




Resident Engineer’s Office
241 Erie Street, Room 238
Jersey City, N1 07310

THE PORT AUTHORITY OF Y &MY

(718) 551-9221
(718) 727-7598 FAX

January 7, 2011,

Mr. Arthur Bastian
Contracts Manager
Raytheon Company
10071 Boston Post Rd
M/S 3-1-3460

“Marlboro, MA 01753-3789

- SUBJECT: Purchase Order 4500044655, Contract No. 4600006168

Multi-Facility Aviation Perimeter Intrusion Detection System (PIDS)
Security Design. Purchase, Construction, Installation, and Integration
MFA 134.308 — - Temporary Permit To Occupy or Use for

Infrastructure

Reference:

Dear Mr. Bastian:

The Port Authority has issued a “Temporary Permit to Occupy or Use” on December 6, 2010 for

the General PIDS Infrastructure work at
' This work includes duct banks, conduit, electrical cable, communication tiper,

node boxes, conversion boxes, junction boxes, foundations, manholes, hand holes, UPS units
and other incidental infrastructure installations associated with the referenced Nodes. Be
advised that certain punch list items may remain and must be satisfactorily complete prior to the
issuance of the final “Permit to Occupy” for the overallProject.

Please note that the Contract required one-year Warranty period from the permit issue date of
December 6, 2010 has begun on these installations only. This acceptance does not include the
PIDS system functionality or sensor performance. We will issue subsequent permits following
the successful completion of the three-phased implementation of the PIDS system. The “Final"
closeout documentation for the work at will be included as part of the overall closeout of

Contract MFA 134.308.

If there are any questions, please contact me at (718) 551-9221. .

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, K. Borselli, A. Bright, R. Burger, E. Ciminiello, G. Colban, K. Conway, R.Eisold,
M. Gamba, J. Gomez, G. Hundertmark, J. Kalafatis, F. Lamptey, M. King, D. Leggio, E.
McFarlane, J. Reis, G. Slattery, J. Valerio, M. Valletta, File




Resident Engineer’s Office
241 Erie Street, Room 238
Jersey City, NJ 07310

THE

(718) 551-9221
(718) 727-7598 FAX

PORT AUTHORTY OF VWV & WY

January 3, 2011

Mr. Arthur Bastian
Contracts Manager
Raytheon Company

1001 Boston Post Rd

M/S 3-1-3460

Mariboro, MA 017563-3788

SUBJECT: Purchase Order 4500044855, Contract No. 4600006166
Multi-Facility Aviation Perimeter Intrusion Dstection Systemn (PIDS) Security
Design, Purchase, Construction, Installation, and Integration MFA 134.308 -
Raytheon Submittal of the Integrated Master Schedule (IMS)-November 2010

Reference: Rayiheon Letter, AFS: PA:10:122, IMS Submittal, November 2010

Dear Mr. Bastian:

The Port Authority of NY & NJ (PANYNJ) has received and reviewed Raytheon's referenced
November 2010 Integrated Management Schedule (IMS) submittal. Please find our comments to the

submittal in Attachment 1.

This contract IMS submittal is “Not Approved” by the PANYNJ, as a number of activities have
incorrect logic and no manpower loading. A re-submittal is not required at this time; however, the
PANYNJ requests these comments and comments similar in nature be incorporated as part of
Raytheon’s next monthly Schedule and Narrative submittal.

If you have any questions or require further ihformation, please contact Mr. Rainer Burger at (201)
596-4757. : ' /

Sincerely,

Edward T. Hicks
Sr. Resident Engineer
Security Projects

cc: T. Beke, P. Bugnacki, R. Burger, G. Colban, K. Conway, F. Cox, R. Eisold, M. Gamba,
R. Gauthier, J. Gomez, G. Hundertmark. J. Kalafatis, M. King, F. Lamptey, E. McFarlane,
G Slattery, M. Sominsky, J. Reis, J. Wilkins, M. Valletta, A. Zogg, Flle




Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA:12:079 Marlboro, MA 01752-3799 USA
25 May 2012
Port Authority of New York and New Jersey

241 Brie Street, Room 238
Jersey City, NJ 07310

Attention: M. Edward Hicks - Sr. Resident Engineer
Subject: PIDS Training Systems Acceptance
Reference: 1) PERIMETER INSTRUSION DETECTION SYSTEM (PIDS)

CONTRACT MFA-134.308
2) Comprehensive Acceptance Test Plan, Release 6b, 2 March 2011

Reference: A) Raytheon Letter — AFB:PA:12:076, dated 16 May 2012 (
Training System Acceptance)
B) Raytheon Letter — AFB:PA:12:077, dated 17 May 201 K Training
System Acceptance) :

Dear Mr. Hicks:

Tn accordance with previously established agreementé with the PANYNJ, Raytheon conducted a
demonstration of the PIDS training system for the _airports on 15, 17, and
21 May 2012 respectively.

Attendees to each of the derhonstrations included:

Raytheon representatives.

Doug Cox, PIDS training manager
Chris Knox, PIDS training system engineering
Tim Wellman, Raytheon PIDS Test Director

| PANYNJ representatives:
Alan Bright, PANYNJ PIDS Test Director - .

The above attendees witnessed the demonstration of each deployed airport mobile training
system to their agreed satisfaction. Asa result, the following PIDS TSC’s are deemed to be
completed for each of the airports.



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:079 Marlboro, MA 01752-3799 USA

After your review, if the PA disagrees with the contents of this letter, please respond
immediately to the undersigned. If there are any questions concerning this matter, pleass also

contact the undersigned.
Sincerely.,

Raytheon Company
(bl o od—

Arthur F, Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:098 Marlboro, MA 01752-3799 USA
26 June 2012

Port Authority of New York and New Jersey
941 Frie Street, Room 238
Jersey City, NJ 07310

Attention: M. Bdward Hicks, Sr. Resident Engineer

Subject: Trenching

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE
MULTIL-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

B)
Enclosure: ()
@)
3)
Dear Mr. Hicks:
This letter is to advise the Port Authority that while “was trenching for the
The drawings that used were provided to them by the Port Authority as part of the
The arawings that " currently has do not show the exiting PIDS trench

on it .

Raytheon had no involvement with the Port Authority in the development of these drawings nor
were we scoped to do so as part of the sole source effort when the project went out for its
original bid. During the sole source process, Raytheon only received one drawing from the Port
Authority for this project, a drawing that showed the PIDS equipment and Raytheon’s
inyolvement was minimal.

It is the Port Authority’s responsibility to have the utility marked out as well as the PIDS trench
shown on the . construction drawings provided to your contractor. During the dig ging of

the * they exposed the
) Additionally, it appears that the footing of the new bridge is supposed to be located
where the existing trench currently is located.



Network Centric Systems
Security/Transportation System

_ 1001 Boston Post Rd
Letter No: AFB:PA:12:098 Marlboro, MA 01752-3799 USA
Page 2
At this point, it appears that wants to remove the PIDS trench so that the construction

crew can continue and relocate it to a new routing. If that is the case, all of PIDS equipment
servicing  willbe impacted.

We have attached pictures of the impacted equipment, exposed trench and trench location for
yourreview. '

Tt is our recommendation that the PA PIDS Program Office immediately inform to
stop all work associated with the project in this area and that the PA PLDS
Program Office call 2 meeting of all parties in order to sort this issue out.

Please direct any questions concerning this matter to the undersigned.
Thank you.
Sincerely,

Raytheon Company
g A
(el £ od—

Arthur ¥. Bastian

Raytheon Contract Manager
Phone: S508-490-3443

Fax:  508-490-3151

E-mail: Arthur F Bastian(@yaytheon.com

CC  Mr. Thomas Beke
Mr. Rainer Burger
M. Jorge Reis
M. Steve Brocchini



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No: AFB:PA:12:095 Marlboro, MA 01752-3799 USA
18 June 2012
Port Authority of New York and New Jersey

241 Brie Street, Room 238
Jersey City, NJ 07310

Attention: M. Edward Hicks, Sr. Resident Engineer
Subject: Raytheon Submittal Drawing
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - TEIE

MULTI-EACILITY AVIATION PERIMET ER INTRUSION
DETECTION SYSTEM (PID3) CONTRACT MFA-134.308

Attachment:
Dear Mr, Hiclgs:

Raytheon is pleased to submit the drawings for the Port Authority’s review
and concurrence. Please note that these drawings do not include A&E drawings

which will be submitted separately.
Also, please note the attached xlsx matrix that details a list of the drawings in livelink.

These drawings have been uploaded to Livelink at the following location:

Please direct any questions concerning this matter to the undersigned.

Thank you.
Sincerely,

Raytheon Company
(e, o Bd—

* Arthur F. Bastian
Raytheon Contract Manager
Phone: 508-490-3448/Fax: 508-490-31351

E-mail; Arthur F Bastian@raytheon.com



Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA:12:078 Mariboro, MA 01752-3799 USA
24 May 2012

Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject:

Reference: 1) PERIMETER INSTRUSION DETECTION SYSTEM (PIDS)
CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon recommends that the definition of be slightly modified. The current TSC
wording is as follows:

Raytheon recommends that the wording of this TSC should read:

This suggested wording change is as proposed by the PANYNJ and more closely aligns to
previous agreements reached relative to the development of the PIDS training systems.

If there ave any questions concerning this matter, please also contact the undersigned.
" Sincerely,

Raytheon Company
(k. 7 fod—

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax; 508-490-3151

- B-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:072 Marlboro, MA 01752-3799 USA

18 May 2012

Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 07310

Attention: k Mr. Edward Hicks, Sr. Resident Enginéc'r
Subject:
Reference: THE MULTI-FACILITY AVIATION PERIMETER INTRUSION DETECTION

SYSTEM (PIDS) CONTRACT MFA-134.308
Reference: Port Authority Letter, dated 10 May 2012, titled:
Dear Mr. Hicks:

Raytheon has received the reference letter regarding Please be advised that Raytheon has not
closed It remains open in the “Rayforge” system as a Clear View product line enhancement.

Raytheon acknowledges and respectfully disagrees with the Port Authority’s position that should be delayed
if FPR 2.3.3.13.7 is not met. The purpose ¢ .acceptance testing is to determine which FPRs are and which
are not met. If the test is not conducted, this objective cannot be accomplished. ’

Considering the context of multiple conversations regarding partitioning into sub-phases, it seems
appropriate to construct the " testing plan that accommodates this re-definition,

Furthermore, it is Raytheon's strong recommendation that the Port Authority and Raytheon collaborate on a _
deliberate approach to determine the content and timing of future software drops. Raytheon is working to identify a
short-term solution for But the larger issue at hand is that releasing changes to the PIDS software
in an ad hoc manner could have an adverse impact on system configuration management and operator training.

Raytheon understands that the Port Authority has concerns, however, it would be counterproductive to delay the
testing altogether and without consideration of the above points. Raytheon would view such a delay as
unnecessarily caused by the Port Authority and would consider a delay claim.

Please direct any questions concerning this matter to the undersigned.
Thank you.
Sincerely,

Raytheon Company

VA

-’/.) 7 .- Vi
(i,/{../wé..\ FoiSe S

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax; 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
1001 Boston Post Rd

Letter No : AFB:PA:12:076 Marlboro, MA 01752-3799 USA
16 May 2012
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. BEdward Hicks - Sr. Resident Engineer
Subject: Port Authority Acceptance. Praining System
Reference: 1) PERIMETER INSTRUSION DETECTION SYSTEM (PIDS)

CONTRACT MFA-134.308
B) Comprehensive Acceptance Test Plan, Release 6b, 2 March 2011

Dear Mr. Hicks:

In accordance with previously established agreements with thevPANYNJ , Raytheon conducted a
demonstration of the PIDS training system for the airport on 15 May 2012.

Attendees to the demonstration included:

Raytheon representatives:

Doug Cox, PIDS training mgr
Chris Knox, PIDS training system engineering
Tim Wellman, Raytheon PIDS Test Director

PANYNIJ representatives:

Alan Bright, PANYNJ PIDS Test Director

The above attendees witnessed the demonstration of the system. The PANYNJ representative
was in agreement, satisfied with the demonstration and provided on-site acceptance.

As a result, the following PIDS TSC’s are deemed to be completed for the airport:



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:076 Marlboro, MA 01752-3799 USA

Page 2

. After your review, if the PA disagrees with the contents of this letter, please respond
immediately to the undersigned. If there are any questions concerning this matter, please also

contact the undersigned.
Sincerely,
" Raytheon Company

[P —

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:070 Marlboro, MA 01752-3799 USA
10 May 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Raytheon Submittal - Drawing

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION
- §YSTEM (PIDS) CONTRACT MFA-134.308

Attachment:

Dear Mr. Hicks:

Raytheon is pleased to submit drawings for the Port Authority’s review and concurrence.
The drawings reflect the integrated master schedule submitted to the Port Authority in December
2011. As such, they include those sensors that will be included in the partia furnover to be
scheduled to follow successful completion of TRR. :

The drawings do not include : , As discussed in
meetings between Raytheon and Port Authority senior management, the

effort will be completed- concurrently with . ’

will be deferred until results of the ‘ and applied 1o an
agreed upon approach for ’

These drawings do not include A&E drawings which will be submitted separately.

Please direct any questions concerning this matter to the undersigned.

Thaﬁk you.

Sincerely,

Raytheon Company
(. & ol —

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:054 Marlboro, MA 01752-3799 USA

09 April 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks/Sr. Resident Engineer
Subject:
Reference: A) Contract No. 4600006166 PERIMETER INSTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308
Dear Mr. Hicks:
Raytheon is submitting this letter to advise the Port Authority of the plans for the . The steps that

Raytheon will be taking in this effort are as follows:

1. Remove the adars from the airports.

2. Remove the SFAs.

3. Update the uiar.0gs (A&E as well as CB).

4. Update the radar licenses and 7460s (if necessary) to be consistent with the design
5. Align the 100% Design Document with this.

6. Upéate network configuration, IP addresses accordingly.

This plan is based upon previous discussions between Raytheon and the Port Authority that the
indicates they have little value to the program. At the CCB held on April 6,2012, Raytheon opened to
formally begin the approval process to take these actions.

Raytheon will brief the Port Authority on April 11, 2012 with regard to the

Raytheon would like to begin the process of updating licenses and removing radars in the second week of April.
Unless the Port Authority disagrees with this plan and schedule, Raytheon we will begin that process no later than
11 April 2012. v

Should you have any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151
E-mail: Arthur F_Bastian@raytheon.com




Network Centric Systems
Security/Transportation System

1001 Boston Post Rd
Letter No : AFB:PA:12:037 Marlboro, MA 01752-3799 USA
22 March 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: HD Replacement
Reference: - Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Recently, there have been several conversations and technical exchanges surrounding the
_ The outcome of those meetings was that the Port Authoritv would
authorize Raytheon to proceed with the conversion and replacement, following submittal . the

outline of the process to be used.

The schedule for this process will be-tied to other program activities. so as to minimize
interruptions with other tasks and with the operator. The only critical schedule item is that we

The gbal of this process is to remove all of the aging from active use, replace

The general process for a facility



Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:037 Marlboro, MA 01752-3799 USA
Page 2

At a later date, . Ravytheon will
repeat the process for the It is anticipated that i most cases ne will have
transitioned to that were already upgraded as part of the regularly scheduled Clear View
software upgrade.

If a cut-over date has not been established by then, Raytheon will work with the PA site
personnel to schedule a cut-over window.

The primary risks that the Port Authoritv aceents when antharizing this nrocess are:

5]

Please review and provide your concurrence to proceed as outlined in this letter.
If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company,

Arthur F. Bastian

" Raytheon Contract Manager

Plone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:028 Marlboro, MA 01752-3799 USA

05 March 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Sr. Resident Engineer
Subject: Status
Reference: 1) Contract MFA-134.308

2) January 12, 2012 Presentation —
Performance Testing Results
3) Raytheon Letter AFB:PA:12:021, dated 17 February 2012

Dear Mr. Hicks:

As vou are aware Raytheon has completed . asa posSible
The purpose of this test was to establish the likely probability of

detection (Pd), identify any remaining
alarin rates and causes. We presented the report to the Port Authority on January 12,2012, The

presentation title is . and was
submitted by Maulin (Mo) Patel to Rainer via USB stick submittal during the meeting.

Since then we have also --

1. Generated drawings that we believe are appropriate for the Port Authority to apply for
Department of Environmental Protection and other permits. Preliminary drawings were provided
in December 2011, and updates on February 2012. ! v -

2. Completed the installation and test of
The purpose of this letter is to reiterate important points that were made in the January 12, 2012

_ briefing and in subsequent discussions between Raytheon and the Port Authority engineering/
environmental engineering staffs:




Network Centric Systems
Security/Transportation System
1001 Boston Post Rd

Letter No : AFB:PA:12:028 . Marlboro, MA 01752-3799 USA
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Raytheon had noted that this could be further
not planned at this time and its location was not yet determined or tested. In the review we had -
stated that prior to making the large financial commitment required to
nevform associated work that it was assumed that the measured performance presented with a

‘ While we do expect some improvements in the
final installation, we would like to reiterate that assumption and having heard nothing to the
contrary in the intervening 7+ weeks we consider thiat to be the tacit acceptance by the PA of that

assumption.

9. The environmental nevmits should be received 4 to 6 months following receipt of the
drawings, which will has based its
schedule, manpower, and planning on this assumption. Delays in receiving these permits will
adversely affect us, and as such we will reserve the right to submit delay claims in the event the
permits are not received in the stated time frame.

3.1n ; we noted a significant wild life population - in particular ducks
and birds. While we anticipate somewhat of a reduction in nuisance alarms in the final
installation it is important to note that the area will be a high nuisance alarm area, and it will not
be possible to fully filter out the effects of the birds and ducks on the nuisance alarm rate.

We want to ensure this common understanding as we move forward in order to avoid any issues
in the future. Assurance of this common understanding is needed prior to making any final
agreement on work share between the PA (SEMAC) and Raytheon in

infrastructure in exchange for Raytheon providing other considerations.

If there are any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

Arthur F. Bastian -

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

. E-mail: Arthur F Bastian@raytheon.com




Network Centric Systems
Security/Transportation System

. 1001 Boston Post Rd
Letter No: AFB:PA:12:015 Marlboro, MA 01752-3799 USA
03 February 2012
Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310
Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject: Raytheon Proposal —
Enclosure: 1) Raytheon “Preliminary” Statement of Work
Reference: A) Purchase Order45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

B) Port Authority Letter dated December 2, 2011
Dear Mr. Hicks:

Raytheon is pleased to provide this firm fixed price proposal of $264,000 in response to
reference B) as our proposal for the Our proposal
is based upon the enclosure 1), Raytheon “Preliminary” Statement of Work.

In addition to the base proposal above, Raytheon is proposing two (2) options:

Option 1: Update the 100% Design Documents $1,914
Option 2: Update User Manuals and Training Documentation - $6,920

Please note that Option 2 does not include costs for additional operator training. Raytheon will
have to provide a separate priced estimate, if requested by the Port Authority, for additional
operator training as a result of this effort.

This modification will also have impacts to certain existing PIDS requirements. We will be
using additional network bandwidth, and therefore Raytheon is advising the Port Authority that
this additional traffic is consuming part of the 100% growth available. Adding i to
the monitor path also has a small potential impact on the availability requirements for the
alternate receiver locations. A full A0 impact study on those alternate workstations is not bid as
part of this effort, additional funding would be required if such a study is requested. There are
potentially other requirements that would need to be addressed and that analysis is part of the
scope of this PACC.

In addition to the initial purchase of the required hardware to cover this opportunity, Raytheon is
required to increase the number of spares which is defined in Enclosure 1 and built into the price

of this offer.

Raytheon Proprietary Information



Network Centric Systems
Security/Transportation System
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Letter No : AFB:PA:12:015 Marlboro, MA 01752-3799 USA

Page 2
Assumptions:
Proposal is valid for 30 days from date of submittal

As a change to the baseline PIDS configuration, the submittal of cut sheets to the Port Authority
for review and approval will be reviewed and approved within five (5) working days, otherwise
PA has approved.

Proposal is based upon the work being done in parallel with the current main PIDS contract.
Raytheon’s price is based upon using existing labor already in NY/NJ on the current PIDS
contract and Raytheon did not price any additional travel, living expenses or ODC.

Payment in full after successful deployment and test is completed at the locations identified in
Enclosure 1.

If there are any questions concetning this matter, please contact the undersigned.

Sincerely,
Raytheon Company
’“ 7 — 7 A
{ Aevke. 47 s S

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com

Raytheon Proprietary Information



Network Centric Systems
1001 Boston Post Rd

Letter No: AFB:PA:12:008 Marlboro, MA 01752-3799 USA

24 January 2012

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mir, Edward Hicks
Sr. Resident Engineer
Subject: Justification — Non Standard Software
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERDMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon is sending this letter to provide justification to the Port Authority for the PIDS program to use non-
standard software. The software and the justification are as follows:

is the base application that Raytheon’s software runs within. This is mandatory for the correct operation of
the only approved and validated browser for this function.

This software is the vendor provided client to run on all of the program’s physical computers that maintains -

This software allows us to quickly monitor and track log files, It is key software for the rapid disposition and failure
cause analysis. This software is mandated because of the lack of built-in tail operators in Windows.

This software is mandatory for the log collection routines to complete their function. A key component of making
sure we are not passing around unreasonable amounts of data is the compression of certain Jog files for automated
handling and gathering to central reporting servers. '

Feel free to contact the undersigned should you have any questions or need additional information.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F_Bastian@raytheen,com




Network Centric Systems

1001 Boston Post Rd
Letter No : AFB:PA:12:005 Marlboro, MA 01752-3799 USA
09 January 2012
~ Port Authority of New York and New Jersey
241 Erie Street, Room 233
Jersey City, NJ 07310
Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject:
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

The purpose of this letter is to request PA approval for Raytheon to deviate from the initial fiber routing
concept as proposed in the 100% design doc to the concept described below. In particular the CWDM

This link consists of ’ n

This ie a deviatinn from the design where the . ‘ »

i , . This is due to excessive loss when the pair in
question travels through over 30 patch panels to circumnavigate the entire airport. This was an acceptable
PA provided design at LGA in the past, and the importance of this link has been diminished with the
addition ofthe ___. . We propose that we update the narratives to

describe this connectivity

The alternative would require the PA to fusion splice this pair in all the fiber vaults to minimize the losses
in the PA patch panels. This is costly and provides very little additional benefit from a system
perspective, since in the rare possibility that both pairs are removed, the network will self-heal and reroute
the traffic temporarily around the sensor ring until connectivity is restored. '

Please review and advise.

If there are any questions concerning-this matter, please contact the undersigned.

Sincerely,
-Raytheon Company
(el £ Lord—

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com
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1001 Boston Post Rd

Letter No: AFB:PA:11:134 . Marlboro, MA 01752-3799 USA
15 November 2011

Port Authority of New York and New Jersey

241 Erie Street, Room 238

Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Sr. Resident Engineer

Subject:

Reference: (1) PA Letter titled- - Raytheon
Responsibilities, dated 12 Sept 2011
(2) Design Review for Closures.ppt - Fred Cox, dated 19 Aug
2011

Reference: | A) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTIFACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks,

Raytheon is in receipt of the reference (1) letter stating that the Port Authority has no objection to the
" presented by Raytheon. As agreed, Raytheon will implement the
. . per reference document (2) which was provided on LS 10
the Port Authority at reviews held on August 19, 2011 with the following exceptions:

- 1. Raytheon withdraws its agreement to

2. Raytheon disagrees with the Port Authority direction in reference (1) to include

“The basis of this position is that Raytheon does not believe closure to these cost effective
or necessary for the overall perimeter security of the airport. We would like to reiterate that in identifying
Raytheon has taken responsibility to perform
remediation, at its own expense, for all concerns we believe are necessary for the primary PIDS mission
of providing a secure perimeter. The majority of the concerns have been self identified through analysis
and/or test. In undertaking this good faith effort to . , ;, Raytheon has
expended significant financial and human capital resources. As a result, we would like to document what
we believe to be our agreement as to the closure of identified '

1

1. With the previously stated exceptions, Raytheon will implement the documented
at its own expense, per the reference document (1).
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2. This- ~ conjunction with the existing sensors which required no remediation, will provide
the ' ' sufficient for all parties to agree that the detection and

assessment requirements of the reference development contract (Reference A) are met. Raytheon
continues to have the obligation to document detection and assessment performance with sensor and
system level testing.

3. The Port Authority agrees _
Raytheon's responsibility and that in order to meet the intent of the program - perimeter security, that it
will make best efforts to secure necessary funding to perform that v

We would also like to reiterate that due to the failure of the Port Authority to receive approval for new or

o i regarding the . 1f/when the Port
Authority obtains a radar license for this radar we wiil aaa e requieu ravar 1o auuress the performance
concern. However, Raytheon does reserve the right to ask that the testing be done at Port Authority
expense should the license not be obtained in a timely manner causing additjonal

We would also like to document our understandidg of the agreement to -
We also would like to formally reiterate our position that until
the Port Authority addresses the issue of

Please advise as to your concurrence to these matters.
Should you have any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company.

% , 2 ;o
({/("u:lé"" 'f_ .'I;éfn ‘Z‘ﬁ—-—-\

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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1001 Boston Post Rd

Letter No: AFB:PA:11:137 ' Marlboro, MA 017523799 USA

22 November 2011

Port Authority of New York and New Jersey
241 Frie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engincer

Subject: " Temporary Permit to Occupy

Reference: A) Purchase Order 4500044655, Contract No. 4600006166 - THE MULTIFACILITY
AVIATION PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFEFA-134.308

Attachment:

Dear Mr. Hicks,

This letter is to advise the Port Authority that Raytheon has completed work for . and requesting the

Port Authority issue the “Temporary Permit to Occupy”.

The sell-off matrix (attachment) can be found in LiveLink in the following folder:

Should you have any questions concerning this matter, please contact the undersigned.
Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3448/Fax:  508-490-3151
E-mail: Arthur F_Bastian@raytheon.com
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Letter No: A¥FB:PA:11:110 ' Marlboro, MA 01752-3799 USA
14 September 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr, Edward Hicks, Sr. Resident Engineer
Subject: Temporary Configuration of
Reference: * Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: E. Hicks/PA Letter, dated September 7, 2011, titled:

Dear Mr. Hicks,
Ravtheon has received the Port Authority’s letter titled,

. , dated
September 7, 2011 and have the following response: -

1. Raytheon assumes that the reference airport is If this is an incorrect
assumption, please advise immediately. :

2. Raﬁheon believes that clarification is required with respect to a 'temporary configuration’ of

the X [ stated in the ietter.
gﬁé—gnﬁgure the secondary - to become, the f)rr“iwmary or to physiceilly relocate
the primary from the Relocating the from the

problematic in our view due to space constraints within

Raythedn would like to propose the following as an approach to achieve the objéctive:

A. Leave the primary

B. Until the " construction is complete operate PIDS from the
There is no reconuguration required to operate PIDS from the but during the
time period between initial operation and completion of the , would

not necessarily be available as a backup.
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C.  Once Field Acceptance Testing is complete, Raytheon would transition the
: , they could operate waterside while the
. This would nominally take between 2 and 8 hours. Once the
is operational the operators could operate waterside as part of the fielded
We would then begin the transition of the remaining '

D. We would also do a functional test of the primary This

would be a simple - ' The
now, so no relocation would be needed.

E. Once construction at the o the operator staff can relocate from the OCC to

We believe this approach is the least risk and most cost effective, in that it can be done for
no additional cost to the Port Authority or Ravtheon. It would be our expectation however,
that as part of permits to occupy that C

Please get back to us as soon as possible.
Should you have any further qﬁestions please contact the undersig’ﬁed.

Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contracts Manager

Phone: 508-490-3443

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Letter No : AFB:PA:11:105 Marlboro, MA 01752-3799 USA
22 August 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks, Sr. Resident Engineer
Subject:
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PTDS) CONTRACT MFA-134.308

Reference: (1) PA Letter titled. dated 3 Aug 2011

(2) PA Letter titled: ' , dated 2 Aug 2011
(3) Design Review for -Fred Cox and Lauren Sampson,
dated 16 June 2011

(4) Design Review for Fred Cox and Lauren Sampson,

dated 2 August 2011

Dear Mr. Hicks:

Raytheon is in receipt of the reference (1) and (2) letters stating that the Port Authority has no'objection to the
plans presented by Raytheon. As agreed, Raytheon will implement the '

- ' per reference documents noted in this letter as Reference (3) and (4),

which were provided on CDs to the Port Authority at reviews held on June 16, 2071 with a follow up on July 21,

2011 for and on August 2, 2011 for the With regard to
Raytheon agrees to provide the coordination for per the request in reference letter (2).
We would like to boint out that when areas that require

, when Raytheon's design was found to be at fault
Raytheon has made good faith efforts to meet its contractually. required
~ In meeting this good faith effort Raytheon is expending significant financial and human capital resources. As 4
result, we would like to document what we believe to be our agreement as to the closure of

|. Raytheon will implement the documented _at its own expense, per the reference
documents noted in this letter as Reference (3) and (4).

2, This . in conjunction with thie existing sensors which required

. for all parties to agree that the detection and assessment
requirements of the reference development contract (Reference A) are met. Raytheon continues to have the
obligation to document detection and assessment performance with sensor and system level testing,

3. The Port Authority agrees that )
and that in order to meet the intent of the program - perimeter security, that it will

make best ettorts to secure necessary funding to perform that



Tetter No: AFB:PA:11:105

Page 2

Please advise as to your concurrence to these matters.
If you have any questions, please feel free to contact the undersigned.
Sincerely,

Raytheon Company

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax:  508-490-3151

E-mail: Arthur F_Bastian@raytheon.com

Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA
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Letter No: AFB:PA:11:101 . Marlboro, MA 01752-3799 USA
15 August 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Raytheon Answers to Waiver Questions
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: 1) RTN Letter AFB:PA:11:063, Raytheon Submittal -
2) RTN Letter AFB:PA:11 :095, Request for FCC Waiver of Footnote US58
Enclosure: Table 1 - FCC LICENSE and License Application Data for

Dear Mr. Hicks:

[n response to questions raised in regards to the two reference letters, Raytheon is providing the
following:

1. Para: 2 — Refers to : FCC licenses, authorizing the operation parametets for the
“product. The licenses are as follows;

Note: The number inside the () parentheses, indicates the " location$ authorized
under that license number,
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n addition, the following paragraph was added to the draft waiver request.

“Further, 7 location to be integrated into the

Since testing in this location was performed under a previous STA and no
interference issues were found, it is projected that a grant of this waiver would result in minimal
interference to other spectrum users, License information for the eight operational locations is
shown on Enclosure 1.” '

2. Para: 3 ~States, “Subsenient fn the RA Grant faf November 30, 2009] the Applicani procured
and received operating ,
The only FCC licenses detailed in the waiver documnent are the (4) four listed above.

The following questions are directed to Raytheon:

a.  Please advise where on the FCC licenses listed above equipment is specified / authorized
by name or mode}? '

The specified hardware model is not listed on the application and/or the license as it is not
requested / required.

b.  Please provide the following information;

When were the FCC licenses applied for, for each [ocation
See Table 1 — Column “DATE APPLICATION SENT TO FCC”?

When the FCC license was granted for each location
See Table 1 — Column “DATE LICENSE GRANTED”

When was the type acceptance granted?
Grant of Equipment Authorization certification received under the authorization of the FCC was
received on 11/30/2009.

What dates did the contractor conclude that constructed and placed into

permanent operation? ,
" See Table 1 — Column “CONSTRUCTION COMPLETION DATE REPORTED TO FCC”

. Would parenthetical reference to additional equipment in use by the Authority elsewhere help
in making the case for the waiver?
See Table 1 for a list of all locations across the
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Question: Is Raytheon developing a PIDS radar system in-house that could be used by the PA?

) internal investment to address Security market applications
such as border and critical infrastructure security.

If so, what is the estimated date within which the system could be put in place at the PA?

Curvent estimate of when the could potentially be applied to PIDS is a minimum of
9 to 12 months. :

What is the date by which Raytheon can put the

Current estimate of when the - could potentially be applied to PIDS is a minimum of
9 to 12 months.

What needs to be done before that is put in place (e.g., FCC license? Testing).

The Raytheon radar must complete Type Certification, and FCC and related FAA
authorizations. In addition, site specific performance testing must occur along with integration into
and configuration for the PIDS system.

Should you have any questions, please contact the undersigned.
Thank you.

Raytheon Company
//) - st o
(b 7 Bed—

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon,com

_See Table 1 attached to this letter.



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No: AFB:PA:11:101 Marlboro, MA 01752-3799 USA



Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Letter No : AFB:PA:JFK:11:001 Marlboro, Ma 01752-3799 USA

15 August 2011

Port Authority of New York and New Jersey
233 Park Avenue South
New York, NY 10003

Attention: Mr. Peter Zipf, P.E.
Chief Engineer

Subject: Rough Order Magnitude (ROM) —~ for Removal and Replacement of PIDS
Equipment

Reference: ~ Removal/Replacement of PIDS s and

Related Security Equipment and Materials

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-
FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Attachment: A) Statement of Work —- Raytheon

B) ROM Assumptions
Dear Mr. Zipf:
Enclosed herewith is our Rough Order Magnitude (ROM) , dated 15 August 2011, for
oversight on the removal, redesign, reinstallation of PIDS related securlty equipment and
materials as it pertains to those materials associated with . ,in relatlon to the

attached statement of work.

Raytheon agrees that the Port Authority of New York and New Jersey and the contractor whose
proposal is accepted for the , shall be the beneficiaries of this ROM price,
subject to mutual agreement on terms and condmons

Our offer, in accordance with the attached SOW, shall be irrevocable for a period of 90 calendar
days after the opening of proposals for this prOJect or 150 days from the date of this letter.
Whichever date occurs first.

‘Raytheon Corﬁpany,

(e, £ ok —

- Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Tetter No: AFB:PA:JFK:11:001 Marlboro, MA 01752-3799 USA

Attachment A — Statement of Work

- Raytheon -

AT

o Raytheon to review the A&E designs associated with the demo, removal & storage, and
sensor reinstallation of PIDS equipment.

o Raytheon to conduct a site survey prior to the PA creating reinstallation drawings to best
locate the reinstalled cameras to meet PIDS requirements. ‘

o Raytheon to procure new cables to interface the reinstalled PIDS equipment at their new
locations after reinstallation, including fence sensor material and camera cables.

o Raytheon to inspect the re-installation of sensors, cables, etc.

s Raytheon to provide test plan and/ or updates to PIDS CATP and test procedures

o Raytheon to provide inputs to Contractor's IMS

» Raytheon to hold design review with Contractor and provide post test data packages

» Raytheon will perform integration, characterization and testing of the new sensor installation,
analyze the performance of the reinstalled equipment and recommend remediation efforts
required in order to meet the PIDS system requirements. Integration includes updating and
testing ClearView configuration files, banging the fence, tuning the fence sensors, setting up
the VMD camera, ete.

o Raytheon to update PIDS configuration documentation to reflect the final sensor
implementation.

s Raytheon to participate in contractor coordination meeting, and provide oversight and
scheduling of integration and test activities. : '
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Attachment B — ROM Assumptions

— Raytheon -

«  Assumes Contractor contract terms are acceptable to Raytheon

»  Assumes no Test Readiness Review is required prior to formal test

s PA Contractor performing all sensor removal and storage, infrastructure installation and
sensor reinstallation

s PA is responsible for all lane closures & MOT responsibilities for infrastructure installation

o = PA performing all A&E efforts including redlines/As-Builts,

s PA is responsible for the storage of removed equipment unti} required for reinstallation

o The Raytheon material estimate is based on If testing of same

cameras removed requires upgrade to then PA is responsible for cost of

o Itis assumed only 2 VMDs are required to be moved and up to
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Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Matlboro, MA 01752-3799 USA

Port Authority of New York and New Jersey -+ 29 July 2011
241 Erie Street, Room 238

Jersey City, NJ 07310

Attention: Mr. Edward Hicks — Sr. Resident Engineer

Subject: Performance Issues_

Reference: Purchase Order 45000-44655, Contract No. 4600006166

Reference: 1) Raytheon Letter AFB PA 11 023, dated 18 May 2011, titled:

2) Raytheon Letter AFB PA 11 085, dated 14 July 2011, titled:
3) PACC 00026, dated 28 October 2007, titled: Transport and Storage of High Resolution

Video

4) PACC 00032, dated 15 May 2009, titled:

5) Potential PACC 00052,
Dear Mr. Hicks:

As the PA is aware, since the

there have been several

nerfrrmanes isees (video pixilation. video drop outs, network drop outs). I'he early analysis of these issues indicated network

Raytheon has completed an

investigation of ‘the issues, the purpose of this letter is to provide a historical perspective on
document current i and present the results of our investigation with recommendations for the PA to

consider.
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Tha ahnve figure reoresents the currer conmectivity from the PIDS perspective. Bach facility has a commection to

Historical WAN requirements

The table presented below is from the 100% design review. This represents the

The video bandwidth rates that are quoted above are based upon a nominal rate used by the video display
Variations in the image content, image contrast, motions, or other encoding parameters can affect this rate and it can rise above

the nominal rate.

Furthermore, the 100% design document states:
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This implies a verv low network latency and jitter on the WAN links as a requirement

the WAN links . i cannot provide the expected quality and consistenrv then a femote workstation will suffer as -
compared to a workstation on the local network that is built to these standards.

The other assumption is that Quality of Service (QoS) was used on to reserve the required bandwidth resources so
that it is always available for PIDS usage.

Differences in the current Implementation

What these changes mean for
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Concerns
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Recommendations
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Until some corrective action is taken the operators of the will continue to experience poor video quality and

occasional video and network drop outs, so it is recommended that corrective action be taken in a timely manner.

Tt should be pointed out that given the _provided network, we have captured our costs to evaluate its
performance vis-a-vis the requirements and provide this recommendation. It is assumed (based on prior correspondence) that
these costs will be reimbursed and that any future costs incurred by us as a result of * performance (gither
investigative or corrective) will also be eligible for recovery.

Should additional information be needed or clarification required, please contract us soonest,
Sincerely,

Raytheon Company
" 2 P
l/L\T// £ Sade—

Arthur F. Bastian

Raytheon Confracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com
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Letter No: AFB:PA:11:092 Marlboro, MA 01752-3799 USA
29 July 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks - Sr. Resident Engineer
Subject:
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - PERIMETER

INSTRUSION DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

In reviewing the Operator Logbook for -today, it was noted that
Prior to this failure, the Raytheon camera team
and Authority naa previously scheduled multiple maintenance actions, including replacement

of this camera, for Wednesday, 3 August 2011,

Although Raytheon has not been formally notified of this , unless otherwise directed,
Raytheon will perform the maintenance action on 3 August 2011.in accordance with the pre-planned
maintenance actions. '

Should you have any qﬁestions or need additional information, pleasé feel free to contact the undersigned.

Sincerely,

Raytheon Company

R A
St P Sed—

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax; 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Tetter No : AFB:PA:11:074 Marlboro, MA 01752-3799 USA
29 June 2011

Port Authority of New York and New Jersey
241 Brie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
‘ Sr. Resident Engineer

Subject:

Reference: Purchase Order 45000-44655, Contract No. 4600006166 -
THE MULTI FACILITY AVIATION PERIMETER
INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308

Dear Mr. Hicks:

This letter is to advise the Port Authority that the Port Authority Tepresentatives from the Technical
Services Division configured

*“over the shoulder’ training is on-going trom Ew
puilding 1. The successful has been demonstrated to various
PANYNT SPM representatives, the PAPD, and other PANYNT representatives. The following depicts the
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The ﬁrewall rules which were established between

It is Raytheon’s position that these are not meaningful firewall rules that would protect the PA network
and allow PIDS to function properly. We envision several options exist for the PANYNIJ to evaluate for
how tc to include:

To incorporate any approach beyond ‘A’ as cited above will cause downtime of the currently operational
PIDS system.

Raytheon is advising the Port Authority that any change to the current configuration or the establishment
of any other approach chosen by the Port Authority will impact on-going system operatlon and may delay
and/or impact our ongoing program work,

Should you have any questions or require further information, please contact the undersigned.

Sincerely,
Raytheon Company
er c/u /' :—;4 L/ -

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Letter No: AFB:PA:11:071 Marlboro, MA 01752-3799 USA
27 June 2011

Port Authority of New York and New Jetsey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: . Mr. Edward Hicks
Subject:

Reference: Purchase Order 45000-44655, Contract No. 4600006166 -
THE MULTI FACILITY AVIATION PERIMETER
INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308

Dear Mr. Hicks:

This letter is to advise the Port Authority that due to the runway construction at
unmanageable number of false alarms

Raytheon does not believe that based on what our team has seen that the construction will affect PIDS
regarding our infrastructure or sensors, with the exception that there will be significant performance
degradation (dirt piles, high alarms, etc) in the affected areas,

Since we have completed the Field Acceptance test for ¢ at the airport and recognizing we will

perform regression test _ move, we wanted to ensure that the PA is aware of the construction
impact. Further, the effects of this work have not been incorporated into any of the training material (ie:
the operators will not be able to assess in certain areas until this is finished and the alarm rates in certain

areas may be cumbersome).

Therefore, we are recommending that we

‘As previously discussed, we have two choices:

Two, we can install alarm suppression areas. The .areas is that we can create them
on a schedule to operate based on when construction is scheduled to occur.
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The next software release will allow us to administratively deactivate high alarm zones, however, the

Therefore, please forwa_rd a letter fo Raytheon agreeing to

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company

[j‘;,: - ‘5?
{{sctin £ Db

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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1001 Boston Post Rd

Letter No: AFB:PA:11:073 Marlboro, MA 01752-3799 USA
27 June 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 233
Jersey City, NJ 07310
Attention: Mr. Edward Hicks

Sr. Resident Engineer
Subject:
Reference: Purchase Order 45000-446055, Contract No. 4600006166 -

THE MULTI FACILITY AVIATION PERIMETER
INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308 :

Dear Mr. Hicks:

Raytheon has been approached by the Port Authoritv reanesting a
This letter is to request that the Port Authority authorize the generation of the

Please let us know.

Thank you.

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company
A a
(.-Lfvc/{‘u. £ 54[”_

Arthur F. Bastian

Raytheon Confracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

BE-mail: Arthur F Bastian@raytheon.com
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20 June 2011
Port Authority of New York and New Jersey
241 Erie Street, Room 233
Jersey City, NJ 07310
Attention: Mr. Edward Hicks
Subject: Request for Waiver/Modification on Requirements
Reference: Purchase Order 45000-44655, Contract No. 4600006166 -

THE MULTI FACILITY AVIATION PERIMETER
INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308

Enclosure: (1.

Reference: ' Discussion between Ed M., Dutch and Fred -
Dear Mr. Hicks:

This letter is to request a blanket waiver or modification to the following FPR’s. Due to the
space limitations at +are to be relocated there are a few requirements that
will need to be waived or modified. '

Here is a summary of the affected FPRs:

FPR598 provided to support all PIDS
monitoring and operations with spare capacity ror ruture expansion and additional
equipment.

FPR599 The console désign shall(FPR599) be open in nature utilizing a modular structural system
that facllitates placement of 21" LCD displays in close proximity to the operatoy, creating
a ‘cockpit’ around the operator whers the view distances and reach distances are
optimized to support a variety of tasks being performed at the workstation.

FPR601 All applicable ergonomic standards shall(FPR801) be taken into consideration, including
view and reach distances, keyboard height, and knee-well space to comply with accepted
Human Factors of Design and applicable ergonomic standards including ANSI/BIMFA,
CSA, and ISO.

FPRB04 Hinged, sliding, and or removable lower panels shall(FPR604) provide access {o
internally mounted equipment for installation and service.

EPRG05 Eront and rear slide out access compartments shall(FPR805) be included that offer
maximum accessibility while minimizing console depth.

FPR606 Work surface heights shall(FPR606) be fully adjustable.
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FPR52 At a minimum the i shall(FPR52) be designed with the following

characteristics:
Accommodate the mounting of a minimum of four (4) UXGA 21" Color LCD Displays on

articulating mounting arms
Mounting of PA furnished telephone handset with wireless headset

Mounting of PA furnished radio equipment as required »
Remote Keyboard Video Mouse (KVM) capabllity to accommodate up to four CDW

workstations
Wire and cable management raceway

Task lighting

Duplex receptacles and surge suppression power bars

Work surface: Min. 1" particleboard, high-pressure laminate surface with rounded
polyurethane nosiing

Structure: Steel, powder coated

Under-counter keyboard and mouse tray

Under-counter and mobile lockable filing cabinets

Ventilation fans as required.

Raytheon can post the brief on the LAsfarasa
schedule to implement, assuming Raytheon gets all the appropriate drawings and information
from the PA in a timely manner, Raytheon is making a preliminary schedule estimate of 4 to 6
weeks to get the area modified and the That is the time frame we are

considering.

Based on prior emails there is an implication that the system turn over for operation would be
delayed until this work is done. While that may not affect the training schedule, there are other
items that we need to consider, such as the over the shoulder training support. Currently, that is

planned for June 25.
Please advise.

Should you have any questions or require further information, please contact the undersigned or Bd
McFarlane at Edward J McFarlane@raytheon.com_or 727-302-31338.

Sincerely,

Raytheon Company

)

A a A
(_eréi  Red—0

P;rt_hur F. Bastian - Raytheon Contracts Manager
Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon,com




Letter No : AFB:PA:11:063
13 June 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Attention: Mr. Edward Hicks

Subject: Raytheon Submittal -

Enclosure: | Copy -

Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

This letter is to advise the Port Authority that Raytheon is supporting the PA in the quest for

them to secure permanent radar licenses for the PIDS program.

See attached

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company
S o [
ek £ Rl

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur F Bastian@raytheon.com




PURPOSE: REQUEST FOR WAIVER OF FOOTNOTE US58 EXHIBIT 2

APPLICANT: PORT AUTHORITY OF NEW YORK Vay 24,2011
AND NEW JERSEY pg.1of1
FRN: 0003462488

JUSTIFICATION
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31May 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Aftention: Mr. Bdward Hicks

Subject: Impact to PIDS Program — TAA-N-3459.01 Terminal C Baggage Screening and
Conveyer GP-C4

Reference: MULTL-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) SECURITY DESIGN, PURCHASE,

CONSTRUCTION, INSTALLATION, AND INTEGRATION AND ON-
SITE MAINTENANCE - MFA-134.308M

Reference: Raytheon to . ) Letter, AFB. 01:001, dated 31 May
2011

Dear Mr. Hicks:

This letter is to confirm the Port Authority’s formal authorization to Raytheon to work with
(engage them in discussion and contract direction) on the TAA-N-3459.01 Terminal C

paggage Screening and Conveyer GP-C4

The current and immediate impact to the PIDS program as a result of the TAA-N-3459.01 Terminal C
Baggage Screening and Conveyer GP-C4 is as follows:

Schedule:

Wérran’ry:

Maintenance:
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Please be advised that this impact letter is based upon what Raytheon knows of the SOW today. As the
SOW with Holt becomes more mature, Raytheon will submit additional impact letters to the PIDS SOW

and PIDS contract,

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company

7 .; Vo - v .
(Ln/ s

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448/Fax:  508-490-3151
E-mail: Arthur F_Bastian@raytheon.com
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31 May 2011

Attention: Mr. Bruce A. Messina
Senior Project Manager

Subject: TAA-N-3459.01 Term. C Baggage Screening and Conveyor GP-C4
Enclosure: ATT 001 —Util Plot Mark Up 2011 05 26a.docx
Dear Mr. Messing; -

Raytheon is providing the following information in relation to the Raytheon scope of work with
regards to the TAA-N-3459.01 Term. C Baggage Screening and Conveyor GP-C4.

Stage 1 removal:
1. Disconnect power distribution from
2. Disconnect fiber distribution from
3. Disconnect hybrid and lead in cables from and safe off in node.
4, Remove sensors
5. Remove
6. Leave Node in place powered with
7. Move
a. Connect temp power
b. Connect fence fiber
¢. Connect Communication backbone (install 12 SM fiber from node to ; and
test)
8. Move
a. Trench and connect power

b. Trench and connect fiber communications (hybrid cable)
c. Connect lead in cable
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This will then reduce risk later on for multiple items:

a restoration of everything back to the

9. Raytheon to assess the performance impact to the PIDS system duﬁng the modification
period.

10. Raytheon to draft a preliminary design for baggage handling area for the PIDS svstem to be
implemented during the construction period. This design is to be based on the physical

design layout.

11. to provide Raytheon, 90 days before the project completion, with-a
request for proposal to detail the final PIDS design, implementation and test, post
construction AoA changes (including a site survey) with an analysis of the PIDS system
performance.

The PIDS impact will be:

A. Fence immediately around construction area is removed through the construction period

B. Long stretch of fence line that stretches to both sides ol
but is subject to interruption if the conduit is cut / removed that is nearby to the construction area

C. ' (18 months)
D. (18 months)

Next phase would be to design temporary fence sensor power & comm for
implement temporary design

Final phase is to perform a new design for and the PA for the modified AOA and tenant
areas once the utility, building, roadway and phasing details are finalized.

Please be advised that all of this work is predicated on the fact that vill issue a letter of
authorization to Raytheon to proceed by 1 June 2011 and a subcontract covering all costs
associated with this effort effective May 31,2011, When that happens, Raytheon can engage its
sub-contractor for removal work as soon ag a document of intent is received guaranteeing

payment.
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Command and Control Systems
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Marlboro, MA 01752-3799 USA

Should you have any questions or require further information, please contact the undersigned.

Sincerely,
Raytheon Company
Clecbi £l

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448/Fax: 508-490-3151
E-mail: Arthur F Bastian@raytheon.com

CC:

Port Authority of New York and New Jersey
241 Erie Street, Room 238

Jersey City, NJ 07310

Attention: Mr. Edward Hicks -
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Letter No: AFB:PA:11:023 ' Marlboto, MA 01752-3799 USA
18 May 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NT 07310

Attention: Mr. Edward Hicks
Subject: Changes to the
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308 ~ Bool III

Reference: I\ B, Hicks letter, dated 22 February 2011,
2) E. Hicks letter, dated 11 March 2011
Dear Mr. Hicks:
This letter is to advise the Port Authority nf the additional costs (post agreement on design) that Raytheon is -
incurring in relation to the changes to the - Raytheon is proceeding forward and collecting the costs

as an element of the "consideration” the Port Authority has documented in the reference 1) and 2) letters.

Raytheon’s material and effort that were required in'the were minimal, and only entailed labor
support while PA / HBE prepared the existing position for co-location by updating and reconfiguring their
equipment. ' "

Raytheon’s estimate of materials and construction required for the new configuration is as follows with
documented assumptions: ;

Assumptions:

1. Conduit runs:

- Assumption is that the interface for the , will be extended to the
operator position, and video from the will be extended to the wali ciosest to the operator
position. Visibility for these passive will not be optimal, and armatures used will allow

monitors to be pulled away from the wall and closer to operator positions when needed (NTE appx 2'
distance from wall mount).

- Construction, including conduit runs, ethernet distribution, and power distribution will be included in
Raytheon's scope of work, and will be coordinated with . facilities.
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2, Material:

- Remaining materials will be provided by Raytheon,

Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

- Raytheon materials will be ordered at risk to ensure that they are available for installation as soon as

possible.

If there are any questions concerning this matter, please contact the undersigned.

Sincerely,

Raytheon Company

3 . 7

(f:z:iz FE s CRV A

Arthur F. Bastian

Raytheon Contracts Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

B-mail: Arthur F Bastian@raytheon.com
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Letter No : AFB:PA:11:045 Marlboro, MA 01752-3799 USA
25 April 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238"
Jersey City, NJ 07310

Attention: M‘r. Edward Hicks
Subject: Operator Training Notification and Training Material
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Referénce: 1) PIDS Contract, Book III Maintenance Contract

Dear Mr. Hicks:

Raytheon has accelerated the training schedule and is providing notification of our intent to conduct

Opreator Traniing at . Our estimate for three (3) 2-day Operator Training
classes begin May 18" concluding May 25 with * Final, firm training
dates are dependant upon the’ Fld AT test results and schedule and Will be coordinated with the

PA as the testing concludes.

In parallel, Raytheon is submitting operator training niaterial for your review. Comments provided
will be incorporated and a final version available 45 days after the completion of course conduct. The
follwing ten (10) files have been loaded to LiveLink are and ready for PA Revew and feedback.
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We would like to finalize our training plans during our next training coordination meeting planned on
May 4, 2011 from 1:00 PM to 3:00 PM at the PATC.

If you have any questions in this regard, please contact Doug Cox (260.429.6139), or the undersigned.

Sincerely,
Raytheon Company
el £ Bud—.

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Letter No: AFB:PA:11:043 v Marlboro, MA 01752-3799 USA

21 April 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject: Execution and Request_PACC’s 48 and 49

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-FACILITY
AVIATION PERIMETER INTRUSION DETECTION SYSTEM (PIDS) CONTRACT
MFA-134.308

Dear Mr. Hicks:

Raytheon has begun working the imptementation of the new in accordance with PACCs 48 and 49. In
reviewing these PACCs with the local RE’s office and their contracted representative (Domonic Leggio), several
modifications to our standard design were requested. Raytheon has agreed that these modifications are reasonable and will
be accommaodated.

The following is a summary of these accommodations (which were reflected in Raytheon's bid for these PACCs) including
any potential impact:

1. Raytheon will create a new that will use the same rack as utilized for all other equipment in the ARFF
server room instead of the standard outdoor Hoffman stainless steel node design.

a. Raytheon has not performed (nor will warranty) the rack design to meet construction or performance
standards as required by the PIDS Contract. :

b. Raytheon has not performed a cooling capacity analysis of the server room for airflow or temperature
control nor will warranty the equipment against failures due to non-standard environments (e.g. extreme
heat, extreme cold, high humidity, etc).

¢. Rack mounting is per instructions by Dom Leggio (no floor mounting requirements; The seismic

connection to the beam is made with 4" long 3/8" hex head bolts with nuts and washer. The beam is
tapped by the contractor and the Middle Atlantic cabinet comes with slots for the bolts already in place.)

2. Removal of the’
a. Raytheon is not responsible for providing hold up or backup power in the event of a power loss
b. It should be understood that if the ARFF building generator or battery back-up is not sufficient to prevent

a power fault on PIDS equipment, then portions of the Raytheon PIDS network will be out of service (and
thereby all connected equipment) until power is restored and equipment recovered.
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In summary, please be advised of the information above in this letter and please forward to Raytheon, “floor plan” detail
drawings as requested in Id.

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company
(el 7 sl

Arthur F. Bastian

Raytheon Contract Manager

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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08 April 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr, Edward Hicks
Subject: Contract Requirements and Consideration
Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Reference: 1) Port Authority Letter — dated March 11, 11
2) Port Authority Letter — " idated February 22, 11

Dear Mr. Hicks:

This letter is being sent in response to several contract letters (see reference letters sent by the Port
Authority) detailing requests for consideration to the Port Authority in return for modifications to contract.
requirements, more specifically, letters sent regarding

We would like to point out that in the normal course of contract completion there will likely be other puts
and takes relative to requirements, interpretation of requirements, and the system implementation. This
letter is meant to detail out some of the puts and takes on the Raytheon side that should be used as
consideration in any evaluation done by the Port Authority.
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done to date — both technical evaluations and proposals, troubleshooting and debugging, supplier

evaluations and
delivered for

* once prospective laptop solutions were

8. User Interface — Raytheon has made a number of accommodations in its Clear View C2 software
product and the PIDS implementation that were outside of our normal product capability to
address Port Authority requests. Some examples include augmented descriptive text and an
automatic video play back loop. While we note that some user interface requirements are
generally called out, and some even specifically called out, in the contract we have shown a great
deal of flexibility to ensure that the delivered system will meet the interpretations as defined by
the Port Authority user community as opposed to the least costly approach.

We recognize that the Port Authority has its own list of puts and takes — most likely caused by the delays
in program completion. While we can accept some responsibility for program delays, it is fair to point out
that not all program delays have been caused by Raytheon and that significant changes have occurred at
the airports over the course of the program, such as new fencing, AOA line changes, additional building,
etc. While some have been addressed or covered by PACCS, a number of the changes have not and in

some cases this has led to ambiguity in Raytheon meeting its obligations.

Should you have any questions or require further information, please contact the undersigned.

Sincerely,

Raytheon Company

(e ¢ B

Arthur F. Bastian

_ Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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21 March 2011

Port Authority of New York and New Jersey

241 Erie Street, Room 238

Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Sr. Resident Engineer

Subject: Submission — Revised
ISC Splice Boxes for use with the

Reference: A) Purchase Order 45000-44655, Contre~" No. 4600006166 - THE
MULTI-FACILITY AVIATION PER1 = TER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:
Posted to LiveLink, are the latest revision based o the comments
received on January 21, 2011 to the These drawings

were previously updated to reflect the manufacture change of the -

The LiveLink is as follows:

Folder: ‘

Files:

In addition, Raytheon is providing the following comments to the

1) Correct classification markings on all drawings.

Please forward classification marking details for each drawing number. RIN will comply as
able.
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Part number information is not part of the Infrastructure drawings. Discussions with Jake

Slaughter (RTN) have indicated that this information will be implemented into the systems
documentation,




Letter No: ATFB:PA:11:028

Page 3

Network Centric Systems
Command and Control Systems
1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Should you have any questions or require further information, please contact Kevin Borselli (781) 238-

3248, or the undersigned.
Sincerely,
Raytheon CompAany

_ Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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06 April 2011

Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks

Subject:

Temporary Permit to Occupy _Warranty and Maintenance -

Reference: A) Purchase Order 45000-44655, Contract No. 4600006166 - THE

MULTI-FACILITY AVIATION PERIMETER INTRUSION
DETECTION SYSTEM (PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

This letter is being sent to document our understanding of the warranty and maintenance obligations
between the parties following the completion of . and the receipt of the temporary permit to occupy
at any given airport.

B

Raytheon’s warranty and maintenance obligations for all hardware, software, and infrastructure
that had not previously received a permit to occupy will begin and be used as part of the detection
and assessment. The warranty obligation is for the first twelve (12) months, and the maintenance
obligation is for the next twenty-four (24) months after receipt of temporary permit.

Raytheon will warrant and maintain the system — meaning that any failed hardware may. be
repaired or replaced, and the exact serial numbered part on the day the temporary permit to
occupy is issued may not be the same serial numbered part as the day the warranty and
maintenance obligation ends. Repair or replacement decisions will be subject to the severity of
the failure and a cost benefit trade done by Raytheon.

Both parties recognize that during the warranty and maintenance period between receipt of the
temporary permit to occupy following completion of and receipt of the final permit to
occupy following the completion of tthat certain elements of the warranty and
maintenance requirements require modification (in part due to on-going remediation work and
implementation of " These will be documented under separate cover for
future discussion. ‘ '

Both parties recognize that certain hardware and software that will be included in the initial
temporary permit to occupy following system test will also be an integral part of .

The warranty and maintenance obligations tor those components will initiate as immeutawcy
following the receipt of the temporary permit to occupv following and the warranty for
those components will not be reinitiated following the ~ permit to occupy — for example,
cameras that are located at specific positions will no longer be subject to the warranty and
maintenance obligations during the time period between expiration of warranty and maintenance
for :

Both parties recognize this approach will lead to a staggered warranty and maintenance schedule
with some airport systems falling out of warranty and maintenance at different times than other
airports, and some hardware and software components within the same airport falling out of
warranty and maintenance than other components (depending on whetherthé component was part
of the temporary permit to occupy or added fo:
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6. Following the completion of any warranty and maintenance phase, Raytheon will provide a
Serialized Assembly Record which documents the delivered part numbers and serial numbers of
the hardware that is no longer Raytheon’s contractual responsibility (to accomplish this control of
the CMMS database will be transferred to the Port Authority) and a Software Bill of Material that
contains the delivered software modules with revision numbers.

7. Should Raytheon have any excess spares available following the completion of warranty and
maintenance, those spares will be made available for the Port Authority to purchase. If and when
that takes place, Raytheon will provide a list of part numbers and serial numbers for those
components. The warranty for these components will be limited to whatever warranty remains
under the initial equipment purchase or subsequent manufacturer’s maintenance agreement,

It is our intent that the temporaty permit to decupy will include acceptance of the following:
Documentation will be provided in draft or red line form for temporary permits to occupy with a
final set of documentation to be formaily released following " and issuance of the final permit to

occupy, as much of the documentation will require updates as a resuit of remediation activities or
implementation and the fact that Raytheon will be responsible for the system warranty and maintenance
immediately following . We will work with the Port Authority ‘in this regard to provide any
documentation necessary for their work with other contractors or other activities unrelated to PIDS.

The parties also recognize that certai~ =lements of the system that would normally be delivered as nart of

- listing of these items as part of the Test Readiness Review (if they are known in advance). If the
components are not part of the field acceptance test, warranty and maintenance on those
components will not be part of the system watranty and maintenance following the temporary

permit to occupy. However, if those components are not available due to acts of the Port Authority the
Raytheon warranty and maintenance obligations for those components will need to be negotiated
separately prior to installation and test of those components. A detailed listing of the components that will
be included as part of the " temporary permit to occupy will be included in the Test
Readiness Review and/ or the Post 1'est Report. ’



Letter No: AFB:PA:11:034

Page 3

Furthermore, it is our intent that as part of issuing the temporary permit to occupy that although Raytheon
will provide warranty and maintenance at the system level, any damage to the equipment within the
system that is caused by a third party (such as a snow plow or other Port Authority contractor), or by a
deliberate act of vandalism will be the sole responsibility of the Port Authority and any repairs in those
circumstances will be made at Port Authority expense. Should the Port Authority pay Raytheon to repair
or replace damaged items in such a circumstance, Raytheon will warrant and maintain the repaired or
replaced items for the remaining duration of the warranty and maintenance of the original damaged item —
for example if a qualifying repair or replacement is made with fifteen (15) months remaining on the
warranty and maintenance the repaired or replaced equipment will be warranted/ maintained for fifteen

(15) months.

Network Centric Systems

Command and Control Systems

1001 Boston Post Rd

Marlboro, MA 01752-3799 USA

Should you have any questions or require further information, please contact the undersigned.

Sincerely,

Raytheon Company

(b & Bk —

Arthur F. Bastian

Raytheon Contract Manager

Command and Control Systems

Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F_Bastian@raytheon.com
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Letter No: AFB:PA:11:018 Marlboro, MA 01752-379%9 USA
11 March 2011
Port Authority of New York and New Jersey

241 Erie Street, Room 238
Jersey City, NJ 07310

Afttention: Mr. Edward Hicks
Subject:
Reference: Purchase Order 45000-44655, Contract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION
SYSTEM (PIDS) CONTRACT MFA-134.308

Dear M. Hicks:
This letter is to provide the Port Authority with a status of the

As you know in conversations with Raytheon, both last week and again this week, Raytheon has become

aware of the Raytheon has sent Mr, Peter Scarlett to , from
our Waterloo site, to conducta~ Peter was also at . ast week and we have sent
him again this week to perform repairs. Repairs nave been completed. In addition, Raytheon has
engaged the as well as Raytheon quality (Mr. Leo Waldron), mechanical

engineering subject matter expert (Mr. JD Seatter), and the Raytheon labs in Andover to evaluate failure
mechanism.

Once the investigation is complete we will report out to the PA.

In recognition of the schedule concerns on the program, Raytheon elected to work with the Port Authority

to do an early deployment of Both parties
recognized this was a development system, and although Raytheon had requested that the Port Authority
accept the associated hardware, ., and initiate warranty and maintenance and the

subsequent denial of that request by the Port Authority, we have diligently maintained the system and
responded to any reported issues by the operators, the security program management office, and airport
security officials. This included establishment of a to improve reliability, response to

- ' " above and beyond what
was contractually required. This was all done in good faith and at our own expense, with the Port
Authority assuming operational use of the system but without any obligation in return.

While the latest failure of the is disappointing and unexpected, we have dispatched the
appropriate personnel in response and will provide a report. However, given that the Port Authority has
assumed no obligation for this system | would like to notify you that the timing and the extent of the

- repairs is at Raytheon's discretion, and continues to be. As you are aware our team is working many
priorities to move the project forward. The formal sell-off of the ’
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Raytheon will continue to provide the necessary support of these systems.

To avoid possible delays and continue to be responsive, we would like to reiterate our request that the

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company

(lch.. £ Bk —

Arthur F. Bastian -

Raytheon Contracts Manager - Command and Control Systems
Phone: 508-490-3448

Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com
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Port Authority of New York and New Jersey
241 Erie Street, Room 238
Jersey City, NJ 07310

Attention: Mr. Edward Hicks
Subject: Raytheon Submittal —
Refereﬁoe: Purchase Order 45000-44655, Confract No. 4600006166 - THE MULTI-

FACILITY AVIATION PERIMETER INTRUSION DETECTION SYSTEM
(PIDS) CONTRACT MFA-134.308

Dear Mr. Hicks:

Raytheon is pleased to provide this proposal for work on the The Firm

Under this proposal price, Raytheon is performing and providing the following:
Providing: RTN labor,I&E sub-contractor labor

- Parts: ‘ Aaxeon Switch, Axion Power Supply, Fiber patch Cords, HP CPU (non
Workstation, Power Cords, UPS or Surge Suppressor

Plan:

Light test Fiber PP to Monitors

Patch Fiber @ Bldg entry PP

Configure & Image CPU

Terminate Bldg Fiber with xx Conn's @ Axien Switch near Monitors
Install CPU and Axion Switch @ Monitors

Connect Axion, CPU, and Monitors to Power and each other

Power Up & Test

Train Operators
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Performing:

Raytheon’s price also includes installation and test of the installation as well as a day or two of {raining so
Training would be a description of what they

are seeing and the limitations on what they can do.
Please be advised that this price in this proposal does not include the following:

s No drawings (we will work to redlines that we will not formally submit).

e Any maintenance will need to be done on a T&M once it is sold off,

e Need to define the sell-off requirement

e After installation, any maintenance and troubleshooting (outside the normal - the camera is
broken) associated with this needs to be paid for by the PA. '

At a subsequent time we can review the coverage areas with them and determine if there are any other
cameras they would like integrated into the system for this purpose (that would cost extra).

If acceptable to the Port Authority, please indicate your concurrence by signing below and returning a
copy back to my attention at Raytheon.

Should you have any questions or require further information, please contact the undersigned.
Sincerely,

Raytheon Company

) 2 5 )
A e
(factin A Lo de—o

Arthur F. Bastian

Raytheon Contracts Manager - Command and Control Systems
Phone: 508-490-3448 - Fax: 508-490-3151

E-mail: Arthur F Bastian@raytheon.com

Atcepted:

Authorized Signature — Port Authority Date






